ITUPublications International Telecommunication Union
Recommendations Standardization Sector

Recommendation
ITU-T Y.4501 (08/2024)

SERIES Y: Global information infrastructure, Internet
protocol aspects, next-generation networks, Internet of
Things and smatrt cities

Internet of things and smart cities and communities —
Frameworks, architectures and protocols

Functional architecture for smart door lock
service framework

Full document details: ITU-T Y.4501 2024


http://www.avadocuments.com/doc/itu-t-y-4501-2024
http://www.avadocuments.com/doc/itu-t-y-4501-2024

ITU-T Y-SERIES RECOMMENDATIONS
Global information infrastructure, Internet protocol aspects, next-generation networks, Internet of Things and smart cities

GLOBAL INFORMATION INFRASTRUCTURE
INTERNET PROTOCOL ASPECTS
NEXT GENERATION NETWORKS
FUTURE NETWORKS
CLOUD COMPUTING
BIG DATA
QUANTUM KEY DISTRIBUTION NETWORKS
INTERNET OF THINGS AND SMART CITIES AND COMMUNITIES
General
Definitions and terminologies
Requirements and use cases
Infrastructure, connectivity and networks
Frameworks, architectures and protocols
Services, applications, computation and data processing
Management, control and performance
Identification and security
Evaluation and assessment

Y.100-Y.999
Y.1000-Y.1999
Y.2000-Y.2999
Y.3000-Y.3499
Y.3500-Y.3599
Y.3600-Y.3799
Y.3800-Y.3999
Y .4000-Y.4999
Y.4000-Y.4049
Y .4050-Y.4099
Y.4100-Y.4249
Y.4250-Y.4399
Y .4400-Y.4549
Y .4550-Y.4699
Y.4700-Y.4799
Y .4800-Y.4899
Y .4900-Y.4999

For further details, please refer to the list of ITU-T Recommendations.

Documents

Document Sharing Hub

Full document details: ITU-T Y.4501 2024


http://www.avadocuments.com/doc/itu-t-y-4501-2024
http://www.avadocuments.com/doc/itu-t-y-4501-2024

Recommendation ITU-T Y.4501

Functional architecture for smart door lock service framework

Summary

Recommendation ITU-T Y.4501 describes the functional architecture for the smart door lock (SDL)
service framework. With the development of mobile communication technology and smart hardware,
various technologies have been introduced to the door lock to form the smart door lock. Multiple
unlocking methods can be realized, and abnormal alarm reporting and flexible door lock management
can be performed. In order to promote the deployment of the smart door lock (SDL) service around
the world, a unified standard is needed, and functions should be realized for the SDL service
framework.

The scope of this Recommendation includes the introduction of the SDL service framework,
requirements of the SDL service framework and functional architecture of the SDL service framework.

History™
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T Y.4501 2024-08-29 20 11.1002/1000/16054
Keywords

Smart door lock service.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. Documents
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2024

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.4501

Functional architecture for smart door lock service framework

1 Scope

This Recommendation specifies the functional architecture for the smart door lock (SDL) service
framework. SDL service can realize diversified unlocking methods, eliminate monitoring
vulnerabilities and strengthen the management and control of the door lock. It can provide a strong
guarantee for both personal safety and property security.

The scope of this Recommendation includes:

— Introduction of the SDL service framework;

- Requirements of the SDL service framework;

— Functional architecture of the SDL service framework.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of the Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of
things.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [b-ITU-T Y.2091]: A structured set of capabilities, which provide value-added
functionality supported by one or more services, which may be supported by an API interface.

3.1.2 capability [b-ITU-R M.1224-1]: The ability of an item to meet a service demand of given
quantitative characteristics under given internal conditions.

3.1.3 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing, actuation,
data capture, data storage and data processing.

3.1.4 functional entity [b-ITU-T Y.2012]: An entity that comprises an indivisible set of specific
functions. Functional entities are logical concepts, while groupings of functional entities are used to
describe practical, physical implementations.

3.1.5 Internet of things [ITU-T Y.4000]: A global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies.

NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,
the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.
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NOTE 2 — From a broader perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.6 service [b-ITU-T Y.2091]: A set of functions and facilities offered to a user by a provider.

3.2 Terms defined in this Recommendation
None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
APl Application Programming Interface

APP  Application

FE Functional Entity

SDL  Smart Door Lock

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from which
no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement needs not be present to claim conformance.

The keyword "may" indicates an optional requirement which is permissible, without implying any
sense of being recommended. These terms are not intended to imply that the vendor's implementation
must provide the option and the feature can be optionally enabled by the network operator/service
provider. Rather, it means the vendor may optionally provide the feature and still claim conformance
with the specification.

6 Introduction of smart door lock service framework

A door lock is a device to provide protection to people's safety and property that is used in many
scenarios, such as in homes, on campuses, in office space, in hotels, etc. Although the security of the
traditional door lock has been improved over time with the development of lock technology, there
still exists some drawbacks which cannot be overcome:

. Single unlocking method: Traditional door locks can only be opened from the outside with a
key. If we forget to take the key or lose the key, the door lock cannot be unlocked. This results
in a poor user experience.

. Lack of alarm capability: Without any network connection capability, the status of the door
lock cannot be reported. Therefore, the owner or the manager of the building cannot obtain
any information on whether the door is locked at any time. A traditional door lock cannot
trigger an abnormal alarm, report the alarm information or notify the house owner or manager
or other relevant departments. This increases the risk to people's lives and of property
damage.

. Lack of management and control capability: Traditional door locks must be unlocked with a
key. For some application scenarios, such as hotels, holiday properties, etc., the door lock
needs to be replaced frequently in order to eliminate the risk of the keys being copied, which
greatly increases the operation cost.
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