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Recommendation ITU-T Y.4503

Framework of common rule enablement for intelligent Internet of things (1oT)
services in heterogeneous 10T platform environments

Summary

The Internet of Things (10T) brings a diverse range of devices to the network, which are managed by
rule-enabled 10T platforms that react to events dynamically and automatically. However, the
heterogeneity of the 10T networks makes it challenging to deploy consistent rule scenarios across
multiple platforms due to differences in protocols and data formats. The 10T rule agent is a platform
that implements the framework of common rule enablement. The agent is deployed in the proxy layer
to bridge clients and devices in heterogeneous 10T networks. Between different 10T networks, the
heterogeneity of the platforms is handled by the agent to deliver the corresponding format of rule
profiles to the destination platform through the platform-specific protocol. The agent includes the
device proxies to enable the heterogeneous rule profiles to be a common format that is registered
through the rule registry for the deployment process. For deploying the rules to the heterogeneous 10T
platforms, the device proxies translate the common format to platform-specific style and delivers it to
the corresponding platform. Within the agent, each device proxy only considers the corresponding loT
network to perform translation and deployment. Based on the agent, the heterogeneous 10T platforms
operates the common rule scenario although heterogeneous rules are delivered to the environment.
Recommendation ITU-T Y.4503 specifies a framework of common rule enablement for intelligent IoT
services in heterogeneous loT platform environments.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2024

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.4503

Framework of common rule enablement for intelligent Internet of things (1oT)
services in heterogeneous 10T platform environments

1 Scope

This Recommendation specifies a framework of common rule enablement for intelligent 10T services
in heterogeneous loT platform environments.

The scope of this Recommendation includes:
— Overview of common rule enablement

— Requirements of common rule enablement for interworking between heterogeneous loT
platforms

— Functional architecture of common rule enablement
— Functional components and interactions of common rule enablement.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000 (2012), Overview of Internet of Things.

[ITU-T Y.4101] Recommendation ITU-T Y.4101 (2017), Common requirements and
capabilities of a gateway for Internet of things applications.

[ITU-T Y.4500.1] Recommendation ITU-T Y.4500.1 (2018), oneM2M — Functional architecture.
[ITU-T Y.4500.14] Recommendation ITU-T Y.4500.14 (2018), oneM2M — LwM2M interworking.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing, actuation,
data capture, data storage and data processing.

3.1.2 Internet of Things (IoT) [ITU-T Y.4000]: A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on existing
and evolving interoperable information and communication technologies.
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3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 common rule enablement: A framework that enables rules from heterogeneous loT
platforms to be deployed transparently for operating the consistent rule scenario without considering
the format and underlying protocols of the destination platform.

3.2.2 1oT edge network: A decentralized network, enabling localized data processing, low
latency, and real-time decision-making, crucial for efficient rule execution and maintaining consistent
service scenarios across diverse 10T environments.

3.2.3 10T edge platform: A localized computing infrastructure positioned near loT devices,
enabling local data processing and real-time decision-making.

3.2.4 10T rule agent platform: A system responsible for managing and executing rules within an
IoT environment, facilitating rule translation and interoperability between heterogeneous loT
platforms.

3.2.5 rule: A profile containing conditions and actions that configure service scenarios within a
platform, enabling event handling and subsequent actions in the loT environment.

3.2.6 rule deployer: A software or system responsible for deploying and implementing rules
within a given environment or system.

3.2.7 rule operation: Operation in 10T involves evaluating rules against data or events and
triggering actions based on the evaluation results.

3.2.8 rule profile: A standardized specification defining a rule's behavior in a specific domain,
providing structured information about its context, behavior, and requirements.

3.2.9 rule registry: A centralized system in an 10T environment that stores and manages rules,
acting as a repository for rule schemas, profiles, and related data essential for rule management and
execution.

3.2.10 rule repositories: A database or storage system housing a collection of rules for use within
an loT environment.

3.2.11 rule schema: A structured representation of a rule specifying its characteristics and
behaviour, including the conditions necessary for the rule to be triggered.

3.2.12 rule translator: A translator that converts rules between different formats in loT for
interoperability and integration among various platforms and applications.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
Al Acrtificial Intelligence

API Application Programming Interface

HTTP Hypertext Transfer Protocol

loT Internet of Things
ul User Interface
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