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Recommendation ITU-T Y.4508 

Functional requirements and architecture of blockchain-based activity log 

management for Internet of things (IoT) data processing and management 

 

 

 

Summary 

There are many Internet of things (IoT) platforms to process and manage the same IoT data in different 

stages and in different areas. In traditional solutions, each IoT platform usually stores its activity logs 

for IoT data processing and management (IoT DPM) within its storage separately. These activity logs 

are separated and managed by the IoT platforms. Therefore, their accessibility and trustworthiness are 

not guaranteed, and it is not easy to trace the activities related to IoT DPM in the full lifecycle of the 

activity logs that are stored and managed by different IoT platforms. 

In order to trace IoT DPM activities, different IoT platforms may use the same activity log storage and 

related functionalities. Activity log management (ALM) enabled by blockchain technologies provides 

functionalities to manage the full lifecycle of activity logs for IoT DPM across IoT platforms. Different 

IoT platforms can individually save activity logs of IoT DPM in trustworthy shared storage via the 

ALM for IoT DPM. When they read activity logs of IoT DPM via the ALM, they can obtain all the 

relevant activity logs of IoT DPM, across their full lifecycle, from trustworthy shared storage via the 

ALM for IoT DPM, if authorized. The ALM and the trustworthy shared storage are based on 

blockchain technologies and can protect the activity logs from being tampered with. The ALM can 

facilitate IoT platforms' storing and tracing of activity logs of IoT DPM across their full lifecycle, 

transparently and in a trustworthy manner. 

Recommendation ITU-T Y.4508 presents a blockchain-based ALM for IoT data processing and 

management and specifies its characteristics, functional requirements and architecture. 

 

 

History * 

Edition Recommendation Approval Study Group Unique ID 

1.0 ITU-T Y.4508 2025-01-15 20 11.1002/1000/16032 

 

 

 

Keywords 

Activity logs management, blockchain, data management, data processing. 

 

 

*  To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. 

Full document details: ITU-T Y.4508 2025

https://handle.itu.int/
http://www.avadocuments.com/doc/itu-t-y-4508-2025
http://www.avadocuments.com/doc/itu-t-y-4508-2025


 

ii Rec. ITU-T Y.4508 (01/2025) 

FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

https://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.4508 

Functional requirements and architecture of blockchain-based activity log 

management for Internet of things (IoT) data processing and management 

1 Scope 

This Recommendation presents a blockchain-based activity log management (ALM) for Internet of 

things (IoT) data processing and management (DPM), and specifies its characteristics, functional 

requirements and architecture. 

The scope includes: 

– concept, use cases and characteristics of blockchain-based ALM for IoT DPM, 

– functional requirements and architecture of blockchain-based ALM for IoT data processing 

and management. 

NOTE – The ALM for IoT DPM uses blockchain technology, but blockchain technology itself is out of the 

scope of this Recommendation. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally 

recorded data arranged as a successively growing chain of blocks with each block cryptographically 

linked and hardened against tampering and revision. 

3.1.2 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, 

the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and 

privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.3 Internet of things entity (IoT entity) [b-ITU-T Y.4811]: A functional entity (e.g., IoT 

service, IoT gateway) or physical entity (e.g., IoT device, end user device) that participates in 

activities performed in Internet of things (IoT). 
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3.1.4 thing [ITU-T Y.4000]: With regard to the Internet of things, this is an object of the physical 

world (physical things) or the information world (virtual things), which is capable of being identified 

and integrated into communication networks. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 activity log: A record that indicates an exact behaviour of an entity when processing and 

managing Internet of things (IoT) data, such as how, where and when an IoT entity processes and 

manages IoT data. 

NOTE – Activity logs are typically used to trace the progress and results of relevant IoT entities (usually IoT 

services), to process and manage the IoT data in an IoT platform and/or across IoT platforms. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AC-FC Access Controller Functional Component 

AIM-FC Activity Information Management Functional Component 

ALM Activity Log Management 

ALT-FC Activity Log Tracing Functional Component 

DPM  Data Processing and Management 

DV-FC Data Validation Functional Component 

FC Functional Component 

IoT Internet of Things 

MM-FC Module Management Functional Component 

PIM-FC Platform Information Management Functional Component 

SIM-FC Service Information Management Functional Component 

TSS Trustworthy Shared Storage 

5 Conventions 

This Recommendation uses the following conventions: 

– The phrase "is required to" indicate a requirement that must be strictly followed and from 

which no deviation is permitted if conformance with this Recommendation is to be claimed. 

– The phrase "is recommended" indicate a requirement that is recommended, but which is not 

absolutely required to claim conformance with this Recommendation. 

6 Overview of blockchain-based ALM for IoT DPM 

There are many IoT platforms to process and manage the same IoT data at different stages and in 

different areas. For example, assuming there are four IoT platforms (P1 to P4) as shown in Figure 6-1, 

after one of the IoT platforms (such as P1) generates IoT data (such as data item A), it is then 

processed by the four IoT platforms one after the other. 

In traditional solutions, each IoT platform stores its activity logs of processing and managing data A 

in its storage separately. These activity logs are separated and managed by the IoT platforms. 

Therefore, the accessibility and trustworthiness of these activity logs are not guaranteed. In this case, 
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