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Recommendation ITU-T Y.4604 

Metadata for camera sensing information of autonomous mobile  

Internet of things devices 

 

 

 

Summary 

Recommendation ITU-T Y.4604 specifies metadata for camera sensing information (MCSI) and 

describes characteristics and features of individual pieces of MCSI working on autonomous mobile 

Internet of things (IoT) devices. 

In the case of low-cost and low-resolution IoT camera sensor devices, it is not possible to support 

full-featured camera sensing information due to their resource-limited capabilities. Traditional full-

performance digital camera devices provide complex metadata such as camera settings (stimulus, 

sensitivity, shutter speed, etc.), time, location information and camera model. 

There is no guidance for compliant and compromised IoT camera-sensing metadata from different 

manufacturers. This causes problems related to interchangeable metadata. It is essential therefore to 

provide basic and minimal camera-sensing metadata to enable interoperability between IoT 

applications and services. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.4604 

Metadata for camera sensing information of autonomous mobile  

Internet of things devices 

1 Scope 

This Recommendation specifies metadata for camera sensing information (MCSI) and describes 

details of characteristics and features of MCSI working on autonomous mobile Internet of things 

(IoT) devices (AMIDs). 

In particular, the scope of this Recommendation includes: 

– sensing methods and data structure for MCSI; 

– specification of characteristics and features of individual pieces of MCSI. 

NOTE 1 – Regulation-related information metadata, such as privacy, personally identifiable information and 

face recognition, lie outside the scope of this Recommendation. 

NOTE 2 – This Recommendation is not intended to apply to all vehicles, environments or applications, but 

does apply primarily to sensors for aviation or unmanned aircraft system devices and delivery service robots. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 application [b-ITU-T Y.2091]: A structured set of capabilities, which provide value-added 

functionality supported by one or more services, which may be supported by an API interface. 

3.1.2 device [b-ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, 

actuation, data capture, data storage and data processing. 

3.1.3 Internet of things (IoT) [b-ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on 

existing and evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 
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3.1.4 metadata [b-ITU-T Y.1901]: Structured, encoded data that describe characteristics of 

information-bearing entities to aid in the identification, discovery, assessment and management of 

the described entities. 

3.1.5 smart sustainable city [b-ITU-T Y.4900]: A smart sustainable city is an innovative city 

that uses information and communication technologies (ICTs) and other means to improve quality 

of life, efficiency of urban operation and services and competitiveness, while ensuring that it meets 

the needs of present and future generations with respect to economic, social, environmental, as well 

as cultural aspects. 

3.1.6 terminal device (TD) [b-ITU-T Y.1901]: An end-user device which typically presents 

and/or processes the content, such as a personal computer, a computer peripheral, a mobile device, a 

TV set, a monitor, a VoIP terminal or an audio-visual media player. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 metadata camera sensing information (MCSI): A metadata of sensing information 

captured from an Internet of things camera sensor. 

4 Abbreviations and acronyms 

This Recommendation uses the following terms and abbreviations: 

AMID  Autonomous Mobile Internet of things Device 

API  Application Programming Interface 

AR  Augmented Reality 

BIM  Building Information Modelling 

EO  Electro-Optical 

EXIF  Exchangeable Image File Format 

GNSS  Global Navigation Satellite System 

ICT  Information and Communication Technology 

IoT  Internet of Things 

IR  Infrared Radiation 

JPEG  Joint Photographic Experts Group 

LiDAR  Light Detection and Ranging 

MCSI  Metadata Camera Sensing Information 

MSI  Multispectral Image 

TD  Terminal Device 

TIFF  Tagged Image File Format 

TV  Television 

VoIP  Voice over Internet Protocol 

VR  Virtual Reality 

5 Conventions 

None.  
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6 Introduction 

In general, traditional full-performance digital camera devices provide a lot of metadata including 

information such as camera settings (stimulus, sensitivity, shutter speed), time, location information 

and camera model. For example, for image file formats, there are exchangeable image file format 

(EXIF) metadata formats such as Joint Photographic Experts Group (JPEG) and tagged image file 

format (TIFF). EXIF is a format that stores metadata containing information about images or voice 

files acquired by digital cameras, including image size, file format, resolution, and camera 

information such as focal distance, brightness and exposure time. The EXIF format provides 

complicated and full-featured camera sensing information [b-Exif]. 

However, in the case of low-cost and low-resolution IoT camera sensor devices, it is not necessary 

to support full-featured camera sensing information in resource-limited device capabilities. 

Additionally, there is no guidance currently for compliant and compromised metadata from 

different manufacturers. Therefore, it is crucial to provide guidance for basic and minimal sensing 

metadata of IoT camera sensors to enable interoperable IoT applications and services. 

Consequently, this Recommendation focuses on describing the basic metadata that are essentially 

required in such environments. Such metadata allow developers to launch IoT application services, 

and can be complemented with interoperability and provided without conflicting with existing 

metadata such as EXIF. 

An AMID is a type of IoT device with an embedded or connected IoT sensor camera. AMIDs such 

as delivery service robots, home appliances (robot vacuum cleaners, etc.), and autonomous driving 

cars are already becoming common in the IoT services market. Recent AMIDs with cameras 

including different metadata (location, angle of view, temperature, time, etc.) cannot support 

compliant metadata among different device manufacturers in the market. AMIDs also experience 

problems due to the lack of common metadata on image sensor information, differences in 

specifications (units, resolution, criteria, etc.) and specific metadata that are dependent on 

manufacturers. 

Concerning AMIDs, it is important to avoid non-compliant metadata processing while capturing 

camera sensing information. By standardizing IoT camera sensing metadata, the metadata conflict 

problem can be resolved and development costs of interoperable data standards for IoT camera-

based devices reduced. This standardized IoT camera sensing metadata can be used as a 

foundational metadata for IoT camera-based services, such as autonomous robot services, building 

management services and augmented reality or virtual reality (AR/VR) services. Autonomous 

mobile IoT services can demand metadata of image and video data and these metadata can be 

applied for various application services. In most IoT application services, these metadata can be 

combined and applied for visualizing and 3-dimensional spatial information generation.  

Figure 6-1 shows an example of a service environment of AMIDs. 
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