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Recommendation ITU-T Y.4808 

Digital entity architecture framework to combat counterfeiting  

in Internet of things  

Summary 

Recommendation ITU-T Y.4808 is intended to provide a solution framework employing digital entity 

architecture to combat the use of counterfeit Internet of things (IoT) devices worldwide. 

There are challenges related to the use and circulation of counterfeit devices in the market, including adverse 

consequences for users, governments and the private sector. 

As documented in the ITU-T Technical Report on Counterfeit ICT equipment [b-Counterfeit ICT Equipment], 

there are a lot of technical solutions which are widely used for combating counterfeit products the world over. 

The report indicates that radio frequency identification (RFID) tags are among technologies which are used 

for combating counterfeiting. While this may be true, there are some difficulties associated with securing 

these systems with regard to the access control exercised to write on the tags. 

There are solutions established for combating counterfeit devices for specific technologies and/or industries 

which may not be applicable to all use cases. On the other hand, there are solutions which may be applicable 

to all use cases, these solutions are based on the ITU-T Recommendations such as ITU-T Y.4459 Digital 

entity architecture framework for Internet of things interoperability and ITU-T X.1255 Framework for 

discovery of identity management information. 

Resolution 188 (Busan, 2014) on combating counterfeit telecommunication/information and communication 

technology devices recognized that Recommendation ITU-T X.1255, which is based on the digital entity 

architecture, provides a framework for discovery of identity management information. 

A digital entity architecture, as described in Recommendation ITU-T Y.4459, defines a minimum set of 

needed architectural components and services to provide a generic information and service interoperability. It 

will facilitate the interoperability of identification, description, representation, access, storage and security of 

Internet of things (IoT) devices. This architecture framework encourages a common security and management 

interface across different IoT applications. 

Digital entity architecture provides additional means of security (e.g., public key infrastructure) features to 

authenticate the parties involved in the identifiers registration process. Other industry approaches to combat 

counterfeiting are available. They rely on commonly acknowledged identifiers including, but not limited to 

media access control (MAC), international mobile equipment identity (IMEI), radio frequency identification 

(RFID), etc. 

Systems based on digital entity architecture may be considered as one category of candidate tools which allow 

vendors/industries (not only ICT industry) to store their products' profile in digital form. Therefore, 

Recommendation ITU-T Y.4808 can be used in different industries such as the information communication 

technology (ICT), pharmaceutical, automotive and aviation industries.  
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers 

are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 

TSB patent database at http://www.itu.int/ITU-T/ipr/. 
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