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NOTICE

JEDEC standards and publications contain material that has been prepared, reviewed, and
approved through the JEDEC Board of Directors level and subsequently reviewed and approved
by the JEDEC legal counsel

JEDEC standards and publications are designed to serve the public interest through eliminating
misunderstandings between manufacturers and purchasers, facilitating interchangeability and
improvement of products, and assisting the purchaser in selecting and obtaining with minimum
delay the proper product for use by those other than JEDEC members, whether the standard is to
be used either domestically or internationally.

JEDEC standards and publications are adopted without regard to whether or not their adoption
may involve patents or articles, materials, or processes. By such action JEDEC does not assume
any liability to any patent owner, nor does it assume any obligation whatever to parties adopting

the JEDEC standards or publications.

The information included in JEDEC standards and publications represents a sound approach to
product specification and application, principally from the solid state device manufacturer
viewpoint. Within the JEDEC organization there are procedures whereby a JEDEC standard or
publication may be further processed and ultimately become an ANSI standard.

No claims to be in conformance with this standard may be made unless all requirements stated in
the standard are met.

Inquiries, comments, and suggestions relative to the content of this JEDEC standard or
publication should be addressed to JEDEC at the address below, or refer to www.jedec.org under
Standards and Documents for alternative contact information.

Published by
©JEDEC Solid State Technology Association 2021
3103 North 10th Street
Suite 240 South
Arlington, VA 22201-2108

JEDEC retains the copyright on this material. By downloading this file the individual agrees not
to charge for or resell the resulting material.

PRICE: Contact JEDEC

Printed in the U.S.A.
All rights reserved
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PLEASE!

DON’T VIOLATE
THE
LAW!

This document is copyrighted by JEDEC and may not be
reproduced without permission.

For information, contact:
JEDEC Solid State Technology Association
3103 North 10th Street
Suite 240 South
Arlington, VA 22201-2107

or refer to www.jedec.org under Standards-Documents/Copyright Information.
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JEDEC Standard No. 260

REPLAY PROTECTED MONOTONIC COUNTER (RPMC) FOR SERIAL FLASH DEVICES
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JEDEC Standard No. 260

Foreword

This document was prepared by the JC42.4 3 Serial Flash task group authorized by the JC42.4 Non-
Volatile Memory subcommittee.

Introduction

The Serial Flash is the persistent storage available on the motherboard of a PC platform. In PC platforms
the Serial Flash contains CPUBIOS code. In addition it provides persistent storage support for a number
of microcontrollers on the platform used for critical functions such as security and power management.

Serial Flash access control is enforced at a sector or a subsector granularity. A specific sector may be read

only (write protected), or read/write (can be written to during runtime for normal functionality). The Flash
read/write protection is performed by the Serial Flash Controller HW on the motherboard.
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REPLAY PROTECTED MONOTONIC COUNTER (RPMC) FOR SERIAL FLASH DEVICES

(From JEDEC Board Ballot JCB-21-12, formulated under the cognizance of the JC-42.4 Subcommittee
on Nonvolatile Memory Devices

1 Scope

The security protections described in the Introduction are necessary but not sufficient to meet advanced
use cases of a PC. This document provides the requirements for an additional block called as Replay
Protection Monotonic Counter. (RPMC) Replay Protection provides a building block towards providing
additional security. This block requires modifications in both a Serial Flash device and Serial Flash
Controller. The standard defines new commands for Replay Protected Monotonic Counter operations. A
device that supports RPMC can support these new commands as defined in this standard.

2 Normative References

The following normative documents contain provisions that through reference in this text, constitutes
provisions of this standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this standard are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated. For
undated references, the latest edition of the normative document referred to applies.

IM7.01, Style Manual for Standards and Other Publications of JEDEC

JESDSSE, Dictionary of Terms for Solid-State Technology

JESD216, Serial Flash Discoverable Parameters (SFDP)

NIST 180-4, Secure Hash Standard (SHS)

NIST 198-1, The Keyed-Hash Message Authentication Code (HMAC)
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3 Terms and Definitions

3.1 Acronyms

RPMC Replay Protected Monotonic Counter

OEM Original equipment manufacturer

SHA-256 SHA stands for Secure Hash Algorithm. SHA-256 refers to the SHA-2 family of
algorithms with the digest size of 256 bits.

HMAC- In cryptography, HMAC (Hash-based Message Authentication Code) is a specific
SHA-256 construction for calculating a message authentication code (MAC) involving a
cryptographic hash function in combination with a secret 256 bit encryption key. As
with any MAC, it may be used to simultaneously verify both the data integrity and the
authenticity of a message. HMAC-SHA-256 uses SHA256

4 Hardware Attack Vulnerabilities

The current definition of the Serial Flash does not offer any protection against HW attacks. HW attacks
are defined as attacks where the attacker has physical access to Serial Flash. As a result the attacker is
able to modify the flash content by de-soldering the part and reprogramming it or replacing it. Attacker is
also able to capture information by probing it using a logic analyzer and replay it at a different time.
Attacker is able to modify the flash content on the fly by inserting FPGA HW in the middle.

Such attacks are becoming relevant in sophisticated use cases where the attacker associates a value with
persistent contents stored on the platform. As an example, the information stored on the platform provides
a license to the user for access to services in the cloud. Or a cloud based service provider relies upon the
goodness of the platform (secure boot, measured boot, license etc.) to ensure that the user and the
platform meets the criteria associated with the availability of the service.

Such an attack can be detected by protecting monotonic counter values in the platform. This specification

defines how monotonic counters can be protected using a new set of commands between the Serial Flash
Controller and Serial Flash devices.
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4 Hardware Attack Vulnerabilities (cont’d)

The overview of this capability is described below:

e Command to write 256 bit “Root Key”.

o Theroot key is stored inside the flash and is not readable from outside. This includes test modes.
A non “OFF..FF” root key is programmed only one time during system manufacturing.

o A 32 bit monotonic counter is associated with the root key. It is initialized to zero when a valid
256 bit write root key operation is performed regardless of the value of the root key. (ie
“OFF..FFH or non “OFF..FFH)

e Authenticated commands/responses are commands/responses signed using the “HMAC Key”. The
signature is verified using HMAC-SHA-256.

o The HMAC key is stored inside the flash and is not readable including via test modes.

e Authenticated “HMAC key update command” to derive a 256 bit HMAC key. TheHMAC key is
derived from the Root Key and Key data supplied during the command using HMAC-SHA-256. So
this command performs two HMAC-SHA-256 operations. Once to derive the HMAC key and once to
verify the signature.

e Authenticated commands to support following monotonic counter operations.

o Increment counter
o Read counter

e Support for a minimum of four counters with associated resources such as root key registers, HMAC
key registers.

e No mechanism to circumvent Authenticated commands including via test modes. The Serial Flash
device must meet following restrictions:

o Root key register erase operation can be performed using manufacturing test mode only without
reading its value At this point the root key register can be reprogrammed to fully test the part. The
behavior of the associated counter during test mode erase root key is manufacturer dependent i.e.
it can be initialized or it can retain its current value.

e No mechanism to circumvent Write/Erase commands for all standard sectors. The Serial Flash
Controller write protects these sectors by preventing certain op-codes to be issued to the address
range it wants to protect during run time. Serial Flash device must meet following restrictions:

o Write/Erase operation on sectors and subsectors can only be performed using standard op-codes
as defined in the Serial Flash specification.
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