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1.0 INTRODUCTION

An I/T security program only exists because it helps to protect valuable information
from exploitation. This handbook’s purpose is to document the Johnson Space
Center (JSC) Information Technology Security Program and to provide readers with
the knowledge necessary to protect their sensitive information from theft,
destruction, or loss. This handbook implements the National Aeronautics and
Space Administration (NASA) Information Technology Security Program,
documented in NASA Policy Guideline (NPG) 2810.1, at JSC and serves as a single-
volume reference for JSC’s processes and guidelines.

1.1 APPLICABILITY AND SCOPE

This document applies to all civil servants and contractor employees at JSC sites.
Individuals doing work at a college, university, or research establishment under a
contract or grant from JSC are included in the JSC I/T Security Program to the
extent prescribed by their contract. However, when persons covered by such an
arrangement have access to JSC information technology resources, they still must
still abide by the provisions of this handbook.

This document rescinds and replaces in its entirety JSCM 2410.11, the Johnson
Space Center Automated Information Systems Security Manual, October 1992.

This handbook applies only to the security of unclassified automated information,
applications, and computer and telecommunications systems. The processing of
classified automated information and secure telecommunications is the
responsibility of the JSC Security Branch. The requirements for classified
processing may be found in the current edition of JSC Policy Guideline (JPG)
1600.3A, the JSC Security Procedures and Guidelines, (ref. 5) or by contacting the
JSC Security Branch.

1.2 COMPONENTS OF I/T SECURITY
Information technology security has three components:

a. Integrity, the ability to ensure that sensitive automated information, the
applications that process the data, the information technology systems that run
the software, and the hardware configuration, connectivity and the status of
privilege settings cannot be altered during storage or transmission;

b. Availability, the ability to ensure that sensitive data, applications, and
systems are there to be accessed when and where needed; and,

c. Confidentiality, the ability to ensure that information is disclosed only to those
who have a valid business needs to possess it.
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Although each I/T security problem is unique, all of them may be solved by taking
the proper mix of technical and managerial controls that gives the appropriate
weight to each of the three components above.

1.3 GOALS AND OBJECTIVES OF THE JSC I'T SECURITY PROGRAM

The goal of the JSC I/T Security Program is to ensure that appropriate, cost-
effective levels of integrity, availability, and confidentiality are applied to the
protection of all of JSC’s sensitive information and systems in support of the
Center’s missions, programs, and functions. To accomplish this goal, the Chief
Information Officer (CIO) has established the following objectives for the JSC I/T
Security Program and appointed the Information Technology Security Manager
(ITSM) overall policy and compliance responsibility:

a. To assure that all I/T systems in the JSC community have a plan for achieving
and maintaining an appropriate, cost-effective level of security which is based on
a proactive life-cycle, risk-based approach to I/T security, including planning for
contingency operations

b. To assure that all individuals who can bypass system security controls and
processes are identified in accordance with the sensitivity of information or type
of access they require such that an appropriate personnel security investigation
may be accomplished

c. To assure that all personnel in the JSC community, both civil service and
contractor, understand their individual responsibilities through an appropriate
I/T security awareness and training program

d. To assure that effective incident response and reporting processes exist and that
all personnel know how to use them

e. To assure that appropriate metrics are collected and reported in order to permit
management to gauge the effectiveness of the program

1.4 ELEMENTS OF THE JSC I/'T SECURITY PROGRAM

On October 30, 2000 the President signed into law the FY2001 Defense
Authorization Act (Public Law 106-398) including Title X, subtitle G, “Government
Information Security Reform (The Security Act). The Security Act amends the
Paperwork Reduction Act of 1995 (PRA) (44 U.S.C. Chapter 35) by enacting a new
subchapter on “Information Security” which primarily addresses the program
managmentment and evaluation aspects of security. For unclassified information
technology systems, the Office of Management and Budget (OMB) retains its
existing policy authority under the PRA and the Clinger-Cohen Act of 1996. Except
for new annual program reviews, the role of the agency Inspector General, and the
annual reporting requirement, the Security Act essentially codifies the 1996
requirements of OMB Circular A-130, Appendix III, “Security of Federal Automated
Information Resources.” The Security Act also requires agencies to incorporate
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security into the life cycle of agency information systems. . This edition of JPG
2810.1 has been brought up to date and reflects the newest Federal and Agency
guidance in effect on the date of publication.

NASA as an Agency has not changed in its reliance upon a risk-based approach to
I/T security. Selection of security controls based on risk remains central to the
methodology, but the process and documentation have been simplified. The JSC I/T
Security Program has the following elements:

a. Each I/T system has a knowledgeable individual assigned responsibility for the
security of that system.

b. The security processes and controls will be documented for every system in an
I/T security plan.

c. A periodic review of security controls of each I/T system will be conducted at
least every three years or upon significant change, whichever occurs first.

d. An appropriate JSC management official has given authority for each I/T system
to process based on implementation of its security plan.

e. All individuals who access information in an I/T system operated by or on behalf
of the Federal Government will be trained commensurate with their
responsibilities.

f. JSC managers have appropriate guidelines to grant access to their systems,
including requiring personnel security investigations when individuals can
bypass I/T security controls and processes.

g. I/T security incident recognition, response, and reporting processes are in place
for every I/T system.

The remainder of this handbook will show how these program elements will be
integrated into a comprehensive I/T security program

1.5 A RISK-BASED VERSUS A COMPLIANCE-BASED I/T SECURITY
PROGRAM

Generally speaking, two philosophies have historically governed computer security
programs, compliance-based and risk-based. The compliance-based approach is
highly structured and depends upon a set of rules issued by a high enough
Government or corporate authority that the rules can be made mandatory for all
participants in the program. Compliance-based programs provide a common set of
security goals for the participants but leave the least flexibility to the individual
system managers who are accountable for the successful operation of the system. A
risk-based security program, on the other hand, places the burden directly upon line
managers to discern and understand their risks and then make reasonable
decisions about what risks to accept versus what risks to mitigate or correct. NASA
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and JSC have implemented a risk-based program, provided that certain minimum
baseline criteria are met.

Experience has shown that the cost-effectiveness and flexibility that result from a
risk-based approach far outweigh any of its potential disadvantages. It is not the
intention of the program to eliminate all risk; rather, the intent is to provide and
implement a sound, logical methodology that is consistent with good systems
engineering practice by which risks can be understood, assessed, and managed. I/T
security, then, is not a separate endeavor; it is a process that is integrated into a
system’s entire life cycle.

1.6 THE ROLE OF REQUIREMENTS IN A RISK-BASED I/T SECURITY
PROGRAM

The minimum baseline I/T Security requirements are described in Appendix A of
NPG 2810.1 and section 6 of this document. To provide the proper level of I/T
security in their systems, managers should:

a. Perform a risk analysis to determine and prioritize their risks

b. Impose security controls as described in NPG 2810.1, Appendix A and section 6
of this document (or develop equivalent solutions if necessary, depending upon
their particular system architecture), to mitigate or correct the risks determined
in the risk analysis; and

c. Impose more stringent technical or managerial controls if the risk analysis
shows that the recommended baseline controls of NPG 2810.1, Appendix A and
section 6 of this document are insufficient

There are several reasons why managers should be scrupulous in imposing at least
the minimum security controls that section 6 requires. First, in JSC’s increasingly
Interconnected community, a weakness in one area represents a risk to everyone
else that shares common resources. Second, by implementing where possible at
least the minimum baseline set of controls, the manager assures the Agency and
the public that the information entrusted to that manager’s care is protected to a
known standard. Third, ignoring a proper baseline set of security controls and then
being forced to recover from an external intruder’s attack has more than once led to
excessive cost.

1.7 APPLICABILITY OF ISO 9000 PROVISIONS

The JSC I/T Security Program is designed not only to fulfill the applicable Federal
and Agency directives regarding I/T security but also to meet the provisions of the
JSC Quality Program. This handbook is a quality document under JSC’s Quality
Program. The current edition is available through the JSC Quality Management
System (QMS) Electronic Document Repository. Readers should first check this
repository for the current edition any time they use this handbook.
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1.8 OVERVIEW OF JPG 2810.1

This handbook is divided into sections that generally follow the elements of the JSC
I/T Security Program.

a. I/T Security Management Responsibilities, section 2, describes the duties
of line management, computer security managers, support personnel, end users,
and others who have duties in the JSC I/T Security Program.

b. I/T Security Management, section 3, identifies and describes the
‘ management processes and metrics integral to the program.

c. Introduction to I/T System Security Engineering, section 4, provides an
end-to-end overview of the role of the I/T security planning process.

d. I/T Security Planning, section 5, provides the detailed instructions and
examples for completing a risk analysis and then using this risk analysis to
prepare the appropriate security planning documents.

e. Baseline I/T Security Requirements, section 6, establishes technical,
administrative, and physical requirements that provide a minimum baseline for
the JSC’s I/T systems.

f. I/T Security Awareness and Training, section 7, establishes the
requirements for initial and continuation training and describes what training
classes and materials are available to the JSC community from the ITSM.

g. Granting Access to JSC’s I/T Systems, section 8, provides guidelines and
administrative requirements for the personnel screening and risk management
processes that meet the intent of Federal law, Office of Personnel Management,
and NASA regulations and is sufficient to protect sensitive I/T resources.

h. I/T Security Incident Recognition, Response, and Reporting, section 9,
provides guidelines and administrative requirements for recognizing, responding
to, and reporting I/T security incidents.

1. General Information and Guidelines, section 10, provides guidance on
various matters of ethics, regulation, and policy that are of concern to JSC’s
computer users.

1.9 QUESTIONS AND COMMENTS

The CIO delegates to the Information Technology Security Manager responsibility
for the JSC Information Technology Security Policy and for the content of this
handbook. Readers’ questions are invited at any time.

This handbook follows a configuration management process described in section 3.7.
Readers who wish to submit changes to this handbook may submit them at any
time in accordance with this process.
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SECTION 2

I/T SECURITY MANAGEMENT
RESPONSIBILITIES
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2.0 I/T SECURITY MANAGEMENT RESPONSIBILITIES

All JSC and contractor personnel who manage, use, program, or operate JSC I/T or
telecommunications resources have responsibilities for ensuring that appropriate
levels of integrity, availability, and confidentiality are maintained throughout the
life cycles of these systems. The purpose of this section is to define these
responsibilities by position.

2.1 I/T SECURITY RESPONSIBILITIES BY POSITION
2.1.1 JSC Center Director

The responsibilities of the Center Director with respect to Information Technology
Security are described in NPG 2810.1, Section 2.2.1. The Center Director has
overall responsibility for the JSC I/T Security Program. The Director will ensure
that the following tasks are accomplished:

a. Developing, implementing, documenting, and monitoring the JSC I/T Security
Program.

b. Incorporating NASA, other Government Agency, or foreign national I/T security
processing needs, in accordance with agreements among agencies.

c. Appointing a Chief Information Officer (CIO) to whom responsibility for the JSC
I/T Security Program has been delegated.

d. Ensuring that appropriate I/T security requirements are included in all
contracts and statements of work (SOWSs) for acquisition, operation, or disposal
of critical system (CS) and general support system (GSS) (where these terms are
as defined in section 5.3) equipment, applications, and related services.

2.1.2 JSC Senior Staff

The responsibilities of the JSC Senior Staff with respect to Information Technology
Security are described in NPG 2810.1, Section 2.2.3. The JSC Senior Staff members
have responsibility for the following:

a. Implementing the JSC I/T Security Program in their respective organizations.

b. Appointing a civil servant to serve as the Organization Computer Security
Manager (OCSM) for that organization.

c. At the Senior Staff member’s option, appointing a second civil servant to serve
as alternate OCSM.

2.1.3 Chief Information Officer

The responsibilities of the Chief Information Officer (CIO) with respect to
Information Technology Security are described in NPG 2810.1, Section 2.2.2. The
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Center Director has delegated the responsibility for the JSC I/T Security Program
to the CIO. The CIO has the following I/T security duties:

a. Establishing and maintaining the JSC I/T Security Program ensures the safety
of I/T investments within scope of the JSC I/T Program as well as compliance
with federal and NASA I/T Security requirements.

b. Reviewing and approving all network interfaces between JSC and other NASA
facilities, contractor facilities, and all external communications.

c. Reviewing and approving significant connectivity between organizations within
JSC where critical systems are involved.

d. Appointing the Information Technology Security Manager (ITSM).

e. Working in conjunction with other organizations to ensure that sufficient
resources are available to the I'TSM to implement and maintain the JSC I/T
Security Program.

f. Approving the JSC I/T Security Handbook, JPG 2810.1.
g. Approving searches of computers when probable cause of misuse exists.

2.1.4 Director, Human Resources

The responsibilities of the Human Resources Director with respect to Information
Technology Security are described in NPG 2810.1, Section 2.3.2. The Director,
Human Resources, is responsible for the following:

a. Coordinating with the I'TSM to develop a Center I/T Security Trainig Awareness
and Training Plan to ensure that the Center’s user community has the
awareness, knowledge, and skills necessary to protect NASA information, data,
and systems

b. Developing an I/T Security Awareness and Training Plan

c. Identifying requirements for I/T Security Awareness and Training

d. Identifying sources for providing the training

e. Budgeting funds for both initial and follow-on I/T security curricula

f. Maintaining records that show who has received I/T security training

2.1.5 Director, Business Management

The responsibilities of the Director of Business Management with respect to
Information Technology Security are described in NPG 2810.1, Section 2.3.4. The
Director of Business Management is responsible for developing and implementing
policies and procedures to incorporate JPG 2810.1 requirements into all JSC
contracts.
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2.1.6 Director, Information Systems

The responsibilities of the Director of Information Systems with respect to
Information Technology Security are described in NPG 2810.1, Section 2.2.9. The
Director, Information Systems, is responsible for the following:

a. Providing essential staff support for the JSC I/T Security Program.

b. Maintaining appropriate security for JSC’s Center-level telecommunications
networks.

2.1.7 Director, Center Operations

The responsibilities of the Director of Center Operations with respect to
Information Technology Security are described in NPG 2810.1, Section 2.3.1. The
Director, Center Operations, is responsible for providing the resources to conduct
personnel security investigations as prescribed by NPG 2810.1, Section 4.5 and JPG
2810.1, Section 8.

2.1.8 Information Technology Security Manager

The responsibilities of the Information Technology Security Manager with respect
to Information Technology Security are described in NPG 2810.1, Section 2.2.4. The
ITSM 1is appointed by the CIO and is delegated day-to-day management
responsibility for the JSC I/T Security Program. The ITSM has the responsibility
for the following:

a. Establishing the overall direction and structure of the JSC I/T Security
Program, implementing Federal and Agency I/T security policy, and developing
requirements and guidelines.

b. Developing and maintaining the current edition of the JSC I/T Security
Handbook, JPG 2810.1.

c¢. Preparing the annual JSC I/T Security Program Plan.

d. Establishing a management process that assures that the security risks inherent
in I/T systems, applications, and facilities are identified and evaluated and that
appropriate actions are taken by line managers to reduce risks to an acceptable
level.

e. Conducting periodic analyses, reviews, and evaluations of I/T Security Program
1mplementation.

f. Chairing the JSC I/T Security Committee.

g. Reviewing and recommending concurrence with CS and GSS SMA designations
as determined by the respective JSC line managers. Not withstanding any other
assigned responsibilities in this document, the final authority for I/T security
rests with the CIO.

11 126 ‘ZSBRcuments
Document Sharing Hub

Copyright NASA - JSC - Johnson Space Center

Provided by IHS

Licensee=/, User=,

No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: JSC 2810.1B 2001


http://www.avadocuments.com/doc/jsc-2810-1b-2001
http://www.avadocuments.com/doc/jsc-2810-1b-2001

h. Providing status to NASA Headquarters (HQS), the Principle Center for I/T
Security, and the Center Director.

1. Serving as the point of contact for information on I/T security incidents with
organizations external to JSC.

j. Serving as the interface for I/T security matters with all organizations external

to JSC.

k. Assuring that processes are in place that require all individuals in the JSC
community who access I/T systems operated by or on behalf of the U. S.
Government receive appropriate I/T security awareness and training.

1. Assuring that all JSC OCSMs and alternate OCSMs receive appropriate
training.

2.1.9 Deputy Information Technology Security Manager

There is no description of responsibilities for deputy ITSM in NPG 2810.1. The
DITSM has responsibility for the following:

a. Serving as the JSC ITSM in the ITSM’s absence.

b. Supporting the development of requirements and guidelines for the JSC I/T
Security Program.

¢. Supporting the development and maintenance of the current edition of the JSC
I/T Security Handbook, JPG 2810.1.

d. Supporting the development of the annual JSC I/T Security Plan.
e. Maintaining the JSC I/T Security Data Base as prescribed in section 3.3.1.2.
f. Preparing status reports on the JSC I/T Security Program as required.

g. Assuring that effective procedures exist and are followed to provide adequate I/T
Security Incident Response as described in NPG 2810.1, Section 2.3.3 and JPG
2810.1 Section 9.

2.1.10 Line Manager

The responsibilities of the line manager with respect to Information Technology
Security are described in NPG 2810.1, Section 2.2.7. All JSC’s I/T systems are
assigned to JSC civil service line managers who will be responsible for their
security. This is true for all systems regardless of whether they are designated as
Critical Systems or General Support Systems. If a system is operated and managed
by contractors, these contractors report via a civil service contracting officer to a
civil service line manager. Typically, a line manager is at the branch or division
level. The line manager with primary responsibility for the security of a system is
responsible for the following:
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a. Ensuring that adequate and appropriate I/T security controls are defined,
implemented, and tested consistent with the line manager’s determination of
acceptable levels of risk.

b. Ensuring that the security risks of the system under the line manager’s
cognizance are identified and evaluated and that adequate safeguards are
implemented consistent with the line manager’s determination of acceptable risk
levels.

c. Certifying the adequacy and appropriateness of security controls before the
initial operation of a new system and periodically throughout the life cycle.

d. Developing and implementing a system security plan and periodically testing
the contingency operations that the plan prescribes.

e. Appointing and properly training a system security administrator to act as the
focal point for that system or application.

f. Reporting suspected I/T security incidents to the OCSM and to line
management.

2.1.11 Organization Computer Security Manager

The responsibilities of the organization computer security manager with respect to
Information Technology Security are described in NPG 2810.1, Section 2.2.6. The
OCSM is responsible for that organization’s I/T security program. The OCSM
serves as the critical communication link to and from that organization for all I/T
security matters and has the following responsibilities:

a. Establishing a management control and communications process to ensure that
the organization’s I/T security program is implemented consistent with the
current edition of JPG 2810.1.

b. Serving as the organization’s representative to the JSC I/T Security Committee,
representing the organization’s director or office chief on all I/T security matters,
and casting that organization’s vote on matters of I/T security policy. Note that
this policy-making role of the OCSM necessitates that all OCSMs and alternate
OCSMs be civil servants.

c. Reporting suspected I/T security incidents to the ITSM and the organization’s
director or office chief.

d. Reporting periodically to the I'TSM and the organization’s director or office chief
on the status of I/T security planning in that organization, including acting as
the sole authorized source for that organization’s inputs to the JSC I/T Security
Data Base.

e. Reviewing annually the IT Security Plans for the organization's systems.
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f. Submitting electronic and printed copies of each I/T Security Plans to the I'TSM.
If the contingency plan is set out in a separate document, that document must
also be submitted to the ITSM since it is an integral part of the security plan.

g. Serving as the organization’s representative to the Network Access Control
Board unless the organization has named another individual to be the
representative.

2.1.12  Alternate Organization Computer Security Manager (AOCSM)

The AOCSM fulfill security responsibilities in the absence of the OCSM. In
addition, the AOCSM participates in all activities of the JSC I/T Security
Committee.

2.1.13 JSC I/T Security Committee

The JSC I/T Security Committee is chaired by the ITSM with the DITSM as vice
chair. The committee consists of the OCSMs, AOCSMs and individuals who have
designated as contractor I/T Security Points of Contact. Contractor I/T Security
Points of Contact have voice but no vote. The JSC I/T Security Committee is the
senior advisory body to the I'TSM on all matters of I/T security policy and practice
at JSC. The members report to the ITSM any significant developments affecting
the security status of their organization’s I/T systems.

2.1.14 System Security Administrator

Although JSC line managers are responsible for the security of their critical
systems and applications, they may assign the day-to-day security activities to a
system security administrator who may be either a civil servant or a contractor. In
this case, the duties of the position are as each line manager prescribes. Typical
responsibilities for a critical system security administrator include the following:

a. Reviewing security requirements and specifications for new or significantly
modified systems.

b. Developing and conducting systems tests that demonstrate the existence and
effectiveness of specified security features.

c. Conducting a risk analysis and preparing the system security plan.
d. Managing day-to-day operational security activities.
e. Reporting all suspected incidents in accordance with section 9.

2.1.15 JSC Network Access Control Board

A representative from the CIO office chairs the JSC Network Access Control Board
(NACB). The NACB is comprised of “Standing,” ” Ad hoc,” and Ex-officio members.
Standing members are permanently assigned to the Board and will participate in

all Board decisions. The Mission of the NACB is to assure, through the appropriate
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review and concurrence processes, a level of risk relative to security and integrity of
JSC networked resources which meets or exceeds Agency and Center requirements
and expectations while maintaining an I/T environment which fully supports the
Agency and Center missions.

2.2 I/T SECURITY SUPPORT FUNCTIONS

I/T security support functions include other tasks that may be required, depending
upon the size, complexity, or criticality of the system or application. Support
functions may include auditor, user ID administrator, password administrator, tape
librarian, or any other duty needed to support the operations of that particular
system or application. The responsible line manager determines the nature and
scope of these positions and assigns the duties as required.
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SECTION 3

I/T SECURITY MANAGEMENT
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3.0 I/T SECURITY MANAGEMENT

Whereas section 2 described the responsibilities of the people who have a role in the
JSC I/T Security Program, section 3 discusses the elements of the program itself
-and how it is implemented, what kinds of information are kept in the JSC I/T
“Security Data Base, what kinds of analyses, reviews, and evaluations may be
performed, and generally establishes the management tools by which the JSC I/T
~Security Program is conducted. This section will also describe the elements by
- which the program is assessed and will tie these program elements back to their
governing Federal directives. From this section the reader will gain an
understanding of why any given task in I/T security is necessary. All tasks in I/T
security trace back to good business practices, to requirements imposed by Federal
directive, or, occasionally, to a need to enforce the law.

3.1 THE LEGAL AND REGULATORY BASIS FOR I'T SECURITY

Information entrusted to JSC is valuable and the protection of its integrity,
availability, and, in some cases, confidentiality is a matter of good business ethics
and public trust. For some kinds of information, protection is mandated by law.
Therefore, all users of I/T systems and the managers who oversee them must be
diligent in ensuring that information under their control is appropriately protected.

While the ethical responsibility is a serious one, all Federal Agencies also have a
charter founded in law to conduct I/T security programs. The requirement to
conduct I/T security programs is articulated clearly in Public Law (PL) 100-235, The
Computer Security Act of 1987 (ref. 2). This statute establishes a Federal mandate
that sensitive information in a computer operated by or on behalf of the United
States Government will be protected.

The Computer Security Act of 1987 did not concern itself with the means of
implementation; that task is assigned to the Office of Management and Budget of
the Executive Office of the President. OMB has carried out that task in Appendix
III of OMB Circular A-130, Management of Federal Information Resources (ref. 1).
A copy of OMB Circular A - 130 can be found on the JSC CIO web page. It is from
this document that NASA has derived the basic elements that make up the
Agency’s I/T Security Program. The elements are the same for all Federal Agencies;
NASA has interpreted them so that they make sense in a NASA context. JSC, in
turn, has taken the Agency-level elements and adapted them to the needs of the
JSC community.

Public Law 100-235, The Computer Security Act of 1987, began a major overhaul of
the way Federal Agencies conduct I/T security activities. By February 1996, new
instructions for implementing the Computer Security Act had been issued via a
completely-revised version of Appendix III to OMB Circular A-130. Section 5 of this
handbook implements the I/T security planning requirements of Appendix III.
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On October 30, 2000 the President signed into law the FY2001 Defense
Authorization Act (Public Law 106-398) including Title X, subtitle G, “Government
Information Security Reform (The Security Act). The Security Act amends the
Paperwork Reduction Act of 1995 (PRA) (44 U.S.C. Chapter 35) by enacting a new
subchapter on “Information Security” which primarily addresses the program
management and evaluation aspects of security. For unclassified information
technology systems, the Office of Management and Budget (OMB) retains its
existing policy authority under the PRA and the Clinger-Cohen Act of 1996. Except
for new annual program reviews, the role of the agency Inspector General, and the
annual reporting requirement, the Security Act essentially codifies the 1996
requirements of OMB Circular A-130, Appendix III, “Security of Federal Automated
Information Resources.” The Security Act also requires agencies to incorporate
security into the life cycle of agency information systems.

Those readers who are responsible for security planning for JSC’s I/T systems are
encouraged to become familiar with the documents mentioned above; they are
fundamental to the methodologies described in this section. When reading OMB
Circular A-130, readers should bear in mind some important points that will
significantly aid their understanding of NASA’s and JSC’s approach.

First, readers should remember that OMB Circular A-130 applies to all Federal
Agencies. Because it constitutes the governing Federal directive that creates the
I/T Security Program within the Federal Government, implementing the provisions
of the circular is neither optional nor waiverable.

Second, Federal Agencies use I/T systems in a bewildering variety of tasks, from air
traffic control to printing benefit checks to collecting taxes to maintaining libraries
and patent records to conducting space flight. Writing one policy statement that
can be easily applied in all circumstances and still remain flexible enough to
accommodate the continuing infusion of new technology is a daunting task. OMB
selected a paradigm that would fit most of the Federal Agencies most of the time.

OMB selected a paradigm that categorized all Federal I/T processing under two
areas: general support systems and major applications. However, the word
application as OMB uses it has a very different meaning from the meaning that the
computer industry normally associates with the term. OMB defines application to
be a “use of information resources (information and information technology) to
satisfy a specific set of user requirements.” A major application, then, is “an
application that requires special attention to security due to the risk and magnitude
of the harm resulting from the loss, misuse, or unauthorized access to or
modification of the information in the application.” In general, then, major
applications are considered to be the most important functions that the Agency
must perform to accomplish its mission, essentially the lifeblood of the Agency.

In order that the reader not be left in confusion, JSC has explicitly defined its major
applications. The definitions will be found in section 5.2. In this handbook, the
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concept that OMB refers to as a major application, JSC will call a critical
system.

OMB’s paradigm intended that major applications would run on general support
systems. General support systems were intended to provide computational power;
major applications were the functions that got the Agency’s job done. NASA
readers of this handbook will quickly realize that information technology as it is
used in NASA today generally does not follow this paradigm. Only in legacy
systems, such as some of the few remaining mainframe operations, does this
paradigm hold. However, OMB left the definition of the term application broad
enough so that it may include hardware, software, networks, and even facilities
where it is reasonable to do so. This permits I/T systems to be bounded in
reasonable ways for the purposes of security planning. Therefore, the NASA
Personnel and Payroll System, a collection of software packages (an “application” in
the traditional sense) is a major application, but so is the Mission Control Center.

The definition of general support system is much simpler. For NASA’s purposes, all
other I/T systems or applications that remain after the major applications have
been defined are general support systems.

The latest version of Appendix III (January 1996) also resolved another important
issue regarding information sensitivity. All information in an I/T system operated
by or on behalf of the Federal Government is considered sensitive to some degree
and must have an appropriate level of protection. Appendix III did not attempt to
prescribe the protective measures but left determining specific controls to the
results of a risk analysis. Nevertheless, Federal Agencies no longer have the option
to designate some information as non-sensitive and exempt from I/T security
considerations.

3.2 THE ELEMENTS OF THE JSC I/'T SECURITY PROGRAM
This section describes the elements of the JSC I/T Security Program.

a. Assignment of Security Responsibility: Every CS and GSS will have security
responsibility assigned to an individual knowledgeable in the nature of the
information processed and who is competent to apply and manage appropriate
security controls. The reader will find guidance in section 5 for applying this
element.

b. I/T Security Plan: The security of every CS and GSS will be documented in an
I/T security plan. Adequate security must be planned for as a normal part of
JSC’s I/T management process. Planning must include certain areas such as
rules for use of the system, requirements for specialized training, personnel and
technical controls, and provisions for contingency operations. The reader will
find detailed information on how to prepare this plan in section 5.

c. Periodic Review of Security Controls: The security controls of each CS and GSS
must be reviewed at least every three years or upon significant modification to
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the system. The scope and frequency of reviews should be commensurate with
the acceptable level of risk for the system in question. For systems that have
been designated as Special Management Attention systems, these reviews must
be done by an independent organization. The reader will find guidance for
developing and documenting I/T security controls in sections 4 and 5.

d. Authorization to Process: An appropriate JSC management official must

authorize in writing the use of each CS and GSS based upon the implementation
of that system’s security plan before processing is permitted. If the system has
been designated as a special management attention system, then the
Authorization to Process must also be signed by the Center CIO. Processing
must be re-authorized at least every three years or upon significant change to
the system, whichever occurs first. It is extremely important to note that when
the line manager signs this certification, that manager is also accepting
responsibility for the level of risk inherent in that I/T system. The reader will
find guidance in sections 4, and 5 for the analyzing and managing risk.

I/T Security Awareness and Training: All individuals who access information in
an I/T system operated by or on behalf of the Federal Government shall be
trained commensurate with their responsibilities. Training is a required part of
the security planning process. The I'TSM offers some training for all individuals;
system managers must provide some training. Readers will find guidance for I/T
security awareness and training in section 7.

Personnel Security Investigations: Personnel security is a required part of the
security planning process. Every individual who is authorized to bypass I/T
security processes and controls must be investigated consistent with the risk or
harm that could be caused. It is not a requirement for other users to be
investigated. Readers will find guidance in section 8 for identifying and
reporting the names of individuals who are required to be investigated as part of
the process for granting them access.

. Incident Response: Within the scope of their duties, all users of I/T systems must

be able to recognize an incident, respond to it appropriately, and report it to
proper authorities. Readers will find guidance in section 9 for recognizing,
responding to, and reporting I/T security incidents.

I/T SECURITY MANAGEMENT AT THE CENTER LEVEL

3.3.1 Management Review, Evaluation, and Reporting

Periodic review, evaluation, and reporting of I/T security activities are fundamental
requirements of the management control of the JSC I/T Security Program. Reports
on any aspect of the program are made upon request to NASA Headquarters, the
JSC Center Director, or JSC CIO. The contents of these reports are usually derived
from the JSC I/T Security Data Base, contractor analyses, OCSM analyses, and
from ITSM-sponsored analyses, reviews, and evaluations.
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The ITSM is the primary point of contact for release of information regarding JSC’s
I/T security posture to other Government Agencies and to organizations outside the
Government. All such reports will be coordinated with NASA HQS, the JSC Center
Director, JSC CIO, and the JSC Office of Public Affairs, as appropriate.

3.3.1.1 METRICS

The goal of the I/T security planning process is to achieve an appropriate level of
security in JSC’s I/T systems. To that end, at the Center level, JSC’s risk
management process will be documented by the following four metrics:

a. Each I/T system under JSC’s purview will have a knowledgeable individual
assigned responsibility for security.

b. Each I/T system under JSC’s purview will have a published system security plan
as described in section 5.

c. The security controls in each I/T system under JSC’s purview will be reviewed
every three years or upon significant change to the system, whichever occurs
first.

d. Upon attaining initial operational capability and at least every three years (or
upon significant change) thereafter, for each I/T system under JSC’s purview, an
appropriate line management official must authorize the use of each system in
writing before it is permitted to process information.

e. OCSM's will review the documentation on the systems under their purview at
least annually to determine if significant changes have occurred.

Information on these four items will be collected and included in the JSC I/T
Security Data Base described in section 3.3.1.2. Because these metrics are
prescribed by OMB, they may be the subjects of periodic internal reviews and
external audits. The status of these metrics will form the basis of reporting to
NASA HQS and to other organizations as required.

3.3.1.2 JSC I/T Security Data Base

Information that the I'TSM needs to demonstrate the status of JSC’s risk
management and reporting activities as well as JSC’s adherence to Federal
directives is contained in the JSC I/T Security Data Base. The JSC I/T Security
Data Base is also considered a quality record under JSC’s Quality System. The JSC
I/T Security Data Base consists of the following information:

a. The current roster of names and contact information for the ITSM, DITSM,
OCSMs, and Alternate OCSMs

b. The degree to which each I/T system at JSC has complied with the metrics that
were established by OMB Circular A-130, Appendix III, shown by the following
elements:
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(1) The name of each I/T system under JSC’s cognizance and the type of
system (e.g., CS or GSS)

(2) For each I/T system, the category or categories of information stored,
processed, or transmitted by that system as defined by section 5.4

(3) For each I/T system, the name and contact information for the individual
responsible for the security of that system

(4) For each I/T system, the date of the most recent I/T security plan. For
tracking purposes this date is understood to be the date of the last
security controls review.

(5) For each I/T system, the date that the system was authorized to process
sensitive information

(6) For each I/T system, the date that the next annual review for significant
changes is scheduled to be performed and the date that this annual review
expires

(7) For each I/T system, its designation as a special management attention
system and the reason why it was designated as a special management
attention system

c. Dates, names, and organizational or corporate affiliation of attendees at I'TSM-
sponsored training.

3.3.1.3 Maintaining the Accuracy and Currency of the JSC I/T Security
Data Base

Because the JSC I/T Security Data Base is the primary means of determining JSC’s
adherence to Federal and Agency I/T security directives, the Data Base must be
kept accurate and up-to-date. The following procedure will be used to keep the JSC
I/T Security Data Base up to date:

a. Initiating Changes to the Data Base

The OCSMs are responsible for the information contained in their respective
organizations’ part of the data base and for submitting changes to the JSC I/T
Security Data Base. OCSMs will submit changes in writing to a data base
administrator as the changes occur. An electronic mail note constitutes a written
submission for these purposes. The ITSM will identify the data base administrators
to the OCSMs, and these administrators will be the only persons who may make
changes to the data base. The data base administrator will make only those
changes received in writing from an OCSM. When the data base administrator has
made the requested changes, the data base administrator will notify the OCSM in
writing that the changes have been made and request that within two working days
the OCSM confirm in writing that the requested changes have been correctly
entered into the data base.
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b. Reviewing Requested Changes

Each OCSM is responsible for the accuracy of the data submitted. The data base
administrator will post changes exactly as received. The ITSM will request OCSMs
to review their parts of the data base at least annually and send corrections to the
data base administrator.

OCSMs, however, should consider frequent reviews of the information for which
they are responsible. The data base will be the primary source for reports to
Federal Oversight Agencies, NASA HQS, and to the JSC Senior Staff, and no
specific data call to the OCSMs will be issued prior to making such reports.

c. Processing Changes to the Data Elements Themselves

The nature of the data collected is driven by Federal and Agency requirements and
by the requirements of the JSC Quality System. Only when Federal, Agency, or
Quality System guidelines change would the kinds of data collected change.

In the event that Federal, Agency, or Quality System guidelines change, the ITSM
will initiate a revision to the data base. New data elements will be determined, and
the ITSM will be responsible for developing a plan for transition from old to new
data. The ITSM will present the transition plan to the JSC I/T Security Committee
and the CIO.

d. Releasing a New or Changed Data Base
The new or changed data base will be released as prescribed by the transition plan.
e. Cancellation

The JSC I/T Security Data Base will remain active with the appropriate elements
as long as status of the Center's risk management and reporting activities is
required or JSC is required to show compliance with Federal, Agency, or JSC
Quality System directives.

f. Changes to This Procedure

This procedure is under the control of the ITSM, and it may be changed as
necessary to meet current needs and incorporate new technology. When the
procedure is changed, the new procedure will be published as a revised section
3.3.1., and the I/T Security Committee and CIO will be informed.

3.3.1.4 Data base Corrections

Outdated elements in the JSC I/T Security Data Base prevent JSC, not only from
conforming to its own Quality System, but also preclude senior management from
determining JSC’s adherence to Federal and Agency directives. The process
described in this section will be invoked when necessary to keep the data base
updated.
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a. Initial Notification

Normally, initial notification in writing is all that should be necessary. The I'TSM
will request periodically through the JSC I/T Security Committee that the OCSMs
review their current entries in the data base and make changes as necessary.
OCSMs will take appropriate action to see that current information described in
section 3.3.1.2 above is presented in writing to a data base administrator.

b. Lack of Response to Initial Notification

If the organization does not respond to the initial notification, the ITSM will notify
the OCSM individually. The affected OCSM and I'TSM will mutually agree upon an
appropriate response and schedule to ensure that the appropriate security planning
products have been issued and that they are reflected in the data base.

No response within one month of individual notification will be cause for the ITSM
to notify the JSC CIO.

The JSC CIO will advise the corresponding Senior Staff member in writing (an
electronic mail note constitutes notification in writing for the purposes of this
process). This notification will include a request that the affected OCSM contact
the I'TSM so that they may work out an appropriate schedule.

The ITSM will keep the JSC CIO periodically apprised of progress and adherence to
schedule.

c. Failure to Maintain Scheduled Progress

In the event that progress still is not made, the ITSM will issue a JSC Corrective
Action Request (JCAR) under the JSC Quality Management System. The process
described in the current version of JSC System Level Procedure (SLP) 4-14.1,
Corrective Action, will be followed.

d. Appeal to the Center Director

Because the information in the JSC I/T Security Data Base is collected pursuant to
Federal and Agency directives, security planning is mandatory. Therefore, if the
JSC Corrective Action process still does not result in the required information being

furnished, the I'TSM will report this fact to the JSC CIO who will request the JSC
Center Director to intervene.

3.3.2 ITSM-Sponsored Analyses, Reviews, and Evaluations

The ITSM may conduct at any time independent analyses, reviews, or evaluations

of any I/T system under JSC’s purview. An analysis, review, or evaluation may be
requested by the Center Director, CIO, ITSM, OCSM, or the organization’s

management chain. The requester and the ITSM will agree in advance upon the

scope of the activity. The activity may focus upon any aspect of the target system’s
security, but must incorporate an automated or manual penetration test. Because
,sBocuments
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the difference between a penetration test and an unauthorized external intrusion
may be no more than management concurrence, special rules for penetration testing
have been established which the reader will find in section 10.5.

A security analysis may consist of any or all of the following components as
circumstances dictate:

a. Automated or manual penetration testing

b. Review of system documentation, including problem reports, plans, and
schedules

c. Interviews with system personnel
d. Examination of the target system’s physical security

The ITSM will not conduct any analysis, without notification to the management
chain to which the target system belongs, including the OCSM. It is solely the
option of the target system’s management chain to determine how much notice is
given to other concerned employees.

The ITSM may conduct other reviews and evaluations as needed by convening self-
assessment teams or other small groups as appropriate to the issue being
investigated.

3.3.3 The JSC I/T Security Engineering Team

The Security Engineering Team works under the operational control of the DITSM.
The team consists solely of civil servants who are required to maintain a minimum
of a SECRET security clearance. Upon request of an appropriate JSC management
official, the I'TSM will assign this team to conduct the analysis, review, or
evaluation. The team provides an effective, independent report on any aspect of an
I/T system’s security. The team will use many tools to gather results, but the most
1mportant among them is penetration testing.

While the analysis that the team conducts includes some elements of a traditional
risk analysis, this independent analysis, review, or evaluation does not replace the
requirement for a continuing risk management program for the target system. The
analysis only provides a “snapshot” at a given point in time that is only valid for the
security aspects of the system that are the subject of the test. However, the
system’s line manager may use the team’s report as a foundation for ongoing self-
assessment.

Reports that the JSC Security Engineering Team generates are considered sensitive
information; neither the ITSM nor the team will distribute them further. The team
provides the final report to the manager who requested the test and to the ITSM.
Only the responsible line manager may provide copies to other personnel.
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3.4 OCSMs’ ANNUAL REVIEW OF I/T SECURITY PROGRAM IN THE
ORGANIZATION

At least annually the OCSM from each JSC organization will review the I/T
security program for that organization. At a minimum, the following must be
included in the review:

a. Identification of the I/T systems to assess what, if any, changes have occurred
b. Changes in designation of each of the I/T systems as CS or GSS.

c. Categories of information processed by each of the systems remains correct

d. Training of personnel is and will remain adequate.

e. Required personnel security investigations have been accomplished.

f. An effective incident reporting process is in place and functioning.

A report of the review and evaluation will be given to the director or office chief as
appropriate. Additionally, changes and deficiencies will be reported to the I'TSM.
When the review has been completed to the OCSM’s satisfaction, the OCSM should
report the review complete to the JSC I/T Security Data Base Administrator in
writing. The Data Base Administrator will update the annual review due date.

3.5 REVIEWS BY INDIVIDUAL JSC ORGANIZATIONS

In addition to the activities prescribed by this handbook, JSC organizations are
. encouraged to conduct proactive I/T security programs if the risks to their assets
- are sufficiently great. Organizations may:

a. Conduct their own analyses, reviews, and evaluations, including penetration
testing, provided they follow the penetration testing guidelines specified in
section 10.

b. Issue written supplements to the requirements and guidelines of this handbook
if necessary, although to avoid duplication of effort, organizations are
encouraged to use this handbook as the sole reference.

c. Impose more (but never less) stringent I/T security requirements than are found
in this handbook if a risk analysis indicates the need to do so.

3.6 PERSONNEL SECURITY INVESTIGATIONS

Federal guidelines in effect at the time this handbook is published require
personnel to be investigated whose access privileges are such that they can bypass
I/T security processes and controls. Only the JSC Security Branch is authorized to
conduct personnel security investigations. The sole duty that line managers have
under the JSC I/T Security Program is to identify those individuals who require
investigations and to furnish their names to the JSC Security Branch. Section 8 of
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this handbook provides guidance on how to identify and submit those individuals
for investigation. Managers should note that recent changes in the Federal
guidelines have eliminated their ability to accept risk. That is, if the person needs
an investigation at all, that investigation must be completed favorably before the
employee is permitted to have privileged access. Line managers no longer may
accept the risk of granting privileged access while the investigation is being
processed.

3.7 IUT SECURITY AWARENESS AND TRAINING

Certain training is common to everyone in the JSC community. Subject to
availability of resources, the ITSM will provide some of the common training,
particularly when similar products need to be produced in a common format
Centerwide. The ITSM will provide classes in risk analysis leading to the
preparation of system security plans and an understanding of the I/T system’s life-
cycle security responsibilities. Also provided will be periodic classes and seminars
on security topics of interest Centerwide. OCSMs and system security
administrators are required to take at least the I/T security planning class.

The ITSM will keep a record of the training that is offered at the Center level. This
record will consist of name of the class, date(s), names and organizational
affiliations of the students that completed the training successfully.

There is, however, a great deal of system-specific and organization-specific training
that the ITSM cannot provide. The organization in question is responsible for that
training. Each JSC contractor is responsible for ensuring that their personnel are
properly trained in their I/T security responsibilities.

The minimum requirement for periodic I/T security awareness and training is met
for to all civil servants and on-site contractors via the Annual Security Refresher
Briefing. This refresher training is supported by agreement with the JSC Security
Branch.

3.8 CONFIGURATION MANAGEMENT OF THIS HANDBOOK

The current edition of this handbook is available from the AI Master List of
documents in the JSC Quality System. The electronic edition found on the Al
Master List is the current version. This handbook will be updated periodically as
JSC’s threats, vulnerabilities, and technologies change. To maintain the accuracy
and authenticity of the handbook, the following configuration management process
will be used:

3.8.1 Initiating a New Document or Initiating Changes to the Existing
Document

Requests for a new document, changes to the existing document, or cancellation of
the document at the end of its life are submitted in writing to the I'TSM who is the
document owner. Electronic mail, fax, or hard copy are all acceptable media for
cuments
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requesting a change. A specific form is not required, but the requester must provide
~a clear statement of the action desired.

- All requests for change will be filed separately in a location marked for document
“changes.

'3.8.2 Reviewing Requested Changes

The ITSM 1is responsible for periodically taking all changes to the JSC I/T Security
Committee for review and recommended dispositions of requested changes.

3.8.3 Processing the Handbook and Proposed Changes to the Handbook

After the JSC I/T Security Committee has reviewed all proposed changes, their
recommendations will be presented to the I/T Steering Council for its approval. The
ITSM submits the proposed final version to the JSC CIO for review and signature.

3.8.4 Releasing a New or Changed Handbook

The revised and approved document is presented to the AI Master List Custodian in
electronic form. The AI Master List Custodian will update the AI Master List and
provide the document for posting to the JSC Quality System Electronic Document
Repository in accordance with the instructions contained in the current version of
JSC 27688, Master List Instructions, as prescribed by SLP 4.5.

After the document has been posted on the JSC Quality System Electronic
Document Repository, the ITSM will ensure that the posted version is the correct
one. This version then becomes the current edition.

3.8.5 Cancellation of this Handbook

Cancellation of this handbook may be requested in accordance with section 3.8.1.
The ITSM will process requests for cancellation as any other document change
using the procedures for reviewing, processing, and releasing processed.

When the ITSM and the CIO have approved cancellation, the ITSM will notify the
Al Master List Custodian in writing. Electronic mail, fax, or hard copy all fulfill the
requirement for notification in writing.

The AI Master List Custodian will then advise the JSC Quality System Electronic
Documents Repository Custodian in writing (electronic mail, fax, or hard copy) that
the handbook is been canceled and will follow the process for removing a document

from the JSC Quality System document management system as described in JSC
27688, Master List Instructions as prescribed by SLP 4.5.

The ITSM will ensure that the document has been removed from the JSC Quality
System Electronic Document Repository.

cuments
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SECTION 4

INTRODUCTION TO I/'T SYSTEM
SECURITY ENGINEERING
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4.0 INTRODUCTION TO I/'T SYSTEM SECURITY ENGINEERING

This section presents a complete end-to-end overview of the entire I/T security
planning process. The reader will find a complete overview of the risk analysis
process followed by a discussion of how the risk analysis is used to prepare the
security planning documents. This section does not present the details of how to
assess risks and prepare security plans; the reader will find these processes in
section 5.

The purpose of the discussion is to reinforce the point that every step in the life
cycle process of designing, acquiring, operating, upgrading, and finally disposing of
an I/T system at the end of its useful life has a security component embedded in it.

Central to every step of a project’s life cycle is the idea of assessment and
management of risk. To have a risk, two conditions are required: a threat must
exist, and the system must be vulnerable to that threat. If one or the other is
absent, there is no risk. By evaluating, prioritizing, and making wise decisions
about which risks to accept, and in what degree, as the planning, acquisition,
1mplementation, and operations proceed, a manager gains as much control as
desired (or as the budget allows) over the integrity, availability, and confidentiality
of the information in the system.

There are two ideas behind the risk-based approach to I/T security. First is the
notion of cost effectiveness. If a system line manager only has to spend money to
protect a system against the threats to which the system is vulnerable, the controls
will almost certainly cost less for any given level of security. During the years in
which JSC conducted classified Space Shuttle operations, the Center retrofitted
security controls for classified information on its I/T systems at enormous cost. The
nature of the threats was decided elsewhere, and vulnerabilities were assumed
simply because the threats existed. The most important lesson JSC learned from
that experience was that the only cost-effective way to provide security for its
unclassified operations was to place the responsibility in the hands of the line
manager and to let the concerned manager determine and analyze the risks,
manage the risks, and be responsible for the outcome. Thus, the second idea behind
the risk-based approach is that of management responsibility. Within reasonable
limits, line managers may accept the degree of risk that their analysis and budgets
dictate so long as they understand that they are fully accountable for the outcome of
their decisions. To accept risk intelligently, managers must understand the risk
analysis process and understand the potential impacts of accepting too much risk,
including exposing NASA to unacceptable liabilities, exposing themselves to
potential civil or criminal penalties, or posing an undue risk to others who share the
common resources—considerations all too frequently not in the manager’s mind
during risk acceptance.
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4.1 OVERVIEW OF THE I/T SECURITY PLANNING PROCESS

A manager must understand the risks to which the system is subject in order to
select and impose appropriate security controls. Only from a risk analysis can a
line manager prepare an adequate security plan. Although Federal and Agency
directives no longer require risk analyses to be published, the risk analysis is still
the foundation of the security plan. An appropriate I/T security plan must be
published for every I/T system.

The I/T security plan is the logical end of a well-established security planning
process. A reader seeking an overview and description of the steps in the security
planning process without the details will find the overview in this section. The
process consists of ten steps, as follows:

a. Determination of the boundaries of the system that will be analyzed.

b. Assignment of the system as either a critical system or a general support system
as defined in section 3.1.

c. Analysis of the applications and data to be processed in the system in order to
- assign a system to one of the information categories defined in section 5.3.

d Risk analysis.

“e. Risk reduction analysis.
f. Management decision.
g. Risk reduction actions.

h. Implementation and maintenance of safeguards throughout the system’s life
cycle.

1. Ensuring supporting functions such as I/T security awareness and training,
personnel security investigations, and incident recognition/reporting/response
are accomplished.

j. Completion of I/T security metrics; i.e., assignment of responsibility for security,
publication of a security plan, periodic review of security controls, and granting
authorization to process.

A discussion of each of these steps follows.

4.2.1 Determination of System Boundaries

The first step in the I/T security planning process is to determine the boundaries of
the system that is to be the subject of the analysis that follows. The importance of
this step is often unappreciated. It is the only way to determine the elements that
constitute the system, how the users will interface with the system (and what their
special needs are, if any), and who is responsible for the system. The reader should
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recall from the discussion in section 3.1 that a system may mean an I/T system in
the traditional sense (hardware, software, facilities) or may be an application or
bundle of similar applications—they will be treated the same for I/T security
planning purposes. This step also establishes the intended limits of liability for the
responsible line manager as well as permits the line manager to divide the I/T
resources into reasonable management units.

4.2.2 Assignment as a Critical System or General Support System

A list of critical systems is given in section 5.2.1. For the purposes of this section,
the reader should understand that all Federal I/T systems fall into two categories,
critical systems, whose distinguishing characteristic is the need for special
management attention to security due to the criticality of the system to the
Agency’s mission, and general support systems that includes all other I/T systems.
The distinction is important because of the catastrophic effects that may accrue to
NASA if information in a critical system is altered, made unavailable, or improperly
disclosed. Section 5.3 provides the reader with all the information needed to
establish the category to which any given system belongs.

4.2.3 Assignment of One or More Information Categories

All information that is contained in JSC’s I/T systems falls under one of the five
categories defined in detail in section 5.3. All information in a Government I/T
system is considered sensitive to some degree and is entitled to an appropriate level
of protection. By assigning the system to one of the categories, a manager has some
1dea of the type and stringency of controls that will be required.

The reader should note that there is no restriction to storing, processing, or
transmitting several categories of sensitive information in the same I/T system.
The responsible manager’s obligation is to know what kinds of information are
there and to provide the appropriate I/T security controls for that information.

4.2.4 Risk Analysis

Risk analysis is the foundation of the I/T security planning process. In this step, a
manager determines the system threats and vulnerabilities, prioritizes the risks,
and inventories available security controls that would mitigate or correct the risks.
Risk analysis consists of the following steps:

a. Identification of the assets that are at risk—these are the assets within the
boundary defined previously.

b. Determination of replacement value of those assets and resources.

c. Identification of the threats to the assets at risk.

d. Identification of the vulnerabilities that might allow the threats to be realized.
cuments

2319

32 1262

Document Sharing Hub

Copyright NASA - JSC - Johnson Space Center

Provided by IHS

Licensee=/, User=,

No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: JSC 2810.1B 2001


http://www.avadocuments.com/doc/jsc-2810-1b-2001
http://www.avadocuments.com/doc/jsc-2810-1b-2001

e. Identification of vulnerabilities that this I/T system, should it go into operation
as planned, could produce for others who share common resources.

f.  Determining and prioritizing the risks.
g. Identification of available controls.

4.2.5 Risk Reduction Analysis

Risk reduction analysis is the step by which a manager, knowing the risks and
having listed the controls already available, now addresses what additional controls
are needed to bring the risks to a manageable level. The output of this step is a set
of recommendations for additional security controls. Risk reduction analysis
consists of the following steps:

a. Identification of potential additional security controls.

b. Determination of the operational feasibility and life-cycle costs of the potential
security controls, including controls that will prevent or mitigate risks to others
who share common resources.

c¢. Preparation of risk analysis and risk reduction recommendations, including
alternative solutions, for presentation to management.

4.2.6 Management Decision

In this step, the responsible line manager decides which risks to correct, which can
only be mitigated, and which must be accepted. JSC line managers are responsible
for determining acceptable levels of risk to their systems. Risk acceptability is
usually based upon cost/benefit estimates, technical or operational constraints, the
feasibility of implementing the safeguards, or the availability of safeguards. In the
real world, some risk, called the residual risk, will always remain Line managers
must be sure that they can live with the residual risk that they have chosen.

The responsible line manager now makes the final selection of I/T security controls
and determines the implementation priorities. These actions are embodied in the
next step.

4.2.7 Risk Reduction Actions

Once JSC line management has decided which I/T security controls are to be
implemented and the order of priority for installation, the actual implementation
begins. The size and complexity of the task dictate whether or not a formal risk
reduction action plan should be written. In many cases, the risk analysis will show
that no security controls other than physical controls, good procedures, and those
technical controls furnished by the system’s manufacturer need be implemented in
order to reduce the risks to a manageable level.
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