
ANSI/AAMI/
IEC TIR80001-
2-3:2012

Technical 
Information 
Report

Application of risk 

management for IT-networks 

incorporating medical  devices 

— Part 2-3:  Guidance for 

wireless networks

Full document details: m a n a g em en t for I T -n etworks

http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks
http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks


Full document details: m a n a g em en t for I T -n etworks

http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks
http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks


An ANSI  Technical  Report prepared by AAMI  ANSI/AAMI/IEC TIR80001 -2-3:201 2 

  

 
 
 
 
 
 

Application of risk management for IT-networks 
incorporating medical  devices ─ Part 2-3:  Guidance 

for wireless networks  

 
 
Approved 20 July 201 2 by 
Association for the Advancement of Medical  Instrumentation  
 
Approved 2 September 201 2 by 
American National  Standards Institute,  Inc.  

Abstract:  Supports the Healthcare Delivery Organizations (HDO) in  the risk management of medical  IT-
networks that incorporate one or more wireless l inks.   

Keywords:  medical  device,  risk management,  information  technology,  interoperabi l ity,  wireless networks   

  

Full document details: m a n a g em en t for I T -n etworks

http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks
http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Published by 
 
Association for the Advancement of Medical  Instrumentation 
4301  N.  Fairfax Drive,  Suite 301  
Arl ington,  VA 22203-1 633 
www.aami.org   
 
© 201 2 by the Association for the Advancement of Medical  Instrumentation 
 
Al l  Rights Reserved 
 
This publication  is  subject to copyright claims of ISO,  ANSI ,  and  AAMI .  No part of this publication  may be reproduced 
or d istributed  in  any form,  including an electronic retrieval  system,  without the prior written  permission  of AAMI.  Al l  
requests pertaining  to this document should  be submitted  to AAMI.  I t is  i l legal  under federal  law (1 7 U.S.C.  § 1 01 ,  et 
seq. ) to make copies of all  or any part of this document (whether internal ly or externally) without the prior written 
permission  of the Association for the Advancement of Medical  Instrumentation.  Violators risk legal  action,  including 
civi l  and  criminal  penalties,  and  damages of $1 00,000 per offense.  For permission  regarding  the use of al l  or any part 
of this document,  complete the reprint request form at www.aami.org  or contact AAMI ,  4301  N.  Fairfax Drive,  Suite 
301 ,  Arl ington,  VA 22203-1 633.  Phone:  +1 -703-525-4890;  Fax:  +1 -703-525-1 067.  
 
Printed in  the United  States of America 
 
ISBN 1 –57020–453–5  

  

Full document details: m a n a g em en t for I T -n etworks

http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks
http://www.avadocuments.com/doc/m-a-n-a-g-em-en-t-for-i-t-n-etworks


AAMI Technical  Information Report 

A technical  information  report (TIR) is a publ ication  of the Association  for the Advancement of Medical  
Instrumentation  (AAMI) Standards Board  that addresses a particular aspect of medical  technology.  

Although the material  presented  in  a TIR may need  further evaluation  by experts,  releasing  the information  is 
valuable because the industry and  the professions have an  immediate need  for i t.  

A TIR differs markedly from a standard  or recommended  practice,  and  readers should  understand  the differences 
between these documents.  

Standards and  recommended practices are subject to a formal  process of committee approval,  publ ic review,  and 
resolution  of al l  comments.  This process of consensus is supervised  by the AAMI  Standards Board  and,  in  the case 
of American  National  Standards,  by the American  National  Standards Institute.  

A TIR is not subject to the same formal  approval  process as a standard.  However,  a TIR is approved for d istribution 
by a technical  committee and  the AAMI  Standards Board.   

Another d ifference is that,  although both  standards and  TIRs are periodical ly reviewed,  a standard  must be acted 
on—reaffirmed,  revised,  or withdrawn—and the action  formal ly approved usual ly every five years but at least every 
1 0 years.  For a TIR,  AAMI  consults with  a technical  committee about five years after the publ ication date (and 
periodical ly thereafter) for guidance on  whether the document is sti l l  useful—that is,  to check that the information is 
relevant or of h istorical  value.  I f the information  is not useful ,  the TIR is removed  from circulation.  

A TIR may be developed  because i t is more responsive to underlying  safety or performance issues than a standard 
or recommended  practice,  or because achieving  consensus is extremely d ifficult or unl ikely.  Unl ike a standard,  a TIR 
permits the inclusion  of differing  viewpoints on  technical  issues.  

CAUTION NOTICE:  This AAMI  TIR may be revised  or withdrawn at any time.  Because i t addresses a rapidly 
evolving  field  or technology,  readers are cautioned  to ensure that they have also considered  information  that may be 
more recent than  this document.  

Al l  standards,  recommended practices,  technical  information  reports,  and  other types of technical  documents 
developed by AAMI  are voluntary,  and  their appl ication  is  solely within  the discretion  and  professional  judgment of the 
user of the document.  Occasionally,  voluntary technical  documents are adopted  by government regulatory agencies 
or procurement authorities,  in  which  case the adopting  agency is responsible for enforcement of i ts rules and 
regulations.  

Comments on  this technical  information  report are invited  and  should  be sent to AAMI,  Attn:  Standards Department,  
4301  N.  Fairfax Drive,  Suite 301 ,  Arlington,  VA 22203-1 633.  
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of Technical  Reports with  ANSI .  This document is not an  American  National  Standard  and  the material  contained 
herein is not normative in  nature.  
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Glossary of equivalent standards 

International  Standards adopted  in  the United  States may include normative references to other International  
Standards.  For each  International  Standard that has been  adopted  by AAMI  (and  ANSI),  the table below gives the 
corresponding  U.S.  designation  and  level  of equivalency to the International  Standard.  NOTE:  Documents are sorted 
by international  designation.  The code in  the US column,  “(R)20xx” indicates the year the document was official ly 
reaffirmed  by AAMI .  E.g. ,  ANSI/AAMI/ISO 1 0993-4:2002/(R)2009 indicates that 1 0993-4,  originally approved and 
published  in  2002,  was reaffirmed  without change in  2009.  

Other normatively referenced International  Standards may be under consideration  for U.S.  adoption  by AAMI ;  
therefore,  this l ist should  not be considered  exhaustive.  

International  designation U.S.  designation Equivalency 

IEC 60601 -1 :2005 ANSI/AAMI  ES60601 -1 :2005/(R)201 2 Major technical  variations 

IEC 60601 -1 :2005/A1 :201 2 ANSI/AAMI  ES60601 -1 :2005/A1 :201 2 A1  identical  

IEC Technical  Corrigendum 1  and  2 ANSI/AAMI  ES60601 -1 :2005/C1 :2009/(R)201 2 
(amdt) 

C1  identical to Corrigendum 1  & 
2 

 ANSI/AAMI  ES60601 -1 :2005/A2:201 0/(R)201 2 A2 appl ies to AAMI,  only 

IEC 60601 -1 -1 1 :201 0 ANSI/AAMI  HA60601 -1 -1 1 :201 1  Major technical  variations 

IEC 60601 -1 -2:2007 ANSI/AAMI/IEC 60601 -1 -2:2007/(R)201 2 Identical  

IEC 60601 -2-2:2009 ANSI/AAMI/IEC 60601 -2-2:2009 Identical  

IEC 60601 -2-4:201 0 ANSI/AAMI/IEC 60601 -2-4:201 0 Identical  

IEC 60601 -2-1 6:201 2 ANSI/AAMI/IEC 60601 -2-1 6:201 2 Identical  

IEC 60601 -2-1 9:2009 ANSI/AAMI/IEC 60601 -2-1 9:2009 Identical  

IEC 60601 -2-20:2009 ANSI/AAMI/IEC 60601 -2-20:2009 Identical  

IEC 60601 -2-21 :2009 ANSI/AAMI/IEC 60601 -2-21 :2009 Identical  

IEC 60601 -2-24:1 998 ANSI/AAMI  ID26:2004/(R)2009 Major technical  variations 

IEC 60601 -2-25:201 1  ANSI/AAMI/IEC 60601 -2-25:201 1  Identical  

IEC 60601 -2-27:201 1  ANSI/AAMI/IEC 60601 -2-27:201 1  Identical  

IEC 60601 -2-47:201 2 ANSI/AAMI/IEC 60601 -2-47:201 2 Identical  

IEC 60601 -2-50:2009 ANSI/AAMI/IEC 60601 -2-50:2009 Identical  

IEC/TR 60878:2009 ANSI/AAMI/IEC TIR60878:2003 Identical  

IEC/TR 61 289:201 1  ANSI/AAMI/IEC TIR61 289:201 1  Identical  

IEC/TR 62296:2009 ANSI/AAMI/IEC TIR62296:2009 Identical  

IEC 62304:2006 ANSI/AAMI/IEC 62304:2006 Identical  

IEC/TR 62348:2006
 

ANSI/AAMI/IEC TIR62348:2006 Identical  

IEC/TR 62354:2009 ANSI/AAMI/IEC TIR62354:2009 Identical  

IEC 62366:2007 ANSI/AAMI/IEC 62366:2007 Identical  

IEC 80001 -1 :201 0 ANSI/AAMI/IEC 80001 -1 :201 0 Identical  

IEC/TR 80001 -2-1 :201 2 ANSI/AAMI/IEC 80001 -2-1 :201 2 Identical  

IEC/TR 80001 -2-2:201 2 ANSI/AAMI/IEC 80001 -2-2:201 2 Identical  

IEC/TR 80001 -2-3:201 2 ANSI/AAMI/IEC 80001 -2-3:201 2 Identical  

IEC/TR 80002-1 :2009 ANSI/IEC/TR 80002-1 :2009 Identical  

IEC 80601 -2-30:2009 and  Technical  
Corrigendum 1  

ANSI/AAMI/IEC 80601 -2-30:2009 and  
ANSI/AAMI/IEC 80601 -2-30:2009/C1 :2009 
(amdt) – consol idated  text 

Identical  (with  inclusion) 

C1  Identical  to Corrigendum 1  

IEC 80601 -2-58:2008 ANSI/AAMI/IEC 80601 -2-58:2008 Identical  

ISO 5840:2005 ANSI/AAMI/ISO 5840:2005/(R)201 0 Identical  

ISO 71 98:1 998 ANSI/AAMI/ISO 71 98:1 998/2001 /(R)201 0 Identical  

ISO 71 99:2009 and  
Amendment 1 :201 2 

ANSI/AAMI/ISO 71 99:2009 and  
Amendment 1 :201 2 

Identical  

ISO 8637:201 0 ANSI/AAMI/ISO 8637:201 0 Identical  

ISO 8638:201 0 ANSI/AAMI/ISO 8638:201 0 Identical  
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International  designation U.S.  designation Equivalency 

ISO 1 0993-1 :2009 ANSI/AAMI/ISO 1 0993-1 :2009 Identical  

ISO 1 0993-2:2006 ANSI/AAMI/ISO 1 0993-2:2006/(R)201 0 Identical  

ISO 1 0993-3:2003 ANSI/AAMI/ISO 1 0993-3:2003/(R)2009 Identical  

ISO 1 0993-4:2002 and   

Amendment 1 :2006 

ANSI/AAMI/ISO 1 0993-4:2002/(R)2009 and  
Amendment 1 :2006/(R)2009 

Identical  

ISO 1 0993-5:2009 ANSI/AAMI/ISO 1 0993-5:2009 Identical  

ISO 1 0993-6:2007 ANSI/AAMI/ISO 1 0993-6:2007/(R)201 0 Identical  

ISO 1 0993-7:2008 ANSI/AAMI/ISO 1 0993-7:2008/(R)201 2 Identical  

ISO 1 0993-9:2009 ANSI/AAMI/ISO 1 0993-9:2009 Identical  

ISO 1 0993-1 0:201 0 ANSI/AAMI/ISO 1 0993-1 0:201 0 Identical  

ISO 1 0993-1 1 :2006 ANSI/AAMI/ISO 1 0993-1 1 :2006/(R)201 0 Identical  

ISO 1 0993-1 2:201 2 ANSI/AAMI/ISO 1 0993-1 2:201 2 Identical  

ISO 1 0993-1 3:201 0 ANSI/AAMI/ISO 1 0993-1 3:201 0 Identical  

ISO 1 0993-1 4:2001  ANSI/AAMI/ISO 1 0993-1 4:2001 /(R)2006 Identical  

ISO 1 0993-1 5:2000 ANSI/AAMI/ISO 1 0993-1 5:2000/(R)2006 Identical  

ISO 1 0993-1 6:201 0 ANSI/AAMI/ISO 1 0993-1 6:201 0 Identical  

ISO 1 0993-1 7:2002 ANSI/AAMI/ISO 1 0993-1 7:2002/(R)2008 Identical  

ISO 1 0993-1 8:2005 ANSI/AAMI  BE83:2006/(R)201 1  Major technical  variations 

ISO/TS 1 0993-1 9:2006 ANSI/AAMI/ISO TIR1 0993-1 9:2006 Identical  

ISO/TS 1 0993-20:2006 ANSI/AAMI/ISO TIR1 0993-20:2006 Identical  

ISO 1 1 1 35-1 :2007 ANSI/AAMI/ISO 1 1 1 35-1 :2007 Identical  

ISO/TS 1 1 1 35-2:2008 ANSI/AAMI/ISO TIR1 1 1 35-2:2008 Identical  

ISO 1 1 1 37-1 :2006
 

ANSI/AAMI/ISO 1 1 1 37-1 :2006/(R)201 0 Identical  

ISO 1 1 1 37-2:201 2
 

ANSI/AAMI/ISO 1 1 1 37-2:201 2 Identical  

ISO 1 1 1 37-3:2006
 

ANSI/AAMI/ISO 1 1 1 37-3:2006/(R)201 0 Identical  

ISO 1 1 1 38-1 :2006 ANSI/AAMI/ISO 1 1 1 38-1 :2006/(R)201 0 Identical  

ISO 1 1 1 38-2:2006 ANSI/AAMI/ISO 1 1 1 38-2:2006/(R)201 0 Identical  

ISO 1 1 1 38-3:2006 ANSI/AAMI/ISO 1 1 1 38-3:2006/(R)201 0 Identical  

ISO 1 1 1 38-4:2006 ANSI/AAMI/ISO 1 1 1 38-4:2006/(R)201 0 Identical  

ISO 1 1 1 38-5:2006 ANSI/AAMI/ISO 1 1 1 38-5:2006/(R)201 0 Identical  

ISO/TS 1 1 1 39:2006 ANSI/AAMI/ISO 1 1 1 39:2006 Identical  

ISO 1 1 1 40-1 :2005 ANSI/AAMI/ISO 1 1 1 40-1 :2005/(R)201 0 Identical  

ISO 1 1 1 40-3:2007 ANSI/AAMI/ISO 1 1 1 40-3:2007/(R)201 2 Identical  

ISO 1 1 1 40-4:2007 ANSI/AAMI/ISO 1 1 1 40-4:2007/(R)201 2 Identical  

ISO 1 1 1 40-5:2007 ANSI/AAMI/ISO 1 1 1 40-5:2007/(R)201 2 Identical  

ISO 1 1 607-1 :2006
 

ANSI/AAMI/ISO 1 1 607-1 :2006/(R)201 0 Identical  

ISO 1 1 607-2:2006
 

ANSI/AAMI/ISO 1 1 607-2:2006/(R)201 0 Identical  

ISO 1 1 658:201 2 ANSI/AAMI/ISO 1 1 658:201 2 Identical  

ISO 1 1 663:2009 ANSI/AAMI/ISO 1 1 633:2009 Identical  

ISO 1 1 737-1 :2006 ANSI/AAMI/ISO 1 1 737-1 :2006 Identical  

ISO 1 1 737-2:2009 ANSI/AAMI/ISO 1 1 737-2:2009 Identical  

ISO/TS 1 241 7:201 1
 

ANSI/AAMI/ISO TIR1 241 7:201 1  Identical  

ISO 1 3022:201 2 ANSI/AAMI/ISO 1 3022:201 2 Identical  

ISO 1 3408-1 :2008 ANSI/AAMI/ISO 1 3408-1 :2008/(R)201 1  Identical  

ISO 1 3408-2:2003 ANSI/AAMI/ISO 1 3408-2:2003 Identical  

ISO 1 3408-3:2006 ANSI/AAMI/ISO 1 3408-3:2006 Identical  

ISO 1 3408-4:2005 ANSI/AAMI/ISO 1 3408-4:2005 Identical  

ISO 1 3408-5:2006 ANSI/AAMI/ISO 1 3408-5:2006 Identical  

ISO 1 3408-6:2006 ANSI/AAMI/ISO 1 3408-6:2006 Identical  
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International  designation U.S.  designation Equivalency 

ISO 1 3408-7:201 2 ANSI/AAMI/ISO 1 3408-7:201 2 Identical  

ISO 1 3485:2003 ANSI/AAMI/ISO 1 3485:2003/(R)2009 Identical  

ISO 1 3958:2009 ANSI/AAMI/ISO 1 3958:2009 Identical  

ISO 1 3959:2009 ANSI/AAMI/ISO 1 3959:2009 Identical  

ISO 1 41 55:201 1  ANSI/AAMI/ISO 1 41 55:201 1  Identical  

ISO 1 41 60:201 1  ANSI/AAMI/ISO 1 41 60:201 1  Identical  

ISO 1 41 61 :2009 ANSI/AAMI/ISO 1 41 61 :2009 Identical  

ISO 1 4708-3:2008 ANSI/AAMI/ISO 1 4708-3:2008 Identical  

ISO 1 4708-4:2008 ANSI/AAMI/ISO 1 4708-4:2008 Identical  

ISO 1 4708-5:201 0 ANSI/AAMI  /ISO 1 4708-5:201 0 Identical  

ISO 1 4937:2009 ANSI/AAMI/ISO 1 4937:2009 Identical  

ISO/TR 1 4969:2004 ANSI/AAMI/ISO TIR1 4969:2004 Identical  

ISO 1 4971 :2007 ANSI/AAMI/ISO 1 4971 :2007/(R)201 0 Identical  

ISO 1 5223-1 :201 2 ANSI/AAMI/ISO 1 5223-1 :201 2 Identical  

ISO 1 5223-2:201 0 ANSI/AAMI/ISO 1 5223-2:201 0 Identical  

ISO 1 5225:201 0 ANSI/AAMI/ISO 1 5225:201 0  Identical  

ISO 1 5674:2009 ANSI/AAMI/ISO 1 5674:2009 Identical  

ISO 1 5675:2009 ANSI/AAMI/ISO 1 5675:2009 Identical  

ISO 1 5882:2008 ANSI/AAMI/ISO 1 5882:2008 Identical  

ISO 1 5883-1 :2006 ANSI/AAMI  ST1 5883-1 :2009 and  A2:201 2 Major technical  variations 

ISO/TR 1 61 42:2006 ANSI/AAMI/ISO TIR1 61 42:2005 Identical  

ISO 1 7664:2004 ANSI/AAMI  ST81 :2004 Major technical  variations 

ISO 1 7665-1 :2006 ANSI/AAMI/ISO 1 7665-1 :2006 Identical  (with  inclusions) 

ISO/TS 1 7665-2:2009 ANSI/AAMI/ISO TIR1 7665-2:2009 Identical  

ISO 1 8472:2006 ANSI/AAMI/ISO 1 8472:2006/(R)201 0 Identical  

ISO/TS 1 921 8-1 :201 1  ANSI/AAMI/ISO TIR1 921 8:201 1  Identical  

ISO 20857:201 0 ANSI/AAMI/ISO 20857:201 0 Identical  

ISO 22442-1 :2007 ANSI/AAMI/ISO 22442-1 :2007 Identical  

ISO 22442-2:2007 ANSI/AAMI/ISO 22442-2:2007 Identical  

ISO 22442-3:2007 ANSI/AAMI/ISO 22442-3:2007 Identical  

ISO/TR 22442-4:201 0 ANSI/AAMI/ISO TIR22442-4:201 0 Identical  

ISO 23500:201 1  ANSI/AAMI/ISO 23500:201 1  Identical  

ISO/TS 2381 0:201 2 ANSI/AAMI/ISO TIR2381 0:201 2 Identical  
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Background of ANSI/AAMI  adoption of IEC/TR 80001 -2-3:201 2 

As indicated  in  the foreword  to the main  body of this document (page xi i),  the International  Electrotechnical  
Commission (IEC) is a worldwide federation of national  standards bodies.  The United  States is one of the IEC 
members that took an  active role in  the development of this technical  report.  
 
International  technical  report IEC/TR 80001 -2-3:201 2 was developed  jointly by Subcommittee IEC/SC 62A,  Common 
aspects of electrical  equipment used  in  medical  practice,  and  ISO/TC 21 5,  Health  informatics,  to define the roles,  
responsibi l ities and activities that are necessary for risk management of IT-networks incorporating  medical  devices to 
address safety,  effectiveness and  data and  system security.  
 
U.S.  participation  in  this IEC SC is organized  through the U.S.  Technical  Advisory Group for IEC/SC 62A 
administered  by the Advanced  Medical  Technology Association  (AdvaMed) on  behalf of the American  National  
Standards Institute.  AAMI  administers the International  Secretariat for IEC/SC 62A on  behalf of the United  States,  
and  U.S.  experts made a considerable contribution  to this Technical  Report.  
 
AAMI  encourages its committees to harmonize their work with  International  Standards in  the area of risk 
management of information  technology as i t relates to medical  devices.   The AAMI  Information  Technology Working 
Group together with  the U.S.  Technical  Advisory Group for IEC/SC 62A,  reviewed  IEC/TR 80001 -2-3 to formulate the 
U.S.  position  and  comments whi le the document was being  developed.  This close col laboration  helped  gain  
widespread  U.S.  consensus on  the document.  As the U.S.  Technical  Advisory Group for IEC/SC 62A,  AdvaMed 
granted  AAMI  permission  to consider adoption of IEC/TR 80001 -2-3 as a new AAMI  Technical  Information  Report.  
Fol lowing  AAMI  procedures,  the AAMI  Information  Technology Working Group voted  to adopt the IEC technical  report 
as written.  
 
AAMI  (and  ANSI) have adopted  other IEC and  ISO documents.  See the Glossary of Equivalent Standards for a l ist of 
IEC and  ISO standards adopted  by AAMI,  which  gives the corresponding  U.S.  designation  and  the level  of 
equivalency with  the IEC and  ISO standard.  
 
The concepts incorporated  in  this technical  information  report should  not be considered  inflexible or static.  This 
technical  information  report,  l ike any other,  must be reviewed  and  updated  periodical ly to assimilate progressive 
technological  developments.  To remain  relevant,  i t must be modified  as technological  advances are made and  as 
new data comes to l ight.    
 
As used  within  the context of this document,  “should” indicates that among several  possibi l i ties,  one is  recommended 
as particularly suitable,  without mentioning  or excluding  others,  or that a certain  course of action  is  preferred  but not 
necessari ly required,  or that (in  the negative form) a certain  possibil i ty or course of action should  be avoided  but is 
not prohibited.  “May” is used to indicate that a course of action  is permissible within  the l imits of the technical  
information  report.  “Can” is used  as a statement of possibil i ty and  capabi li ty.  Finally,  “must” is used only to describe 
“unavoidable” situations,  including  those mandated by government regulation.    
 
Suggestions for improving this document are invited.  Comments and  suggested  revisions should  be sent to 
Standards Department,  AAMI ,  4301  N.  Fairfax Dr.  Suite 301 ,  Arl ington,  VA 22203-1 633.  

 

NOTE-  Beginning  with  the IEC foreword  on  page xi i ,  th is AAMI  Technical  Information  Report is identical  to IEC/TR 
80001 -2-3:201 2.  
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INTERNATIONAL ELECTROTECHNICAL COMMISSION  
____________ 

 
APPLICATION  OF RISK MANAGEMENT FOR  

IT-NETWORKS INCORPORATING MEDICAL DEVICES –  
 

Part 2-3:  Guidance for wireless  networks  
 
 

FOREWORD 

1 )  The  I n ternational  E l ectrotechn i cal  Comm ission  ( I EC)  i s  a  worl dwi de  organ ization  for s tandard ization  compri s i ng  a l l  
nati onal  e l ectrotechn ical  comm i ttees  ( I EC  National  Commi ttees).  The  obj ect  of I EC  i s  to  promote  i n ternational  co-
operati on  on  a l l  q uestions  concern ing  s tandard ization  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  th i s  end  and  i n  
add i ti on  to  other acti vi t i es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ical  Speci fi cations ,  Techn ical  Reports ,  
Publ i cl y Avai l ab le  Speci fi cations  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  Publ i cati on (s)”).  Thei r preparation  
i s  en trusted  to  techn ical  comm i ttees;  any I EC  National  Commi ttee  i n terested  i n  the  subject  dea l t  wi th  may 
parti ci pate  i n  th i s  preparatory work.  I n ternational ,  g overnmental  and  non -governmental  organ i zati ons  l i a i s i ng  wi th  
the  I EC  a l so  parti cipate  i n  th i s  preparation .  I EC  col l aborates  cl osel y wi th  the  I n ternational  Organ i zation  for 
S tandard i zati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by ag reement  between  the  two  organ i zati ons.  

2)  The  formal  deci s ions  or agreements  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ible ,  an  i n ternational  
consensus  of opi n ion  on  the  re levant  subjects  s i nce  each  techn ical  comm i ttee  has  represen tation  from  al l  
i n terested  I EC National  Comm ittees.   

3)  I EC  Publ i cations  have  the  form  of recommendations  for i n ternational  u se  and  are  accepted  by I EC  National  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensure  that  the  techn ical  con ten t  of I EC  
Publ i cations  i s  accurate,  I EC cannot be  he l d  respons ibl e  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternati onal  un i form i ty,  I EC  National  Commi ttees  undertake  to  appl y I EC Publ i cations  
transparentl y to  the  maximum  extent  possible  i n  the i r nati onal  and  reg i onal  publ i cations.  Any d i vergence  between  
any I EC Publ i cati on  and  the  correspond ing  nati onal  or reg ional  publ i cation  shal l  be  cl earl y i nd i cated  i n  the  l atter.  

5)  I EC  i tsel f does  not  provi de  any attestati on  of conform i ty.  I ndependent  certi fi cati on  bod ies  provi de  conform i ty  
assessment  servi ces  and ,  i n  some areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi b le  for any 
servi ces  carri ed  ou t  by i ndependen t certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  a ttach  to  I EC  or i ts  d i rectors ,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dua l  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other d amage  of any natu re  whatsoever,  whether d i rect  or i n d i rect,  or for costs  ( i ncl ud ing  l egal  fees)  and  expenses  
ari s i ng  ou t  of the  publ i cati on ,  u se  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possi bi l i ty that  some  of the  e l ements  of th i s  I EC  Publ i cation  may be  the  subject  of paten t  
ri gh ts .  I EC  shal l  not  be  he l d  respons ibl e  for i den ti fyi ng  any or a l l  such  patent  ri gh ts .  

The main  task of I EC techn ical  committees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose the  publ ication  of a  techn ical  report when  i t  has  col lected  data  
of a  d i fferent kind  from  that wh ich  is  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC 80001 -2-3,  wh ich  i s  a  techn ical  report,  has  been  prepared  by a  Join t Working  Group of 
subcommittee  62A:  Common  aspects  of electrical  equ ipment used  i n  med ical  practice,  of I EC  
techn ical  committee  62:  E lectrical  equ ipment i n  med ical  practice  and  I SO techn ical  committee  
21 5:  Heal th  i n formatics.  
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The  text of th is  techn ical  report i s  based  on  the  fo l l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

62A/784/DTR 62A/804/RVC 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ical  report can  be  found  in  the  report  
on  voti ng  ind icated  in  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irectives,  Part 2 .  

Terms used  throughout th is  techn ical  report that have been  defined  i n  Clause  3  appear i n  SMALL  

CAPITALS .  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  the  
stabi l i ty date  i nd icated  on  the  I EC web s i te  under "h ttp: //webstore. iec.ch"  in  the  data  related  to  
the  specific publ ication .  At th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed,  

•  wi thdrawn,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  “color inside”  logo on  the  cover page of th is  publ ication  indicates  
that i t  contains  colors  which  are considered  to  be  usefu l  for the  correct understanding  
of i ts  contents.  Users  should  therefore  print  th is  document using  a  color printer.  
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INTRODUCTION  

0.1  Background  

Wireless  communications  has  been  a  key technology enabl i ng  the  connectivi ty of MEDICAL  

DEVICES  for decades.  Earl y examples  of the  use  of wi re less  technolog ies  and  MEDICAL  DEVICES  
i nclude  ambu latory card iac mon i toring  systems i n  hospi ta ls  and  te lemetry systems  used  by 
paramed ics  over wide  area  wi re less  networks.  Wh i le  these solu tions  were  based  on  proprietary 
technology,  the  advent of off-the-shel f standards-based  approaches  has  resu l ted  i n  i ncreasing l y 
ubiqu i tous  wi re less  communications  systems  both  i ndoors  and  outdoors.  These provide  and  
enable  compel l i ng  and  varied  use  cases  for connection  between  MEDICAL DEVICES  and  
i n formation  systems.  Wireless  technology has  great benefi ts;  however,  as  wi th  any technology,  
certa in  RISKS  are  i n troduced  that can  affect the  th ree  KEY PROPERTIES  of SAFETY,  EFFECTIVENESS ,  
and  DATA AND  SYSTEMS  SECURITY.  Th is  document wi l l  review the  chal l enges  associated  wi th  
wireless  technolog ies  and  provide  gu idance regard ing  the  safe,  effective,  and  secure  use  of 
MEDICAL DEVICES  on  a  wi reless  MEDICAL I T-NETWORK.  Th is  is  done  i n  a  framework that fol l ows  the  
RISK MANAGEMENT PROCESS  as  defined  by the  I EC 80001 -1  standard .  

The  targeted  aud ience  for th is  techn ical  report i s  the  HDO IT  department,  b iomed ical  and  cl i n ical  
eng ineering  departments,  risk managers,  and  the  people  responsible  for des ign  and  operation  of 
the  wi reless  I T  network.  

For the  purposes  of th is  techn ical  report,  “shou ld”  i s  used  to  i nd icate  that amongst several  
possibi l i ties  to  meet a  requ i rement,  one  i s  recommended  as  being  particu larl y su i table  wi thout  
mention ing  or exclud ing  others,  or that a  certain  course  of action  i s  preferred  but not necessari l y 
requ ired .  Th is  term  is  not  to  be  i n terpreted  as  ind icating  requ irement.  

0.2  Organization  of the  technical  report 

This  techn ical  report i s  d ivi ded  i n to  fi ve  main  clauses,  a  b ib l i ography and  two  annexes.  Clause  4  
provides  an  overview of a  wi reless  MEDICAL  I T-NETWORK and  reviews  varying  types  of wi re less  
technolog ies  and  their appl icabi l i ty to  heal thcare.  The  next three  clauses  focus  on  the  h igh  level  
steps  involved  wi th  understand ing  and  defin ing  the  networking  performance characteristics,  
requ i rements  and  associated  RISK CONTROL  measures  regard ing  the  creation  a  MEDICAL I T-
NETWORK,  namely:  

a)  p lann ing  and  des ign ;  

b)  deployment and  implementation ;  and  

c)  operational  management.  

Clause  8  provides  general  RISK CONTROL measures  that m igh t be  appl icable  to  an  HDO's  un ique  
MEDICAL I T-NETWORK.  F i nal l y,  a  b ib l i ography i s  i ncluded  that l i s ts  references  for further 
exploration .  Annex A offers  a  table  that suggests  a  mapping  between  MEDICAL  DEVICE  d ata  types  
and  associated  networking  QUALITY OF  SERVICE  priori ties.  Annex B  is  a  checkl ist questionnaire  for 
ass istance  i n  perform ing  a  RISK ANALYSIS .  

0.3  Cl in ical  functional i ty and  use case  

One of the  fundamental  concepts  that th is  technical  report emphasizes  is  that MEDICAL  DEVICES  
have  networking  characteristics  that are  s im i lar to  other types  of general  purpose devices  and  
appl ications;  yet the  repercussions  of not properl y des ign ing  and  manag ing  the  network to  
ensure  the  SERVICE  LEVEL AGREEMENT  of the  MEDICAL  DEVICES  cou ld  negativel y impact cl in ical  
functional i ty.  Th is  can  l ead  to  erroneous  d iagnostics  and /or m issed  treatment that can  u l timately 
affect patient heal th  outcome.  I n  th is  technical  report,  cl in ical  functional i ty and  the  cl i n ical  use  
case  are  i n terchangeable;  they are  a  reference  to  the  means  by wh ich  a  cl in ician  (nurse,  
physician ,  etc. )  performs  thei r cl i n ical  du ties  across  the  wireless  network,  and  includes  the  
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component of patien t care  and  SAFETY.  These are  components  in  the  overal l  con text as  i t  i s  
referred  to  i n  the  step-by-step techn ical  report,  I EC  80001 -2-1 ,  and  th is  i n formation  i s  requ ired  
for a  complete  RISK ANALYSIS .  A typical  example  i s  a  nurse  who is  remotely mon i toring  a  patient  
from  the  nursing  central  station  us ing  a  patient mon i tor at  the  bedside  that i s  wireless l y 
connected  to  the  network.  The  cl in ical  functional i ty i s  the  remote  mon i toring  of a  patien t’s  heal th .  

0.4 Wireless  gu idance and  RISK MANAGEMENT  

The wireless  l i nk between  a  patient and  the  remote  cl i n ician  is  now a  component of the  cl i n ica l  
functional i ty and  may impact the  KEY PROPERTIES  of SAFETY  and  DATA AND  SYSTEMS  SECURITY.  
Wh i le  the  benefi ts  of wire less  access  are  wel l  known  and  documented ,  typical l y the  wireless  l i nk 
between  a  MEDICAL  DEVICE  and  a  cl i n ician  i s  more  l ikel y,  or has  a  h igher probabi l i ty,  of 
experiencing  a  loss  of connectivi ty versus  that of a  wi red  connection .  Th is  is  a  motivation  beh ind  
the  creation  and  focus  of th is  technical  report.  

Because the  defin i ti ons  of HAZARD ,  HAZARDOUS  S I TUATIONS ,  HARM  and  causes  are  use  case  
speci fic to  each  HDO,  th is  document shou ld  be  used  in  con j unction  wi th  both  the  I EC  80001 -1  
and  I EC/TR 80001 -2-1  at  a  m in imum.  

F igure  1  provides  an  overview of the  RISK MANAGEMENT  aspect of th is  techn ical  report.  The  
column  of boxes  on  the  l eft  of the  figure  is  an  overview (for th is  techn ical  report’s  purpose)  of the  
1 0  steps  of RISK MANAGEMENT  as  defined  i n  the  I EC/TR 80001 -2-1 .  The  cen ter boxes  show the  
steps  of the  RISK MANAGEMENT PROCESS  that th is  technical  report i s  focused  on .  They are  the  
fol l owing  in  terms  of the  RISK MANAGEMENT  PROCESS :  

– The  cause  i s  an  even t that  can  tu rn  a  HAZARD i n to  a  HAZARDOUS  S I TUATION .  Examples  of 
causes  in  a  wi reless  network are  RF  i n terference,  wi reless  network m isconfiguration ,  or 
networking  device  fa i l ure.   

– A HAZARD  associated  in  the  context of wi reless  connectivi ty is  the  l oss  or impairment of 
connectivi ty i n  a  med ical  system .  Th is  d isruption  i n  connectivi ty can  negativel y impact the  
abi l i ty of a  MEDICAL DEVICE  or cl i n ical  system  to  perform  i ts  i n tended  function .  

– A HAZARDOUS  S I TUATION  i s  a  ci rcumstance i n  wh ich  the  MEDICAL  DEVICE  or cl in ical  functional i ty 
i s  exposed  to  a  HAZARD .  For example,  a  cl in ician  i s  mon i toring  a  patient at  the  nursing  station  
(cl in ical  functional i ty i s  remote  mon i toring).  I f RF  i n terference causes  the  wireless  network to  
be  d isabled  ( loss  of connectivi ty is  the  HAZARD) ,  then  the  patient i s  no  l onger being  remotel y 
mon i tored  (HAZARDOUS  S I TUATION ) .  

– The  RISK CONTROL measures  as  used  i n  th is  techn ical  report are  the  steps  taken  to  reduce the  
probabi l i ty of the  occurrence of a  HAZARDOUS  S I TUATION  (referred  to  as  P1  i n  I EC/TR 80001 -2-
1 ),  or the  steps  taken  to  reduce the  probabi l i ty of  HARM  once  the  HAZARDOUS  S I TUATION  has  
occurred  (referred  to  as  P2  i n  I EC/TR 80001 -2-1 ).  A P1  RISK CONTROL measure  example  
m ight be  RF  redundancy or networking  change  control  procedures .  A P2  RI SK CONTROL  
measure  example  m igh t be  the  sequence of actions  that a  nurse  wou ld  take  i f noti fi ed  that the  
connectivi ty i s  l ost  between  a  patien t mon i tor and  cen tral  station .  

The  majori ty of th is  technical  report focuses  on  the  des ign  and  RISK CONTROL  measures  associated  
wi th  wireless  technolog ies.  However,  and  th is  i s  another motivation  for engag ing  wi th  the  
cl in icians  earl y i n  the  p lann ing  phase,  the  role  of the  cl i n icians  i n  m i ti gating  against patient HARM  
shou ld  be  clearl y reviewed .  I n  the  example  used  i n  the  bu l l eted  steps  above,  the  cl i n ician  m ight 
have a  documented  procedure  to  fo l l ow during  network ou tages;  when  the  network experiences  
l oss  of connectivi ty the  cl in ician  can  fol low a  procedure  where  they need  to  attend  to  the  patient  
d i rectl y.  
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APPLICATION  OF RISK MANAGEMENT FOR  

IT-NETWORKS INCORPORATING MEDICAL DEVICES –  
 

Part 2-3:  Guidance for wireless  networks  
 
 
 

1  Scope and  object  

1 .1  Scope  

This  part of I EC 80001  supports  the  HDO in  the  RISK MANAGEMENT  of MEDICAL  I T-NETWORKS  that  
i ncorporate  one  or more  wi reless  l i nks.  The  report provides  techn ical  background  concern ing  
wire less  technology and  examples  of HAZARDS  to  be  considered  when  wireless  technology i s  
used  in  MEDICAL I T-NETWORKS  and  suggests  RISK CONTROL  measures  to  reduce the  probabi l i ty of 
UN INTENDED  CONSEQUENCES .  

1 .2 Objective  

This  Techn ical  Report,  as  part of I EC 80001 ,  considers  the  use  of wire lessl y networked  MEDICAL  

DEVICES  on  a  MEDICAL  I T-NETWORK  and  offers  practical  techn iques  to  address  the  un ique  RISK 

MANAGEMENT  requ i rements  of operating  wi re less l y enabled  MEDICAL  DEVICES  i n  a  safe,  secure  and  
effective  manner.  

Th is  technical  report i s  focused  on  wi reless  technolog ies  from  an  agnostic viewpoin t;  however,  
there  are  particu lar wi re less  technolog ies  that are  predom inant i n  HDOS  (e. g .  802. 1 1 )  and  are  
d iscussed  i n  more  deta i l .  Where appropriate,  these  d i fferences  are  pointed  ou t and  d iscussed .  I n  
add i ti on ,  wh i le  i t  does  not focus  on  a  s ing le  wireless  technology,  i t  i s  assumed  that the  attached  
wired  i n frastructure  i s  an  Ethernet-based  I P  network.  

I t  i s  not the  in ten t of th is  document to  propose a  reg imented  step-by-step  PROCESS  for 
implementing  a  wireless  MEDICAL I T-NETWORK  or m i tigating  the  RISK  associated  wi th  a  particu lar 
wireless  technology.   There  are  many reasons  wh ich  conspire  against such  an  effort and  ch ief 
among  them  are:  

– There  are  many d i fferent wireless  technolog ies  avai l able,  each  wi th  thei r PHY,  MAC and  
upper l ayer characteristics  wi th  varying  degrees  of control  avai lable  to  the  HDO.  

– Many wi reless  technolog ies  are  in  an  evolving  stage of development and  are  sti l l  sub ject to  
frequent  and  s i gn i fican t changes.  

– HDOs,  depend ing  on  thei r needs,  m ight u ti l i ze  varying  combinations  of wi re less  technolog ies  
to  meet their particu lar requ irements.  Each  technology shou ld  requ i re  i ts  own  i ndependen t 
RISK ANALYSIS  and  RI SK CONTROL measures  that shou ld  be  reviewed  system ical l y (aggregate 
RISKS  ANALYSIS) .  

– Each  HDO wi l l  have thei r own  un ique  cl i n ical  use  cases  and  network topolog ies  and  wi l l  
perform  thei r own  un ique  RISK ANALYSIS  and  management that wi l l  d i ffer from  other HDOs.  

I nstead ,  th is  technical  report acknowledges  a  general i zed  or h i gh  l evel  approach  re lati ve  to  a  
step-by-step PROCESS  review that both  i nherentl y and  i n tentional l y considers  HAZARDS ,  the  
causes  l ead ing  to  HAZARDOUS  S I TUATIONS ,  and  RISK CONTROL  measures.  The  general  approach  
that  th is  technical  report fol lows is  the  fo l l owing :  
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