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regulations.  

Comments on  this technical  information  report are invited  and  should  be sent to AAMI,  Attn:  Standards Department,  
4301  N.  Fairfax Drive,  Suite 301 ,  Arlington,  VA 22203-1 633.  

 

ANSI  Technical  Report 

This AAMI  TIR has been  registered  by the American  National  Standards Institute as an ANSI  Technical  Report.  

Publ ication  of this ANSI  Technical  Report has been  approved by the accredited standards developer (AAMI).  This 
document is registered  as a Technical  Report series of publ ications according  to the Procedures for the Registration 
of Technical  Reports with  ANSI .  This document is not an  American  National  Standard  and  the material  contained 
herein is not normative in  nature.  

Comments on  this technical  information  report are invited  and  should  be sent to AAMI,  Attn:  Standards Department,  
4301  N.  Fairfax Drive,  Suite 301 ,  Arlington,  VA 22203-1 633.  

  

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


Contents   Page  

Glossary of equivalent standards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  vi i  

Committee representation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  x 

FOREWORD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  xi i  

INTRODUCTION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  xi v  

1  Scope  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1  

2  Normative  references  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1  

3  Terms and  defin i ti ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1  

4  Prerequ is i tes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7  

5  Study of terms used  in  RI SK MANAGEMENT  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7  

5. 1  Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7  

5. 2  HAZARDS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

5.3  HAZARDOUS  S I TUATIONS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

5. 4  Foreseeable  sequences  of events  and  causes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

5.5  UNINTENDED CONSEQUENCE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

5.6  R I SK CONTROL  measures  (m i ti gations)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 0  

5.7  Degrees  of RISK. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

5.8  Checking  word ing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

6  The steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

6. 1  Overview of the  s teps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

6. 2  A basic example  using  the  1 0  steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

6. 2. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

6. 2. 2  I n i tia l  RISK  –  Steps  1  – 5  (Figure  2)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

1 3  

7  I EC 80001 -1 : 201 0,  Subc l ause  4. 4 :  Step by s tep  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

7. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

7. 2  Appl ication  of Subclause  4. 4. 1 :  Document a l l  RISK MANAGEMENT  e lements  . . . . . . . . . . . . . . . . . .  1 6  

7. 3  Note  about RISK EVALUATION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

7. 4  The 1 0-step  PROCESS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

7. 4. 1  STEP 1 :  I denti fy HAZARDs  and  HAZARDOUS  S I TUATIONS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

7. 4. 2  STEP 2 :  I denti fy causes  and  resu l ti ng  HAZARDOUS  S I TUATIONS  . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

7. 4. 3  STEP 3:  Determ ine  UN INTENDED  CONSEQUENCES  and  estimate  the  
poten tia l  severi ties  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

7. 4. 4  STEP 4:  Estimate  the  probabi l i ty of UN INTENDED  CONSEQUENCE  . . . . . . . . . . . . . . . . . . . . . . .  1 8  

7. 4. 5  STEP 5:  Evaluate  RISK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

7. 4. 6  STEP 6:  I denti fy and  document proposed  RISK CONTROL  measures  and  
re-evaluate  RISK (return  to  Step 3)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20  

7. 4. 7  STEP 7:  Implement RISK CONTROL  measures  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

7. 4. 8  STEP 8:  Veri fy RISK CONTROL  measures  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

7. 4. 9  STEP 9:  Evaluate  any new RISKS  aris ing  from  RISK CONTROL . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

7.5  The steps  and  thei r re lationsh ip  to  I EC 80001 -1  and  I SO  1 4971  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

23  

Background of AAMI  adoption of IEC/TR 80001 -2-1 :201 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  xi  

7. 4. 1 0  STEP 1 0:  Evaluate  and  report overal l  RESIDUAL RI SK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

23

6. 2. 3  RI SK CONTROL  and  f i nal  RISK  – Steps  6  – 1 0  (F i gure  3)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


8  Practical  examples  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 2  Example  1 :  Wireless  PATI ENT  mon i toring  during  PATIENT  transport  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 2. 1  Fu l l  description  of con text . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 2. 2  Description  of network under anal ysis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 2. 3  The 1 0  Steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

8. 3  Example  2:  Remote  ICU  /  D istance  med icine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

8. 3. 1  Fu l l  description  of con text . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

8. 3. 2  Description  of network under anal ysis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

8. 3. 3  The 1 0  Steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

8. 4  Example  3:  Post Anesthesia  Care  Un i t (PACU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

8. 4. 1  Fu l l  description  of con text . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

8. 4. 2  Description  of network under anal ysis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

8. 4. 3  The 1 0  Steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32  

8.5  Example  4:  U l trasound  – Operating  system  (OS)  vu lnerabi l i ty . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

8. 5. 1  Fu l l  description  of con text . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

8. 5. 2  Description  of network under anal ysis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

8. 5. 3  The 1 0  Steps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

Annex A ( in formative)   Common  HAZARDS ,  HAZARDOUS  S I TUATIONS ,  and  causes  to  consider 
i n  MEDICAL I T-NETWORKS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

Annex B  ( in formative)   L i st  of questions  to  consider when  i den ti fying  HAZARDs  of the  
MEDICAL I T-NETWORK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  46  

Annex C  ( i n formative)   Layers  of MEDICAL I T-NETWORKS  where  errors  can  be  found  . . . . . . . . . . . . . . . . . . .  47  

Annex D  ( i n formative)   Probabi l i ty,  severi ty,  and  RISK  acceptabi l i ty scales  used  in  the  
examples  in  th is  techn ical  report  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

Annex E  ( in formative)   MONITORING  RISK  m i tigation  effectiveness  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53  

Annex F  ( i n formative)   R I SK ANALYZING  smal l  changes  in  a  MEDICAL  I T-NETWORK  . . . . . . . . . . . . . . . . . . . . . . . .  56  

Annex G  ( i n formative)   Example  of Change Window Form  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  57  

Annex H  ( i n formative)   Template  for examples  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  58  

Bibl iography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60  

 

F igure  1  – Basic flow of concepts  from  HAZARD  to  HAZARDOUS  S I TUATION  to  UN INTENDED 
CONSEQUENCE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

Figure  2  – Steps  1  – 5 :  HAZARD  i denti fication  through  RISK EVALUATION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

Figure  3  – Steps  6  – 1 0 :  R I SK CONTROL  measures  through  overal l  RESIDUAL RISK  . . . . . . . . . . . . . . . . . . . . . . .  1 4  

Figure  4  – Sample  summary RISK ASSESSMENT  reg ister format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 5  

Figure  5  – Relation  of cause  to  HARM  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

Figure  6  – Schematic  of the  post anesthesia  care  un i t (PACU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32  

Figure  7  – Example  of the  use  of color cod ing  cables  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

Figure  8  – Sample  summary RISK ASSESSMENT  reg ister for the  PACU  example  . . . . . . . . . . . . . . . . . . . . . . . . . . .  36  

Figure  D . 1  – Appl ication  of STEPs  5  and  6  wi th  3  l evels  of RISK  acceptabi l i ty . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

Figure  F. 1  – Overview of RISK ANALYZING  smal l  changes  i n  a  MEDICAL I T-NETWORK  . . . . . . . . . . . . . . . . . . . . .  56  

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


 

Table  1  – Relationsh ip  of KEY PROPERTIES ,  SAFETY,  EFFECTIVENESS  and  DATA AND  SYSTEMS  

SECURITY with  associated  UN INTENDED  CONSEQUENCE  as  used  in  th is  techn ical  report  . . . . . . . . . . . . . . . . .  1 0  

Table  2  – Methods  for checking  accurate  and  appropriate  word ing  of causes,  HAZARDOUS  

S I TUATIONS ,  and  UN INTENDED CONSEQUENCES  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

Table  3  – Relationsh ip  between  th is  techn ical  report,  I EC  80001 -1 : 201 0  and  
ISO 1 4971 : 2007  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24  

Table  A. 1  – HAZARDS  re lated  to  poten tia l  requ i red  network characteristics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

Table  A. 2  – Relationsh ip  between  HAZARDS ,  foreseeable  sequences,  and  causes  . . . . . . . . . . . . . . . . . . . . . .  44  

Table  A. 3  – Relationsh ip  between  HAZARDS ,  causes,  foreseeable  sequences,  and  
HAZARDOUS  S I TUATIONS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

Table  C. 1  – Layers  of a  MEDICAL I T-NETWORK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

Table  C. 2  – Example  of the  layers  of a  MEDICAL I T-NETWORK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

Table  D. 1  – Probabi l i ty scales  used  i n  the  examples  i n  th is  techn ical  report  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

Table  D. 2  – Severi ty scales  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

Table  D.3  – R I SK  l evel  matrix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51  

 

 

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


© 201 2 Association  for the Advancement of Medical  Instrumentation  ■  ANSI/AAMI/IEC TIR80001 -2-1 :201 2  vi i  

Glossary of equivalent standards 

International  Standards adopted  in  the United  States may include normative references to other International  
Standards.  For each  International  Standard that has been  adopted  by AAMI  (and  ANSI),  the table below gives the 
corresponding  U.S.  designation  and  level  of equivalency to the International  Standard.  NOTE:  Documents are sorted 
by international  designation.  The code in  the US column,  “(R)20xx” indicates the year the document was official ly 
reaffirmed  by AAMI .  E.g. ,  ANSI/AAMI/ISO 1 0993-4:2002/(R)2009 indicates that 1 0993-4,  originally approved  and 
published  in  2002,  was reaffirmed without change in  2009.  

Other normatively referenced International  Standards may be under consideration  for U.S.  adoption  by AAMI ;  
therefore,  this l ist should  not be considered  exhaustive.  

International  designation U.S.  designation Equivalency 

IEC 60601 -1 :2005 ANSI/AAMI  ES60601 -1 :2005/(R)201 2 Major technical  variations 

IEC 60601 -1 :2005/A1 :201 2 ANSI/AAMI  ES60601 -1 :2005/A1 :201 2 A1  identical  

IEC Technical  Corrigendum 1  and  2 ANSI/AAMI  ES60601 -1 :2005/C1 :2009/(R)201 2 
(amdt) 

C1  identical to Corrigendum 1  & 
2 

 ANSI/AAMI  ES60601 -1 :2005/A2:201 0/(R)201 2 A2 appl ies to AAMI,  only 

IEC 60601 -1 -1 1 :201 0 ANSI/AAMI  HA60601 -1 -1 1 :201 1  Major technical  variations 

IEC 60601 -1 -2:2007 ANSI/AAMI/IEC 60601 -1 -2:2007/(R)201 2 Identical  

IEC 60601 -2-2:2009 ANSI/AAMI/IEC 60601 -2-2:2009 Identical  

IEC 60601 -2-4:201 0 ANSI/AAMI/IEC 60601 -2-4:201 0 Identical  

IEC 60601 -2-1 6:201 2 ANSI/AAMI/IEC 60601 -2-1 6:201 2 Identical  

IEC 60601 -2-1 9:2009 ANSI/AAMI/IEC 60601 -2-1 9:2009 Identical  

IEC 60601 -2-20:2009 ANSI/AAMI/IEC 60601 -2-20:2009 Identical  

IEC 60601 -2-21 :2009 ANSI/AAMI/IEC 60601 -2-21 :2009 Identical  

IEC 60601 -2-24:1 998 ANSI/AAMI  ID26:2004/(R)2009 Major technical  variations 

IEC 60601 -2-25:201 1  ANSI/AAMI/IEC 60601 -2-25:201 1  Identical  

IEC 60601 -2-27:201 1  ANSI/AAMI/IEC 60601 -2-27:201 1  Identical  

IEC 60601 -2-47:201 2 ANSI/AAMI/IEC 60601 -2-47:201 2 Identical  

IEC 60601 -2-50:2009 ANSI/AAMI/IEC 60601 -2-50:2009 Identical  

IEC/TR 60878:2009 ANSI/AAMI/IEC TIR60878:2003 Identical  

IEC/TR 61 289:201 1  ANSI/AAMI/IEC TIR61 289:201 1  Identical  

IEC/TR 62296:2009 ANSI/AAMI/IEC TIR62296:2009 Identical  

IEC 62304:2006 ANSI/AAMI/IEC 62304:2006 Identical  

IEC/TR 62348:2006
 

ANSI/AAMI/IEC TIR62348:2006 Identical  

IEC/TR 62354:2009 ANSI/AAMI/IEC TIR62354:2009 Identical  

IEC 62366:2007 ANSI/AAMI/IEC 62366:2007 Identical  

IEC 80001 -1 :201 0 ANSI/AAMI/IEC 80001 -1 :201 0 Identical  

IEC/TR 80001 -2-1 :201 2 ANSI/AAMI/IEC 80001 -2-1 :201 2 Identical  

IEC/TR 80001 -2-2:201 2 ANSI/AAMI/IEC 80001 -2-2:201 2 Identical  

IEC/TR 80001 -2-3:201 2 ANSI/AAMI/IEC 80001 -2-3:201 2 Identical  

IEC/TR 80002-1 :2009 ANSI/IEC/TR 80002-1 :2009 Identical  

IEC 80601 -2-30:2009 and  Technical  
Corrigendum 1  

ANSI/AAMI/IEC 80601 -2-30:2009 and  
ANSI/AAMI/IEC 80601 -2-30:2009/C1 :2009 
(amdt) – consol idated  text 

Identical  (with  inclusion) 

C1  Identical  to Corrigendum 1  

IEC 80601 -2-58:2008 ANSI/AAMI/IEC 80601 -2-58:2008 Identical  

ISO 5840:2005 ANSI/AAMI/ISO 5840:2005/(R)201 0 Identical  

ISO 71 98:1 998 ANSI/AAMI/ISO 71 98:1 998/2001 /(R)201 0 Identical  

ISO 71 99:2009 and  
Amendment 1 :201 2 

ANSI/AAMI/ISO 71 99:2009 and  
Amendment 1 :201 2 

Identical  

ISO 8637:201 0 ANSI/AAMI/ISO 8637:201 0 Identical  

ISO 8638:201 0 ANSI/AAMI/ISO 8638:201 0 Identical  
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International  designation U.S.  designation Equivalency 

ISO 1 0993-1 :2009 ANSI/AAMI/ISO 1 0993-1 :2009 Identical  

ISO 1 0993-2:2006 ANSI/AAMI/ISO 1 0993-2:2006/(R)201 0 Identical  

ISO 1 0993-3:2003 ANSI/AAMI/ISO 1 0993-3:2003/(R)2009 Identical  

ISO 1 0993-4:2002 and   

Amendment 1 :2006 

ANSI/AAMI/ISO 1 0993-4:2002/(R)2009 and  
Amendment 1 :2006/(R)2009 

Identical  

ISO 1 0993-5:2009 ANSI/AAMI/ISO 1 0993-5:2009 Identical  

ISO 1 0993-6:2007 ANSI/AAMI/ISO 1 0993-6:2007/(R)201 0 Identical  

ISO 1 0993-7:2008 ANSI/AAMI/ISO 1 0993-7:2008/(R)201 2 Identical  

ISO 1 0993-9:2009 ANSI/AAMI/ISO 1 0993-9:2009 Identical  

ISO 1 0993-1 0:201 0 ANSI/AAMI/ISO 1 0993-1 0:201 0 Identical  

ISO 1 0993-1 1 :2006 ANSI/AAMI/ISO 1 0993-1 1 :2006/(R)201 0 Identical  

ISO 1 0993-1 2:201 2 ANSI/AAMI/ISO 1 0993-1 2:201 2 Identical  

ISO 1 0993-1 3:201 0 ANSI/AAMI/ISO 1 0993-1 3:201 0 Identical  

ISO 1 0993-1 4:2001  ANSI/AAMI/ISO 1 0993-1 4:2001 /(R)2006 Identical  

ISO 1 0993-1 5:2000 ANSI/AAMI/ISO 1 0993-1 5:2000/(R)2006 Identical  

ISO 1 0993-1 6:201 0 ANSI/AAMI/ISO 1 0993-1 6:201 0 Identical  

ISO 1 0993-1 7:2002 ANSI/AAMI/ISO 1 0993-1 7:2002/(R)2008 Identical  

ISO 1 0993-1 8:2005 ANSI/AAMI  BE83:2006/(R)201 1  Major technical  variations 

ISO/TS 1 0993-1 9:2006 ANSI/AAMI/ISO TIR1 0993-1 9:2006 Identical  

ISO/TS 1 0993-20:2006 ANSI/AAMI/ISO TIR1 0993-20:2006 Identical  

ISO 1 1 1 35-1 :2007 ANSI/AAMI/ISO 1 1 1 35-1 :2007 Identical  

ISO/TS 1 1 1 35-2:2008 ANSI/AAMI/ISO TIR1 1 1 35-2:2008 Identical  

ISO 1 1 1 37-1 :2006
 

ANSI/AAMI/ISO 1 1 1 37-1 :2006/(R)201 0 Identical  

ISO 1 1 1 37-2:201 2
 

ANSI/AAMI/ISO 1 1 1 37-2:201 2 Identical  

ISO 1 1 1 37-3:2006
 

ANSI/AAMI/ISO 1 1 1 37-3:2006/(R)201 0 Identical  

ISO 1 1 1 38-1 :2006 ANSI/AAMI/ISO 1 1 1 38-1 :2006/(R)201 0 Identical  

ISO 1 1 1 38-2:2006 ANSI/AAMI/ISO 1 1 1 38-2:2006/(R)201 0 Identical  

ISO 1 1 1 38-3:2006 ANSI/AAMI/ISO 1 1 1 38-3:2006/(R)201 0 Identical  

ISO 1 1 1 38-4:2006 ANSI/AAMI/ISO 1 1 1 38-4:2006/(R)201 0 Identical  

ISO 1 1 1 38-5:2006 ANSI/AAMI/ISO 1 1 1 38-5:2006/(R)201 0 Identical  

ISO/TS 1 1 1 39:2006 ANSI/AAMI/ISO 1 1 1 39:2006 Identical  

ISO 1 1 1 40-1 :2005 ANSI/AAMI/ISO 1 1 1 40-1 :2005/(R)201 0 Identical  

ISO 1 1 1 40-3:2007 ANSI/AAMI/ISO 1 1 1 40-3:2007/(R)201 2 Identical  

ISO 1 1 1 40-4:2007 ANSI/AAMI/ISO 1 1 1 40-4:2007/(R)201 2 Identical  

ISO 1 1 1 40-5:2007 ANSI/AAMI/ISO 1 1 1 40-5:2007/(R)201 2 Identical  

ISO 1 1 607-1 :2006
 

ANSI/AAMI/ISO 1 1 607-1 :2006/(R)201 0 Identical  

ISO 1 1 607-2:2006
 

ANSI/AAMI/ISO 1 1 607-2:2006/(R)201 0 Identical  

ISO 1 1 658:201 2 ANSI/AAMI/ISO 1 1 658:201 2 Identical  

ISO 1 1 663:2009 ANSI/AAMI/ISO 1 1 633:2009 Identical  

ISO 1 1 737-1 :2006 ANSI/AAMI/ISO 1 1 737-1 :2006 Identical  

ISO 1 1 737-2:2009 ANSI/AAMI/ISO 1 1 737-2:2009 Identical  

ISO/TS 1 241 7:201 1
 

ANSI/AAMI/ISO TIR1 241 7:201 1  Identical  

ISO 1 3022:201 2 ANSI/AAMI/ISO 1 3022:201 2 Identical  

ISO 1 3408-1 :2008 ANSI/AAMI/ISO 1 3408-1 :2008/(R)201 1  Identical  

ISO 1 3408-2:2003 ANSI/AAMI/ISO 1 3408-2:2003 Identical  

ISO 1 3408-3:2006 ANSI/AAMI/ISO 1 3408-3:2006 Identical  

ISO 1 3408-4:2005 ANSI/AAMI/ISO 1 3408-4:2005 Identical  

ISO 1 3408-5:2006 ANSI/AAMI/ISO 1 3408-5:2006 Identical  

ISO 1 3408-6:2006 ANSI/AAMI/ISO 1 3408-6:2006 Identical  
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International  designation U.S.  designation Equivalency 

ISO 1 3408-7:201 2 ANSI/AAMI/ISO 1 3408-7:201 2 Identical  

ISO 1 3485:2003 ANSI/AAMI/ISO 1 3485:2003/(R)2009 Identical  

ISO 1 3958:2009 ANSI/AAMI/ISO 1 3958:2009 Identical  

ISO 1 3959:2009 ANSI/AAMI/ISO 1 3959:2009 Identical  

ISO 1 41 55:201 1  ANSI/AAMI/ISO 1 41 55:201 1  Identical  

ISO 1 41 60:201 1  ANSI/AAMI/ISO 1 41 60:201 1  Identical  

ISO 1 41 61 :2009 ANSI/AAMI/ISO 1 41 61 :2009 Identical  

ISO 1 4708-3:2008 ANSI/AAMI/ISO 1 4708-3:2008 Identical  

ISO 1 4708-4:2008 ANSI/AAMI/ISO 1 4708-4:2008 Identical  

ISO 1 4708-5:201 0 ANSI/AAMI  /ISO 1 4708-5:201 0 Identical  

ISO 1 4937:2009 ANSI/AAMI/ISO 1 4937:2009 Identical  

ISO/TR 1 4969:2004 ANSI/AAMI/ISO TIR1 4969:2004 Identical  

ISO 1 4971 :2007 ANSI/AAMI/ISO 1 4971 :2007/(R)201 0 Identical  

ISO 1 5223-1 :201 2 ANSI/AAMI/ISO 1 5223-1 :201 2 Identical  

ISO 1 5223-2:201 0 ANSI/AAMI/ISO 1 5223-2:201 0 Identical  

ISO 1 5225:201 0 ANSI/AAMI/ISO 1 5225:201 0  Identical  

ISO 1 5674:2009 ANSI/AAMI/ISO 1 5674:2009 Identical  

ISO 1 5675:2009 ANSI/AAMI/ISO 1 5675:2009 Identical  

ISO 1 5882:2008 ANSI/AAMI/ISO 1 5882:2008 Identical  

ISO 1 5883-1 :2006 ANSI/AAMI  ST1 5883-1 :2009 and  A2:201 2 Major technical  variations 

ISO/TR 1 61 42:2006 ANSI/AAMI/ISO TIR1 61 42:2005 Identical  

ISO 1 7664:2004 ANSI/AAMI  ST81 :2004 Major technical  variations 

ISO 1 7665-1 :2006 ANSI/AAMI/ISO 1 7665-1 :2006 Identical  (with  inclusions) 

ISO/TS 1 7665-2:2009 ANSI/AAMI/ISO TIR1 7665-2:2009 Identical  

ISO 1 8472:2006 ANSI/AAMI/ISO 1 8472:2006/(R)201 0 Identical  

ISO/TS 1 921 8-1 :201 1  ANSI/AAMI/ISO TIR1 921 8:201 1  Identical  

ISO 20857:201 0 ANSI/AAMI/ISO 20857:201 0 Identical  

ISO 22442-1 :2007 ANSI/AAMI/ISO 22442-1 :2007 Identical  

ISO 22442-2:2007 ANSI/AAMI/ISO 22442-2:2007 Identical  

ISO 22442-3:2007 ANSI/AAMI/ISO 22442-3:2007 Identical  

ISO/TR 22442-4:201 0 ANSI/AAMI/ISO TIR22442-4:201 0 Identical  

ISO 23500:201 1  ANSI/AAMI/ISO 23500:201 1  Identical  

ISO/TS 2381 0:201 2 ANSI/AAMI/ISO TIR2381 0:201 2 Identical  

ISO 25539-1 :2003 and  A1 :2005 ANSI/AAMI/ISO 25539-1 :2003/(R)2009 and  
A1 :2005/(R)2009 

Identical  

ISO 25539-2:2008 ANSI/AAMI/ISO 25539-2:2008 Identical  

ISO 25539-3:201 1  ANSI/AAMI/ISO 25539-3:201 1  Identical  

ISO 26722:2009 ANSI/AAMI/ISO 26722:2009 Identical  

ISO 271 85:201 2 ANSI/AAMI/ISO 271 85:201 2 Identical  

ISO 271 86:201 0 ANSI/AAMI/ISO 271 86:201 0 Identical  
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ISO 81 060-2:2009 ANSI/AAMI/ISO 81 060-2:2009 Identical  

 

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


x  © 201 2 Association  for the Advancement of Medical  Instrumentation  ANSI/AAMI/IEC TIR80001 -2-1 :201 2 

Committee representation 

 
Association for the Advancement of Medical  Instrumentation  

Information Technology Working Group 

The adoption  of IEC/TR 80001 -2-1  as a new AAMI/IEC Technical  Information  Report was ini tiated by the AAMI  

Information  Technology Working  Group.  U.S.  cochairs of AAMI/SM/WG 02,  Wil l iam Hintz of Medtronic,  Inc.  and 

Richard Schrenker of Massachusetts General  Hospital,  played an  active part in  developing the IEC Technical  Report.   

At the time this document was published,  the  AAMI Information Technology Working  Group had the following  

members: 

 
Cochairs:  Wil l iam Hintz,  Medtronic Inc.  WHQ Campus 

Richard A.  Schrenker,  Massachusetts General  Hospital  
 

Members:  John T.  Col l ins,  MSEE,  American  Society for Healthcare Engineering 
Todd Cooper,  80001  Experts (Independent Expert)  
Rebecca K.  Crossley,  CBET,  Susquehanna Health  System (Independent Expert)  
Conor Curtin,  Fresenius Medical  Care Renal  Therapies Group 
Yadin  David,  EdD CCE PE HCSP,  Biomedical  Engineering  Consultants LLC (Independent Expert)  
Karen  S.  Delvecchio,  GE Healthcare 
Christina DeMur,  Draeger Medical  Systems Inc.  
Sherman Eagles,  SoftwareCPR 
Donald  J .  Fournier,  Draeger Medical  Systems Inc.  
Joseph  Freitas,  CareFusion 
Kenneth  J .  Fuchs,  Mindray DS USA Inc.  
George W.  Gray,  Fluidnet Corporation 
Thomas Grobaski ,  Bel imed Inc 
Will iam Hintz,  Medtronic Inc.  WHQ Campus  
Yimin  Li ,  Stryker Instruments Division  
Marshal l  Magee,  Welch  Al lyn  Inc.  
Jared Mauldin,  Integrated Medical  Systems 
Mary Beth  McDonald,  St Jude Medical  Inc.  
Tresia L.  O'Shea,  Getinge USA 
Geoffrey A.  Pascoe,  MSCCS BEE GSEC,  (Independent Expert)  
Steven  R.  Rakitin,  Software Quali ty Consulting  (Independent Expert)  
Terrie L.  Reed,  MSIE,  FDA/CDRH  
Richard A.  Schrenker,  Massachusetts General  Hospital  
Bob Steurer,  Spacelabs Medical  Inc.  
Micheal  T.  Suelzer,  PhD,  Baxter Healthcare Corporation 
Donna-Bea Ti l lman,  PhD,  (Independent Expert)   
Daidi  Zhong,  PhD,  Chongqing University (Independent Expert)  
 

Alternates:  James Dundon,  Spacelabs Medical  Inc.  
Brian  J .  Fitzgerald,  Eur Ing  MIMM,  FDA/CDRH 
Thomas W.  Schultz,  Medtronic Inc WHQ Campus 
Xianyu  Shea,  Stryker Instruments Division 
Fei  Wang,  Fresenius Medical  Care Renal  Therapies Group 

 

NOTE--Parti ci pati on  by federal  agency represen tati ves  i n  the  development  of  th i s  document  does  not  
consti tu te  endorsement  by the  federal  governmen t  or  any of  i ts  agencies.  

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


© 201 2 Association  for the Advancement of Medical  Instrumentation  ■  ANSI/AAMI/IEC TIR80001 -2-1 :201 2  xi  

Background of ANSI/AAMI  adoption of IEC/TR 80001 -2-1 :201 2 

As indicated in  the foreword to the main  body of this document (page xi i ) ,  the International  Electrotechnical  
Commission (IEC)  is a worldwide federation of national  standards bodies.  The United States is one of the IEC 
members that took an  active role in  the development of this technical  report.  
 
International  technical  report IEC/TR 80001 -2-1 :201 2 was developed jointly by Sub-Committee IEC/SC 62A,  
Common aspects of electrical  equipment used in  medical  practice and ISO/TC 21 5,  Health  informatics,  to define the 
roles,  responsibi l i ties and activi ties that are necessary for risk management of IT-networks incorporating  medical  
devices to address safety,  effectiveness and data and system security.  
 
U.S.  participation  in  this IEC SC is  organized through the U.S.  Technical  Advisory Group for IEC/SC 62A 
administered by the Advanced Medical  Technology Association  (AdvaMed)  on  behalf of the American  National  
Standards Institute.  AAMI  administers the International  Secretariat for IEC/SC 62A on  behalf of the United States,  
and U.S.  experts made a considerable contribution  to this International  Technical  Report.  
 
AAMI  encourages its  committees to harmonize their work with  International  Standards in  the area of risk 
management of information  technology as i t relates to medical  devices.   The AAMI  Information  Technology Working 
Group together with  the U.S.  Technical  Advisory Group for IEC/SC 62A,  reviewed IEC/TR 80001 -2-1  to formulate the 
U.S.  position  and comments whi le the document was being  developed.  This close col laboration  helped gain  
widespread U.S.  consensus on  the document.  As the U.S.  Technical  Advisory Group for IEC/SC 62A,  AdvaMed 
granted AAMI  permission  to consider adoption of IEC/TR 80001 -2-1  as a new AAMI  Technical  Information  Report.  
Fol lowing  AAMI  procedures,  the AAMI  Information  Technology Working Group voted to adopt the IEC technical  report 
as written.  
 
AAMI  (and ANSI)  have adopted other IEC and ISO documents.  See the Glossary of Equivalent Standards for a l ist of 
IEC and ISO standards adopted by AAMI,  which  gives the corresponding  U.S.  designation  and the level  of 
equivalency with  the IEC and ISO standard.  
 
The concepts incorporated in  th is technical  information  report should  not be considered inflexible or static.  This 
technical  information  report,  l ike any other,  must be reviewed and updated periodical ly to assimi late progressive 
technological  developments.  To remain  relevant,  i t must be modified as technological  advances are made and as 
new data comes to l ight.     
 
As used within  the context of th is document,  “should” indicates that among several  possibi l i ties,  one is recommended 
as particularly suitable,  without mentioning  or excluding  others,  or that a certain  course of action  is  preferred but not 
necessari ly required,  or that (in  the negative form)  a certain  possibil i ty or course of action should  be avoided but is 
not prohibited.  “May” is used to indicate that a course of action  is permissible within  the l imits of the technical  
information  report.  “Can” is  used as a statement of possibil i ty and capabi l i ty.  Finally,  “must” is used only to describe 
“unavoidable” situations,  including  those mandated by government regulation.    
 
NOTE—This technical  information  report is  not a standard and the material  contained herein  is not normative in  
nature.  The committee has in  a few places used the term "shal l"  based on  their knowledge of requirements contained 
in  relevant standards and/or regulatory requirements.  
 
Suggestions for improving  this document are invited.  Comments and suggested revisions should  be sent to 
Standards Department,  AAMI,  4301  N.  Fairfax Dr.  Suite 301 ,  Arl ington,  VA 22203-1 633.  

 

NOTE-  Beginning  with  the IEC foreword on  page xi i ,  th is AAMI  Technical  Information  Report is  identical  to IEC/TR 
80001 -2-1 :201 2.  
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INTERNATIONAL ELECTROTECHNICAL COMMISSION  
____________ 

 
APPLICATION  OF RISK MANAGEMENT FOR  

IT-NETWORKS INCORPORATING MEDICAL DEVICES –  
 

Part 2-1 :  Step-by-step risk management of medical  IT-networks  –  
Practical  appl ications  and  examples  

 
 

FOREWORD 

1 )  The  I n ternational  E l ectrotechn i cal  Commission  ( I EC)  i s  a  worl dwi de  organ ization  for s tandard ization  compri s i ng  a l l  
nati onal  e l ectrotechn ica l  comm i ttees  ( I EC  National  Comm i ttees).  The  obj ect  of I EC  i s  to  promote  i n ternati ona l  
cooperati on  on  a l l  q uestions  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  th i s  end  and  i n  
add i ti on  to  other acti vi t i es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ical  Speci fi cations ,  Techn ical  Reports ,  
Publ i cl y Avai l ab le  Speci fi cations  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  Publ i cation(s)”) .  Thei r preparation  
i s  en trusted  to  techn ical  comm i ttees;  any I EC  National  Commi ttee  i n terested  i n  the  subject  dea l t  wi th  may 
parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -governmental  organ i zati ons  l i a i s i ng  wi th  
the  I EC  a l so  parti cipate  i n  th i s  preparation .  I EC  col l aborates  cl osel y wi th  the  I n ternational  Organ i zation  for 
S tandard i zati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by ag reement  between  the  two  organ i zati ons.  

2)  The  formal  deci s ions  or agreements  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ible ,  an  i n ternational  
consensus  of opi n ion  on  the  re levant  subjects  s i nce  each  techn ical  comm i ttee  has  represen tation  from  al l  
i n terested  I EC National  Committees.   

3)  I EC  Publ i cations  have  the  form  of recommendations  for i n ternational  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensure  that  the  techn ical  con ten t  of I EC  
Publ i cations  i s  accurate,  I EC  cannot  be  he l d  responsibl e  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternati onal  un i form i ty,  I EC National  Commi ttees  undertake  to  appl y I EC  Publ i cations  
transparentl y to  the  maximum  exten t  poss ible  i n  the i r nati onal  and  reg i onal  publ i cations.  Any d i vergence  between  
any I EC  Publ i cati on  and  the  correspond ing  nati onal  or reg ional  publ i cation  shal l  be  cl earl y i nd i cated  i n  the  l atter.  

5)  I EC  i tsel f does  not  provi de  any attestati on  of con form i ty.  I ndependen t certi fi cati on  bod ies  provi de  conform i ty  
assessment  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsi b le  for any 
servi ces  carri ed  ou t  by i ndependen t certi fi cation  bod i es.  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or i ts  d i rectors ,  employees,  servan ts  or agents  i ncl ud i ng  i nd i vi dua l  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other d amage  of any natu re  whatsoever,  whether d i rect  or i n d i rect,  or for costs  ( i ncl ud ing  l egal  fees)  and  expenses  
ari s i ng  ou t  of the  publ i cati on ,  u se  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possi bi l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of paten t  
ri g h ts .  I EC  shal l  not  be  he l d  respons ibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The main  task of I EC techn ical  committees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose the  publ ication  of a  techn ical  report when  i t  has  col lected  data  
of a  d i fferent kind  from  that wh ich  is  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC 80001 -2-1 ,  wh ich  i s  a  techn ical  report,  has  been  prepared  by a  Join t Working  Group of 
subcommittee  62A:  Common  aspects  of electrical  equ ipment used  i n  med ical  practice,  of I EC  
techn ical  committee  62 :  Electrical  equ ipment i n  med ical  practice  and  I SO techn ical  committee  
21 5:  Heal th  i n formatics.  
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The  text of th is  techn ical  report i s  based  on  the  fo l l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

62A/782/DTR 62A/803/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ical  report can  be  found  in  the  report  
on  voti ng  ind icated  in  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  I SO/IEC D irectives,  Part 2 .  

Terms used  throughout th is  techn ical  report that have been  defined  i n  Clause  3  appear i n  SMALL  

CAPITALS .  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  the  
stabi l i ty date  i nd icated  on  the  I EC web  s i te  under "h ttp: //webstore. iec. ch "  i n  the  data  related  to  
the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed,  

•  wi thdrawn,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  “color inside”  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colors  which  are  considered  to  be  usefu l  for the  correct  understanding  
of i ts  contents.  Users  should  therefore  print  th is  document using  a  color printer.  
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INTRODUCTION  

This  techn ical  report i s  a  step-by-step gu ide  to  help  i n  the  appl ication  of RISK MANAGEMENT  when  
creating  or chang ing  a  MEDICAL I T-NETWORK.  I t  provides  easy to  appl y steps,  examples,  and  
i n formation  he lp ing  i n  the  i den ti fication  and  con trol  of RISKS .  Al l  re levant requ irements  i n  
I EC 80001 -1 : 201 0  are  addressed  and  l i nks  to  other clauses  and  subclauses  of I EC 80001 -1  are  
addressed  where  appropriate  (e . g .  handover to  re lease  management and  mon i toring).  

Th is  techn ical  report focuses  on  practical  RISK MANAGEMENT .  I t  i s  not i n tended  to  provide  a  fu l l  
ou tl ine  or explanation  of a l l  requ irements  that  are  satisfactori l y covered  by I EC 80001 -1 .  

Th is  step-by-step gu idance  fol lows  a  1 0-step PROCESS  that fo l l ows subclause 4. 4  of I EC  80001 -
1 : 201 0,  wh ich  specifically addresses  RISK ANALYSIS ,  RISK EVALUATION  and  RISK CONTROL .  These 
activi ti es  are  embedded  wi th in  the  fu l l  l i fe  cycle  RISK MANAGEMENT  PROCESS .  They can  never be  
the  fi rst s tep,  as  RISK MANAGEMENT  fo l lows  the  general  PROCESS  model  wh ich  sets  plann ing  
before  any action .   

For the  purpose of th is  techn ical  report,  “prerequ is i tes”  as  stated  i n  subclause  1 . 3  are  considered  
to  be  i n  p lace  before  execution  of the  1 0  steps.  Also,  i t  i s  wel l  understood  that a l l  steps  ou tl ined  
i n  th is  techn ical  report shou ld  have been  performed  before  any new MEDICAL I T-NETWORK  can  go  
l i ve  or before  proceed ing  wi th  a  change  to  an  existi ng  MEDICAL  I T-NETWORK.  I t  i s  emphasized  that 
subclause  4 . 5  of I EC  80001 -1 : 201 0  “CHANGE  RELEASE  MANAGEMENT  and  CONFIGURATION  

MANAGEMENT”  expl ici tl y i ncludes  and  appl ies  to  new MEDICAL  I T-NETWORKS ,  as  wel l  as  changes  to  
existi ng  networks.  

Th is  techn ical  report wi l l  be  usefu l  to  those responsible  for or part of a  team  executing  RISK 

MANAGEMENT  when  chang ing  or creating  (as  the  u l timate  change)  a  MEDICAL  I T-NETWORK.  
MEDICAL DEVICES  i n  the  con text of I EC  80001  refer to  those MEDICAL DEVICES  that connect to  a  
network.  
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AAMI Technical  Information Report ANSI/AAMI/IEC TIR80001 -2-1 :201 2 

APPLICATION  OF RISK MANAGEMENT FOR  

IT-NETWORKS INCORPORATING MEDICAL DEVICES –  
 

Part 2-1 :  Step-by-step risk management of medical  IT-networks  –  
Practical  appl ications  and  examples  

 
 
 

1  Scope  

This  techn ical  report provides  step-by-step in formation  to  a id  RESPONSI BLE  ORGAN IZATIONS  i n  
implementation  of the  RISK MANAGEMENT  PROCESS  requ ired  by I EC 80001 -1 .  Speci fical l y,  i t  detai ls  
the  steps  involved  i n  executing  subclause 4 . 4  of I EC  80001 -1 : 201 0  and  provides  gu idance  in  the  
form  of a  study of RISK MANAGEMENT  terms,  RISK MANAGEMENT  steps,  an  explanation  of each  step,  
step-by-step examples,  templates,  and  l i s ts  of HAZARDS  and  causes  to  consider.  

The  steps  ou tl ined  wi th in  th is  techn ical  report are  considered  to  be  un iversal l y appl icable.  
Appl ication  of these  steps  can  be  scaled  as  described  wi th in  th is  document.  

2  Normative  references  

The fol lowing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  ind ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl ies.  For 
undated  references,  the  l atest  ed i tion  of the  referenced  document ( i nclud ing  any amendments)  
appl ies.  

I EC 80001 -1 : 201 0,  Application of risk management for IT-networks incorporating medical devices 
– Part 1 : Roles,  responsibilities and activities 

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i tions  apply.  

3.1   
CHANGE  PERM IT  
an  ou tcome of the  RISK MANAGEMENT  PROCESS  cons isting  of a  document that a l l ows  a  speci fied  
change or type  of change wi thout fu rther RISK MANAGEMENT  acti vi ti es  subj ect to  speci fied  
constrain ts  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 3]  

3.2  
CHANGE  RELEASE  MANAGEMENT  
PROCESS  that ensures  that a l l  changes  to  the  I T-NETWORK  are  assessed ,  approved ,  implemented  
and  reviewed  i n  a  control led  manner and  that changes  are  del i vered ,  d i stributed ,  and  tracked ,  
l ead ing  to  release of the  change in  a  control l ed  manner wi th  appropriate  i npu t and  ou tpu t wi th  
CONFIGURATION  MANAGEMENT  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 2]  
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3.3  
CONFIGURATION  MANAGEMENT  
PROCESS  that ensures  that configu ration  i n formation  of components  and  the  I T-NETWORK  are  
defined  and  maintained  i n  an  accurate  and  control l ed  manner,  and  provides  a  mechan ism  for 
i denti fying ,  con trol l i ng  and  tracking  versions  of the  I T-NETWORK  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 4]  

3.4  
DATA AND  SYSTEMS  SECURITY  
operational  state  of a  MEDICAL I T-NETWORK  i n  wh ich  i n formation  assets  (data  and  systems)  are  
reasonably protected  from  degradation  of confidentia l i ty,  i n tegri ty,  and  avai labi l i ty 

[SOURCE:  I EC  80001 -1 : 201 0,  defin i tion  2 . 5,  mod i fied  – two notes  i n tegral  to  understand ing  the  
scope  of the  defin i tion  in  the  orig inal  document have been  deleted . ]  

3.5  
EFFECTIVENESS  
abi l i ty to  produce  the  in tended  resu l t for the  PATIENT  and  the  RESPONSIBLE  ORGAN IZATION  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i ti on  2 . 6]  

3.6  
ELECTROMAGNETIC  INTERFERENCE  
EMI  
any electromagnetic phenomenon  that may degrade the  performance of a  device,  equ ipment,  or 
system  

[SOURCE:  I EC  60601 -1 -2: 2007,  defin i ti on  3 . 5,  mod ified  – the  term  has  been  changed ,  an  
abbreviation  added  and  the  note  to  the  orig inal  defin i tion  removed . ]  

3.7  
EVENT MANAGEMENT  
PROCESS  that ensures  that a l l  events  that can  or m ight negativel y impact the  operation  of the  I T-
NETWORK  are  captured ,  assessed ,  and  managed  i n  a  control led  manner  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 7]  

3.8  
HARM  
physical  i n j ury or damage to  the  heal th  of people,  or damage to  property or the  environment,  or 
reduction  i n  EFFECTIVENESS ,  or breach  of DATA AND SYSTEMS  SECURITY  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i ti on  2 . 8]  

3.9  
HAZARD  

poten tial  source  of HARM  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i tion  2 . 9]  

3.1 0  
HAZARDOUS  S ITUATION  
circumstance  i n  wh ich  people,  property,  or the  environment are  exposed  to  one  or more  
HAZARD(s)  

[SOURCE:  I SO 1 4971 : 2007,  defin i tion  2 . 4]  
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3.1 1   
HEALTH  DATA  

PRIVATE  DATA that i nd icates  physical  or mental  heal th  

Note  1  to  en try:  Th i s  generi cal l y defi nes  PRIVATE  DATA  and  i ts  subset,  HEALTH  DATA,  wi th i n  th i s  document  to  perm i t 
u sers  of th i s  d ocument  to  adapt  i t  eas i l y to  d i fferen t  pri vacy compl i ance  l aws  and  regu lati ons .  For example,  i n  Eu rope,  
the  requ i rements  m igh t  be  taken  and  references  changed  to  “Personal  Data”  and  “Sensi ti ve  Data” ;  i n  the  USA,  HEALTH  

DATA  m i gh t  be  changed  to  “Protected  Heal th  I n formation  (PH I )”  wh i l e  making  ad j ustments  to  text  as  necessary.  

[SOURCE:  I EC 80001 -2-2: 201 2,  defin i tion  3. 7]  

3.1 2  
INTENDED USE  
use  for wh ich  a  product,  PROCESS  or service  is  i n tended  accord ing  to  the  speci fications,  
i nstructions  and  i n formation  provided  by the  MANUFACTURER  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 1 0]  

3.1 3  
INTEROPERABILITY  
property perm itting  d i verse  systems  or components  to  work together for a  speci fied  purpose   

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 1 1 ]  

3.1 4  
INFORMATION  TECHNOLOGY  
IT  
technology (computer systems,  networks,  software)  used  to  PROCESS ,  store,  acqu i re  and  
d istribu te  i n formation  

3.1 5  
IT-NETWORK  
INFORMATION  TECHNOLOGY NETWORK  
system  or systems  composed  of communicating  nodes  and  transmission  l i nks  to  provide  
physical l y l inked  or wireless  transm iss ion  between  two or more  speci fied  communication  nodes  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i tion  2 . 1 2,  mod i fied  – the  two notes  to  the  orig inal  defin i tion  
have  not  been  retained . ]  

3.1 6  
KEY PROPERTIES  
three  RISK  managed  characteristics  (SAFETY,  EFFECTIVENESS ,  and  DATA AND  SYSTEMS  SECURITY)  of 
MEDICAL I T-NETWORKS  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 1 3]  

3.1 7  
LOCAL AREA NETWORK  
LAN  
computer network covering  a  smal l  physical  area,  such  as  a  home or office,  or smal l  group of 
bu i l d ings,  such  as  a  school  or an  a i rport  

3.1 8  
MANUFACTURER  
natural  or l egal  person  wi th  responsibi l i ty for the  des ign ,  manufacture,  packag ing ,  or l abel i ng  of a  
MEDICAL DEVICE ,  assembl ing  a  system ,  or adapting  a  med ical  device  before  i t  i s  placed  on  the  
market or pu t i n to  service,  regard less  of whether these  operations  are  carried  out by that person  
or on  that person 's  behal f by a  th i rd  party 

Full document details: m an ag em en t for IT -n etworks

http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks
http://www.avadocuments.com/doc/m-an-ag-em-en-t-for-it-n-etworks


4  © 201 2 Association  for the Advancement of Medical  Instrumentation  ANSI/AAMI/IEC TIR80001 -2-1 :201 2 

[SOURCE:  I SO  1 4971 : 2007,  defin i ti on  2 . 8 ,  mod i fied  – Note  1  to  the  orig inal  defin i tion ,  wh ich  
provides  perti nent  i n formation ,  has  not  been  retained . ]  

3.1 9  
MEDICAL DEVICE  
any i nstrument,  apparatus,  implement,  mach ine,  appl iance,  implan t,  in vitro reagent or cal i brator,  
software,  materia l  or other s im i lar or re lated  article:  

a)  i n tended  by the  MANUFACTURER  to  be  used ,  a lone  or i n  combination ,  for human  beings  for one  
or more  of the  speci fic purpose(s)  of:  

– d iagnosis ,  prevention ,  mon i toring ,  treatment or a l l eviation  of d isease,  

– d iagnosis,  mon i toring ,  treatment,  a l l eviation  of or compensation  for an  in j u ry,  

– i nvestigation ,  replacement,  mod i fication ,  or support of the  anatomy or of a  physiolog ical  
PROCESS ,  

–  supporti ng  or sustain ing  l i fe,  

– con trol  of conception ,  

– d isi nfection  of MEDICAL  DEVICES ,  

– provid ing  in formation  for med ical  or d iagnostic purposes  by means  of i n  vi tro  exam ination  
of specimens  derived  from  the  human  body;  and  

b)  wh ich  does  not ach ieve  i ts  primary i n tended  action  i n  or on  the  human  body by 
pharmacolog ical ,  immunolog ical  or metabol ic  means,  bu t wh ich  may be  assisted  i n  i ts  
i n tended  function  by such  means.  

Note  1  to  en try:  The  d efi n i ti on  of a  d evice  for in  vitro exam ination  i ncl udes,  for example,  reagen ts ,  cal i brators ,  sample  
col l ecti on  and  storage  devices ,  con tro l  materi a l s ,  and  re l ated  i nstruments  or apparatus.  The  i n formation  provided  by 
such  an  in  vitro d i agnosti c  device  may be  for d i agnosti c,  mon i tori ng  or compatibi l i ty pu rposes.  I n  some j u ri sd icti ons,  
some in  vitro d iagnosti c  devi ces,  i ncl ud ing  reagents  and  the  l i ke,  may be  covered  by separate  regu l ati ons.  

Note  2  to  en try:  Products  wh i ch  may be  considered  to  be  med ical  devices  i n  some  j u ri sd icti ons  bu t  for wh ich  there  i s  
not  yet  a  harmon ized  approach ,  are:  

– a i ds  for d i sabl ed /hand icapped  people;  

– devices  for the  treatment/d iagnosis  of d i seases  and  i n j u ri es  i n  an imals ;  

– accessories  for med i cal  devices  (see  Note  3  to  en try);  

– d i s i n fection  substances;  

– devices  i ncorporati ng  an imal  and  human  t i ssues  wh ich  may meet  the  requ i rements  of the  above  defi n i t i on  bu t  are  
subject  to  d i fferent  con trol s .  

Note  3  to  en try:  Accessories  i n tended  speci fi cal l y by MANUFACTURERS  to  be  used  together wi th  a  “parent”  med ica l  
device  to  enable  that  med ical  device  to  ach ieve  i ts  i n tended  pu rpose  shou l d  be  subject  to  the  same  GHTF  procedures  
as  app ly to  the  med ical  d evice  i tsel f.  For example,  an  accessory wi l l  be  cl ass i fi ed  as  though  i t  i s  a  med ical  device  i n  i ts  
own  ri gh t.  Th i s  may resu l t  i n  the  accessory having  a  d i fferen t  cl ass i fi cation  than  the  “parent”  device.  

Note  4  to  en try:  Components  to  med ical  devices  are  general l y contro l l ed  th rough  the  MANUFACTURER ’S  q ua l i ty  
management system  and  the  conform i ty assessment procedu res  for the  device.  I n  some j u ri sd icti ons ,  componen ts  are  
i ncl uded  i n  the  d efi n i ti on  of a  “med ical  device” .  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i tion  2 . 1 4]  

3.20  
MEDICAL IT-NETWORK  

I T-NETWORK  that i ncorporates  at l east one  MEDICAL  DEVICE  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i tion  2 . 1 6]  

3.21   
MONITORING  
ongoing  review of a l l  RISK MANAGEMENT  activi ti es  and  RISK CONTROL  options  that  were  pu t i n  p lace  
to  ach ieve  acceptable  RISK  i n  the  use  of MEDICAL I T-NETWORK(S) .  
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3.22  
OPERATOR  

person  hand l ing  equ ipment  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 1 8]  

3.23  
PATIENT  

i nd ividual  awai ti ng  or under med ical  care  and  treatment  

3.24  
PROCESS  
set of i n terrelated  or i n teracting  acti vi ti es  wh ich  transforms  i npu ts  i n to  outpu ts  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 1 9]  

3.25  
QUALITY OF  SERVICE  
QOS 
the capabi l i ty or means  of provid ing  d i fferen tiated  l evels  of networking  performance i n  terms  of 
traffic  eng ineering  (packet delay,  loss,  j i tter,  b i t  rate)  to  d i fferent  data  fl ows.  

3.26  
RESIDUAL RISK  

RISK  remain ing  after RISK CONTROL  measures  have been  taken  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i tion  2 . 20]  

3.27  
RESPONSIBILITY AGREEMENT  
one  or more  documents  that together fu l l y define  the  responsibi l i ti es  of al l  re levant  stakeholders  

[SOURCE:  I EC  80001 -1 : 201 0,  defin i tion  2 . 21 ,  mod ified  – a  note  to  the  orig inal  defin i ti on ,  
con tain ing  examples,  has  not  been  retained . ]  

3.28  
RESPONSIBLE  ORGAN IZATION  
RO  

en ti ty accountable  for the  use  and  maintenance of a  MEDICAL I T-NETWORK  

[SOURCE:  I EC  80001 -1 : 201 0,  defin i tion  2 . 22,  mod ified  – a  note  to  the  orig inal  defin i ti on ,  
con tain ing  examples,  has  not been  retained . ]   

3.29  
RISK  

combination  of the  probabi l i ty of occurrence  of HARM  and  the  severi ty of that HARM  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 23]  

3.30  
RISK ANALYSIS  

systematic use of avai l able  i n formation  to  i denti fy HAZARDS  and  to  estimate  the  RISK  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 24]  

3.31   
RISK ASSESSMENT  

overal l  PROCESS  compris ing  a  RISK ANALYSIS  and  a  RISK EVALUATION  
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[SOURCE:  I EC 80001 -1 : 201 0,  defin i tion  2 . 25]  

3.32  
RISK CONTROL  
PROCESS  i n  wh ich  decis ions  are  made  and  measures  implemented  by wh ich  RISKS  are  reduced  
to,  or main tained  wi th in ,  speci fied  l evels  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 26]  

3.33  
RISK EVALUATION  
PROCESS  of comparing  the  estimated  RISK  against g i ven  RISK  cri teria  to  determ ine  the  
acceptabi l i ty of the  RISK  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i tion  2 . 27]  

3.34  
RISK MANAGEMENT  
systematic appl ication  of management pol icies,  procedures  and  practices  to  the  tasks  of 
anal yzing ,  evaluating ,  control l i ng ,  and  MONITORING  RISK  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i ti on  2 . 28]  

3.35  
RISK MANAGEMENT FILE  
set of records  and  other documents  that  are  produced  by RISK MANAGEMENT  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 29]  

3.36  
SAFETY  
freedom  from  unacceptable  RISK  of physical  i n j ury or damage to  the  heal th  of people  or damage 
to  property or the  envi ronment  

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 30]  

3.37  
TOP MANAGEMENT  
person  or group of people  who d i rect(s)  and  control (s)  the  RESPONSIBLE  ORGANIZATION  
accountable  for a  MEDICAL I T-NETWORK  at  the  h i ghest  level   

[SOURCE:  IEC 80001 -1 : 201 0,  defin i ti on  2 . 31 ]  

3.38  
UNINTENDED CONSEQUENCE  
UC  
unwanted  and  negative  outcome of an  event  that resu l ts  i n  one  or more  degraded  KEY 
PROPERTIES  

3.39  
VERIFICATION  
confi rmation  through  provision  of objective  evidence that speci fied  requ i rements  have been  
fu l fi l l ed  

Note 1  to entry:  The term  “verified” is used  to designate the corresponding  status.  

Note 2 to entry:  Confirmation  can  comprise activities such as:  

– performing alternative calculations;  

– comparing a new design  specification  with  a similar proven  design specification;  
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– undertaking tests and  demonstrations;  and 

– reviewing documents prior to issue.  

Note 3 to entry:  I n  design and  development,  VERIFICATION  concerns the PROCESS  of examining the result of a given  activity to 
determine conformity with  the stated  requirement for that activity.  

[SOURCE:  I EC 80001 -1 : 201 0,  defin i tion  2 . 32]  

4 Prerequisi tes  

Before  beg inn ing  the  steps  ou tl i ned  wi th in  th is  techn ical  report,  the  requ i rements  i n  subclauses  
3. 1  to  4. 3  of I EC  80001 -1 : 201 0  need  to  be  completed .  Add i ti onal l y,  the  RESPONSIBLE  

ORGAN IZATION  (RO)  must  be  prepared  to  meet the  requ i rements  in  subclauses  4 . 5  through  5. 2 .  
For example,  the  RISK MANAGEMENT  pol icy and  PROCESSES  are  i n  p lace;  the  RISK MANAGEMENT  
p lan  is  complete;  any requ ired  RESPONSIBI LI TY AGREEMENTS  are  i n  p lace;  probabi l i ty,  severi ty,  and  
RISK  acceptabi l i ty scales  are  defined .   

For RISK MANAGEMENT  of any system  to  proceed ,  the  system  must be  defined .  I n  the  case of 
MEDICAL I T-NETWORKS ,  the  network under anal ysis  must be  wel l  defined  and  can  a l ready con tain  
some existing  con trols.  Th is  wi l l  be  important i n  Steps  3  and  4.  For new MEDICAL I T-NETWORKS ,  
th is  can  be  a  prel im inary des ign .  

I n  add i ti on  to  defin ing  the  system  under anal ys is,  fundamental  i n formation  regard ing  RO specific  
use,  needs,  and  concerns  are  needed  i n  order to  complete  the  RISK  estimation .  Th is  i s  referred  to  
as  “context”  of use  and  includes  i n formation  such  as:  

– acu i ty of PATIENTS ;  

–  cl in ical  workflow;  

– cl in ical  s taffing  and  competencies;  

– I NTENDED USE /cl in ical  or business  use  case;  and  

– cl in ical  and  bus iness  cri ti cal i ty of the  systems/appl ications  us ing  the  network.  

The  steps  described  in  th is  report wi l l  general l y be  execu ted  by a  team  of i nd ividuals  wi th in  the  
RESPONSIBLE  ORGANIZATION .  I t  i s  recommended  to  have representation  from  mu l tip le  
departments,  i nclud ing  I T,  b iomed ical  eng ineering ,  cl i n ical ,  and  RISK MANAGEMENT .  The  makeup  
of the  team  shou ld  a l ign  wi th  existi ng  structures  wi th in  the  organ ization .  

5 Study of terms used  in  RISK MANAGEMENT  

5.1  Overview 

R I SK MANAGEMENT  i s  a  very large  fi e ld  of study.  Th is  techn ical  report provides  an  i n troduction  to  
th is  subj ect wi th  examples  that can  be  undertaken  wi th  m in imal  knowledge.  I t  provides  step  by 
step  i nstructions  for undertaking  a  RISK ASSESSMENT PROCESS .  

I EC 80001 -1  provides  a  RISK MANAGEMENT  ph i losophy.  As  there  are  several  RISK MANAGEMENT  
ph i l osoph ies  avai lable,  th is  one  m igh t or m ight not be  completel y i n  l i ne  wi th  RISK MANAGEMENT  
approaches  and  techn iques  a l ready in  p lace  at the  RO.  The  RO shou ld  consider taking  
appropriate  steps  to  reconci l e  the  d i fferences  in  methodology and  term inology.  

F igure  1  shows the  bas ic flow of concepts  from  HAZARD  to  HAZARDOUS  S I TUATION  to  UNINTENDED 
CONSEQUENCE.  
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