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Preface

The United States faces continued threats of attack from terrorist organizations and their
supporters. These threats include the possible use of biological, chemical, radiological and
nuclear sources capable of causing harm and death to many individuals. Radioactive material
used to contaminate or irradiate has the potential to cause great disruption and panic, threat-
ening health and safety. Conventional explosives coupled to radioactive materials can appre-
ciably increase dispersal, further increasing concerns about health, safety, and disruption of
normal routines. Stolen or improvised nuclear explosive devices have the potential for wide-
spread and long-lasting damage to human health and the built and natural environment. The
use of fissile materials in nuclear devices could cause severe injury or death and widespread
disruption of the sense of well-being and the essential components of life such as food, water,
utilities, transportation modes, and other basic services. This Commentary addresses unique
aspects of the detection of special nuclear material (SNM), whether assembled in a nuclear
weapon or components of a nuclear weapon.

The U.S. government has a compelling need to locate, deactivate, and impound or destroy
SNM before it can be used for terrorism. Appropriate agencies require technologies, devices
and techniques that will allow them to detect SNM before it is brought into the United States
and/or deployed. Detection systems must be sensitive enough to detect SNM even when small
in quantity or heavily shielded. Some detection systems must be mobile to access specific
sites. To this end, the Defense Threat Reduction Agency (DTRA) of the U.S. Department of
Defense is sponsoring research to develop active detection technology (ADT) systems that can
meet the above criteria. While passive detection systems are usually capable of detecting
radioactive material with naturally-high activity, the radiation emitted from SNM is often
low enough (energy and/or intensity) to preclude detection. The purpose of ADT systems is to
stimulate SNM to emit detectable, radiation signatures. ADT is a broad term for systems that
generate radiation in order to stimulate a physical response from SNM, allowing identifica-
tion of SNM from a distance.

To obtain radiation protection guidance on appropriate use of ADT systems, DTRA con-
tracted with the National Council on Radiation Protection and Measurements (NCRP). NCRP
was asked to review the ADT's and their anticipated uses, to analyze their potential for exposure
to humans, and to recommend dose limits for operating personnel and bystanders. NCRP was
further asked for guidance on how to best achieve its recommendations.

To facilitate accomplishment of the above charge, NCRP convened two scientific commit-
tees. Scientific Committee (SC) 1-18 was tasked with addressing the application of fundamen-
tal objectives of radiation protection to ADT systems and developing recommendations for
radiation protection goals for such systems. SC 1-19 was asked to consider the technical
aspects of ADTs and to provide specific radiation protection requirements for ADT systems.
Each scientific committee was charged with putting their findings into the form of a commen-
tary. This Commentary was prepared by SC 1-18. Serving on the Committee were:

Kenneth L. Miller, Chairman
Penn State Hershey Medical Center (retired)
Hershey, Pennsylvania
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1. Introduction

With the threat of terrorism, concerns about the use of special nuclear material (SNM) in
terrorist acts are high. In this Commentary, SNM refers to all items containing SNM, whether
by itself or assembled in a nuclear weapon or a component of a nuclear weapon. SNM is
defined by the U.S. Nuclear Regulatory Commission (NRC, 2011) as plutonium, 23U, or ura-
nium enriched in the isotopes 233U or 235U. Billions of dollars have been appropriated in the
United States for the development and deployment of new technologies to monitor SNM
within the United States and overseas (Medalia, 2009). The U.S. Congress has enacted laws
requiring that containers be scanned by imaging and radiation detection equipment before
loading onto vessels in foreign ports (USC, 2007), with the intention of preventing terrorists
from smuggling SNM into the country.

Detection of SNM can impede a terrorist nuclear attack in two ways: deterrence and
defense. A successful detection capability, in combination with the inherent difficulties of con-
structing an effective nuclear weapon, could convince adversaries that any attempt to launch
an attack with such a weapon will fail or that such an attack would be too complex to execute.
These consequences could dissuade them from action. If, however, deterrence fails, detection
systems would be needed, allowing the discovery and interdiction of SNM to prevent its use.
The detection technologies could be used to search vehicles, structures, containers, and possi-
bly individuals for SNM at border crossings, transit routes, and other locations of concern.

The U.S. government is actively pursuing efforts to develop, acquire and support the deploy-
ment of enhanced detection systems for SNM. While the Domestic Nuclear Detection Office in
the U.S. Department of Homeland Security is the lead agency in this area, both the U.S.
Department of Energy (DOE) and the Defense Threat Reduction Agency (DTRA) in the
U.S. Department of Defense (DOD) support programs to develop and field an active detection
technology (ADT) system. This Commentary focuses on the efforts of DTRA to deploy a detec-
tion system that addresses their mission. It is intended as guidance to inform the development
process with respect to radiation protection issues. The comments and recommendations in
this Commentary are broadly applicable to all ADTs used to detect SNM. Subsequent reports
are planned that will cover more technical details regarding implementation of the guidelines
in this Commentary.

This Commentary reviews the new remote detection technologies that are being developed,
focusing on the requirements for radiation protection and provides guidelines to ensure that
doses are within recommended limits for operating personnel and bystanders in the inspected
areas.! Section 1 puts the requirement for the new ADT systems into context and provides an
overview of other security screening and contraband detection systems that have previously
been reviewed by the National Council on Radiation Protection and Measurements (NCRP).
Section 2 describes the basic characteristics of the possible ADTs. Section 3 reviews radia-
tion effects and considers dose limits related to the use of ADT systems. Section 4 discusses

IFor consistency throughout this Commentary, the term “operating personnel” is used to indicate those who
are involved with the operation of ADT systems and “bystanders” are workers involved with the shipping or han-
dling of suspicious containers or members of the public who are in the area but unaware of any SNM and that
they might be at risk of radiation exposure. Those who are clearly identified as knowingly transporting SNM are
“terrorists” as referred to in Chapter 113B: 2332b and 2339 of Title 18, United States Code (USC, 2010) and not
addressed in this Commentary.
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2 / 1. INTRODUCTION

radiation protection requirements as they relate to ADTs. Section 5 focuses on the ethical con-
siderations and communication requirements associated with use of ADT systems. Section 6
presents a summary of the key points and recommendations in this Commentary.

The dose limits recommended in this Commentary are consistent with limits previously
recommended by NCRP (2003a; 2004; 2007) and the International Commission on Radiolog-
ical Protection (ICRP, 2007) for occupational exposure and exposure to members of the public
from sources such as security screening applications, contraband detection, and use of ADT
systems.

1.1 DTRA Development Efforts

DTRA oversees the development of new detection technologies in support of the DOD mis-
sion of detecting, identifying and eliminating threats from radiological and nuclear weapons
of mass destruction (DTRA, 2008). In this context, detection devices would not be used for rou-
tine screening, but rather for targeted interrogations based on credible information. For
national defense, DOD might need to search for radiological or nuclear materials in hostile
environments with equipment that can withstand a range of harsh conditions. With inter-
national cooperation, the detection technologies may be used in international waters or on
foreign soil. These requirements distinguish DOD technologies from those that might be
deployed for homeland defense at border crossings (Medalia, 2009). This Commentary concen-
trates on the DTRA effort to detect SNM with ADTs.

The DTRA program has the goal of “standoff detection”® of SNM. ADT systems are one of
the promising candidate technologies capable of accomplishing this goal. These systems use
radiation to stimulate detectable signatures from SNM. The possible radiation types used
include high-intensity bremsstrahlung radiation, monoenergetic gamma-ray sources, and
particulate radiations including neutrons, protons and muons. The resulting signatures
include prompt and delayed neutron and gamma emissions from induced fission, x rays from
muon interactions with high atomic number (Z) materials, and other signatures resulting
from particulate or electromagnetic radiation interactions with SNM. The stimulated signa-
tures would facilitate long-range detection of SNM using detectors that are spatially and tem-
porally linked to the active detection sources.

DTRA issued a Broad Agency Announcement that called for development of new standoff
detection technologies (DTRA, 2008). This Broad Agency Announcement set forth the require-
ment that there be a minimum of 100 m standoff between the interrogating device (and oper-
ators) and the targeted object. In addition, it required a minimum distance of 50 m from
targeted object to the detector, which is not required to be colocated with the interrogating
device. The expectation was that the equipment would be operable outdoors from sea level to
1,500 m elevation under a broad range of humidity and temperatures. Other possible environ-
mental conditions include the inherent motion of the platform, such as a ship at sea, and sea
spray.

While the technologies to meet these demanding specifications are being developed, DTRA
asked NCRP to provide guidance on the effective design, development and deployment of the
proposed ADTs with a focus on the radiation protection aspects of these systems. While some
risk is associated with radiation generating devices such as ADTs, the intention is to design
and use the ADT systems in a way that would ensure radiation doses are as low as reasonably
achievable (the ALARA principle) and do not exceed dose limits for operating personnel and
bystanders.

2Standoff detection involves sensing the presence of SNM when the interrogating and monitoring devices are
physically separated from the targeted object.
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1.2 Need for Active Detection Technology Systems

ADT systems use a beam of radiation to interrogate an object or location suspected of con-
taining SNM. If SNM is present, such interrogation will stimulate the release of signature
radiation that, ideally, will allow identification of type, quantity and location of the material.
At a minimum, an ADT system will include an interrogation source, one or more receptors to
detect stimulated radiation, and software to interpret the detected signal. Likewise, there are
associated radiation risks to operating personnel, to individuals who might be exposed to the
interrogation beam, and to individuals who might be exposed to the stimulated response.

Inspection of cargo containers represents one application of ADTs. Lubenau and Strom
(2002) estimated the number of cargo containers imported into the United States to be at least
50,000 d* (Figure 1.1). While it is impossible to manually inspect each container and its indi-
vidual contents, rapid, accurate scanning devices can accomplish such a task. ADT systems
might fill this need.

Another potential application of ADT systems is detection at long distances (Figure 1.2).
Distant detection is advantageous when looking for SNM along smuggling routes, in distant
vehicles or aboard ships at sea, in facilities, in an inaccessible territory, or in a city (Medalia,
2009). These operations might require scanning of large areas to locate SNM or rapid data
acquisition if the material is moving quickly across a detection field.

Nuclear weapons, which can be small (~1 m in length), require fissile material, typically
235U or 239Pu. However, the energies of the gamma rays emitted by both radionuclides are low,
making detection and identification difficult, especially if the radionuclide is shielded by a
high-Z material such as lead. In addition, to achieve detection the detectors must be relatively
close to the radionuclide, usually within a few meters to no more than a few tens of meters.
DTRA considers the development of effective detection systems high priority since technolo-
gies with long standoff distances are not yet available. Systems have been developed that take
advantage of the fluorescence that occurs when high-energy photons interact with the elec-
trons of uranium or plutonium. Electrons under these conditions are either elevated to a

Fig. 1.1. Seaport terminal example showing cargo conveyance ship, cranes, and lay-down yard
(Kouzes, 2005). At least 50,000 cargo containers have been estimated to come into the United States
daily.
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Fig. 1.2. Detection of SNM at distances of up to hundreds of meters presents unusual problems.

higher energy state or ejected from the atom. Either case generates photons with energies
that are highly characteristic of the element emitting them. Existing computerized detection
systems can readily differentiate the specific energies of the secondary photons being emitted
from the element during the fluorescence process. The use of higher energy photons can also
be employed to take advantage of the preferred scattering angles for photons interacting with
a specific element. Detectors at angles from the source-to-object path can measure the scat-
tering at the specific angles. Still higher energy photons can lead to gamma-neutron inter-
actions with uranium or plutonium, which result in the emission of photons from the excited
nucleus that have higher energy than those emitted with normal 23°U or 23°Pu radioactive
decay. Passive and active neutron detection systems have also been used in safeguard appli-
cations for decades. ADT systems in development and under consideration (Section 2) will
take advantage of these concepts.

1.3 Existing Technologies

NCRP, in the past, looked at emerging technologies for homeland security applications and
developed guidelines for their usage (NCRP, 2003a; 2003b; 2007). Selected systems are
described here to provide a general overview of each technology.

1.3.1 X-Ray Devices for Screening Humans

NCRP Commentary No. 16 (NCRP, 2003b) addressed radiation devices for human screening,
their use, and their exposure potential. Primarily, the two types of screening systems evaluated
were the x-ray backscatter devices (Figure 1.3) and x-ray transmission devices (Figure 1.4).
These devices produce x-ray energies similar to those used in clinical diagnostic imaging (i.e.,
using tube voltages of 50 to 125 kVp). Backscatter devices work well for detecting objects near
the surface of the body but are unable to image objects inside the body, such as items swallowed
or inserted into a body cavity. Individuals imaged by these devices receive <0.1 uSv (effective
dose) per scan. Consequently, it would require an improbable number of scans (2,500) in a year
to a single individual for that individual to receive an annual effective dose that exceeds
the administrative control recommended by NCRP for general-use systems (0.25 mSv) to a
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Fig. 1.3. American Science and Engineering’s BodySearch® backscatter system and sample
images (photographs courtesy of American Science and Engineering, Inc., Billerica, Massachusetts).
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Fig. 1.4. The Conpass® transmission system and sample image (photographs courtesy of X-Ray
Equipment Company, Miami, Florida).
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member of the public from a single source or set of sources under one control (NCRP, 2003b).
Many of these scanners were installed in airports in the wake of the December 25, 2009 terror-
ist attempt to set-off a chemical explosive on a Detroit-bound airplane (Capehart, 2010).

Transmission scanning devices (Figure 1.4) result in higher effective doses per scan to the
individual than backscatter devices (>0.1 and <10 uSv per scan). For these devices, the num-
ber of individuals or the number of scans per individual should be limited (i.e., they are lim-
ited-use systems) (NCRP, 2003b). At 10 uSv per scan, an effective dose of 0.25 mSv (the
administrative control) would be reached after 25 scans.

1.3.2 Pulsed Fast-Neutron Analysis Systems for Security Surveillance

Pulsed fast-neutron analysis (PFNA) systems for the detection of weapons or other contra-
band materials held in large containers such as truck trailers were evaluated by DOD and its
contractors several years ago. The system that was designed involved nanosecond pulses of
8.5 MeV neutrons for scanning cargo contents. Detection of prompt gamma emissions that
result when fast neutrons are absorbed by the contents of the containers [the (n,y) reaction]
provides data for construction of a three-dimensional image of the elemental composition of
the contents of the container. The PFNA beam was designed to have a sufficiently high fluence
(~6.5 x 10° neutrons cm2) for imaging and determining the chemical signature of the cargo
content, even with partial shielding of the cargo content.

NCRP Commentary No. 17 (NCRP, 2003a) evaluated the radiological aspects of a full-scale
PFNA system operating at a border crossing into the United States. The considerations
included measurement technology suitable for evaluating dose to inadvertently-exposed indi-
viduals and other materials that may be present in a scanned cargo container; the potential
upper limit of effective dose received by inadvertently-exposed individuals in a scanned con-
tainer; and the activation products that would be created in scanned materials over a wide
range of atomic numbers, including pharmaceutical products and medical devices. NCRP
(2003a) also reviewed the radiation safety plan for routine operation of a PFNA scanning sys-
tem that was prepared as part of the required environmental assessment. NCRP (2003a) rec-
ommended that the PFNA system be designed and operated in a manner that ensures the
effective dose to an inadvertently-exposed individual will be <1 mSv. That limit could be
raised to 5 mSy, if necessary, to achieve national security objectives (NCRP, 2003a). The levels
of activation products, including those in food, pharmaceutical products, and medical devices
were determined to be very low and the resultant effective dose received by any individual
would be far below the limit for members of the public.

A prototype PFNA system for operational testing was deployed at a border crossing in
El Paso, Texas. The system was found to be generally reliable, and measurements of potential
effective doses to inadvertently-exposed individuals were made with the use of anthropomor-
phic physical phantoms contained within typical cargo contents and configurations. It was
later decided, however, that the cost of producing a large number of PFNA security surveil-
lance systems would be unacceptably high and the program was discontinued.

1.3.3 Accelerator-Produced High-Energy X Rays for Scanning Cargo

NCRP Commentary No. 20 (NCRP, 2007) evaluated the use of high-energy x rays produced
by accelerators and used in cargo scanning. The images produced by the Cargo Advanced
Automated Radiography System (CAARS) are similar to the images produced by the security
screening systems used with humans [i.e., either backscatter images (Figure 1.5) or transmis-
sion images]. NCRP Commentary No. 20 recommended that:

e effective dose to an individual inadvertently exposed to radiation within a conveyance
that is being inspected in the CAARS exclusion zone not exceed 5 mSv;
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e accelerator energy, beam current, filter configuration, and minimum scan speed be con-
trolled and CAARS be interlocked so that irradiation is terminated, if necessary, to pre-
vent the effective dose to the occupant of a conveyance from exceeding 5 mSv;

e CAARS staff receive adequate training on the health hazards of radiation and on the
effect of shielding, distance and time in reducing radiation levels;

* CAARS facility staff wear appropriate dosimeters to verify that the effective dose to
staff outside the exclusion zone is consistent with the design specification of not
exceeding 0.5 uSv in an hour;

o effective dose at the perimeter of a CAARS facility (i.e., the area unrestricted to mem-
bers of the public) not exceed an administrative control of 0.25 mSv y~!; and

® a quality assurance/control system be established that includes periodic testing and
documentation to ensure that systems continue to perform within design specifications
throughout their useful operating lifetime.

1.3.4 Gamma Radiation for Contraband Detection

High-energy gamma radiation sources can also be used to obtain nonintrusive imaging of
the contents of closed moving vehicles (Figure 1.6), cargo containers or cargo on pallets. The
vehicle or cargo is exposed to gamma rays from a radioactive source, usually °Co or ¥7Cs.
On the opposite side of the inspected object, sodium iodide detectors measure the transmitted
radiation and software generates a density map or image that can be viewed by the operator.
The distance between source and detectors is limited; in most configurations it is <30 m.
These devices have been used successfully at borders for cargo truck and railroad freight-car
inspections. The devices have been used to detect weapons, hazardous material (including
chemical and radioactive sources), drugs, stolen vehicles and other illegal cargo, stowaways,
illegal immigrants, and other undeclared cargo. The devices are only sensitive to density dif-
ferences and cannot specifically identify SNM.

The growing use and applications of gamma-ray screening systems requires consideration
of the same radiation protection objectives and practices discussed in Sections 3 and 4. Unin-
tentional exposures of the operator, members of the public, or the environment in the direct
beam would be the greatest concern from use of these devices. The manufacturer recommends
additional barriers external to the device be established to reduce the likelihood of exposure.
However, the radiation output of these devices is generally low. For example, the units made
by Science Applications International Corporation (SAIC, 2008) generate a nominal dose
equivalent per scan of 0.04 uSv for the ¥Cs source configuration, and 0.1 uSv for the ¢Co
source at the centerline of a targeted object.

Fig. 1.5. Backscatter image of inadvertently-exposed individuals in a cargo conveyance (courtesy
of American Science and Engineering, Inc., Billerica, Massachusetts).
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Fig. 1.6. A gamma-ray scanner system for use with transportation vehicles (SAIC, 2009).
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2. Radiation Technologies for Active
Detection Technology Systems

2.1 Detection Technologies

There are two general types of remote detection technologies available to monitor for illicit
SNM: passive and active. Passive technologies use detectors that are sensitive to the emis-
sions from the source. Passive detection of explosives, for instance, uses sensitive detectors
(e.g., ion mobility spectroscopy, chemoluminescence, or other means) to recognize one or more
component chemicals. Passive technologies do not require direct interaction with the source.
For detection of contraband SNM, the capabilities of passive technologies can be severely lim-
ited by shielding, type of radiation emission, and distance. Because SNM generates only weak
radioactive emissions, passive nuclear detectors can pick up these emissions from no more
than a few meters away and only in the absence of substantial shielding.

ADTSs have the potential to overcome many of the difficulties associated with passive detec-
tion. ADTs generate radiation of sufficient energy to stimulate a characteristic energy emis-
sion from SNM, which may allow identification of SNM from a distance. Shielding designed
to reduce the normally low-energy radiation from the radioactive decay of SNM may be pen-
etrated by the radiation used in the ADT to reveal the presence of hidden material.

In the design of ADTs, the detectors can either be colocated with the interrogation source
or they can be on separate platforms. The latter option might permit detection from distrib-
uted sensors, from ships or trucks, or unmanned aerial or underwater vehicles. At the present
time, the specific technology or technologies to be used for ADT systems remains undeter-
mined. This Commentary considers several of the most plausible ADT systems, focusing on
the source of radiation. This Commentary considers only accelerator-based radiation sources.
Proton accelerators and electron accelerators are likely the best sources of such secondary
radiations (i.e., photons, muons, neutrons) with sufficient energy and flux density to accom-
plish the goals of ADT systems.

2.2 Radiation Interrogation Sources

This section provides an overall summary of the various types of ionizing radiation that
can be generated by ADT systems and used for interrogation of SNM.

2.2.1 Photons

High-speed electrons lose some of their kinetic energy in material through the production
of bremsstrahlung (photons). The energy of the photon produced can range anywhere from
near zero to the maximum energy of the electrons. For the thick targets that are likely to be
used in an ADT system, the number of bremsstrahlung photons as a function of photon energy
E per unit energy decreases with energy proportional to E-2 (IAEA, 1979). For high kinetic-
energy electrons (tens of million electron volts), the resulting photon energy is predominantly
on the order of 50 % or less of the kinetic energy of the electron. The atomic number of the
target material with which the electrons interact impacts the intensity of the photons pro-
duced. Thus, the choice of the energy to which the electron is accelerated and the atomic num-
ber of the target material determine the energy spectrum and the intensity of the generated

Documents

9 NCRP 2011, - A1l rights reserved. .
HPS Member Copy DOcUment Sharing Hub

Single use only, copying and networking prohibited

Full document details: NCRP C21 2011


http://www.avadocuments.com/doc/ncrp-c21-2011
http://www.avadocuments.com/doc/ncrp-c21-2011

