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IMPORTANT NOTICES AND DISCLAIMERS CONCERNING NFPA® STANDARDS

NFPA® codes, standards, recommended practices, and guides (“NFPA Standards”), of which the document
contained herein is one, are developed through a consensus standards development process approved by the
American National Standards Institute. This process brings together volunteers representing varied viewpoints
and interests to achieve consensus on fire and other safety issues. While the NFPA administers the process and
establishes rules to promote fairness in the development of consensus, it does not independently test, evaluate, or
verify the accuracy of any information or the soundness of any judgments contained in NFPA Standards.

The NFPA disclaims liability for any personal injury, property, or other damages of any nature whatsoever,
whether special, indirect, consequential or compensatory, directly or indirectly resulting from the publication, use
of, or reliance on NFPA Standards. The NFPA also makes no guaranty or warranty as to the accuracy or
completeness of any information published herein.

In issuing and making NFPA Standards available, the NFPA is not undertaking to render professional or other
services for or on behalf of any person or entity. Nor is the NFPA undertaking to perform any duty owed by any
person or entity to someone else. Anyone using this document should rely on his or her own independent
judgment or, as appropriate, seek the advice of a competent professional in determining the exercise of
reasonable care in any given circumstances.

The NFPA has no power, nor does it undertake, to police or enforce compliance with the contents of NFPA
Standards. Nor does the NFPA list, certify, test, or inspect products, designs, or installations for compliance with
this document. Any certification or other statement of compliance with the requirements of this document shall
not be attributable to the NFPA and is solely the responsibility of the certifier or maker of the statement.

REVISION SYMBOLS IDENTIFYING CHANGES FROM THE PREVIOUS EDITION

Text revisions are shaded. A A before a section number indicates that words within that section were
deleted and a A to the left of a table or figure number indicates a revision to an existing table or
figure. When a chapter was heavily revised, the entire chapter is marked throughout with the A
symbol. Where one or more sections were deleted, a ® is placed between the remaining sections.
Chapters, annexes, sections, figures, and tables that are new are indicated with an ‘N.

Note that these indicators are a guide. Rearrangement of sections may not be captured in the
markup, but users can view complete revision details in the First and Second Draft Reports located in
the archived revision information section of each code at www.nfpa.org/docinfo. Any subsequent
changes from the NFPA Technical Meeting, Tentative Interim Amendments, and Errata are also
located there.

REMINDER: UPDATING OF NFPA STANDARDS

Users of NFPA codes, standards, recommended practices, and guides (“NFPA Standards”) should be
aware that these documents may be superseded at any time by the issuance of a new edition, may be
amended with the issuance of Tentative Interim Amendments (TIAs), or be corrected by Errata. It is
intended that through regular revisions and amendments, participants in the NFPA standards
development process consider the then-current and available information on incidents, materials,
technologies, innovations, and methods as these develop over time and that NFPA Standards reflect
this consideration. Therefore, any previous edition of this document no longer represents the current
NFPA Standard on the subject matter addressed. NFPA encourages the use of the most current edition
of any NFPA Standard [as it may be amended by TIA(s) or Errata] to take advantage of current
experience and understanding. An official NFPA Standard at any point in time consists of the current
edition of the document, including any issued TIAs and Errata then in effect.

To determine whether an NFPA Standard has been amended through the issuance of TIAs or
corrected by Errata, visit the “Codes & Standards” section at www.nfpa.org.
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ADDITIONAL IMPORTANT NOTICES AND DISCLAIMERS CONCERNING NFPA® STANDARDS

Updating of NFPA Standards

Users of NFPA codes, standards, recommended practices, and guides (“NFPA Standards”) should be aware that these
documents may be superseded at any time by the issuance of a new edition, may be amended with the issuance of Tentative
Interim Amendments (TIAs), or be corrected by Errata. It is intended that through regular revisions and amendments,
participants in the NFPA standards development process consider the then-current and available information on incidents,
materials, technologies, innovations, and methods as these develop over time and that NFPA Standards reflect this
consideration. Therefore, any previous edition of this document no longer represents the current NFPA Standard on the
subject matter addressed. NFPA encourages the use of the most current edition of any NFPA Standard [as it may be amended
by TIA(s) or Errata] to take advantage of current experience and understanding. An official NFPA Standard at any point in
time consists of the current edition of the document, including any issued TIAs and Errata then in effect.

To determine whether an NFPA Standard has been amended through the issuance of TIAs or corrected by Errata, visit the
“Codes & Standards” section at www.nfpa.org.

Interpretations of NFPA Standards

A statement, written or oral, that is not processed in accordance with Section 6 of the Regulations Governing the
Development of NFPA Standards shall not be considered the official position of NFPA or any of its Committees and shall not
be considered to be, nor be relied upon as, a Formal Interpretation.

Patents

The NFPA does not take any position with respect to the validity of any patent rights referenced in, related to, or asserted in
connection with an NFPA Standard. The users of NFPA Standards bear the sole responsibility for determining the validity of
any such patent rights, as well as the risk of infringement of such rights, and the NFPA disclaims liability for the infringement
of any patent resulting from the use of or reliance on NFPA Standards.

NFPA adheres to the policy of the American National Standards Institute (ANSI) regarding the inclusion of patents in
American National Standards (“the ANSI Patent Policy”), and hereby gives the following notice pursuant to that policy:

NOTICE: The user’s attention is called to the possibility that compliance with an NFPA Standard may require use of an
invention covered by patent rights. NFPA takes no position as to the validity of any such patent rights or as to whether such
patent rights constitute or include essential patent claims under the ANSI Patent Policy. If, in connection with the ANSI Patent
Policy, a patent holder has filed a statement of willingness to grant licenses under these rights on reasonable and
nondiscriminatory terms and conditions to applicants desiring to obtain such a license, copies of such filed statements can be
obtained, on request, from NFPA. For further information, contact the NFPA at the address listed below.

Law and Regulations

Users of NFPA Standards should consult applicable federal, state, and local laws and regulations. NFPA does not, by the
publication of its codes, standards, recommended practices, and guides, intend to urge action that is not in compliance with
applicable laws, and these documents may not be construed as doing so.

Copyrights
NFPA Standards are copyrighted. They are made available for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of safe

practices and methods. By making these documents available for use and adoption by public authorities and private users, the
NFPA does not waive any rights in copyright to these documents.

Use of NFPA Standards for regulatory purposes should be accomplished through adoption by reference. The term
“adoption by reference” means the citing of title, edition, and publishing information only. Any deletions, additions, and
changes desired by the adopting authority should be noted separately in the adopting instrument. In order to assist NFPA in
following the uses made of its documents, adopting authorities are requested to notify the NFPA (Attention: Secretary,
Standards Council) in writing of such use. For technical assistance and questions concerning adoption of NFPA Standards,
contact NFPA at the address below.

For Further Information

All questions or other communications relating to NFPA Standards and all requests for information on NFPA procedures
governing its codes and standards development process, including information on the procedures for requesting Formal
Interpretations, for proposing Tentative Interim Amendments, and for proposing revisions to NFPA standards during regular
revision cycles, should be sent to NFPA headquarters, addressed to the attention of the Secretary, Standards Council, NFPA, 1
Batterymarch Park, P.O. Box 9101, Quincy, MA 02269-9101; email: stds_admin@nfpa.org.

For more information about NFPA, visit the NFPA website at www.nfpa.org. All NFPA codes and standards can be viewed at
no cost at www.nfpa.org/docinfo.
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NFPA® 1250

Recommended Practice in

Fire and Emergency Service Organization Risk Management

2020 Edition

This edition of NFPA 1250, Recommended Practice in Fire and Emergency Service Organization Risk
Management, was prepared by the Technical Committee on Emergency Service Organization Risk
Management. It was issued by the Standards Council on November 4, 2019, with an effective date of
November 24, 2019, and supersedes all previous editions.

This edition of NFPA 1250 was approved as an American National Standard on November 24,
2019.

Origin and Development of NFPA 1250

In 1994, a request was sent to NFPA’s Standards Council to consider establishing a project
regarding fire service risk management. At that time, the Technical Committee on Fire Service
Occupational Safety was including language regarding risk management in the revisions to NFPA
1500, Standard on Fire Department Occupational Safety and Health Program. The council also had an
additional request from the Technical Committee on Fire Service Training, which had a proposal to
address risk management from a training perspective.

At the 1995 NFPA Annual Meeting, a task group meeting was held with members of both
technical committee projects, the proponents of this project, and members of the Standards Council.
A report was then prepared and sent to the Standards Council for its July 1995 meeting, at which it
approved the development of a new project on fire services administrative risk management. A
startup committee was appointed, with Dr. William Jenaway as chair.

The committee worked for three years to develop a recommended practice that expanded on the
requirements contained in Chapter 2 of the 1992 edition of NFPA 1500. During the development,
the technical committee decided to request of the Standards Council a title and scope change that
would reflect all emergency services, not just the fire department. The council granted this request
for changes in July 1997.

The first edition of NFPA 1250 outlined an entire risk management program that an emergency
service department could use as a model. It also provided guidance as to how such a plan can also be
a component of the jurisdiction’s risk management plan. Appendixes were added to assist the user
with specific references, flow charts, and sample agreements. The committee felt that NFPA 1250
would assist users and enforcers alike in reducing the risk to individuals, the emergency services, and
the jurisdiction.

For the 2004 edition, the document was revised to comply with the NFPA Manual of Style for
Technical Committee Documents and to update some references.

The title of the 2010 edition was changed to include fire, to eliminate confusion regarding to
whom the document applies.

For the 2015 edition, the committee updated definitions and included the development of a risk
management plan to protect the assets and minimize the potential liability of the fire and emergency
service organization. The committee also added to the risk assessment plan presumptive exposure
and financial, disability, and medical considerations. This edition included a new annex, Risk
Management Plan Factors (Annex D).
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1250-2 FIRE AND EMERGENCY SERVICE ORGANIZATION RISK MANAGEMENT

For the 2020 edition of NFPA 1250, the committee revised Chapter 4, Risk Management as a Function of Management, and
added guidance in relation to accreditation. The committee added guidance encouraging accreditation as part of a risk
management program and identified NFPA 1000 as an accrediting standard. Also, the document was reviewed for up-to-date
and relevant information. In doing so, the committee removed out-of-date references and those that were found to no longer
be available online or in print form. Also, new references that were relevant to NFPA 1250 were added, which included articles,
websites, and other publications that may be helpful for emergency services risk managers. The committee updated references,
extracts, and definitions.
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Technical Committee on Emergency Service Organization Risk Management

Adam K. Thiel, Chair
City of Philadelphia, PA [E]

David R. Blossom, Amerisure Insurance, FL. [I] Dean R. Larson, Larson Performance Consulting, IN [SE]
Paul H. Boecker, III, Illinois Public Risk Fund, IL [I] Jeffrey T. Lindsey, University of Florida, FL [SE]
John L. Cochran, Washington, DC [SE] Thomas Randall MacKay, The Arizona Fire & Medical Authority, AZ
Mark Docherty, Sterling Heights Fire Department, MI [L] [E]

Rep. International Association of Fire Fighters Joseph McNulty, Baltimore City Fire Department, MD [E]
Sean David Douglas, Claremore Fire Department, OK [E] Richard L. Merrell, Fairfax County Fire & Rescue Department, VA
Keith S. Frangiamore, Fire Safety Consultants, Inc., IL [SE] [U]
Hugh H. Gibson, IV, Verisk Analytics/Insurance Services Office, Kenneth A. Pravetz, City of Virginia Beach Fire Department, VA [E]
Inc., NJ [I] Ronald W. Richards, Task Force 1, Inc., PA [SE]
Walter Groden, AIG Global Technical Office, NY [I] Kelli J. Scarlett, Souderton, PA [SE]
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Tim Hill, Professional Fire Fighters of Arizona, AZ [L]
(Alt. to Mark Docherty)

Michael T. Wixted, NFPA Staff Liaison

This list represents the membership at the time the Committee was balloted on the final text of this edition.
Since that time, changes in the membership may have occurred. A key to classifications is found at the
back of the document.

NOTE: Membership on a committee shall not in and of itself constitute an endorsement of
the Association or any document developed by the committee on which the member serves.

Committee Scope: This Committee shall have primary responsibility for documents on
emergency service organizations structure, operations, and risk management.
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DEFINITIONS 1250-5

NFPA 1250

Recommended Practice in

Fire and Emergency Service Organization Risk
Management

2020 Edition

IMPORTANT NOTE: This NFPA document is made available for
use subject to important notices and legal disclaimers. These notices
and disclaimers appear in all publications containing this document
and may be found under the heading “Important Notices and
Disclaimers Concerning NFPA Standards.” They can also be viewed
at www.nfpa.org/disclaimers or obtained on request from NFPA.

UPDATES, ALERTS, AND FUTURE EDITIONS: New editions of
NFPA codes, standards, recommended practices, and guides (i.e.,
NFPA Standards) are released on scheduled revision cycles. This
edition may be superseded by a later one, or it may be amended
outside of its scheduled revision cycle through the issuance of Tenta-
tive Interim Amendments (TIAs). An official NFPA Standard at any
point in time consists of the current edition of the document, together
with all TIAs and Errata in effect. To verify that this document is the
current edition or to determine if it has been amended by TIAs or
Errata, please consult the National Fire Codes® Subscription Service
or the “List of NFPA Codes & Standards” at www.nfpa.org/docinfo.
In addition to TIAs and Errata, the document information pages also
include the option to sign up for alerts for individual documents and
to be involved in the development of the next edition.

NOTICE: An asterisk (*) following the number or letter
designating a paragraph indicates that explanatory material on
the paragraph can be found in Annex A.

A reference in brackets [ ] following a section or paragraph
indicates material that has been extracted from another NFPA
document. Extracted text may be edited for consistency and
style and may include the revision of internal paragraph refer-
ences and other references as appropriate. Requests for inter-
pretations or revisions of extracted text should be sent to the
technical committee responsible for the source document.

Information on referenced and extracted publications can
be found in Chapter 2 and Annex E.

Chapter 1 Administration

1.1 Scope. This recommended practice establishes minimum
criteria to develop, implement, or evaluate a fire and emer-
gency service organization (FESO) risk management program
for effective risk identification, control, and financing.

1.2 Purpose.

1.2.1 This recommended practice is intended to provide those
with the responsibility for risk management with a process to
control or minimize the impact of detrimental events on the
FESO and governing authority.

1.2.2 This goal is achieved by providing a model for develop-
ing, implementing, and evaluating a risk management program
for the FESO.

1.3 Application.

1.3.1 This recommended practice discusses the concept and
application of risk management as used in business and munic-

Shaded text = Revisions. A = Text deletions and figure/table revisions.
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ipal organizations today and its role within a fire and emer-
gency service organization.

1.3.2 Relationship to Other Standards. The recommenda-
tions in this recommended practice set forth a risk manage-
ment model to be used in any aspect of emergency service
operation to ensure integration with the financial, loss manage-
ment, and administrative processes of the organization’s
managing body.

Chapter 2 Referenced Publications

2.1 General. The documents or portions thereof listed in this
chapter are referenced within this recommended practice and
should be considered part of the recommendations of this
document.

A 2.2 NFPA Publications. (Reserved)

2.3 Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-
Webster, Inc., Springfield, MA, 2003.

2.4 References for Extracts in Recommendations Sections.

NFPA 1143, Standard for Wildland Fire Management, 2018
edition.

NFPA 1201, Standard for Providing Fire and FEmergency Services to
the Public, 2020 edition.

NFPA 1451, Standard for a Fire and Emergency Service Vehicle
Operations Training Program, 2018 edition.

NFPA 5000, Building Construction and Safety Code®, 2018
edition.

Chapter 3 Definitions

3.1 General. The definitions contained in this chapter apply
to the terms used in this recommended practice. Where terms
are not defined in this chapter or within another chapter, they
should be defined using their ordinarily accepted meanings
within the context in which they are used. Merriam-Webster’s
Collegiate Dictionary, 11th edition, is the source for the ordina-
rily accepted meaning.

3.2 NFPA Official Definitions.

3.2.1*% Approved. Acceptable to the authority having jurisdic-
tion.

3.2.2% Authority Having Jurisdiction (AHJ). An organization,
office, or individual responsible for enforcing the requirements
of a code or standard, or for approving equipment, materials,
an installation, or a procedure.

3.2.3 Recommended Practice. A document that is similar in
content and structure to a code or standard but that contains
only nonmandatory provisions using the word “should” to indi-
cate recommendations in the body of the text.

3.2.4 Should. Indicates a recommendation or that which is
advised but not required.

3.3 General Definitions.

3.3.1 Captive. A firm or group that forms an insurance
company for their own purposes.
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3.3.2 Claims Analyst. An internal or external person (depend-
ing on risk financing processes being used) expected to investi-
gate the claim, evaluate it, prepare a position, ensure the
appropriate “network” is involved, and, if necessary, begin
negotiation of a settlement.

3.3.3 Claims Made. An insurance policy where the claim is
made during the policy period, and where the occurrence
might or might not have been during the policy period.

3.3.4 Claims Occurrence. An insurance policy where the loss
occurs during the policy period, and the claim can be made at
any time.

3.3.5 Detrimental Event. Circumstance(s) that produces or
threatens to produce undesirable consequences to persons,
property, or the environment that might ultimately be meas-
ured in terms of economic or financial loss.

3.3.6¥ Emergency Services System. A method of providing
services through a planned and organized network of physical
and human resources utilizing mandates with a defined
mission.

3.3.7 Exposure. The state of being exposed to loss because of
some hazard or contingency.

3.3.8 FESO. See 3.3.9.

3.3.9% Fire and Emergency Service Organization (FESO). Any
public, private, governmental, or military organization that
provides emergency response, fire suppression, and related
activities, whether for profit or government owned and oper-
ated. [1201, 2020]

3.3.10 Frequency. The number of occurrences per unit time
at which observed events occur or are predicted to occur.

3.3.11 Hazard. A condition, situation, attitude, or action that
creates or increases expected loss frequency or severity.

3.3.12 Incident. An occurrence, either human-caused or a
natural phenomenon, that requires action or support by emer-
gency services personnel to prevent or minimize loss of life or
damage to property and/or natural resources. [1143, 2018]

3.3.13 Insurance. Transfer by contract of funds (premium) in
exchange for payment on losses that might occur.

3.3.14 Insurance Policy. A legal agreement for transferring
risk that defines what will be paid for, in the event of a defined
loss, in exchange for a defined amount of money (premium).

3.3.15 Loss. The unintentional decline in or disappearance
of value arising from an incident.

3.3.16 Mutual Aid Agreement. A pre-arranged agreement
developed between two or more entities to render assistance to
the parties of the agreement.

3.3.17 Peril. An active cause of loss, such as a hurricane, fire,
or accident.

3.3.18 Person. Any individual, firm, partnership, corporation,
company, association, or joint-stock association, including any
trustee, receiver, assignee, or personal representative thereof.
[5000, 2018]

3.3.19 Pool. To join with others in sharing insurance/finan-
cial plans and risks.

2020 Edition
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3.3.20 Probability. The likelihood or relative frequency of an
event as expressed as a number between 0 and 1.

3.3.21 Risk. A measure of the probability and severity of
adverse effects that result from an exposure to a hazard. [1451,
2018]

3.3.22 Risk Assessment. An assessment of the likelihood,
vulnerability, and magnitude of incidents that could result from
exposure to hazards.

3.3.23 Risk Control. The management of risk through stop-
ping losses via exposure avoidance, prevention of loss (address-
ing frequency) and reduction of loss (addressing severity),
segregation of exposures, and contractual transfer techniques.

3.3.24 Risk Financing. The aspect of risk management that
provides ways to pay for losses.

3.3.25 Risk Management. The process of planning, organiz-
ing, directing, and controlling the resources and activities of an
organization in order to minimize detrimental effects on that
organization.

3.3.26 Third-Party Administrator (TPA). An organization
contracted by an employer to handle the administrative aspects
of the employer’s plan.

Chapter 4 Risk Management as a Function of Management

4.1* Concept of Risk. The fire and emergency service organi-
zation (FESO) should consider pure and speculative risks in
the development of a risk management program.

4.2 Policy.

4.2.1 The FESO should have a written policy statement that
clearly reflects its commitment to risk management through
the development, implementation, and administration of a risk
management program.

4.2.2* Where the FESO is not totally independent of a parent
organization, the risk management program of the FESO
should be developed in conjunction with that of the parent
organization.

4.2.3 Where the FESO contracts with another entity, the risk
management plan should be developed in conjunction with
that entity.

4.2.3.1 The purpose of the risk management program should
be to protect the assets and minimize the potential liability of
the FESO in the most cost-effective manner by the following
methods:

(1) Reducing the frequency and severity of losses (loss
prevention)

(2) Providing equitable settlement of losses and defending
against third-party claims (loss reduction)

(3) Limiting the effects of large, unexpected losses through
risk transfer (insurance or contract)

(4) Leaving uninsured those risks that can be absorbed as
operating expenses (self-insurance/retention)

A 4.3% Function of Risk Management. Risk management should

be an element of the overall management program of the
FESO.
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4.4 Risk Management Coordinator.

A 4.4.1*% A risk management coordinator should be appointed
and authorized by the FESO.

N 4.4.2 The responsibility of the coordinator should be to work
with management and other stakeholders to develop, imple-
ment, evaluate, and update the risk management program.

4.4.3 The risk management coordinator should be knowledge-
able about all aspects of the management and operation of the
FESO.

4.4.4 The risk management coordinator should be assisted by
those who have applicable expertise and knowledge of the
FESO and related organizations.

A 4.5 Risk Management Plan.

4.5.1% The risk management program should be documented
in the risk management plan.

4.5.1.1 The risk management plan should be a formal, written
document.

4.5.1.2 All alternatives and actions considered, whether imple-
mented or not, should be documented.

4.5.2*% The risk management plan should be distributed to
agencies, departments, and employees having responsibilities
designated in the plan.

4.5.3 A record should be kept of all holders of the risk
management plan.

4.5.4 A system should be implemented for issuing all changes
or revisions of the risk management plan to all holders.

4.5.5% The FESO should review the risk management plan at
predetermined intervals or when the risk assessment changes.

4.6 Approval and Coordination. The risk management plan
should be approved by the FESO through a formal, documen-
ted approval process and coordinated with participating agen-
cies and organizations.

4.7 Governance and Administration. The FESO should
consider laws, codes, standards, and recommended practices
governing the development of a risk management program.

N 4.8% Risk Management and Accreditation.

N 4.8.1 The FESO should consider becoming accredited
because accreditation can improve FESO compliance with
industry standards and best practices and have a positive effect
on the FESO’s risk management efforts.

N 4.8.2 If the FESO decides to become accredited, the accredit-
ing body selected by the FESO should meet the requirements
of NFPA 1000.

A 4.9% Risk Management Process. The risk management proc-
ess should consist of the following elements:

(1) Identifying and analyzing risk exposures (see Chapler 5)

(2) Evaluating risk handling alternatives (see Chapter 6)

(3) Handling the risk management technique selection (see
Chapter 7)

(4) Implementing risk management techniques (see Chapter 8)

(5) Monitoring the risk management program (see Chapter 9)
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Chapter 5 Identifying and Analyzing Risk Exposures

5.1 Risk Assessment. The FESO should conduct a risk assess-
ment for the purpose of identifying and analyzing risks to the
FESO, to those for whom it is responsible, and to those to
whom it is accountable.

5.1.1 The risk assessment should consist of risk identification,
risk analysis, and establishing priorities for action.

5.1.2 The risk assessment should be documented as described
in Section 4.5, and the resulting records should be retained in
the recommended manner after the risk assessment is conclu-

ded.

5.1.3 The risk assessment should be reviewed and revised on a
scheduled basis, as operational or organizational changes occur
and as indicated by postincident situation analyses conducted
in accordance with Chapter 9.

5.2*% Risk Identification. The risk assessment should identify
existing and potential risks through an evaluation of opera-
tional activities, exposure situations, and prior loss experience.

5.2.1 The risk assessment should consider the following
factors regarding the FESO:

(1) Territory and jurisdiction served

(2) Entity or segment of the public served

(3) Plans, policies, services, and operations

(4) Premises, apparatus, and equipment

(5) Personnel

(6) Compliance with applicable laws, codes, standards, and
recommended practices

A 5.2.2 The risk assessment should include, but not be limited
to, loss potentials arising in the following areas:

(1)  Workers’ compensation

(2) Employee/member safety

(3) Premises

(4) Vehicles

(5) Property

(6) Criminal activity

(7) Professional liability

(8) Errors and omissions

(9) Directors and officers
(10) Environmental liability
(11) Aircraft/watercraft
(12)* Community service level

(13) Presumptive exposure
(14) Financial

(15) Disability

(16) Medical

(17) Cybersecurity

(18) Reputational

5.2.3 The risk assessment should include data from the
FESO’s prior loss experience.

5.3 Risk Analysis.

5.3.1*% The risks identified through the assessment procedure
described in Section 5.2 should be evaluated by measuring
their frequency, severity, and probability.

5.3.2*% The risk analysis should employ techniques applicable
to the type of loss exposure or hazard involved.
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5.3.3% After evaluating the probability of a risk occurring and
estimating its likely severity, the FESO should complete its risk
assessment by weighing the relative significance of each risk.

5.4% Establishing Priorities. Based on the results of the risk
analysis conducted as described in Section 5.3, the FESO
should establish priorities for the order in which the risks
should be addressed.

Chapter 6 Formulating Risk Management Solutions

A 6.1 Risk Management Solutions.

6.1.1 Risk management solutions should be formulated for
each of the risks identified through the assessment procedure
described in Chapter 5.

6.1.2 Risk management solutions should include determining
and evaluating risk control techniques to reduce loss and risk-
financing techniques to pay for loss.

6.2 Risk Control. Risk control techniques should include the
following (see also Annex B):

(1) Exposure avoidance

(2) Loss prevention

(3) Loss reduction

(4) Segregation of exposures
(5) Contractual transfer

6.3* Risk Financing. Risk financing techniques to be consid-
ered should include the following:

(1) Risk retention
(2) Risk transfer

6.3.1* Risk Retention. Current expensing of losses should be
used to pay for small losses out of a general expense fund.

6.3.2 Risk Transfer.

6.3.2.1 Commercial insurance programs should be used to
fund loss if the protection level desired is not met by contract
or self-funding.

6.3.2.2% Basic determinations should include what type and
what amount of coverage to obtain and at what retention level.

6.4 Managing Risk Through Claim Management.

6.4.1% A process should be in place to manage all claim activi-
ties once a loss occurs.

6.4.2 The process should start by a prompt reporting of the
incident to the applicable organizations and documentation of
the events surrounding the incident.

6.4.3* The claim analyst should be expected to investigate the
claim, evaluate it, prepare a position, and begin negotiation of
a settlement.

6.4.4 The negotiation should result in any of the following:

(1) Settlement or payment
(2) Denial
(3) Litigation

6.4.5% Subsequent to the results of these actions, rehabilita-
tion, recovery, or salvage should be applied and performed,
which typically brings the claim to closure.
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6.4.6 Claim information should ultimately be used for loss
analysis information identified in Section 5.2.

6.4.7%* When personal injury occurs, management should
ensure that the person returns to 100 percent physical capacity
or as close as possible to it.

6.4.8% Disability management should typically address loss
management using the following methods:

(1) Managing the loss (case management)
(2) Medical management (managed care)
(3) Vocational management

(4) Auditing of provider and hospital bills

6.4.9% Vocational management should be designed to enable
an injured person to effectively return to routine gainful
employment.

Chapter 7 Selecting Risk Management Solutions

7.1 Risk Management Solutions. For each risk identified
through the assessment procedure described in Section 5.2, the
FESO should select one or more risk management solutions
based on both the following:

(1)  An understanding of the various risk management solu-
tions that are available to control or finance the risk
(2) Identification of a desired goal or outcome

7.2% Forecast. The process should include a forecast of how
each solution would affect the risk and attain the goal identi-
fied in Section 7.1.

Chapter 8 Implementing Risk Management Solutions

8.1 Implementation Plan.

8.1.1 A plan for implementing the risk management solutions
as selected through the procedure described in Chapter 7
should be developed.

8.1.2 The components of the plan should include, but not be
limited to, planning, preparation, and education and training.

8.2 Implementation.
8.2.1* Executing the Plan.

8.2.1.1 If, during the execution of the implementation plan,
issues arise that affect the desired outcome, the plan should be
modified.

8.2.1.2 All decisions that cannot be made immediately should
initiate a specific action plan, with target dates, to allow for
effective monitoring.

8.2.2% Preparation. Preparations should be made to allow all
organizations and people affected by the solutions in question
to be made aware of the solutions and their impact.

8.2.3* Education and Training.

8.2.3.1 Individuals involved in the implemented risk control
solutions should be trained in their roles.

8.2.3.2 The education and training should include all applica-
ble information about the solutions, as well as the intent
behind them (what the solutions are trying to achieve).
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