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IMPORTANT NOTICES AND DISCLAIMERS CONCERNING NFPA® DOCUMENTS
NOTICE AND DISCLAIMER OF LIABILITY CONCERNING THE USE OF NFPA DOCUMENTS

NFPA® codes, standards, recommended practices, and guides (“NFPA Documents”), of which the document 
contained herein is one, are developed through a consensus standards development process approved by the American 
National Standards Institute. This process brings together volunteers representing varied viewpoints and interests to 
achieve consensus on fire and other safety issues. While the NFPA administers the process and establishes rules to 
promote fairness in the development of consensus, it does not independently test, evaluate, or verify the accuracy of 
any information or the soundness of any judgments contained in NFPA Documents. 

The NFPA disclaims liability for any personal injury, property or other damages of any nature whatsoever, whether 
special, indirect, consequential or compensatory, directly or indirectly resulting from the publication, use of, or reliance 
on NFPA Documents. The NFPA also makes no guaranty or warranty as to the accuracy or completeness of any 
information published herein. 

In issuing and making NFPA Documents available, the NFPA is not undertaking to render professional or other 
services for or on behalf of any person or entity. Nor is the NFPA undertaking to perform any duty owed by any person 
or entity to someone else. Anyone using this document should rely on his or her own independent judgment or, as 
appropriate, seek the advice of a competent professional in determining the exercise of reasonable care in any given 
circumstances. 

The NFPA has no power, nor does it undertake, to police or enforce compliance with the contents of NFPA 
Documents. Nor does the NFPA list, certify, test, or inspect products, designs, or installations for compliance with 
this document. Any certification or other statement of compliance with the requirements of this document shall not be 
attributable to the NFPA and is solely the responsibility of the certifier or maker of the statement. 
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IMPORTANT NOTICES AND DISCLAIMERS CONCERNING NFPA® DOCUMENTS

ADDITIONAL NOTICES AND DISCLAIMERS

Updating of NFPA Documents 
Users of NFPA codes, standards, recommended practices, and guides (“NFPA Documents”) should be aware that 

these documents may be superseded at any time by the issuance of new editions or may be amended from time to time 
through the issuance of Tentative Interim Amendments. An official NFPA Document at any point in time consists of the 
current edition of the document together with any Tentative Interim Amendments and any Errata then in effect. In order 
to determine whether a given document is the current edition and whether it has been amended through the issuance of 
Tentative Interim Amendments or corrected through the issuance of Errata, consult appropriate NFPA publications such 
as the National Fire Codes® Subscription Service, visit the NFPA website at www.nfpa.org, or contact the NFPA at the 
address listed below.

Interpretations of NFPA Documents 
A statement, written or oral, that is not processed in accordance with Section 6 of the Regulations Governing 

Committee Projects shall not be considered the official position of NFPA or any of its Committees and shall not be 
considered to be, nor be relied upon as, a Formal Interpretation.

Patents 
The NFPA does not take any position with respect to the validity of any patent rights referenced in, related to, 

or asserted in connection with an NFPA Document. The users of NFPA Documents bear the sole responsibility for 
determining the validity of any such patent rights, as well as the risk of infringement of such rights, and the NFPA 
disclaims liability for the infringement of any patent resulting from the use of or reliance on NFPA Documents.

NFPA adheres to the policy of the American National Standards Institute (ANSI) regarding the inclusion of patents in 
American National Standards (“the ANSI Patent Policy”), and hereby gives the following notice pursuant to that policy:

NOTICE:  The user’s attention is called to the possibility that compliance with an NFPA Document may 
require use of an invention covered by patent rights. NFPA takes no position as to the validity of any such 
patent rights or as to whether such patent rights constitute or include essential patent claims under the ANSI 
Patent Policy. If, in connection with the ANSI Patent Policy, a patent holder has filed a statement of willingness 
to grant licenses  under these rights on reasonable and nondiscriminatory terms and conditions to applicants 
desiring to obtain such a license, copies of such filed statements can be obtained, on request, from NFPA. For 
further information, contact the NFPA at the address listed below.

Law and Regulations 
Users of NFPA Documents should consult applicable federal, state, and local laws and regulations. NFPA does 

not, by the publication of its codes, standards, recommended practices, and guides, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights 
NFPA Documents are copyrighted. They are made available for a wide variety of both public and private uses. 

These include both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and 
the promotion of safe practices and methods. By making these documents available for use and adoption by public 
authorities and private users, the NFPA does not waive any rights in copyright to these documents. 

Use of NFPA Documents for regulatory purposes should be accomplished through adoption by reference. The term 
“adoption by reference” means the citing of title, edition, and publishing information only. Any deletions, additions, 
and changes desired by the adopting authority should be noted separately in the adopting instrument. In order to assist 
NFPA in following the uses made of its documents, adopting authorities are requested to notify the NFPA (Attention: 
Secretary, Standards Council) in writing of such use. For technical assistance and questions concerning adoption of 
NFPA Documents, contact NFPA at the address below.

For Further Information 
All questions or other communications relating to NFPA Documents and all requests for information on NFPA 

procedures governing its codes and standards development process, including information on the procedures for 
requesting Formal Interpretations, for proposing Tentative Interim Amendments, and for proposing revisions to 
NFPA documents during regular revision cycles, should be sent to NFPA headquarters, addressed to the attention 
of the Secretary, Standards Council, NFPA, 1 Batterymarch Park, P.O. Box 9101, Quincy, MA 02269-9101; email: 
stds_admin@nfpa.org

For more information about NFPA, visit the NFPA website at www.nfpa.org.
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NFPA 1600®

Standard on

Disaster/Emergency Management and Business Continuity Programs

2013 Edition

This edition of NFPA 1600, Standard on Disaster/Emergency Management and Business Continu-
ity Programs, was prepared by the Technical Committee on Emergency Management and
Business Continuity. It was issued by the Standards Council on November 27, 2012, with an
effective date of December 17, 2012, and supersedes all previous editions.

This edition of NFPA 1600 was approved as an American National Standard on December
17, 2012.

Origin and Development of NFPA 1600
The NFPA Standards Council established the Disaster Management Committee in January

1991. The committee was given the responsibility for developing documents relating to pre-
paredness for, response to, and recovery from disasters resulting from natural, human, or
technological events.

The first document that the committee focused on was NFPA 1600, Recommended Practice for
Disaster Management. NFPA 1600 was presented to the NFPA membership at the 1995 Annual
Meeting in Denver, CO. That effort produced the 1995 edition of NFPA 1600.

For the 2000 edition, the committee incorporated a “total program approach” for disaster/
emergency management and business continuity programs in its revision of the document from a
recommended practice to a standard. They provided a standardized basis for disaster/emergency
management planning and business continuity programs in private and public sectors by provid-
ing common program elements, techniques, and processes. The committee provided expanded
provisions for enhanced capabilities for disaster/emergency management and business continu-
ity programs so that the impacts of a disaster would be mitigated, while protecting life and prop-
erty. The chapters were expanded to include additional material relating to disaster/emergency
management and business continuity programs. The annex material was also expanded to in-
clude additional explanatory material.

For the 2004 edition, the committee updated terminology and editorially reformatted the
document to follow the 2003 Manual of Style for NFPA Technical Committee Documents; however,
the basic features of the standard remained unchanged. In addition, the committee added a
table in Annex A that created a crosswalk among FEMA CAR, NFPA 1600, and BCI & DRII
professional practices. The committee added significant informational resources to An-
nexes B, C, D, and E.

The document continues to be developed in cooperation and coordination with represen-
tatives from FEMA, NEMA, and IAEM. This coordinated effort was reflected in the expansion
of the title of the standard for the 2000 edition to include both disaster and emergency
management, as well as information on business continuity programs.

The 2007 edition incorporated changes to the 2004 edition, expanding the conceptual
framework for disaster/emergency management and business continuity programs. Previous
editions of the standard focused on the four aspects of mitigation, preparedness, response,
and recovery. The 2007 edition identified prevention as a distinct aspect of the program, in
addition to the other four. Doing so brought the standard into alignment with related disci-
plines and practices of risk management, security, and loss prevention.

The technical committee also expresses its appreciation to the U.S. Department of Home-
land Security (DHS), IAEM, and NEMA for their continued support in the development of
the standard, and for the use of their logos on the cover of the 2007 edition.

The 2010 edition of NFPA 1600 was reordered and expanded. Chapter 4, Program Manage-
ment, was expanded to emphasize the importance of leadership and commitment; included new
requirements for defining performance objectives; and included new requirements for records
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management. Finance and administration was also moved to the program management chapter. The most noticeable
change from the 2007 edition was the rewriting of Chapter 5 into four chapters addressing planning, implementation,
testing and exercises, and program improvement. The ordering of these chapters followed a typical program development
process and is consistent with “plan, do, check, act” or continuous improvement processes. Requirements for business
impact analysis, which had been previously been covered under the heading of “risk assessment,” became a separate section
within Chapter 5. Chapter 6, Implementation, included a new section on employee assistance and support. Testing and
exercising was expanded within the new Chapter 7, and evaluations and corrective action were incorporated into a new
Chapter 8 on program improvement.

The long list of resources included with the annexes of prior editions was pared down, recognizing the difficulty of
keeping information up to date in a triennial publication. Annex C included a self-assessment checklist to help users
evaluate conformity with the standard, and Annex D provided a crosswalk between NFPA 1600 and management system
program elements.

In November of 2009, NFPA 1600 received designation and certification as anti-terrorism technology under the
SAFETY Act. The technical committee extends its appreciation to the U.S. Department of Homeland Security for
authorizing the use of the SAFETY Act Certified™ seal on the cover of the 2010 edition.

The technical committee also expresses its appreciation to the Association of Contingency Planners (ACP), Disaster
Recovery Institute International (DRII), and IAEM for their continued support in the development of NFPA 1600, and
the use of their logos on the cover of the 2010 edition.

The 2013 edition has an array of changes. The committee reorganized specific chapters and improved the require-
ments for Business Continuity throughout the document. In Chapter 6, the role of the Emergency Operation Center
(EOC) is more defined, and the important role that the EOC plays during an emergency is discussed. The committee
also created a section on crisis communication and public information. A chapter on training and education has been
added (Chapter 7). In Chapter 9, the committee added program maintenance requirements. Readers will notice that
Annex A has been reorganized, and only supplementary material will be found there; the material that was removed
from Annex A is now located in five new annexes. One of those new annexes, Annex E, provides a crosswalk between
NFPA 1600, CSA Z1600, and DRII Professional Practices. Other new annexes include Annex F, Management System
Standard; Annex G, Maturity Models; Annex H, APELL (Awareness and Preparedness for Emergencies at the Local
Level), in response to the gas leak in Bhopal, India, in 1984; and Annex I, Family Preparedness.
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NFPA 1600

Standard on

Disaster/Emergency Management and
Business Continuity Programs

2013 Edition

IMPORTANT NOTE: This NFPA document is made available for
use subject to important notices and legal disclaimers. These notices
and disclaimers appear in all publications containing this document
and may be found under the heading “Important Notices and Dis-
claimers Concerning NFPA Documents.” They can also be obtained
on request from NFPA or viewed at www.nfpa.org/disclaimers.

NOTICE: An asterisk (*) following the number or letter
designating a paragraph indicates that explanatory material
on the paragraph can be found in Annex A.

Changes other than editorial are indicated by a vertical
rule beside the paragraph, table, or figure in which the
change occurred. These rules are included as an aid to the
user in identifying changes from the previous edition. Where
one or more complete paragraphs have been deleted, the de-
letion is indicated by a bullet (•) between the paragraphs that
remain.

Information on referenced publications can be found in
Chapter 2 and Annex J.

Chapter 1 Administration

1.1* Scope. This standard shall establish a common set of crite-
ria for all hazards disaster/emergency management and business
continuity programs, hereinafter referred to as “the program.”

1.2* Purpose. This standard provides the fundamental criteria
to develop, implement, assess, and maintain the program for pre-
vention, mitigation, preparedness, response, continuity, and re-
covery.

1.3* Application. This document shall apply to public, not-for-
profit, and nongovernmental organizations (NGOs) and to
private entities.

Chapter 2 Referenced Publications

2.1 General. The documents or portions thereof listed in this
chapter are referenced within this standard and shall be con-
sidered part of the requirements of this document.

2.2 NFPA Publications. (Reserved)

2.3 Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-
Webster, Inc., Springfield, MA, 2003.

2.4 References for Extracts in Mandatory Sections. (Reserved)

Chapter 3 Definitions

3.1 General. The definitions contained in this chapter shall
apply to the terms used in this standard. Where terms are not
defined in this chapter or within another chapter, they shall
be defined using their ordinarily accepted meanings within
the context in which they are used. Merriam-Webster’s Collegiate

Dictionary, 11th edition, shall be the source for the ordinarily
accepted meaning.

3.2 NFPA Official Definitions.

3.2.1* Approved. Acceptable to the authority having jurisdic-
tion.

3.2.2* Authority Having Jurisdiction (AHJ). An organization,
office, or individual responsible for enforcing the requirements
of a code or standard, or for approving equipment, materials, an
installation, or a procedure.

3.2.3 Shall. Indicates a mandatory requirement.

3.2.4 Should. Indicates a recommendation or that which is
advised but not required.

3.2.5 Standard. A document, the main text of which contains
only mandatory provisions using the word “shall” to indicate
requirements and which is in a form generally suitable for
mandatory reference by another standard or code or for adop-
tion into law. Nonmandatory provisions are not to be consid-
ered a part of the requirements of a standard and shall be
located in an appendix, annex, footnote, informational note,
or other means as permitted in the Manual of Style for NFPA
Technical Committee Documents.

3.3 General Definitions.

3.3.1 All-Hazards. An approach for prevention, mitigation,
preparedness, response, continuity, and recovery that ad-
dresses a full range of threats and hazards, including natural,
human-caused, and technology-caused.

3.3.2* Business Continuity. An ongoing process to ensure that
the necessary steps are taken to identify the impacts of potential
losses and maintain viable recovery strategies, recovery plans, and
continuity of services.

3.3.3 Business Impact Analysis. A management level analysis
that identifies, quantifies, and qualifies the impacts resulting
from interruptions or disruptions of an entity’s resources. The
analysis may identify time-critical functions, recovery priori-
ties, dependencies, and interdependencies so that recovery
time objectives can be established and approved.

3.3.4 Capability. The ability to perform required actions.

3.3.5 Competence. Demonstrated ability to apply knowledge
and skills to achieve intended results.

3.3.6 Continual Improvement. Recurring process of enhanc-
ing the management program in order to achieve improvements
in overall performance consistent with the entity’s policy, goals,
and objectives.

3.3.7* Continuity. A term that includes business continuity,
continuity of operations (COOP), operational continuity, suc-
cession planning, continuity of government (COG), which
support the resilience of the entity.

3.3.8 Crisis Management. The ability of an entity to manage
incidents that have the potential to cause significant security,
financial, or reputational impacts.

3.3.9 Damage Assessment. An appraisal or determination of
the effects of the incident on humans; on physical, operational,
economic characteristics; and on the environment.

3.3.10 Disaster/Emergency Management. An ongoing process
to prevent, mitigate, prepare for, respond to, maintain continuity
during, and to recover from, an incident that threatens life, prop-
erty, operations, or the environment.
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3.3.11 Entity. A governmental agency or jurisdiction, private or
public company, partnership, nonprofit organization, or other
organization that has emergency management and continuity of
operations responsibilities.

3.3.12* Exercise. A process to assess, train, practice, and im-
prove performance in an organization.

3.3.13 Incident. An event that has the potential to cause
interruption, disruption, loss, emergency, crisis, disaster, or
catastrophe.

3.3.14 Incident Action Plan. A verbal plan, written plan, or
combination of both that is updated throughout the incident
and reflects the overall incident strategy, tactics, risk manage-
ment, and member safety requirements developed by the inci-
dent commander.

3.3.15* Incident Management System (IMS). The combination
of facilities, equipment, personnel, procedures, and commu-
nications operating within a common organizational structure
and designed to aid in the management of resources during
incidents.

3.3.16 Interoperability. The ability of diverse personnel, sys-
tems, and organizations to work together seamlessly.

3.3.17 Mitigation. Activities taken to reduce the impact from
hazards.

3.3.18* Mutual Aid/Assistance Agreement. A prearranged
agreement between two or more entities to share resources in
response to an incident.

3.3.19 Preparedness. Ongoing activities, tasks, and systems to
develop, implement, and maintain the program capabilities.

3.3.20* Prevention. Activities to avoid or stop an incident
from occurring.

3.3.21* Recovery. Activities and programs designed to return
conditions to a level that is acceptable to the entity.

3.3.22* Resource Management. A system for identifying avail-
able resources to enable timely access to resources needed to
prevent, mitigate, prepare for, respond to, maintain continu-
ity during, or recover from an incident.

3.3.23* Response. Immediate and ongoing activities, tasks,
programs, and systems to manage the effects of an incident
that threatens life, property, operations, or the environment.

3.3.24 Risk Assessment. The process of hazard identification
and the analysis of probabilities, vulnerabilities, and impacts.

3.3.25 Situation Analysis. The process of collecting, evaluating,
and disseminating information related to the incident, including
information on the current and forecasted situation and on the
status of resources for management of the incident.

3.3.26 Test. Procedure for evaluation with a pass or fail result.

3.3.27 Vital Records. Information critical to the continued
operation or survival of an entity.

Chapter 4 Program Management

4.1* Leadership and Commitment.

4.1.1 The entity leadership shall demonstrate commitment
to the program to prevent, mitigate the consequences of, pre-
pare for, respond to, maintain continuity during, and recover
from incidents.

4.1.2 The leadership commitment shall include the following:

(1) Support the development, implementation, and mainte-
nance of the program

(2) Provide necessary resources to support the program
(3) Ensure the program is reviewed and evaluated as needed

to ensure program effectiveness
(4) Support corrective action to address program deficiencies

4.1.3 The entity shall adhere to policies, execute plans, and
follow procedures developed to support the program.

4.2* Program Coordinator. The program coordinator shall be
appointed by the entity’s leadership and authorized to develop,
implement, administer, evaluate, and maintain the program.

4.3 Program Committee.

4.3.1* A program committee shall be established by the entity
in accordance with its policy.

4.3.2 The program committee shall provide input and/or assist
in the coordination of the preparation, development, implemen-
tation, evaluation, and maintenance of the program.

4.3.3* The program committee shall include the program co-
ordinator and others who have the expertise, the knowledge
of the entity, and the capability to identify resources from all
key functional areas within the entity and shall solicit appli-
cable external representation.

4.4 Program Administration.

4.4.1 The entity shall have a documented program that in-
cludes the following:

(1) Executive policy, including vision, mission statement,
roles, and responsibilities, and enabling authority

(2)*Program scope, goals, performance, objectives, and met-
rics for program evaluation

(3)*Applicable authorities, legislation, regulations, and indus-
try codes of practice as required by Section 4.5

(4) Program budget and schedule, including milestones
(5) Program plans and procedures that include the following:

(a) Anticipated cost
(b) Priority
(c) Resources required

(6) Records management practices as required by Section 4.7
(7) Change management process

4.4.2 The program shall include the requirements specified in
Chapters 4 through 9, the scope of which shall be determined
through an “all-hazards” approach and the risk assessment.

4.4.3* Program requirements shall be applicable to prevention,
mitigation, preparedness, response, continuity, and recovery.

4.5 Laws and Authorities.

4.5.1 The program shall comply with applicable legislation,
policies, regulatory requirements, and directives.

4.5.2 The entity shall establish and maintain a procedure(s)
to comply with applicable legislation, policies, regulatory re-
quirements, and directives.

4.5.3* The entity shall implement a strategy for addressing the
need for revisions to legislation, regulations, directives, poli-
cies, and industry codes of practice.

4.6 Finance and Administration.

4.6.1 The entity shall develop finance and administrative
procedures to support the program before, during, and af-
ter an incident.
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4.6.2* There shall be a responsive finance and administrative
framework that does the following:

(1) Complies with the entity’s program requirements
(2) Is uniquely linked to response, continuity, and recovery

operations
(3) Provides for maximum flexibility to expeditiously request,

receive, manage, and apply funds in a nonemergency envi-
ronment and in emergency situations to ensure the timely
delivery of assistance

4.6.3 Procedures shall be created and maintained for expedit-
ing fiscal decisions in accordance with established authorization
levels, accounting principles, governance requirements, and fis-
cal policy.

4.6.4 Finance and administrative procedures shall include
the following:

(1) Responsibilities for program finance authority, including
reporting relationships to the program coordinator

(2)*Program procurement procedures
(3) Payroll
(4)*Accounting systems to track and document costs
(5) Management of funding from external sources
(6) Crisis management procedures that coordinate authori-

zation levels and appropriate control measures
(7) Documenting financial expenditures incurred as a result

of an incident and for compiling claims for future cost
recovery

(8) Identifying and accessing alternative funding sources
(9) Managing budgeted and specially appropriated funds

4.7* Records Management.

4.7.1 The entity shall develop, implement, and manage a
records management program to ensure that records are
available to the entity following an incident.

4.7.2 The program shall include the following:

(1) Identification of records (hard copy or electronic) vital to
continue the operations of the entity

(2) Backup of records on a frequency necessary to meet pro-
gram goals and objectives

(3) Validation of the integrity of records backup
(4) Implementation of procedures to store, retrieve, and re-

cover records onsite or offsite
(5) Protection of records
(6) Implementation of a record review process
(7) Procedures coordinating records access

Chapter 5 Planning

5.1 Planning and Design Process.

5.1.1* The program shall follow a planning process that devel-
ops strategies, plans, and required capabilities to execute the
program.

5.1.2 Strategic planning shall define the entity’s vision, mis-
sion, and goals of the program.

5.1.3 A risk assessment and a business impact analysis (BIA)
shall develop information to prepare prevention and mitiga-
tion strategies.

5.1.4 A risk assessment, a BIA, and a resource needs assessment
shall develop information to prepare emergency operations/
response, crisis communications, continuity, and recovery plans.

5.1.5 Crisis management planning shall address issues that
threaten the strategic, reputational, and intangible elements of
the entity.

5.1.6 The entity shall include key stakeholders in the plan-
ning process.

5.2* Risk Assessment.

5.2.1 The entity shall conduct a risk assessment to develop
required strategies and plans.

5.2.2 The entity shall identify hazards and monitor those haz-
ards and the likelihood of their occurrence.

5.2.2.1* Hazards to be evaluated shall include the following:

(1) Natural hazards (geologic, meteorologic, and biological)
(2) Human-caused events (accidental and intentional)
(3) Technology-caused events (accidental and intentional)

5.2.2.2 The vulnerability of people, property, operations, the
environment, and the entity shall be identified, evaluated, and
monitored.

5.2.3 The entity shall conduct an analysis of the impacts of
the hazards identified in 5.2.2 on the following:

(1) Health and safety of persons in the affected area
(2) Health and safety of personnel responding to the incident
(3)*Continuity of operations
(4)*Property, facilities, assets, and critical infrastructure
(5) Delivery of the entity’s services
(6) Supply chain
(7) Environment
(8)*Economic and financial conditions
(9) Regulatory and contractual obligations

(10) Reputation of or confidence in the entity

5.2.4* The analysis shall evaluate the potential effects of re-
gional, national, or international incidents that could have cas-
cading impacts.

5.2.5 The risk assessment shall evaluate the adequacy of exist-
ing prevention and mitigation strategies.

5.3* Business Impact Analysis.

5.3.1 The entity shall conduct a BIA.

5.3.2 The BIA shall evaluate the potential impact resulting
from interruption or disruption of individual functions, pro-
cesses, and applications.

5.3.3* The BIA shall identify those functions, processes, infra-
structure, systems, and applications that are critical to the entity
and the point in time [recovery time objective (RTO)] when the
impact of the interruption or disruption becomes unacceptable
to the entity.

5.3.4 The BIA shall identify dependencies and interdepen-
dencies across functions, processes, and applications to deter-
mine the potential for compounding impact in the event of an
interruption or disruption.

5.3.5* The BIA shall evaluate the potential loss of information
and the point in time [recovery point objective (RPO)] that
defines the potential gap between the last backup of informa-
tion and the time of the interruption or disruption.

5.3.6* The BIA shall be used in the development of recovery
strategies and plans to support the program.
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5.4 Resource Needs Assessment.

5.4.1* The entity shall conduct a resource needs assessment
based on the hazards identified in Section 5.2 and the business
impact analysis in Section 5.3.

5.4.2 The resource needs assessment shall include the fol-
lowing:

(1)*Human resources, equipment, training, facilities, funding,
expert knowledge, materials, technology, information, intel-
ligence, and the time frames within which they will be
needed

(2) Quantity, response time, capability, limitations, cost, and
liabilities

5.4.3* The entity shall establish procedures to locate, acquire,
store, distribute, maintain, test, and account for services, human
resources, equipment, and materials procured or donated to
support the program.

5.4.4 Facilities capable of supporting response, continuity,
and recovery operations shall be identified.

5.4.5* Agreements. The need for mutual aid/assistance or part-
nership agreements shall be determined; if needed, agreements
shall be established and documented.

5.5 Performance Objectives.

5.5.1* The entity shall establish performance objectives for
the program in accordance with Chapter 4 and the elements
in Chapters 5 through 9.

5.5.2 The performance objectives shall address the results of
the hazard identification, risk assessment, and business im-
pacts analysis.

5.5.3 Performance objectives shall be developed by the entity
to address both short-term and long-term needs.

5.5.4* The entity shall define the terms short term and long term.

Chapter 6 Implementation

6.1 Common Plan Requirements.

6.1.1* Plans shall address the health and safety of personnel.

6.1.2 Plans shall identify and document the following:

(1) Assumptions made during the planning process
(2) Functional roles and responsibilities of internal and external

agencies, organizations, departments, and positions
(3) Lines of authority
(4) The process for delegation of authority
(5) Lines of succession for the entity
(6) Liaisons to external entities
(7) Logistics support and resource requirements

6.1.3* Plans shall be individual, integrated into a single plan
document, or a combination of the two.

6.1.4* The entity shall make sections of the plans available to
those assigned specific tasks and responsibilities therein and
to key stakeholders as required.

6.2 Prevention.

6.2.1* The entity shall develop a strategy to prevent an inci-
dent that threatens life, property, and the environment.

6.2.2* The prevention strategy shall be kept current using the
information collection and intelligence techniques.

6.2.3 The prevention strategy shall be based on the results of
hazard identification and risk assessment, an analysis of im-
pacts, program constraints, operational experience, and a
cost-benefit analysis.

6.2.4 The entity shall have a process to monitor the identified
hazards and adjust the level of preventive measures to be com-
mensurate with the risk.

6.3 Mitigation.

6.3.1* The entity shall develop and implement a mitigation
strategy that includes measures to be taken to limit or control
the consequences, extent, or severity of an incident that can-
not be prevented.

6.3.2* The mitigation strategy shall be based on the results of
hazard identification and risk assessment, an analysis of im-
pact, program constraints, operational experience, and cost-
benefit analysis.

6.3.3 The mitigation strategy shall include interim and long-
term actions to reduce vulnerabilities.

6.4 Crisis Communications and Public Information.

6.4.1* The entity shall develop a plan and procedures to dis-
seminate information to and respond to requests for informa-
tion from the following audiences before, during, and after an
incident:

(1) Internal audiences, including employees
(2) External audiences, including the media, functional needs

populations, and other stakeholders

6.4.2* The entity shall establish and maintain a crisis commu-
nications or public information capability that includes the
following:

(1)*Central contact facility or communications hub
(2) Physical or virtual information center
(3) System for gathering, monitoring, and disseminating in-

formation
(4) Procedures for developing and delivering coordinated

messages
(5) Protocol to clear information for release

6.5 Warning, Notifications, and Communications.

6.5.1* The entity shall determine its warning, notification, and
communications needs.

6.5.2* Warning, notification, and communications systems
shall be reliable, redundant, and interoperable.

6.5.3* Emergency warning, notification, and communications
protocols and procedures shall be developed, tested, and used
to alert stakeholders potentially at risk from an actual or im-
pending incident.

6.5.4 Procedures shall include issuing warnings through au-
thorized agencies if required by law as well as the use of pre-
scripted information bulletins or templates.

6.6 Operational Procedures.

6.6.1 The entity shall develop, coordinate, and implement
operational procedures to support the program.
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6.6.2 Procedures shall be established and implemented for
response to and recovery from the impact of hazards identi-
fied in 5.2.2.

6.6.3* Procedures shall provide for life safety, property conser-
vation, incident stabilization, continuity, and protection of the
environment under the jurisdiction of the entity.

6.6.4 Procedures shall include the following:

(1) Control of access to the area affected by the incident
(2) Identification of personnel engaged in activities at the in-

cident
(3) Accounting for personnel engaged in incident activities
(4) Mobilization and demobilization of resources

6.6.5 Procedures shall allow for concurrent activities of re-
sponse, continuity, recovery, and mitigation.

6.7 Incident Management.

6.7.1* The entity shall develop an incident management sys-
tem to direct, control, and coordinate response, continuity,
and recovery operations.

6.7.1.1* Emergency Operations Centers (EOCs).

6.7.1.1.1* The entity shall establish primary and alternate
EOCs capable of managing response, continuity, and recovery
operations.

6.7.1.1.2* The EOCs shall be permitted to be physical or virtual.

6.7.1.1.3 On activation of an EOC, communications and co-
ordination shall be established between incident command
and the EOC.

6.7.2 The incident management system shall describe spe-
cific organizational roles, titles, and responsibilities for each
incident management function.

6.7.3 The entity shall establish procedures and policies for
coordinating mitigation, preparedness, response, continuity,
and recovery activities.

6.7.4 The entity shall coordinate the activities specified in
6.7.3 with stakeholders.

6.7.5 Procedures shall include a situation analysis that incor-
porates a damage assessment and a needs assessment to iden-
tify resources to support activities.

6.7.6* Emergency operations/response shall be guided by an
incident action plan or management by objectives.

6.7.7 Resource management shall include the following tasks:

(1) Establishing processes for describing, taking inventory of,
requesting, and tracking resources

(2) Resource typing or categorizing by size, capacity, capabil-
ity, and skill

(3) Mobilizing and demobilizing resources in accordance
with the established IMS

(4) Conducting contingency planning for resource deficiencies

6.7.8 A current inventory of internal and external resources
shall be maintained.

6.7.9 Donations of human resources, equipment, material,
and facilities shall be managed.

6.8 Emergency Operations/Response Plan.

6.8.1* Emergency operations/response plans shall define re-
sponsibilities for carrying out specific actions in an emergency.

6.8.2* The plan shall identify actions to be taken to protect
people, including those with access and functional needs,
property, operations, the environment, and the entity.

6.8.3* The plan shall identify actions for incident stabilization.

6.8.4 The plan shall include the following:

(1) Protective actions for life safety in accordance with 6.8.2.
(2) Warning, notifications, and communication in accor-

dance with Section 6.5.
(3) Crisis communication and public information in accor-

dance with Section 6.4
(4) Resource management in accordance with 6.7.7
(5) Donation management in accordance with 6.7.9

6.9 Business Continuity and Recovery.

6.9.1* The continuity plan shall include recovery strategies to
maintain critical or time-sensitive functions and processes
identified during the business impact analysis.

6.9.2* The continuity plan shall identify stakeholders that
need to be notified; critical and time-sensitive applications;
alternative work sites; vital records, contact lists, functions,
and processes that must be maintained; and personnel, proce-
dures, and resources that are needed while the entity is recov-
ering.

6.9.3* The recovery plan shall provide for restoration of func-
tions, services, resources, facilities, programs, and infrastructure.

6.10 Employee Assistance and Support.

6.10.1* The entity shall develop a strategy for employee assis-
tance and support that includes the following:

(1)*Communications procedures
(2)*Contact information, including emergency contact out-

side the anticipated hazard area
(3) Accounting for persons affected, displaced, or injured by

the incident
(4) Temporary, short-term, or long-term housing and feeding

and care of those displaced by an incident
(5) Mental health and physical well-being of individuals af-

fected by the incident
(6) Pre-incident and post-incident awareness

6.10.2 The strategy shall be flexible for use in all incidents.

6.10.3* The entity shall promote family preparedness educa-
tion and training for employees.

Chapter 7 Training and Education

7.1* Curriculum. The entity shall develop and implement a
competency-based training and education curriculum that
supports all employees who have a role in the program.

7.2 Goal of Curriculum. The goal of the curriculum shall be to
create awareness and enhance the knowledge, skills, and abilities
required to implement, support, and maintain the program.

7.3 Scope and Frequency of Instruction. The scope of the cur-
riculum and the frequency of instruction shall be identified.

7.4 Incident Management System Training. Personnel shall
be trained in the entity’s incident management system (IMS)
and other components of the program to the level of their
involvement.
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7.5 Recordkeeping. Records of training and education shall
be maintained as specified in Section 4.7.

7.6 Regulatory and Program Requirements. The curriculum
shall comply with applicable regulatory and program require-
ments.

7.7* Public Education. A public education program shall be
implemented to communicate the following:

(1) The potential impact of a hazard
(2) Preparedness information
(3) Information needed to develop a preparedness plan

Chapter 8 Exercises and Tests

8.1 Program Evaluation.

8.1.1 The entity shall evaluate program plans, procedures,
training, and capabilities and promote continuous improve-
ment through periodic exercises and tests.

8.1.2 The entity shall evaluate the program based on post-
incident analyses, lessons learned, and operational perfor-
mance in accordance with Chapter 9.

8.1.3 Exercises and tests shall be documented.

8.2* Exercise and Test Methodology.

8.2.1 Exercises shall provide a standardized methodology to
practice procedures and interact with other entities (internal
and external) in a controlled setting.

8.2.2 Exercises shall be designed to assess the maturity of
program plans, procedures, and strategies.

8.2.3 Tests shall be designed to demonstrate capabilities.

8.3* Design of Exercises and Tests. Exercises shall be de-
signed to do the following:

(1) Ensure the safety of people, property, operations, and
the environment involved in the exercise or test

(2) Evaluate the program
(3) Identify planning and procedural deficiencies
(4) Test or validate recently changed procedures or plans
(5) Clarify roles and responsibilities
(6) Obtain participant feedback and recommendations for

program improvement
(7) Measure improvement compared to performance objec-

tives
(8) Improve coordination among internal and external

teams, organizations, and entities
(9) Validate training and education

(10) Increase awareness and understanding of hazards and
the potential impact of hazards on the entity

(11) Identify additional resources and assess the capabilities
of existing resources, including personnel and equip-
ment needed for effective response and recovery

(12) Assess the ability of the team to identify, assess, and man-
age an incident

(13) Practice the deployment of teams and resources to man-
age an incident

(14) Improve individual performance

8.4 Exercise and Test Evaluation.

8.4.1 Exercises shall evaluate program plans, procedures, train-
ing, and capabilities to identify opportunities for improvement.

8.4.2 Tests shall be evaluated as either pass or fail.

8.5* Frequency.

8.5.1 Exercises and tests shall be conducted on the frequency
needed to establish and maintain required capabilities.

Chapter 9 Program Maintenance and Improvement

9.1* Program Reviews. The entity shall maintain and improve
the program by evaluating its policies, program, procedures, and
capabilities using performance objectives.

9.1.1* The entity shall improve effectiveness of the program
through evaluation of the implementation of changes result-
ing from preventive and corrective action.

9.1.2* Evaluations shall be conducted on a regularly sched-
uled basis and when the situation changes to challenge the
effectiveness of the existing program.

9.1.3 The program shall be re-evaluated when a change in any
of the following impacts the entity’s program:

(1) Regulations
(2) Hazards and potential impacts
(3) Resource availability or capability
(4) Entity’s organization
(5)*Funding changes
(6) Infrastructure, including technology environment
(7) Economic and geographic stability
(8) Entity operations

9.1.4 Reviews shall include post-incident analyses, reviews of
lessons learned, and reviews of program performance.

9.1.5 The entity shall maintain records of its reviews and evalu-
ations, in accordance with the records management practices de-
veloped under Section 4.7.

9.1.6 Documentation, records, and reports shall be provided
to management for review and follow-up.

9.2* Corrective Action.

9.2.1* The entity shall establish a corrective action process.

9.2.2* The entity shall take corrective action on deficiencies
identified.

9.3 Continuous Improvement. The entity shall effect continu-
ous improvement of the program through the use of program
reviews and the corrective action process.

Annex A Explanatory Material

Annex A is not a part of the requirements of this NFPA document
but is included for informational purposes only. This annex contains
explanatory material, numbered to correspond with the applicable text
paragraphs.

A.1.1 The Emergency Management and Business Continuity
community comprises many different entities, including the gov-
ernment at distinct levels (e.g., federal, state/provincial, territo-
rial, tribal, indigenous, and local levels); commercial business
and industry; not-for-profit and nongovernmental organizations;
and individual citizens. Each of these entities has its own focus,
unique mission and responsibilities, varied resources and capa-
bilities, and operating principles and procedures.
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A.1.2 The standard promotes a common understanding of
the fundamentals of planning and decision making to help
entities examine all hazards and produce an integrated, coor-
dinated, and synchronized program for disaster/emergency
management and business continuity.

A.1.3 The application of NFPA 1600 within the private sector
is described in detail in Implementing NFPA 1600, National Pre-
paredness Standard, published by the National Fire Protection
Association.

A.3.2.1 Approved. The National Fire Protection Association
does not approve, inspect, or certify any installations, proce-
dures, equipment, or materials; nor does it approve or evalu-
ate testing laboratories. In determining the acceptability of
installations, procedures, equipment, or materials, the author-
ity having jurisdiction may base acceptance on compliance
with NFPA or other appropriate standards. In the absence of
such standards, said authority may require evidence of proper
installation, procedure, or use. The authority having jurisdic-
tion may also refer to the listings or labeling practices of an
organization that is concerned with product evaluations and is
thus in a position to determine compliance with appropriate
standards for the current production of listed items.

A.3.2.2 Authority Having Jurisdiction (AHJ). The phrase “au-
thority having jurisdiction,” or its acronym AHJ, is used in
NFPA documents in a broad manner, since jurisdictions and
approval agencies vary, as do their responsibilities. Where pub-
lic safety is primary, the authority having jurisdiction may be a
federal, state, local, or other regional department or indi-
vidual such as a fire chief; fire marshal; chief of a fire preven-
tion bureau, labor department, or health department; build-
ing official; electrical inspector; or others having statutory
authority. For insurance purposes, an insurance inspection de-
partment, rating bureau, or other insurance company repre-
sentative may be the authority having jurisdiction. In many
circumstances, the property owner or his or her designated
agent assumes the role of the authority having jurisdiction; at
government installations, the commanding officer or depart-
mental official may be the authority having jurisdiction.

A.3.3.2 Business Continuity. Another term for business conti-
nuity is operational continuity or continuity of operations (COOP).
In the public sector, the term continuity of government (COG) is
also used. See also 3.3.7 and A.3.3.7.

A.3.3.7 Continuity. An evolving concept that is linked to con-
tinuity is resilience. Organizational resilience is the ability of
an entity to withstand potential impacts of natural, human-
caused, and technology-caused hazards; respond effectively
when an incident occurs; continue to provide a minimum ac-
ceptable level of service during and in the immediate after-
math of the incident; and thereafter return conditions to a
level that is acceptable to the entity. Entities generally are in-
terdependent with a wider community. To ensure that the
community in which the entity operates is resilient, entities
should work with local stakeholders (including public, private,
and not-for-profit organizations) to promote emergency man-
agement and business continuity processes. Entities should
evaluate their suppliers. The entity should request that the
supplier develop and maintain programs and processes to en-
sure organizational resilience and their ability to provide criti-
cal services and goods during emergencies and disasters. Pro-
viding generic advice as well as more detailed assistance on a
one-to-one basis to external stakeholders can ensure that busi-
nesses and government are resilient and can quickly restore a

community’s ability to function normally after an incident.
The underlying strategy is to bring together all sectors to col-
laborate and share good practice. This concept can be re-
ferred to as “community resilience.”

A.3.3.12 Exercise. Exercise is the principal means of evaluat-
ing a program’s ability to execute its response procedures. It
allows the entity and stakeholder organizations to practice
procedures and interact in a controlled setting. Participants
identify and make recommendations to improve the overall
program. Exercises include activities performed for the pur-
pose of training and conditioning team members and person-
nel in appropriate responses, with the goal of achieving maxi-
mum performance.

An exercise can include seminars, workshops, games, drills,
tabletops, functional exercises, or full-scale exercises and in-
volve the simulation of a response or operational continuity
incident. Exercises can be announced or unannounced and
involve participant role-play in order to identify issues that
might arise in a real incident.

A.3.3.15 Incident Management System (IMS). The incident
management system is based on effective management charac-
teristics that can be used by the public, private, and not-for-
profit sectors. For an IMS to work effectively each manage-
ment characteristic should contribute to the strength and
efficiency of the overall system.

A description of commonly identified management charac-
teristics follows.

Common Terminology. Common terminology allows diverse
incident management and support entities to work together
across a wide variety of incident management functions and
hazard scenarios. This common terminology is covered in the
paragraphs that follow.

Organizational Functions. Major functions and functional
units with domestic incident management responsibilities are
named, and defined terminology for the organizational elements
involved is standard and consistent. The incident management
organization establishes a process for gathering, sharing, and
managing incident-related information and intelligence.

Modular Organization. The organizational structure devel-
ops in a top-down, modular fashion that is based on the size
and complexity of the incident, as well as the specifics of the
hazard environment created by the incident. Where needed,
separate functional elements can be established, each of
which can be further subdivided to enhance external organi-
zational management and external coordination.

Comprehensive Resource Management. Maintaining an accu-
rate and up-to-date picture of resource utilization is a critical
component of domestic incident management. Resource
management includes processes for categorizing, ordering,
dispatching, tracking, and recovering resources. It also in-
cludes processes for reimbursement for resources, as appro-
priate. Resources are defined as personnel, teams, equipment,
supplies, and facilities available or potentially available for as-
signment or allocation in support of incident management
and emergency response activities. Personnel and equipment
should respond only when requested or when dispatched by
an appropriate authority.

Incident Facilities. Various types of operational locations and
support facilities are established in the vicinity of an incident to
accomplish a variety of objectives, such as decontamination, do-
nated goods processing, mass care, and evacuation. Typical facili-
ties include incident command posts, bases, camps, staging areas,
mass casualty triage areas, and other facilities as required.
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Management by Objectives. Management by objectives repre-
sents an approach that is communicated throughout the en-
tire organization. This approach includes establishing over-
arching objectives for the following:

(1) Developing and issuing assignments, plans, procedures,
and protocols

(2) Establishing specific, measurable objectives for various inci-
dent management functional activities and directing efforts
to attain them in support of defined strategic objectives

(3) Documenting results to measure performance and facili-
tate corrective action

Reliance on an Incident Action Plan. Incident action plans
(IAPs) provide a coherent means of communicating the over-
all incident objectives in the context of both operational and
support activities.

Manageable Span of Control. Span of control is key to effec-
tive and efficient incident management. Although effective
span of control varies, the span of incident management su-
pervisory responsibility in the public sector is typically three to
seven subordinates. The type of incident, the nature of the
task, hazards and safety factors, and distances between person-
nel and resources all influence span of control considerations.

Integrated Communications. Incident communications are fa-
cilitated through the development and use of a common com-
munications plan and interoperable communications pro-
cesses and architectures. This integrated approach links the
operational and support units of the various agencies in-
volved. It is necessary to maintain communications connectiv-
ity and discipline and to enable common situational awareness
and interaction. Preparedness planning should address the
equipment, systems, and protocols necessary to achieve inte-
grated voice and data incident management communications.

Establishment and Transfer of Command. The command func-
tion has to be clearly established from the beginning of inci-
dent operations. The agency with primary jurisdictional au-
thority over the incident designates the individual at the scene
who will be responsible for establishing command. When com-
mand is transferred, the process should include a briefing that
captures all essential information for continuing safe and ef-
fective operations.

Chain of Command and Unity of Command. Chain of com-
mand refers to the orderly line of authority within the ranks of
the incident management organization. Unity of command
means that every individual has a designated supervisor to
whom he or she reports at the scene of the incident. These
principles clarify reporting relationships and eliminate the
confusion caused by multiple, conflicting directives. Incident
managers at all levels have to be able to control the actions of
all personnel under their supervision.

Unified Command (UC). In incidents involving multiple juris-
dictions, a single jurisdiction with multi-agency involvement,
or multiple jurisdictions with multi-agency involvement, uni-
fied command (UC) allows agencies with different legal, geo-
graphic, and functional authorities and responsibilities to
work together effectively without affecting individual agency
authority, responsibility, or accountability.

Although a single Incident Commander normally handles
the command function, an incident management system
(IMS) can be expanded into a UC. The UC is a structure that
brings together the incident commanders of all major organi-
zations, which could include personnel from both private and
public sectors involved in the incident, in order to coordinate
an effective response while at the same time they carry out

their own jurisdictional responsibilities. The UC links the or-
ganizations responding to the incident and provides a forum
for the entities to make consensus decisions. Under the UC,
the various jurisdictions and/or agencies and nongovernment
responders blend together throughout the operation to cre-
ate an integrated response team.

A.3.3.18 Mutual Aid/Assistance Agreement. The term mutual
aid/assistance agreement, as used herein, includes cooperative
agreements, partnership agreements, memoranda of under-
standing, memorandum of agreement, intergovernmental
compacts, or other terms commonly used for the sharing of
resources. Agreements can be executed between any combina-
tion of public, private, and not-for-profit entities.

A.3.3.20 Prevention. The term prevention refers to activities,
tasks, programs, and systems intended to avoid or intervene in
order to stop an incident from occurring.

Prevention can apply to accidental and intentional human-
caused incidents and technology-caused incidents. Accident
prevention and safety programs can reduce the frequency of
workplace accidents. Prevention and deterrence of human-
caused intentional incidents can include gathering intelli-
gence and information and implementing countermeasures
such as enhanced surveillance and security operations; inves-
tigations to determine the nature and source of the threat;
and law enforcement operations directed at deterrence, pre-
emption, interdiction, or disruption. Implementation of net-
work and information security can help prevent penetration
of networks and intercept malware. Analyses of the vulnerabil-
ity of systems can identify means to prevent incidents caused
by interruption, disruption, or failure of technology.

A.3.3.21 Recovery. Recovery programs are designed to assist
victims and their families, restore entities to suitable economic
growth and confidence, relocate or rebuild destroyed prop-
erty, and reconstitute government operations and services. Re-
covery actions can be short term or long term, often continu-
ing long after the incident has ended. Recovery programs
include mitigation components designed to avoid damage
from future incidents.

A.3.3.22 Resource Management. This system includes a pro-
cess for identifying, categorizing, ordering, mobilizing, track-
ing, and recovering and demobilizing resources, as well as a
process for reimbursement for resources, as appropriate.

A.3.3.23 Response. The term response refers to the actions
taken by an entity to an incident or event. Actions can include
activities, tasks, programs, and systems to protect life safety,
meet basic human needs, preserve operational capability, and
protect property and the environment.

An incident response can include protective actions for life
safety (evacuation, shelter-in-place, and lockdown), conducting
damage assessment, initiating recovery strategies, and any other
measures necessary to bring an entity to a more stable status.

A.4.1 Leadership should research applicable legal, regula-
tory, and other industry requirements that are related to the
hazards, threats, and risks associated with the entity’s facilities,
activities, functions, products, services, and supply chain; the
environment; and stakeholders. The entity should document
this information and keep it up to date.

A.4.2 It is not the intent of this standard to restrict the users
to the title program coordinator. It is recognized that different
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entities use various forms and names for the person who per-
forms the program coordinator functions identified in the
standard. Examples of titles are emergency manager (for the pub-
lic sector), and business continuity manager (for the private sec-
tor). A written position description should be provided.

Certification programs for emergency managers and busi-
ness continuity professionals can be found in the DRII Profes-
sional Practices for Business Continuity Practitioners and through
FEMA’s Emergency Management Institute and the Certified
Emergency Manager (CEM) program administered by Inter-
national Association of Emergency Managers (IAEM).

A.4.3.1 All state and local emergency management entities
report to a higher authority and might include governors, ad-
jutant generals, chief law enforcement officers, county com-
missions, or city commissions, among others. These authori-
ties set the agendas for emergency management activities, and
a program committee might not be appropriate. Mandating
an entity to have a program committee might, in some cases,
violate the authorities under which the emergency manage-
ment entity is established. Those entities that can have, or
want to have, a program committee that will provide advice
and guidance should be encouraged to do so.

A.4.3.3 When the representation on the program committee
is being determined, consideration should be given to public
sector representation on a private sector committee and vice
versa, which will help to establish a coordinated and coopera-
tive approach to the program.

A.4.4.1(2) Goals and objectives should be consistent with the
entity’s policy, vision, mission statement, roles and responsi-
bilities, and enabling authority. Consideration should also be
given to financial constraints, management support, regula-
tory requirements, and codes of practice.

A.4.4.1(3) Industry codes of practices and guidelines should
also be considered. In the private sector, corporate policy
might dictate the directives that should be followed.

The entity should consider local cultural and religious cus-
toms as well as demographics when developing the program.

A.4.4.3 Key program elements cross boundaries during pre-
vention, mitigation, preparedness, response, continuity, and
recovery. Each element should be considered interrelated
with other elements and can be considered concurrently. The
use of the terms, phases, elements, or components varies from
program to program.

A.4.5.3 If, through exercise or incident analysis, program
evaluation, or corrective action, limitations in the necessary
laws and applicable authorities are discovered, a formal pro-
cess should exist to amend them. This procedure should in-
clude an understanding of the procedures to influence the
necessary changes to applicable legislation, policies, direc-
tives, standards, and industry codes of practice.

In the case of public/private entities, consideration should
be made for periodic review of existing legislation, regula-
tions, codes, and authorities to determine whether adequate
flexibility exists to accommodate evolving programmatic
policy or if new legislation should be developed and intro-
duced through a legislative initiative. This is particularly rel-
evant because program requirements change to comply with
changing roles and relationships in and among varying levels
of government.

For example, the entity might have the appropriate author-
ity to conduct emergency operations but lack authority to take

action prior to an event to mitigate the occurrence or the
recurrence of an incident. In other cases, additional authori-
ties could be needed to generate the necessary revenue to
sustain a viable program or to create a standing contingency
fund to adequately support an emergency operation.

A.4.6.2 In addition to having sound financial and administra-
tion procedures for daily operations, it is equally important to
have procedures in place that will allow an entity to expedite
financial decision making and ensure that proper accounting
occurs. To develop proper financial and administration proce-
dures, the following steps should be taken:

(1) The finance department could be considered for mem-
bership of the program committee.

(2) The finance department should be actively involved with
identifying, prioritizing, and purchasing internal and ex-
ternal resources.

(3) The entity’s financial opportunities or limitations should
be identified within the strategic plan that defines the vi-
sion, mission, goals, and objectives of the program.

A.4.6.4(2) The entity should consider establishing contracts
for resources in advance of an incident.

A.4.6.4(4) Existing internal controls that necessitate a re-
sponse could be affected by the same event, which opens the
door for opportunistic fraud. It is important that the entity
recognize the possibility of fraud occurring during this win-
dow of opportunity and take reasonable precautions.

A.4.7 Records management is designed to aid in the identifi-
cation, backup, protection, and access to paper-based and
electronic records that are vital to the entity and required for
the emergency management and business continuity pro-
gram. It is not the intent of this section to require a records
management program for all of the entity’s records.

Records management practices should include the follow-
ing activities:

(1) Creating, approving, and enforcing records management
policies, including a classification system and a records
retention policy

(2) Developing a records storage plan, including the short-
term and long-term housing of physical records and digi-
tal information

(3) Identifying existing and newly created records and classi-
fying and storing them according to standard operating
procedures (SOPs)

(4) Coordinating the access and circulation of records within
and outside the organization

(5) Executing a retention policy to archive and destroy
records according to operational needs, operating proce-
dures, statutes, and regulations

A.5.1.1 Assumptions used in preparation of plans, especially
those regarding hazard identification, risk assessment, analysis of
potential impacts, and the availability and capability of resources,
should be identified, evaluated, and validated during the plan-
ning process. Confidential or sensitive information can be re-
dacted or protected. Assumptions should be documented as re-
quired by 6.1.2(1).

A.5.2 Risk assessment is a process for identifying potential
hazards/risk exposures and their relative probability of occur-
rence; identifying assets at risk; assessing the vulnerability of the
assets exposed; and quantifying the potential impacts of the
hazard/risk exposures on the assets. Periodic reassessment is
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needed when changes to the entity occur. Reassessment is
also necessary because hazards/risk exposures change over
time, and the collective knowledge of hazards/risk expo-
sures develops over time.

In addition to identifying hazards that could be the pri-
mary cause of an incident, consideration should also be given
to those secondary hazards or cascading events that could
cause additional impact to the entity and its assets. As an ex-
ample, a fire could result in injury or death, property damage,
interruption of operations, contamination of the environ-
ment, and negative attention on the entity.

A comprehensive risk assessment identifies the range of
hazard/risk exposures, including threats, hazards, or disrup-
tive incidents, that have impacted or might impact the entity,
the surrounding area, or the critical infrastructure supporting
the entity. The potential impact of each threat, hazard/risk
exposure, or disruptive incident is determined by the capabili-
ties of the perpetrator, the magnitude of the hazard, and the
scope of the incident, as well as the vulnerability of people,
property, technology, the environment, and the entity’s opera-
tions to the threat, hazard, or incident and the adequacy of
existing mitigation. There are multiple methods to perform a
risk assessment, but the entity should adhere to the following
steps for conducting a comprehensive risk assessment:

(1) Determine the methodology the entity will use to conduct
the assessment and determine whether the entity has the
necessary expertise to perform the assessment.

(2) Consult with internal or external experts with the exper-
tise to assess the vulnerability of the entity’s assets from
identified hazards.

(3) Identify and categorize assets (human resources, buildings,
equipment, operations, technology, electronic information,
suppliers, vendors, third-party service providers, etc.).

(4) Identify threats and hazards — natural, human caused
(accidental and intentional), and technology caused.

(5) Evaluate hazard/risk exposures to which the entity is ex-
posed.

(6) Assess the existing/current preventive measures and miti-
gation controls in place against credible threats.

(7) Categorize threats, hazard/risk exposures, and potential in-
cidents by their relative frequency and severity. Keep in
mind that there might be many possible combinations of
frequency and severity for each, as well as cascading impacts.

(8) Evaluate the residual hazard/risk exposures (those that re-
main hazardous after prevention and mitigation activities).

Information from the risk assessment and impact analysis
will help determine priorities for prevention and mitigation
activities as well as prioritize development of plans and proce-
dures. The entity should attempt to prevent, mitigate, prepare
for, plan to respond to, and plan to recover from incidents
that have significant potential to impact people; property; op-
erational capabilities, including technology; the environment;
and the entity itself.

A.5.2.2.1 The following is an expanded list of hazards that
should be considered during the risk assessment. Many hazards
can be classified in multiple categories. A wildland fire might be
caused by lightning or an intentional act. A fire in a chemical
plant could be caused by human error or the failure of technol-
ogy, such as a malfunctioning or improperly programmed con-
trol system. Hazards that should be considered during the risk
assessment include natural hazards/risk exposures (geologic,

meteorologic, and biological), human-caused events (accidental
and intentional), and technology-caused incidents:

(1) Geologic hazards/risk exposures
(a) Earthquake
(b) Tsunami
(c) Volcano
(d) Landslide, mudslide, subsidence

(2) Meteorologic hazards/risk exposures
(a) Flood, flash flood, seiche, tidal surge
(b) Water control structure (e.g., dam, levee) failure
(c) Drought
(d) Snow, ice, hail, sleet, avalanche, arctic freeze
(e) Windstorm, tropical cyclone, hurricane, tornado, wa-

ter spout, duststorm, sandstorm
(f) Extreme temperatures (heat, cold)
(g) Wildland fire
(h) Lightning strikes
(i) Famine
(j) Geomagnetic storm

(3) Biological hazards/risk exposures
(a) Food-borne illnesses
(b) Pandemic disease (e.g., avian flu, H1N1)
(c) Infectious/communicable disease [e.g., plague, small-

pox, anthrax, West Nile virus, foot and mouth disease,
severe acute respiratory syndrome (SARS), bovine spongi-
form encephalopathy (BSE, or Mad Cow Disease)]

(4) Accidental human-caused events
(a) Hazardous material spill or release (flammable liquid;

flammable gas; flammable solid; oxidizer; poison; ex-
plosive, radiological, or corrosive material)

(b) Nuclear power plant incident, radiological incident
(c) Explosion/fire
(d) Transportation accident
(e) Building/structure collapse
(f) Entrapment and/or rescue (machinery, confined

space, high angle, water)
(g) Fuel/resource shortage
(h) Mechanical breakdown
(i) Transportation incidents (motor vehicle, railroad,

watercraft, aircraft, pipeline)
(j) Untimely death of employee

(5) Intentional human-caused events
(a) Strike or labor dispute
(b) Criminal activity (vandalism, sabotage, arson, robbery,

theft, fraud, embezzlement, data theft, malfeasance)
(c) Physical or information security breach
(d) Lost person, child abduction, kidnapping, extortion,

hostage incident, workplace/school/university vio-
lence, homicide

(e) Product defect or contamination
(f) Disinformation
(g) Harassment
(h) Discrimination
(i) Demonstrations, civil disturbance, public unrest,

mass hysteria, riot
(j) Bomb threat, suspicious package
(k) Terrorism (explosive, chemical, biological, radiologi-

cal, nuclear, cyber, electromagnetic pulse)
(l) Insurrection

(m) Enemy attack, war
(n) Arson

(6) Technology-caused incidents
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(a) Computer systems [outages, hardware failure, data cor-
ruption, deletion, theft, loss of network connectivity (In-
ternet or intranet), loss of electronic data interchange
or ecommerce, loss of domain name server (DNS), vi-
rus, worm, Trojan horse, power surge, lightning, host
site interdependencies, direct physical loss, water dam-
age, cyber terrorism, vulnerability exploitation, botnets,
hacking, phishing, spyware, malware, computer fraud,
loss of encryption, denial of service, improper system
use by employee, telecommunications interruption or
failure, electricity brownout or blackout]

(b) Computer software or application interruption, dis-
ruption, or failure (internal/external)

(c) Loss, corruption, or theft of electronic information
(d) Utility interruption or failure (telecommunica-

tions, electrical power, water, gas, steam, HVAC,
pollution control system, sewage system, other criti-
cal infrastructure)

(7) Other hazards/risk exposures, such as supply chain inter-
ruption [loss of shipping or transportation, vendor failure
(single or sole source provider)]

A.5.2.3(3) In order to maintain continuity of operations, the
entity should identify essential or critical functions and pro-
cesses, their recovery priorities, and their internal and exter-
nal interdependencies, so that recovery time objectives can be
set. Consideration also should be given to situations that cause
the entity to become incapable of response or incapable of
maintaining any continuity of operations for the foreseeable
future. This process is called a business impact analysis (BIA)
and is defined further in Section 5.3.

A.5.2.3(4) Assets include production machinery and process-
ing equipment, tools, finished goods/inventory, raw materials,
vehicles, electronic information, vital records, patents, intellec-
tual property, and personnel/institutional knowledge. The analy-
sis of impacts also should include evaluation of the infrastructure
necessary to operate buildings, equipment, and technology.

A.5.2.3(8) Quantification of the potential economic and fi-
nancial impacts resulting from property damage, interruption
or disruption of operations, and environmental contamina-
tion provides input into the determination of where to invest
in mitigation and planning efforts.

A.5.2.4 It is important to consider the cascading impact of
regional, national, or international incidents. One example is
the cascading impact of a hurricane. Direct impacts can in-
clude wind and flood damage. Secondary impacts can include
telecommunications, electrical power, and transportation dis-
ruptions, both inside and outside the direct impact area. The
earthquake and tsunami in Japan in 2011 resulted in supply
chain interruptions around the world. The terrorist attacks of
September 11, 2001, shut down air travel in the United States
for days and impacted the financial markets.

A.5.3 The BIA provides an assessment of how key disruption
risks could affect an entity’s operations and identifies capabili-
ties that might be needed to manage the disruptions.

The BIA Process. A BIA can be undertaken using engineering
analysis, mathematical modeling, simulations, surveys, question-
naires, interviews, structured workshops, or a combination
thereof, to identify the critical processes, people/personnel, as-
sets and resources, physical and nonphysical properties, and the
financial and operational effects of the loss of these elements, as
well as the required recovery time frames and supporting re-
sources.

Based on the risk and vulnerability assessments, the follow-
ing steps should be taken to confirm the processes and out-
puts of the organization:

(1) Determine the consequences of a disruption on the iden-
tified processes in financial, regulatory, customer and/or
operational terms over defined periods.

(2) Identify the interdependencies with key internal and ex-
ternal stakeholders, which could include mapping the na-
ture of the interdependencies through the supply chain
(both inbound and outbound).

(3) Determine the current available resources and the essen-
tial level of resources required to continue operation at a
minimum acceptable level following a disruption.

(4) Identify ways to bypass problems (“workarounds”) in pro-
cesses that are currently in use or are planned to be devel-
oped. It might be necessary to develop alternative pro-
cesses where resources or capability might be inaccessible
or insufficient during the disruption.

(5) Determine the recovery time objective (RTO) for each
process, based on the identified consequences and the
critical success factors for the function. The RTO repre-
sents the maximum period of time the organization can
tolerate the loss of capability.

(6) Determine the rate at which the severity of the impact
increases over time if the RTO is not met.

(7) Confirm the current level of preparedness of the entity’s
processes to manage a disruption. This might include evalu-
ating the level of redundancy within the process (e.g., spare
equipment) or the existence of alternative suppliers.

The BIA processes should consist of the following three
components:

(1) Identify the lines of process flow (i.e., material flow, infor-
mation flow, people movement, cash flow) and time con-
straints. Typical output of the BIA will provide a process
flow for the entire entity, identifying internal and external
dependencies.

(2) Identify the interruption potentials that describe the fi-
nancial, regulatory, customer, or operational impacts, in-
cluding potential bottlenecks, upstream and downstream
supply chains, single points of failure, long lead time or
imported equipment, single-source and sole-source sup-
pliers, time constraint processing (e.g., long batch times),
and interdependencies between internal and external en-
tities and facilities.

(3) Identify the entity’s dependency on technology infrastruc-
ture, including systems and applications, by identifying
the technology needed to continue time-sensitive opera-
tional processes; correlate specific technology compo-
nents with the operational processes they support and
based on that information, assess the impact to the enti-
ty’s operations due to disruption of those components.

A typical BIA would supply the following information:

(1) The financial impact to the organization if the process
fails to perform, for example:
(a) Loss of sales
(b) Fines or penalties incurred
(c) Overtime pay
(d) Additional costs to recover
(e) Loss of raw materials/finished products

(2) The regulatory or legal impact, for example:
(a) Failure to meet reporting requirements
(b) Failure to meet contractual commitments
(c) Potential lawsuits
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(3) Customer impact, for example:
(a) How soon customers will know a problem exists and

how worried they will be
(b) Impact to a customer’s supply chain
(c) Potential for a customer to take its business elsewhere
(d) Harm that could be caused to the customer
(e) Impact to brand
(f) Impact to reputation

(4) Operational impact, for example:
(a) Seasonal impact
(b) Backlog impact
(c) Workload changes
(d) Overtime
(e) Employee morale

(5) The RTO required for the process in order to meet the
operational level acceptable to the entity

(6) Resources required to continue or resume time-sensitive
processes and the escalation of resource needs over time,
for example:
(a) Technology infrastructure components, systems, and

applications including:
i. RTO of the required technology components

ii. Interdependency among different technology
components

iii. Core infrastructure, systems, and services such
as network components, directory services, etc.,
that are essential for recovery of other technol-
ogy components

iv. Recovery point objectives (RPOs) for data (the
maximum amount of acceptable data loss)

(b) Vital records requirements
(c) Equipment requirements such as printers, fax ma-

chines, scanners, mail sorters, postage meters, time
stamps, forklifts, ladders, and tools

(d) Desktop requirements such as computers, telephones
(e) Supplies such as paper, envelopes, letterhead, forms
(f) Regulatory reporting requirements
(g) Description of internal and external dependencies
(h) Previous disruption experience
(i) Known competitive issues analysis

The outputs of the BIA typically would include the following:

(1) Financial, operational, regulatory, customer, and other
tangible and nontangible impact to the entity

(2) Identification of all time-sensitive processes and their
critical resources requirements

(3) Identification of time-sensitive technology components
essential to recover the operational processes

(4) Prioritization of processes to be recovered
(5) Prioritization of the technology components in alignment

with operational processes
(6) Identification of key internal and external interdepen-

dencies of operational units, functions, processes, critical
resources, and technology components

(7) Identification of seasonal impact to operations for each
operational process

(8) Determination of resources (people, vendors, equip-
ment, technology, data/information, funding, and time)
required for resumption and recovery

(9) RTO for each process

The output information of the BIA will help to achieve the
following:

(1) Identify the entity’s critical operations

(2) Identify the entity’s time-sensitive operations
(3) Determine the RTO for each critical operation
(4) Determine the internal and external dependencies
(5) Determine whether the recovery of each dependent com-

ponent is in alignment with process RTO
(6) Determine the critical resources (people, vendors, equip-

ment, technology, data/information, funding, and time)
required to support the entity’s mission

A.5.3.3 RTOs are often used as the basis for the development
of recovery strategies and as a determinant as to when to
implement the recovery strategies during a disaster situation.
Three examples follow:

(1) An RTO in the range of a few minutes to hours might re-
quire that the operational process be fully functional in two
geographically diverse sites that are fully equipped and
staffed. In technology environments, this might require that
two facilities either operate in parallel (active/active, e.g.,
mirroring) or at least duplicate the primary environment
(active/passive, e.g., clustering or high availability).

(2) An RTO expressed in hours to days can be sufficiently
addressed by transferring the operations and staff to an
alternative site, such as a commercial recovery facility or
an internally developed and maintained hot, warm, or
mobile site.

(3) An RTO expressed in weeks can be sufficiently addressed by
a cold site that requires that all necessary equipment, tech-
nology, and supplies be re-established at the time of the
event.

A.5.3.5 The RPO is the point in time from which data are recov-
ered, “the last good backup offsite at the time of the event.” Any
activities that occurred after this point are lost and will need to be
re-created by some other means. This includes activities occur-
ring in technology applications, work in progress in operational
areas, and vital records stored onsite. The gap between the RPO
and the time of disruption equals the amount of loss sustained
during the incident. It can be deemed as an acceptable amount
of data loss.

A.5.3.6 Recovery strategies provide a means to restore opera-
tions quickly and effectively following a service disruption.
The recovery strategies should consider the impacts of disrup-
tion and allowable outage times identified in the impact analy-
sis, as well as cost, security, and integration with larger, entity-
level recovery plans.

A.5.4.1 The entity should identify the resources necessary to
support the program, plan for and procure needed resources,
effectively manage resources that have been acquired to support
operational needs, and establish mutual aid/partnership agree-
ments as necessary. Resources should be available within the re-
quired time frame as required for emergency operations/
response and to meet recovery time objectives. Resources should
have the capability to perform their intended function.

Scenarios developed during the risk assessment and business
impact analysis should be used to identify resources needed by
the program. Resources for emergency operations/response to
protect life safety, stabilize the incident, and protect property
should be identified. Resources required to execute recovery
strategies within the recovery time objective also should be iden-
tified. The resource needs assessment should identify resource
requirements necessary to achieve performance objectives.

A.5.4.2(1) The resource needs assessment might include “cre-
dentialing,” which addresses the need for individuals licensed
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(e.g., doctors, engineers) in one jurisdiction (state or country)
performing their professional duties (as volunteers or under mu-
tual aid compacts) during an incident in a jurisdiction where
they are not licensed or do not hold the proper credentials. Cre-
dentialing provides minimum professional qualifications, certifi-
cations, training, and education requirements that define the
standards required for specific emergency response functional
assignments.

A.5.4.3 All program equipment should be checked and tested
on a regularly scheduled basis to ensure it will function properly
when required. This might include vehicles, personal protective
equipment (PPE), radio, information technology equipment,
and warning and alerting devices and equipment, including si-
rens, special emergency response equipment, and so forth.

Resources can be prepositioned to expedite deployment.
These resources can include the following:

(1) Locations, quantities, accessibility, operability, and main-
tenance of equipment

(2) Supplies (medical, personal hygiene, consumable, ad-
ministrative, ice)

(3) Sources of energy (electrical, fuel)
(4) Emergency power
(5) Communications systems
(6) Food and water
(7) Technical information
(8) Clothing
(9) Shelter

(10) Specialized human resources (medical, faith-based, and
volunteer organizations; emergency management staff;
utility workers; morticians; and private contractors)

(11) Employee and family assistance

A.5.4.5 Mutual aid/assistance or partnership agreements be-
tween entities are an effective means to obtain resources and
should be developed whenever possible.

Agreements should be in writing, be reviewed by legal coun-
sel, be signed by a responsible official, define liability, and detail
funding and cost arrangements.

The term mutual aid/assistance agreement, as used here, in-
cludes cooperative assistance agreements, intergovernmental
compacts, or other terms commonly used for the sharing of
resources. Partnerships can include any combination of pub-
lic, private, and not-for-profit entities or nongovernmental or-
ganizations (NGOs).

Mutual aid/assistance and partnership agreements are the
means for one entity to provide resources, facilities, services,
and other required support to another entity during an inci-
dent. Each entity should be party to the agreement with ap-
propriate entities from which they expect to receive or to
which they expect to provide assistance during an incident.
This would normally include neighboring or nearby entities,
as well as relevant private sector and NGOs. States should par-
ticipate in interstate compacts and look to establish intrastate
agreements that encompass all local entities. Mutual aid/
assistance agreements with NGOs, such as the International
Red Cross/Red Crescent, can be helpful in facilitating the
timely delivery of private assistance.

If mutual aid/assistance is needed, agreements should in-
clude the following:

(1) Definitions of key terms used in the agreement, includ-
ing intellectual property, duration of the agreement, and dura-
tion of assistance

(2) Roles and responsibilities of individual parties

(3) Procedures for requesting and providing assistance, in-
cluding mobilization and demobilization

(4) Procedures, authorities, and rules for payment, reim-
bursement, and allocation of costs

(5) Notification procedures
(6) Protocols for interoperable communications
(7) Relationships with other agreements among entities
(8) Workers’ compensation
(9) Treatment of liability and immunity

(10) Recognition of qualifications and certifications

A.5.5.1 Performance objectives should be established for all el-
ements in the program and should be linked to human perfor-
mance. Without well-written performance objectives, measure-
ment and evaluation of performance, when the performance is
compared to criteria to determine if the performance meets ex-
pectations, are impossible. Performance objectives should con-
tain the following three essential parts:

(1) Performance. Specific identification of expected behavior
that is observable and measurable. If the specific behavior
is based on expected knowledge (cognitive process) or
attitudes (emotions, feelings), indicator behaviors should
be used, because knowledge and attitude performance
objectives are not directly observable and, therefore, are
not measurable. An indicator behavior is observable and
is based on either cognitive or emotional processes.

(2) Conditions. Specific identification of exact location, tools,
the equipment used, and so forth, that will be part of the
observable, measurable behavior.

(3) Criteria. Specific criteria that will be used to compare the
observed behavior so that it can be determined if the per-
formance objectives have been achieved.

An example of a technique for the development of perfor-
mance objectives is the “SMART” acronym for checking:

(1) Specific. The wording must be precise and unambiguous in
describing the objective.

(2) Measurable. The design and statement of objectives should
make it possible to conduct a final accounting as to
whether objectives were achieved.

(3) Action oriented. The objective must have an action verb that
describes the expected accomplishments.

(4) Realistic. Objectives must be achievable with the resources
that the entity can allocate or make available.

(5) Time sensitive. Time frames should be specified (if
applicable).

A.5.5.4 Time frames defining short-term and long-term per-
formance objectives should be developed by the entity. Ex-
amples of short-term objectives might include “stabilize the
incident” and “support entities that are responding to and
stabilizing the incident,” while long-term objectives might in-
clude “prevent environmental damage” and “comply with
regulatory requirements.”

A.6.1.1 The safety and health of personnel are critical to the
successful execution of the program. When every person ac-
cepts and performs as if safety and health are their personal
responsibility, hazardous exposures will be minimized and the
probability of accidents and incidents will be reduced.

Hazard/risk exposure can be eliminated or minimized by
removing the hazards or by not performing the hazardous
task. However, complete elimination of risk is not always be
feasible, and controls should then be instituted.

Hazard control begins with identification of the hazard
and the vulnerability of people or assets potentially exposed
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