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I M P O RTAN T  N O T I C E S  AN D  D I S C L AI M E RS  C O N C E RN I N G  N FPA
®

 S TAN D ARD S

N F PA
®

 c o d e s ,  s tan d ar d s ,  r e c o m m e n d e d  p r ac ti c e s ,  an d  g u i d e s  ( “ N F PA S tan d ar d s ” ) ,  o f wh i c h  th e  d o c u m e n t
c o n tai n e d  h e r e i n  i s  o n e ,  ar e  d e ve l o p e d  th r o u g h  a c o n s e n s u s  s tan d ar d s  d e ve l o p m e n t p r o c e s s  ap p r o ve d  b y th e
Am e r i c an  N ati o n al  S tan d ar d s  I n s ti tu te .  T h i s  p r o c e s s  b r i n g s  to g e th e r  vo l u n te e r s  r e p r e s e n ti n g  var i e d  vi e wp o i n ts
an d  i n te r e s ts  to  ac h i e ve  c o n s e n s u s  o n  fre  an d  o th e r  s afe ty i s s u e s .  Wh i l e  th e  N F PA ad m i n i s te r s  th e  p r o c e s s  an d
e s tab l i s h e s  r u l e s  to  p r o m o te  fai r n e s s  i n  th e  d e ve l o p m e n t o f c o n s e n s u s ,  i t d o e s  n o t i n d e p e n d e n tl y te s t,  e val u ate ,  o r
ve r i fy th e  ac c u r ac y o f an y i n fo r m ati o n  o r  th e  s o u n d n e s s  o f an y j u d g m e n ts  c o n tai n e d  i n  N F PA S tan d ar d s .

T h e  N FPA d i s c l ai m s  l i ab i l i ty fo r  an y p e r s o n al  i n j u r y,  p r o p e r ty,  o r  o th e r  d am ag e s  o f an y n atu r e  wh ats o e ve r,
wh e th e r  s p e c i al ,  i n d i r e c t,  c o n s e q u e n ti al  o r  c o m p e n s ato r y,  d i r e c tl y o r  i n d i r e c tl y r e s u l ti n g  fr o m  th e  p u b l i c ati o n ,  u s e
o f,  o r  r e l i an c e  o n  N F PA S tan d ar d s .  T h e  N F PA al s o  m ake s  n o  g u ar an ty o r  war r an ty as  to  th e  ac c u r ac y o r
c o m p l e te n e s s  o f an y i n fo r m ati o n  p u b l i s h e d  h e r e i n .

I n  i s s u i n g  an d  m aki n g  N F PA S tan d ar d s  avai l ab l e ,  th e  N F PA i s  n o t u n d e r taki n g  to  r e n d e r  p r o fe s s i o n al  o r  o th e r
s e r vi c e s  fo r  o r  o n  b e h al f o f an y p e r s o n  o r  e n ti ty.  N o r  i s  th e  N F PA u n d e r taki n g  to  p e r fo r m  an y d u ty o we d  b y an y
p e r s o n  o r e n ti ty to  s o m e o n e  e l s e .  An yo n e  u s i n g  th i s  d o c u m e n t s h o u l d  r e l y o n  h i s  o r  h e r  o wn  i n d e p e n d e n t
j u d g m e n t o r,  as  ap p r o p r i ate ,  s e e k th e  ad vi c e  o f a c o m p e te n t p r o fe s s i o n al  i n  d e te r m i n i n g  th e  e x e r c i s e  o f
r e as o n ab l e  c ar e  i n  an y g i ve n  c i r c u m s tan c e s .

T h e  N FPA h as  n o  p o we r,  n o r  d o e s  i t u n d e r take ,  to  p o l i c e  o r  e n fo r c e  c o m p l i an c e  wi th  th e  c o n te n ts  o f N F PA
S tan d ar d s .  N o r  d o e s  th e  N F PA l i s t,  c e r ti fy,  te s t,  o r  i n s p e c t p r o d u c ts ,  d e s i g n s ,  o r  i n s tal l ati o n s  fo r  c o m p l i an c e  wi th
th i s  d o c u m e n t.  An y certifcation  o r  o th e r  s tate m e n t o f c o m p l i an c e  wi th  th e  r e q u i r e m e n ts  o f th i s  d o c u m e n t s h al l
n o t b e  attr i b u tab l e  to  th e  N F PA an d  i s  s o l e l y th e  r e s p o n s i b i l i ty o f th e  certifer  o r  m ake r  o f th e  s tate m e n t.

RE VI S I O N  S YM B O L S  I D E N T I FYI N G  C H AN G E S  FRO M  T H E  P RE VI O U S  E D I T I O N

Te x t r e vi s i o n s  ar e  s h ad e d .  A Δ  b e fo r e  a s e c ti o n  n u m b e r  i n d i c ate s  th at wo r d s  wi th i n  th at s e c ti o n  we r e
d e l e te d  an d  a Δ  to  th e  l e ft o f a tab l e  o r  fgure  n u m b e r  i n d i c ate s  a r e vi s i o n  to  an  e x i s ti n g  tab l e  o r
fgure.  Wh e n  a c h ap te r  was  h e avi l y r e vi s e d ,  th e  e n ti r e  c h ap te r  i s  m ar ke d  th r o u g h o u t wi th  th e  Δ

s ym b o l .  Wh e r e  o n e  o r  m o r e  s e c ti o n s  we r e  d e l e te d ,  a •  i s  p l ac e d  b e twe e n  th e  r e m ai n i n g  s e c ti o n s .
C h ap te r s ,  an n e x e s ,  s e c ti o n s ,  fgures,  an d  tab l e s  th at ar e  n e w ar e  i n d i c ate d  wi th  an  N.

N o te  th at th e s e  i n d i c ato r s  ar e  a g u i d e .  Re ar r an g e m e n t o f s e c ti o n s  m ay n o t b e  c ap tu r e d  i n  th e
m ar ku p ,  b u t u s e r s  c an  vi e w c o m p l e te  r e vi s i o n  d e tai l s  i n  th e  F i r s t an d  S e c o n d  D r aft Re p o r ts  l o c ate d  i n
th e  ar c h i ve d  r e vi s i o n  i n fo r m ati o n  s e c ti o n  o f e ac h  c o d e  at www. n fp a. o r g / d o c i n fo .  An y s u b s e q u e n t
c h an g e s  fr o m  th e  N F PA Te c h n i c al  M e e ti n g ,  Te n tati ve  I n te r i m  Am e n d m e n ts ,  an d  E r rata ar e  al s o
l o c ate d  th e r e .

RE M I N D E R:  U P D AT I N G  O F N FPA S TAN D ARD S

U s e r s  o f N F PA c o d e s ,  s tan d ar d s ,  r e c o m m e n d e d  p r ac ti c e s ,  an d  g u i d e s  ( “ N F PA S tan d ar d s ” )  s h o u l d  b e
awar e  th at th e s e  d o c u m e n ts  m ay b e  s u p e r s e d e d  at an y ti m e  b y th e  i s s u an c e  o f a n e w e d i ti o n ,  m ay b e
am e n d e d  wi th  th e  i s s u an c e  o f Te n tati ve  I n te r i m  Am e n d m e n ts  ( T I As ) ,  o r  b e  c o r r e c te d  b y E r r ata.  I t i s
i n te n d e d  th at th r o u g h  r e g u l ar  r e vi s i o n s  an d  am e n d m e n ts ,  p ar ti c i p an ts  i n  th e  N F PA s tan d ar d s
d e ve l o p m e n t p r o c e s s  c o n s i d e r  th e  th e n -c u r r e n t an d  avai l ab l e  i n fo r m ati o n  o n  i n c i d e n ts ,  m ate r i al s ,
te c h n o l o g i e s ,  i n n o vati o n s ,  an d  m e th o d s  as  th e s e  d e ve l o p  o ve r  ti m e  an d  th at N F PA S tan d ar d s  refect
th i s  c o n s i d e r ati o n .  T h e r e fo r e ,  an y p r e vi o u s  e d i ti o n  o f th i s  d o c u m e n t n o  l o n g e r  r e p r e s e n ts  th e  c u r r e n t
N FPA S tan d ar d  o n  th e  s u b j e c t m atte r  ad d r e s s e d .  N F PA e n c o u r ag e s  th e  u s e  o f th e  m o s t c u r r e n t e d i ti o n
o f an y N F PA S tan d ar d  [ as  i t m ay b e  am e n d e d  b y T I A( s )  o r  E r r ata]  to  take  ad van tag e  o f c u r r e n t
e x p e r i e n c e  an d  u n d e r s tan d i n g .  An  offcial  N F PA S tan d ar d  at an y p o i n t i n  ti m e  c o n s i s ts  o f th e  c u r r e n t
e d i ti o n  o f th e  d o c u m e n t,  i n c l u d i n g  an y i s s u e d  T I As  an d  E r r ata th e n  i n  e ffe c t.

To  d e te r m i n e  wh e th e r  an  N F PA S tan d ar d  h as  b e e n  am e n d e d  th r o u g h  th e  i s s u an c e  o f T I As  o r
c o rr e c te d  b y E r r ata,  vi s i t th e  “ C o d e s  &  S tan d ar d s ”  s e c ti o n  at www. n fp a. o r g .
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AD D I T I O N AL  I M P O RTAN T  N O T I C E S  AN D  D I S C L AI M E RS  C O N C E RN I N G  N FPA
®

 S TAN D ARD S

U p d ati n g o f N FPA S tan d ard s

U s e r s  o f N F PA c o d e s ,  s tan d ar d s ,  r e c o m m e n d e d  p r a c ti c e s ,  an d  g u i d e s  ( “ N F PA S ta n d a r d s ” )  s h o u l d  b e  awar e  th a t th e s e
d o c u m e n ts  m ay b e  s u p e r s e d e d  at an y ti m e  b y th e  i s s u a n c e  o f a  n e w e d i ti o n ,  m ay b e  am e n d e d  wi th  th e  i s s u an c e  o f Te n ta ti ve
I n te r i m  Am e n d m e n ts  ( T I As ) ,  o r  b e  c o r r e c te d  b y E r r a ta .  I t i s  i n te n d e d  th at th r o u g h  r e gu l ar  r e vi s i o n s  an d  a m e n d m e n ts ,
p arti c i p an ts  i n  th e  N F PA s tan d ar d s  d e ve l o p m e n t p r o c e s s  c o n s i d e r  th e  th e n - c u r r e n t a n d  avai l ab l e  i n fo r m ati o n  o n  i n c i d e n ts ,
m ate r i al s ,  te c h n o l o g i e s ,  i n n o va ti o n s ,  an d  m e th o d s  as  th e s e  d e ve l o p  o ve r  ti m e  a n d  th a t N F PA S tan d ar d s  refect th i s
c o n s i d e r ati o n .  T h e r e fo r e ,  a n y p r e vi o u s  e d i ti o n  o f th i s  d o c u m e n t n o  l o n ge r  r e p r e s e n ts  th e  c u r r e n t N F PA S ta n d a r d  o n  th e
s u b j e c t m a tte r  ad d r e s s e d .  N F PA e n c o u r ag e s  th e  u s e  o f th e  m o s t c u r r e n t e d i ti o n  o f an y N F PA S ta n d ar d  [ as  i t m a y b e  am e n d e d
b y T I A( s )  o r  E r r a ta ]  to  ta ke  a d van tag e  o f c u r r e n t e x p e r i e n c e  a n d  u n d e r s tan d i n g .  An  offcial  N F PA S tan d ar d  a t a n y p o i n t i n
ti m e  c o n s i s ts  o f th e  c u r r e n t e d i ti o n  o f th e  d o c u m e n t,  i n c l u d i n g  an y i s s u e d  T I As  an d  E r r a ta  th e n  i n  e ffe c t.

To  d e te r m i n e  wh e th e r  a n  N F PA S ta n d a r d  h as  b e e n  a m e n d e d  th r o u g h  th e  i s s u a n c e  o f T I As  o r  c o r r e c te d  b y E r r ata,  vi s i t th e
“ C o d e s  &  S tan d ar d s ”  s e c ti o n  a t www. n fp a. o r g .

I n te rp re tati o n s  o f N FPA S tan d ard s

A s tate m e n t,  wr i tte n  o r  o r al ,  th at i s  n o t p r o c e s s e d  i n  ac c o r d an c e  wi th  S e c ti o n  6  o f th e  Re gu l ati o n s  Go ve r n i n g th e
D e ve l o p m e n t o f N F PA S ta n d ar d s  s h a l l  n o t b e  c o n s i d e r e d  th e  offcial  p o s i ti o n  o f N F PA o r  a n y o f i ts  C o m m i tte e s  an d  s h a l l  n o t
b e  c o n s i d e r e d  to  b e ,  n o r  b e  r e l i e d  u p o n  as ,  a F o r m al  I n te r p r e tati o n .

P ate n ts

T h e  N F PA d o e s  n o t ta ke  an y p o s i ti o n  wi th  r e s p e c t to  th e  va l i d i ty o f an y p ate n t r i gh ts  r e fe r e n c e d  i n ,  r e l a te d  to ,  o r  a s s e r te d  i n
c o n n e c ti o n  wi th  a n  N F PA S ta n d a r d .  T h e  u s e r s  o f N F PA S tan d ar d s  b e ar  th e  s o l e  r e s p o n s i b i l i ty fo r  d e te r m i n i n g  th e  val i d i ty o f
a n y s u c h  p a te n t r i g h ts ,  as  we l l  as  th e  r i s k o f i n fr i n g e m e n t o f s u c h  r i g h ts ,  an d  th e  N F PA d i s c l a i m s  l i a b i l i ty fo r  th e  i n fr i n ge m e n t
o f an y p ate n t r e s u l ti n g fr o m  th e  u s e  o f o r  r e l i a n c e  o n  N F PA S tan d a r d s .

N F PA ad h e r e s  to  th e  p o l i c y o f th e  Am e r i c an  N ati o n al  S tan d a r d s  I n s ti tu te  ( AN S I )  r e g ar d i n g th e  i n c l u s i o n  o f p ate n ts  i n
Am e r i c a n  N a ti o n a l  S ta n d ar d s  ( “ th e  AN S I  P a te n t P o l i c y” ) ,  an d  h e r e b y gi ve s  th e  fo l l o wi n g n o ti c e  p u r s u an t to  th a t p o l i c y:

N O T I C E :  T h e  u s e r ’ s  atte n ti o n  i s  c al l e d  to  th e  p o s s i b i l i ty th at c o m p l i a n c e  wi th  a n  N F PA S ta n d ar d  m a y r e q u i r e  u s e  o f an
i n ve n ti o n  c o ve r e d  b y p ate n t r i gh ts .  N F PA take s  n o  p o s i ti o n  as  to  th e  val i d i ty o f a n y s u c h  p a te n t r i g h ts  o r  a s  to  wh e th e r  s u c h
p ate n t r i gh ts  c o n s ti tu te  o r  i n c l u d e  e s s e n ti al  p ate n t c l a i m s  u n d e r  th e  AN S I  P ate n t P o l i c y.  I f,  i n  c o n n e c ti o n  wi th  th e  AN S I  P a te n t
P o l i c y,  a  p ate n t h o l d e r  h as  fled  a  s tate m e n t o f wi l l i n g n e s s  to  g r an t l i c e n s e s  u n d e r  th e s e  r i gh ts  o n  r e a s o n a b l e  an d
n o n d i s c r i m i n a to r y te r m s  an d  c o n d i ti o n s  to  ap p l i c a n ts  d e s i r i n g  to  o b tai n  s u c h  a  l i c e n s e ,  c o p i e s  o f s u c h  fled  s ta te m e n ts  c a n  b e
o b tai n e d ,  o n  r e q u e s t,  fr o m  N F PA.  F o r  fu r th e r  i n fo r m a ti o n ,  c o n ta c t th e  N F PA at th e  a d d r e s s  l i s te d  b e l o w.

L aw an d  Re gu l ati o n s

U s e r s  o f N F PA S ta n d ar d s  s h o u l d  c o n s u l t ap p l i c a b l e  fe d e r al ,  s tate ,  a n d  l o c al  l aws  an d  r e gu l ati o n s .  N F PA d o e s  n o t,  b y th e
p u b l i c ati o n  o f i ts  c o d e s ,  s ta n d a r d s ,  r e c o m m e n d e d  p r ac ti c e s ,  an d  gu i d e s ,  i n te n d  to  u r ge  ac ti o n  th a t i s  n o t i n  c o m p l i a n c e  wi th
ap p l i c a b l e  l a ws ,  a n d  th e s e  d o c u m e n ts  m a y n o t b e  c o n s tr u e d  a s  d o i n g  s o .

C o p yri gh ts

N F PA S ta n d ar d s  a r e  c o p yr i gh te d .  T h e y ar e  m ad e  avai l ab l e  fo r  a  wi d e  var i e ty o f b o th  p u b l i c  an d  p r i vate  u s e s .  T h e s e  i n c l u d e
b o th  u s e ,  b y r e fe r e n c e ,  i n  l aws  a n d  r e gu l a ti o n s ,  an d  u s e  i n  p r i vate  s e l f-r e gu l a ti o n ,  s ta n d a r d i z ati o n ,  an d  th e  p r o m o ti o n  o f s a fe
p r ac ti c e s  a n d  m e th o d s .  B y m a ki n g th e s e  d o c u m e n ts  avai l ab l e  fo r  u s e  an d  a d o p ti o n  b y p u b l i c  au th o r i ti e s  a n d  p r i va te  u s e r s ,  th e
N F PA d o e s  n o t wa i ve  a n y r i gh ts  i n  c o p yr i gh t to  th e s e  d o c u m e n ts .

U s e  o f N F PA S ta n d a r d s  fo r  r e gu l a to r y p u r p o s e s  s h o u l d  b e  ac c o m p l i s h e d  th r o u g h  ad o p ti o n  b y r e fe r e n c e .  T h e  te r m
“ a d o p ti o n  b y r e fe r e n c e ”  m e a n s  th e  c i ti n g o f ti tl e ,  e d i ti o n ,  a n d  p u b l i s h i n g  i n fo r m a ti o n  o n l y.  An y d e l e ti o n s ,  ad d i ti o n s ,  a n d
c h an ge s  d e s i r e d  b y th e  a d o p ti n g  au th o r i ty s h o u l d  b e  n o te d  s e p a r ate l y i n  th e  ad o p ti n g  i n s tr u m e n t.  I n  o r d e r  to  a s s i s t N F PA i n
fo l l o wi n g  th e  u s e s  m a d e  o f i ts  d o c u m e n ts ,  ad o p ti n g  a u th o r i ti e s  ar e  r e q u e s te d  to  n o ti fy th e  N F PA ( Atte n ti o n :  S e c r e ta r y,
S tan d a r d s  C o u n c i l )  i n  wr i ti n g o f s u c h  u s e .  F o r  te c h n i c a l  as s i s tan c e  an d  q u e s ti o n s  c o n c e r n i n g ad o p ti o n  o f N F PA S tan d a r d s ,
c o n tac t N F PA at th e  ad d r e s s  b e l o w.

Fo r Fu r th e r I n fo r m ati o n

Al l  q u e s ti o n s  o r  o th e r  c o m m u n i c ati o n s  r e l ati n g  to  N F PA S tan d ar d s  an d  al l  r e q u e s ts  fo r  i n fo r m ati o n  o n  N F PA p r o c e d u r e s
go ve r n i n g  i ts  c o d e s  an d  s tan d a r d s  d e ve l o p m e n t p r o c e s s ,  i n c l u d i n g i n fo r m ati o n  o n  th e  p r o c e d u r e s  fo r  r e q u e s ti n g  F o r m a l
I n te r p r e tati o n s ,  fo r  p r o p o s i n g  Te n ta ti ve  I n te r i m  Am e n d m e n ts ,  a n d  fo r  p r o p o s i n g r e vi s i o n s  to  N F PA s tan d ar d s  d u r i n g  r e gu l ar
r e vi s i o n  c yc l e s ,  s h o u l d  b e  s e n t to  N F PA h e ad q u ar te r s ,  ad d r e s s e d  to  th e  atte n ti o n  o f th e  S e c r e ta r y,  S ta n d a r d s  C o u n c i l ,  N F PA,  1
B atte r ym a r c h  P ar k,  P. O .  B o x  9 1 0 1 ,  Qu i n c y,  M A 0 2 2 6 9 - 9 1 0 1 ;  e m a i l :  s td s _ad m i n @ n fp a . o r g .

F o r  m o r e  i n fo r m a ti o n  a b o u t N F PA,  vi s i t th e  N F PA we b s i te  at www. n fp a . o r g .  Al l  N F PA c o d e s  a n d  s ta n d ar d s  c a n  b e  vi e we d  a t
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7 3 0 - 1

N F PA an d  N ati o n al  F i r e  P r o te c ti o n  As s o c i a ti o n  a r e  r e g i s te r e d  tr ad e m a r ks  o f th e  N a ti o n al  F i r e  P r o te c ti o n  As s o c i ati o n ,  Qu i n c y,  M a s s a c h u s e tts  0 2 1 6 9 .

C o p yr i gh t ©  2 0 2 2  N ati o n al  F i r e  P r o te c ti o n  As s o c i a ti o n ® .  Al l  Ri g h ts  Re s e r ve d .

N FPA®  7 3 0

G u i d e  fo r

P re m i s e s  S e c u ri ty

2 0 2 3  E d i ti o n

T h i s  e d i ti o n  o f N F PA 7 3 0 ,  Guide for Premises Security,  wa s  p r e p a r e d  b y th e  Te c h n i c a l  C o m m i tte e  o n
P r e m i s e s  S e c u r i ty.  I t wa s  i s s u e d  b y th e  S tan d ar d s  C o u n c i l  o n  N o ve m b e r  2 9 ,  2 0 2 2 ,  wi th  an  e ffe c ti ve
d ate  o f D e c e m b e r  1 9 ,  2 0 2 2 ,  an d  s u p e r s e d e s  al l  p r e vi o u s  e d i ti o n s .

T h i s  e d i ti o n  o f N F PA 7 3 0  wa s  a p p r o ve d  a s  a n  Am e r i c a n  N a ti o n a l  S ta n d ar d  o n  D e c e m b e r  1 9 ,  2 0 2 2 .

O ri gi n  an d  D e ve l o p m e n t o f N FPA 7 3 0

T h e  g e n e s i s  o f N F PA 7 3 0  wa s  a  r e q u e s t i n  1 9 9 4  to  d e ve l o p  a b u r g l a r y/ s e c u r i ty d o c u m e n t.  T h e
p r o j e c t d i d  n o t m ate r i al i z e  u n ti l  2 0 0 0 ,  wh e n  th e  S tan d ar d s  C o u n c i l  ap p o i n te d  a  c o m m i tte e  to
d e ve l o p  a p r e m i s e s  s e c u r i ty d o c u m e n t.  T h e  c o m m i tte e  r e s p o n d e d  b y d e ve l o p i n g two  d o c u m e n ts ,
N F PA 7 3 1 ,  Standard for the Installation of Premises Security Systems,  an d  N F PA 7 3 0 ,  Guide for Premises
Security.

T h e  2 0 0 6  e d i ti o n  o f N F PA 7 3 0  i n c l u d e d  u p d ate d  r e fe r e n c e s  a n d  o th e r  m i n o r  modifcations.  T h e
c h a p te r  o n  I n d u s tr i a l  F a c i l i ti e s  wa s  modifed  to  i n c l u d e  r e q u i r e m e n ts  fo r  ke y c o n tr o l  m e a s u r e s ,
s e c u r i ty o p e r ati o n s ,  i n fr as tr u c tu r e  p r o te c ti o n ,  a n d  a n e w s e c ti o n  o n  wa te r  tr e atm e n t fa c i l i ti e s .

T h e  2 0 0 8  e d i ti o n  o f N F PA 7 3 0  wa s  u p d ate d  to  ad d  n e w r e q u i r e m e n ts  fo r  i n d u s tr i al  s e c u r i ty.
Specifcally,  n e w m a te r i al  was  ad d e d  fo r  th e  p r o te c ti o n  o f wa te r  tr e atm e n t fa c i l i ti e s .  O th e r  c h an g e s
refected  c o r r e c ti o n s ,  u p d a te d  r e fe r e n c e s ,  a n d  clarifcations.

T h e  2 0 1 1  e d i ti o n  u p d ate d  m an y o f th e  r e fe r e n c e s .  T h e  gu i d e  a l s o  ad d e d  m o r e  m a te r i al  o n  c r i m e
p r e ve n ti o n  th r o u gh  e n vi r o n m e n ta l  d e s i gn  ( C P T E D ) .  T h e  m aj o r i ty o f th e  o th e r  c h an g e s  we r e
e d i to r i al  i n  n atu r e .

T h e  2 0 1 4  e d i ti o n  was  r e vi s e d  to  u p d a te  m an y o f th e  r e fe r e n c e d  p u b l i c a ti o n s .  S e c ti o n  4 . 3  was
r e vi s e d  to  c l ar i fy s o m e  o f th e  r e q u i r e m e n ts  fo r  s e c u r i ty p l a n n i n g ,  i n c l u d i n g  th e  p r i o r i ti z ati o n  o f r i s ks
identifed  i n  th e  s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n ts  ( S VA)  a n d  th e  fr e q u e n c y o f th e  S VA r e vi e w an d
u p d ate .  T h i s  e d i ti o n  a l s o  ad d e d  a g r ap h  th at c o u l d  b e  u s e d  a s  a  gu i d e  to  s o r t th e  r i s ks  identifed  i n
th e  S VA.  T h e  r e s p o n s i b i l i ty fo r  th e  S VA wa s  al s o  clarifed  an d  o th e r  c h a n ge s  r e l a ti ve  to  th e
qualifcations  o f th e  S VA p r o vi d e r  we r e  ad d re s s e d .  S e c ti o n  8 . 4  wa s  r e vi s e d  to  fu r th e r  d e tai l  b o th  th e
n e e d  an d  c r i te r i a  fo r  p r o te c ti ve  l i gh ti n g .

T h e  m aj o r  c h an g e s  to  th e  2 0 1 8  e d i ti o n  i n c l u d e d  th e  fo l l o wi n g :

( 1 ) Al l  th e  defnitions  i n  C h ap te r  3  we r e  r e vi e we d  an d  c o r r e l ate d  wi th  th o s e  i n  N F PA 7 3 1 ,
Standard for the Installation of Premises Security Systems.

( 2 ) T h e  te r m  key was  r e p l ac e d  b y key/credential th r o u gh o u t th e  d o c u m e n t to  p r o vi d e  fo r  m o r e
m o d e r n  te c h n o l o gy,  s u c h  as  ac c e s s  c o n tr o l  c a r d s  an d  o th e r  m e a n s  fo r  u n l o c ki n g  o r  l o c ki n g
d o o r s .

( 3 ) S u b s e c ti o n s  5 . 2 . 3  a n d  5 . 3 . 2  p e r ta i n i n g  to  s e c u r i ty p l a n n i n g  a n d  S VAs  we r e  r e vi s e d  to
r e c o g n i z e  th at th e r e  a r e  c o m p a r ab l e  s e c u r i ty r i s k as s e s s m e n t m e th o d o l o g i e s  an d  to  p r o vi d e
g u i d a n c e  fo r  certifcation  o r ga n i z ati o n s  o n  s e c u r i ty o r  c r i m e  p r e ve n ti o n .

( 4 ) T h e  te r m s  lockdown,  lockout,  a n d  shelter-in-place we r e  ad d e d .  P a r ag r ap h  1 1 . 1 . 3 . 2  p e r ta i n i n g to
e d u c ati o n a l  fa c i l i ti e s ,  c o l l e ge s ,  an d  u n i ve r s i ti e s  was  r e vi s e d  to  p r o vi d e  fo r  e d u c ati o n  an d
tr ai n i n g  fo r  th e s e  c o n d i ti o n s  an d  to  p r o vi d e  fo r  s e m i a n n u al  s e c u r i ty-r e l ate d  d r i l l s .  P a r ag r ap h
1 1 . 2 . 1 . 3  was  u p d ate d  to  a d d r e s s  vi s i to r  identifcation  an d  p ar a gr a p h  1 1 . 3 . 4 . 6  wa s  r e vi s e d  to
p r o vi d e  c r i te r i a fo r  e x te r i o r  p o r ta l  wi n d o ws  an d  s i d e l i gh ts .

T h e  2 0 2 0  e d i ti o n  s aw an  a l i g n m e n t o f defnitions  b e twe e n  N F PA 7 3 0  a n d  N F PA 7 3 1 ,  Standard for
the Installation of Premises Security Systems.  T h e  defnitions  i n  C h ap te r  3  we r e  r e vi e we d  an d  m a n y
r e vi s e d  to  e n s u r e  c o n s i s te n c y wi th  th o s e  o f N F PA 7 3 1 .  Defnitions  th at we r e  n o t u s e d  i n  N F PA 7 3 0
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P RE M I S E S  S E C U RI T Y730-2

2 0 2 3  E d i t i o n

we r e  d e l e te d .  T h e  S I / m e tr i c  c o n ve r s i o n s  we r e  r e vi e we d  th ro u gh o u t th e  d o c u m e n t an d  m a n y val u e s  we r e  r e vi s e d  to  e n s u r e
c o n ve r s i o n  ac c u r ac y.

To  p r o vi d e  g r e ate r  s e c u r i ty,  a d d i ti o n al  c r i te r i a we r e  ad d e d  p e r ta i n i n g  to  c r e d e n ti a l s  fo r  vi s i to r s  e n te r i n g  a  fa c i l i ty.  T h e
defnition  o f educational facility wa s  r e vi s e d  to  p r o vi d e  c l a r i ty r e l a ti ve  to  th e  r e q u i r e m e n ts  fo r  K–1 2  a n d  c o l l e g e  an d  u n i ve r s i ty
b u i l d i n g s .  I n  ad d i ti o n ,  ar e a s  i n  th e  te x t we r e  ad d r e s s e d  to  p r o vi d e  i n fo r m ati o n  r e l a ti ve  to  fo l i a ge ,  s h r u b b e r y,  a n d  tr e e s  c l o s e  to
b u i l d i n g s  th a t c o u l d  p o s e  s e c u r i ty r i s ks .  N e w c r i te r i a fo r  n e two r k c o n n e c ta b l e  p r o d u c ts  to  ad d r e s s  c yb e r s e c u r i ty we r e  a l s o
ad d e d .

T h e  2 0 2 3  e d i ti o n  o f N F PA 7 3 0  h as  u p d a te d  r e fe r e n c e s .

Full document details: NFPA 730 2023

http://www.avadocuments.com/doc/nfpa-730-2023
http://www.avadocuments.com/doc/nfpa-730-2023


C O M M I T T E E  P E RS O N N E L 7 3 0 - 3

2 0 2 3  E d i t i o n

Te c h n i c al  C o m m i tte e  o n  P re m i s e s  S e c u ri ty

J am e s  P.  S i m p s o n ,  Chair
E l e c tr i c al  Tr a i n i n g  Al l i a n c e ,  M N  [ L ]

Re p .  I n te r n a ti o n a l  B r o th e rh o o d  o f E l e c tr i c al  Wo r ke r s

Ran d al l  I .  Atl as ,  Atl a s  S a fe ty &  S e c u r i ty D e s i g n ,  I n c . ,  F L  [ I M ]

P aul  H .  Aub e ,  C i ty O f M o n tr e a l ,  C a n a d a  [ E ]

D o ugl as  P.  B as s e tt,  Xfnity H o m e ,  F L  [ I M ]
Re p .  E l e c tr o n i c  S e c u r i ty As s o c i a ti o n

G e o rge  B i s h ,  Am a z o n / Ri n g  P r o te c t I n c . ,  N C  [ M ]

L o u i s  C h ave z ,  U L  L L C ,  I L  [ RT ]

D avi d  S .  C o l l i n s ,  T h e  P r e vi e w G r o u p ,  I n c . ,  O H  [ S E ]
Re p .  Am e r i c a n  I n s ti tu te  o f Ar c h i te c ts

S te p h e n  B .  C o p p o l a,  Vi vi n t,  M A [ I M ]
Re p .  T h e  M o n i to r i n g  As s o c i a ti o n

D avi d  A.  D age n ai s ,  P a r tn e r s / We n two r th - D o u g l as s  H o s p i ta l ,  N H  [ U ]
Re p .  N F PA H e a l th  C a r e  S e c ti o n

D e n n i s  R.  E l l e d ge ,  D e / S L  L L C  D B A C o m p S e c u r e ,  M O  [ S E ]

L auri s  V.  Fre i d e n fe l d s ,  Te l g i an  E n g i n e e r i n g  &  C o n s u l ti n g ,  I L  [ S E ]

M atth e w J aku s z ,  AD T  C o m m e r c i a l ,  F L  [ M ]

C h arl e s  B .  Ki n g,  I I I ,  U . S .  D e p a r tm e n t o f H o m e l a n d  S e c u r i ty,  VA
[ E ]

S c o tt L o rd ,  E n vi s i o n  Te c h n o l o g y Gr o u p ,  KS  [ U ]
Re p .  P a r tn e r  Al l i an c e  fo r  S a fe r  S c h o o l s

M ari a B .  M arks ,  S i e m e n s  I n d u s tr y,  I n c . ,  M D  [ M ]

An th o n y M u c c i ,  J o h n s o n  C o n tr o l s ,  F L  [ M ]

J am e s  M u rp h y,  Ve c to r  S e c u r i ty I n c . ,  PA [ I M ]

Ri c h ard  J ay Ro b e r ts ,  H o n e ywe l l  F i r e  S a fe ty,  I L  [ M ]
Re p .  N a ti o n a l  E l e c tr i c al  M an u fa c tu r e r s  As s o c i a ti o n

Ro b e r t H .  S tagg,  S e l f E m p l o ye d ,  N C  [ S E ]

B ar r y S tan fo rd ,  AE G,  C A [ U ]

M i c h ae l  T i e r n e y,  Ke l l e n  C o m p an y,  C T  [ M ]
Re p .  B u i l d e r s  H a r d wa r e  M a n u fa c tu r e r s  As s o c i ati o n

Wi l l i am  F.  Waym an ,  J r. ,  J E N S E N  H U G H E S ,  M D  [ S E ]

J am e s  M .  We n c k,  G H D ,  N C  [ S E ]

Al te r n ate s

S h an e  M .  C l ar y,  B a y Al a r m  C o m p a n y,  C A [ I M ]
( Al t.  to  S te p h e n  B .  C o p p o l a )

D avi d  D re s s l e r,  M i n n e s o ta  S ta te wi d e  L i m i te d  E n e r g y J AT C ,  M N  [ L ]
( Al t.  to  J am e s  P.  S i m p s o n )

M ark A.  Far us ,  S i e m e n s  I n d u s tr y,  I n c . ,  G A [ M ]
( Al t.  to  M a r i a B .  M a r ks )

B r uc e  E .  J o h n s o n ,  U L  L L C ,  N Y [ RT ]
( Al t.  to  L o u i s  C h ave z )

D o ugl as  D .  Q ui c k,  S i e l o x ,  L L C ,  G A [ M ]
( Al t.  to  An th o n y M u c c i )

Ku r t A.  Ro e p e r,  AS S A AB L O Y,  C T  [ M ]
( Al t.  to  M i c h a e l  T i e r n e y)

J o h n  R.  S c h e r te l ,  J r. ,  B o s c h  S e c u r i ty S ys te m s ,  L L C . ,  N Y [ M ]
( Al t.  to  Ri c h a r d  J a y Ro b e r ts )

Ri c k D .  S h e e ts ,  AT & T  D i g i ta l  L i fe ,  T X  [ I M ]
( Al t.  to  D o u g l a s  P.  B a s s e tt)

C h ad  D uffy,  N F PA S taff L i a i s o n

This list represents the membership at the time the Committee was balloted on the fnal text of this edition.
Since that time,  changes in the membership may have occurred.  A key to classifcations is found at the
back of the document.

N O T E :  M e m b e r s h i p  o n  a  c o m m i tte e  s h al l  n o t i n  a n d  o f i ts e l f c o n s ti tu te  a n  e n d o r s e m e n t o f
th e  As s o c i a ti o n  o r  a n y d o c u m e n t d e ve l o p e d  b y th e  c o m m i tte e  o n  wh i c h  th e  m e m b e r  s e r ve s .

C o m m i tte e  S c o p e :  T h i s  C o m m i tte e  s h a l l  h a ve  p r i m a r y r e s p o n s i b i l i ty fo r  d o c u m e n ts  o n  th e
o ve r a l l  s e c u r i ty p r o g r a m  fo r  th e  p r o te c ti o n  o f p r e m i s e s ,  p e o p l e ,  p r o p e r ty,  an d  i n fo r m a ti o n
specifc  to  a  p a r ti c u l a r  o c c u p a n c y.  T h e  C o m m i tte e  s h a l l  h a ve  r e s p o n s i b i l i ty fo r  th e
i n s ta l l ati o n  o f p r e m i s e s  s e c u r i ty s ys te m s .

Full document details: NFPA 730 2023

http://www.avadocuments.com/doc/nfpa-730-2023
http://www.avadocuments.com/doc/nfpa-730-2023


P RE M I S E S  S E C U RI T Y7 3 0 - 4

2 0 2 3  E d i t i o n

C o n te n ts

C h ap te r 1 Ad m i n i s tr ati o n  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
1 . 1 S c o p e .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
1 . 2 P u r p o s e .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6

1 . 3 Ap p l i c a ti o n .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
1 . 4 Re tr o a c ti vi ty.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
1 . 5 E q u i va l e n c y.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
1 . 6 U n i ts  a n d  F o r m u l a s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6

C h ap te r 2 Re fe re n c e d  P ub l i c ati o n s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
2 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
2 . 2 N F PA P u b l i c ati o n s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
2 . 3 O th e r  P u b l i c a ti o n s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6
2 . 4 Re fe r e n c e s  fo r  E x tr a c ts  i n  Ad vi s o r y S e c ti o n s .  . . . . 7 3 0 –  7

C h ap te r 3 Defnitions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  7
3 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  7
3 . 2 N F PA Offcial  Defnitions.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  7
3 . 3 G e n e r a l  Defnitions.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  7

C h ap te r 4 G e n e ral  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  9
4 . 1 F u n d a m e n ta l  P r i n c i p l e s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  9
4 . 2 Classifcation  o f As s e ts .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  9
4 . 3 S e c u r i ty P l a n n i n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  9
4 . 4 S e c u r i ty P l a n  E va l u ati o n .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
4 . 5 S ys te m  D e s i g n  a n d  I n s ta l l a ti o n .  . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
4 . 6 M a i n te n a n c e .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0

C h ap te r 5 S e c u ri ty P l an n i n g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
5 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
5 . 2 S e c u r i ty Vu l n e r a b i l i ty As s e s s m e n t ( S VA) .  . . . . . . . . . . 7 3 0 –  1 0
5 . 3 Qualifcations.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
5 . 4 S e c u r i ty P l a n .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 0
5 . 5 P l a n n i n g  fo r  Ac ts  o f I n ti m i d ati o n  o r  Vi o l e n c e .  . 7 3 0 –  1 1

C h ap te r 6 Ad m i n i s trati ve  C o n tro l s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 1
6 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 1
6 . 2 P e o p l e  M a n ag e m e n t.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 1
6 . 3 M a te r i a l  Re c e i vi n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 2
6 . 4 I n fo r m a ti o n  a n d  D a ta  S e c u r i ty.  . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 2
6 . 5 Wo r k p l a c e  Vi o l e n c e .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 2

C h ap te r 7 S e c u ri ty P e ri m e te rs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 2
7 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 2
7 . 2 Ar e a  D e s i g n a ti o n s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 3
7 . 3 E x te r i o r  P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 3
7 . 4 I n te r i o r  P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 3
7 . 5 P o r ta l  C o n tr o l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 3

C h ap te r 8 C ri m e  P re ve n ti o n  T h ro ugh
E n vi ro n m e n tal  D e s i gn  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4

8 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
8 . 2 C r i m e  a n d  L o s s  P r e ve n ti o n .  ( Re s e r ve d )  . . . . . . . . . . . . 7 3 0 –  1 4
8 . 3 H u m a n  B e h a vi o r.  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
8 . 4 L i g h ti n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
8 . 5 L an d s c a p i n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
8 . 6 Ae s th e ti c s .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4

C h ap te r 9 S e c u ri ty S ys te m s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
9 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
9 . 2 C o n tr a b a n d  D e te c ti o n .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 4
9 . 3 P e r s o n n e l  S a fe ty Al e r ti n g  S ys te m s .  ( Re s e r ve d )  . 7 3 0 –  1 4
9 . 4 P r o p e r ty P r o te c ti o n  M o n i to r i n g  S ys te m s .  . . . . . . . . . . 7 3 0 –  1 4
9 . 5 S e c u r i ty M o n i to r i n g .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5

C h ap te r 1 0 Ac c e s s o r y P ro p e r ty . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5
1 0 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5
1 0 . 2 P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5

1 0 . 3 S to r a g e .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5
1 0 . 4 E x te r i o r  Ar e as .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5

C h ap te r 1 1 E du c ati o n al  Fac i l i ti e s ,  C o l l e ge s ,  an d
U n i ve rs i ti e s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5

1 1 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 5
1 1 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 6
1 1 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 6
1 1 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 7
1 1 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 7
1 1 . 6 Ac c e s s o r y P r o p e r ty.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 8

C h ap te r 1 2 H e al th  C are  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 8
1 2 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 8
1 2 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 9
1 2 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  1 9
1 2 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0
1 2 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0

C h ap te r 1 3 Re s e r ve d  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0

C h ap te r 1 4 L o d gi n g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0
1 4 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0
1 4 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 0
1 4 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 1
1 4 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 1
1 4 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 1
1 4 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 2

C h ap te r 1 5 M u l ti - D we l l i n g U n i t B u i l d i n gs  . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 2
1 5 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 2
1 5 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 2
1 5 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 2
1 5 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 5 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 5 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3

C h ap te r 1 6 Re s tau ran ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 6 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 6 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 6 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 3
1 6 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 6 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4

C h ap te r 1 7 S h o p p i n g C e n te rs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 4
1 7 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 5

C h ap te r 1 8 Re tai l  E s tab l i s h m e n ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 5
1 8 . 1 G e n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 5
1 8 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 5
1 8 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 5
1 8 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
1 8 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
1 8 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
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C O N T E N T S 7 3 0 - 5

2 0 2 3  E d i t i o n

C h ap te r 1 9 Offce  B u i l d i n gs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
1 9 . 1 Ge n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
1 9 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 6
1 9 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7
1 9 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7
1 9 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7
1 9 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7

C h ap te r 2 0 I n d us tri al  Fac i l i ti e s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7
2 0 . 1 Ge n e r a l .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 7
2 0 . 2 Ad m i n i s tr a ti ve  C o n tr o l s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8
2 0 . 3 S e c u r i ty P e r i m e te r s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8
2 0 . 4 C r i m e  P r e ve n ti o n  T h r o u g h  E n vi r o n m e n ta l

D e s i g n  ( C P T E D ) .  ( Re s e r ve d )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8
2 0 . 5 S e c u r i ty S ys te m s .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8

2 0 . 6 Ac c e s s o r y P r o p e r ty,  P a r ki n g .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8

An n e x  A E xp l an ato r y M ate ri al  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  2 8

An n e x  B H o m e l an d  S e c u ri ty Ad vi s o r y S ys te m  . . . . . . . . . 7 3 0 –  5 3

An n e x  C C ri ti c al  I n fras tr u c tu re  P ro te c ti o n  . . . . . . . . . . . . . . 7 3 0 –  5 9

An n e x  D S p e c i al  E ve n ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6 1

An n e x  E S p e c i al  To p i c s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3 0 –  6 3
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P re m i s e s  S e c u ri ty

2 0 2 3  E d i ti o n

IMPORTANT NOTE: This NFPA document is made available for
use subject to important notices and legal disclaimers.  These notices
and disclaimers appear in all publications containing this document
and may be found under the heading “Important Notices and
Disclaimers Concerning NFPA Standards. ” They can also be viewed
at www. nfpa. org/disclaimers or obtained on request from NFPA.

UPDATES,  ALERTS,  AND FUTURE EDITIONS: New editions of
NFPA codes,  standards,  recommended practices,  and guides (i. e. ,
NFPA Standards)  are released on scheduled revision cycles.  This
edition may be superseded by a later one,  or it may be amended
outside of its scheduled revision cycle through the issuance of Tenta‐
tive Interim Amendments (TIAs) .  An offcial NFPA Standard at any
point in time consists of the current edition of the document,  together
with all TIAs and Errata in effect.  To verify that this document is the
current edition or to determine if it has been amended by TIAs or
Errata,  please consult the National Fire Codes® Subscription Service
or the “List of NFPA Codes & Standards” at www. nfpa. org/docinfo.
In addition to TIAs and Errata,  the document information pages also
include the option to sign up for alerts for individual documents and
to be involved in the development of the next edition.

N O T I C E :  An  as te r i s k ( * )  fo l l o wi n g th e  n u m b e r  o r  l e tte r
d e s i g n ati n g  a  p ar a gr a p h  i n d i c ate s  th at e x p l an a to r y m ate r i a l  o n
th e  p a r ag r ap h  c a n  b e  fo u n d  i n  An n e x  A.

A r e fe r e n c e  i n  b r ac ke ts  [  ]  fo l l o wi n g  a  s e c ti o n  o r  p a r ag r ap h
i n d i c a te s  m a te r i al  th a t h as  b e e n  e x tr ac te d  fr o m  an o th e r  N F PA
d o c u m e n t.  E x tr ac te d  te x t m ay b e  e d i te d  fo r  c o n s i s te n c y an d
s tyl e  an d  m a y i n c l u d e  th e  r e vi s i o n  o f i n te r n a l  p ar ag r ap h  r e fe r ‐
e n c e s  a n d  o th e r  r e fe r e n c e s  as  a p p r o p r i ate .  Re q u e s ts  fo r  i n te r ‐
p r e ta ti o n s  o r  r e vi s i o n s  o f e x tr a c te d  te x t s h a l l  b e  s e n t to  th e
te c h n i c a l  c o m m i tte e  r e s p o n s i b l e  fo r  th e  s o u r c e  d o c u m e n t.

I n fo r m ati o n  o n  r e fe r e n c e d  a n d  e x tr a c te d  p u b l i c ati o n s  c a n
b e  fo u n d  i n  C h ap te r  2  a n d  An n e x  G.

C h ap te r 1    Ad m i n i s trati o n

1 . 1  S c o p e .    T h i s  gu i d e  d e s c r i b e s  c o n s tr u c ti o n ,  p r o te c ti o n ,
o c c u p an c y fe atu r e s ,  a n d  p r ac ti c e s  i n te n d e d  to  r e d u c e  s e c u r i ty
vu l n e r ab i l i ti e s  to  l i fe  a n d  p r o p e r ty.

1 . 1 . 1    N F PA 7 3 0  i s  r e fe r r e d  to  h e r e i n  as  “ th i s  gu i d e ”  o r  “ th e
gu i d e . ”

1 . 1 . 2    T h i s  g u i d e  s h o u l d  n o t s u p e r s e d e  g o ve r n m e n t s tatu te s  o r
r e gu l ati o n s .

1 . 2 *  P u rp o s e .    T h e  p u r p o s e  o f th i s  gu i d e  i s  to  p r o vi d e  c r i te r i a
fo r  th e  s e l e c ti o n  o f a  s e c u r i ty p r o gr a m  to  r e d u c e  s e c u r i ty
vu l n e r ab i l i ti e s .

1 . 3  Ap p l i c ati o n .    T h e  ap p l i c a ti o n  o f th i s  g u i d e  i s  b a s e d  o n  th e
r i s k c o n s i d e r a ti o n s  d e te r m i n e d  i n  C h a p te r  5 .

1 . 4  Re tro ac ti vi ty.

1 . 4 . 1    T h i s  gu i d e  a p p l i e s  to  b o th  n e w a n d  e x i s ti n g  b u i l d i n g s ,
s tr u c tu r e s ,  an d  p r e m i s e s .

1 . 4 . 2    E x i s ti n g b u i l d i n g s  o r  i n s ta l l a ti o n s  th at d o  n o t c o m p l y
wi th  th e  p r o vi s i o n s  o f th e  r e fe r e n c e d  d o c u m e n ts  s h o u l d  b e

p e r m i tte d  to  b e  c o n ti n u e d  i n  s e r vi c e .

N 1 . 4 . 3    Wh e n  a n  e x i s ti n g  n o n c o m p l i a n t b u i l d i n g  i s  al te r e d  o r
th e  s i te  i s  a l te r e d ,  th e  al te r a ti o n  s h o u l d  i n c o r p o r ate  c o m p l i ‐

an c e  wi th  th e  p r o vi s i o n s  o f th i s  gu i d e .

1 . 5  E q ui val e n c y.    N o th i n g  i n  th i s  g u i d e  i s  i n te n d e d  to  p r e ve n t
th e  u s e  o f s ys te m s ,  m e th o d s ,  o r  d e vi c e s  o f e q u i val e n t o r  s u p e ‐
r i o r  q u al i ty,  s tr e n g th ,  fre  r e s i s ta n c e ,  e ffe c ti ve n e s s ,  d u r a b i l i ty,

a n d  s afe ty o ve r  th o s e  p r e s c r i b e d  b y th i s  g u i d e .

1 . 6  U n i ts  an d  Fo r m u l as .

1 . 6 . 1  S I  U n i ts .    M e tr i c  u n i ts  o f m e as u r e m e n t i n  th i s  g u i d e  a r e
i n  ac c o r d an c e  wi th  th e  m o d e r n i z e d  m e tr i c  s ys te m  kn o wn  as  th e
I n te r n ati o n al  S ys te m  o f U n i ts  ( S I ) .

1 . 6 . 2  P ri m ar y an d  E q u i val e n t Val u e s .    I f a val u e  fo r  a m e as u r e ‐
m e n t as  g i ve n  i n  th i s  g u i d e  i s  fo l l o we d  b y a n  e q u i va l e n t va l u e  i n

o th e r  u n i ts ,  th e  frst s tate d  val u e  s h o u l d  b e  r e ga r d e d  as  th e
s tan d ar d ;  th e  g i ve n  e q u i val e n t val u e  m i g h t b e  ap p r o x i m a te .

1 . 6 . 3  C o n ve rs i o n  P ro c e d u re .    S I  u n i ts  h a ve  b e e n  c o n ve r te d  b y
m u l ti p l yi n g th e  q u an ti ty b y th e  c o n ve r s i o n  fac to r  an d  th e n
r o u n d i n g  th e  r e s u l t to  th e  a p p r o p r i a te  n u m b e r  o f signifcant

d i g i ts .

C h ap te r 2    Re fe re n c e d  P u b l i c ati o n s

2 . 1  G e n e ral .    T h e  d o c u m e n ts  o r  p o r ti o n s  th e r e o f l i s te d  i n  th i s
c h a p te r  a r e  r e fe r e n c e d  wi th i n  th i s  g u i d e  an d  s h o u l d  b e  c o n s i d ‐

e r e d  p ar t o f th e  r e c o m m e n d ati o n s  o f th i s  d o c u m e n t.

Δ 2 . 2  N FPA P ub l i c ati o n s .    N a ti o n a l  F i r e  P r o te c ti o n  As s o c i ati o n ,
1  B atte r ym ar c h  P ar k,  Qu i n c y,  M A 0 2 1 6 9 -7 4 7 1 .

NFPA 72®,  National Fire Alarm and Signaling Code®,  2 0 2 2
e d i ti o n .

N F PA 1 01 ® ,  Life Safety Code®,  2 0 2 1  e d i ti o n .
N F PA 7 3 1 ,  Standard for the Installation of Premises Security

Systems,  2 0 2 3  e d i ti o n .

2 . 3  O th e r P u b l i c ati o n s .

2 . 3 . 1  B H M A P u b l i c ati o n s .    B u i l d e r s  H ar d war e  M a n u fac tu r e r s
As s o c i ati o n ,  3 5 5  L e x i n gto n  Ave n u e ,  1 5 th  F l o o r,  N e w Yo r k,  N Y
1 0 0 1 7 .

AN S I / B H M A A1 5 6  S e r i e s ,  Categories of Builders Hardware.

AN S I / B H M A A1 5 6 . 3 ,  Exit Devices,  2 0 1 4 .

Δ 2 . 3 . 2  U L  P u b l i c ati o n s .    U n d e r wr i te r s  L a b o r a to r i e s  I n c . ,  3 3 3
Pfngsten  Ro a d ,  N o r th b r o o k,  I L  6 0 0 6 2 -2 0 9 6 .

U L  2 9 4 ,  Access Control System Units,  2 0 1 8 .

U L  3 0 5 ,  Panic Hardware,  2 0 1 2 .

U L  4 3 7 ,  Key Locks,  2 0 1 3 ,  r e vi s e d  2 0 1 7 .

U L  7 6 8 ,  Combination Locks,  2 0 1 3 ,  r e vi s e d  2 0 1 8 .

U L  1 0 3 4 ,  Burglary-Resistant Electric Locking Mechanisms,  2 0 1 1 ,
r e vi s e d  2 0 2 0 .

U L  2 8 0 2 ,  Performance Testing of Camera Image Quality,  2 0 1 3 ,
r e vi s e d  2 0 1 9 .
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U L  2 0 5 8 ,  Outline of Investigation for High-Security Electronic
Locks,  2 0 0 5 .

2 . 3 . 3  O th e r P u b l i c ati o n s .

Merriam-Webster's Collegiate Dictionary,  1 1 th  e d i ti o n ,  M e r r i am -
We b s te r,  Springfeld,  M A 2 0 0 3 .

Δ 2 . 4  Re fe re n c e s  fo r E x trac ts  i n  Ad vi s o r y S e c ti o n s .

NFPA 72® ,  National Fire Alarm and Signaling Code®,  2 0 2 2
e d i ti o n .

N F PA 7 3 1 ,  Standard for the Installation of Premises Security
Systems,  2 0 2 3  e d i ti o n .

NFPA 5000® ,  Building Construction and Safety Code®,  2 0 2 1
e d i ti o n .

C h ap te r 3    Defnitions

3 . 1  G e n e ral .    T h e  defnitions  c o n tai n e d  i n  th i s  c h a p te r  a p p l y
to  th e  te r m s  u s e d  i n  th i s  g u i d e .  Wh e r e  te r m s  ar e  n o t defned  i n

th i s  c h ap te r  o r  wi th i n  a n o th e r  c h ap te r,  th e y s h o u l d  b e  defned
u s i n g  th e i r  o r d i n ar i l y a c c e p te d  m e a n i n g s  wi th i n  th e  c o n te x t i n

wh i c h  th e y ar e  u s e d .  Merriam-Webster's Collegiate Dictionary,  1 1 th
e d i ti o n ,  i s  th e  s o u r c e  fo r  th e  o r d i n ar i l y ac c e p te d  m e an i n g .

3 . 2  N FPA Offcial  Defnitions.

3 . 2 . 1 *  Ap p ro ve d .    Ac c e p tab l e  to  th e  a u th o r i ty h avi n g  j u r i s d i c ‐
ti o n .

3 . 2 . 2 *  Au th o ri ty H avi n g J u ri s d i c ti o n  ( AH J ) .    An  o rga n i z ati o n ,
offce,  o r  i n d i vi d u a l  r e s p o n s i b l e  fo r  e n fo r c i n g th e  r e q u i r e m e n ts

o f a  c o d e  o r  s tan d ar d ,  o r  fo r  a p p r o vi n g  e q u i p m e n t,  m ate r i al s ,
an  i n s tal l ati o n ,  o r  a  p r o c e d u r e .

3 . 2 . 3  G ui d e .    An  N F PA s tan d ar d  th a t i s  ad vi s o r y o r  i n fo r m ati ve
i n  n atu r e  an d  th a t c o n ta i n s  o n l y n o n m an d ato r y p ro vi s i o n s .  A
g u i d e  m ay c o n tai n  m an d ato r y s tate m e n ts  s u c h  as  wh e n  a  gu i d e

c a n  b e  u s e d ,  b u t th e  N F PA s tan d a r d  as  a wh o l e  i s  n o t s u i tab l e
fo r  ad o p ti o n  i n to  l a w.

3 . 2 . 4  L ab e l e d .    E q u i p m e n t o r  m ate r i a l s  to  wh i c h  h as  b e e n
a ttac h e d  a l ab e l ,  s ym b o l ,  o r  o th e r  i d e n ti fyi n g  m a r k o f an  o r g an ‐
i z a ti o n  th at i s  a c c e p ta b l e  to  th e  au th o r i ty h avi n g  j u r i s d i c ti o n

an d  c o n c e r n e d  wi th  p r o d u c t e va l u ati o n ,  th at m ai n ta i n s  p e r i ‐
o d i c  i n s p e c ti o n  o f p r o d u c ti o n  o f l ab e l e d  e q u i p m e n t o r  m ate r i ‐
a l s ,  an d  b y wh o s e  l ab e l i n g th e  m an u fa c tu r e r i n d i c ate s

c o m p l i a n c e  wi th  ap p r o p r i ate  s tan d ar d s  o r  p e r fo r m a n c e  i n  a
specifed  m an n e r.

3 . 2 . 5 *  L i s te d .    E q u i p m e n t,  m a te r i al s ,  o r  s e r vi c e s  i n c l u d e d  i n  a
l i s t p u b l i s h e d  b y an  o r g an i z a ti o n  th a t i s  a c c e p tab l e  to  th e
a u th o r i ty h avi n g  j u r i s d i c ti o n  an d  c o n c e r n e d  wi th  e va l u ati o n  o f

p r o d u c ts  o r  s e r vi c e s ,  th at m ai n ta i n s  p e r i o d i c  i n s p e c ti o n  o f
p r o d u c ti o n  o f l i s te d  e q u i p m e n t o r  m ate r i a l s  o r  p e r i o d i c  e val u a‐
ti o n  o f s e r vi c e s ,  a n d  wh o s e  l i s ti n g s ta te s  th at e i th e r th e  e q u i p ‐

m e n t,  m ate r i a l ,  o r  s e r vi c e  m e e ts  ap p r o p r i ate  d e s i gn a te d
s tan d ar d s  o r  h a s  b e e n  te s te d  a n d  fo u n d  s u i tab l e  fo r a specifed
p u r p o s e .

3 . 2 . 6  S h al l .    I n d i c ate s  a m an d a to r y r e q u i r e m e n t.

3 . 2 . 7  S h o u l d .    I n d i c a te s  a  r e c o m m e n d a ti o n  o r  th a t wh i c h  i s
a d vi s e d  b u t n o t r e q u i r e d .

3 . 3  G e n e ral  Defnitions.

3 . 3 . 1 *  Ac c e s s  C o n tro l .    T h e  ac t o f m an a gi n g i n g r e s s  o r  e g r e s s
th r o u g h  a  p o r tal  b y val i d ati n g  a c r e d e n ti a l  o r  an  i n d i vi d u al .

[ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 2 *  Ac c e s s i b l e  O p e n i n g.    An  o p e n i n g i n  a  p r o te c te d  p e r i m ‐
e te r.

3 . 3 . 3  Al ar m .

3 . 3 . 3 . 1 *  False Alarm.    Notifcation  o f an  al ar m  c o n d i ti o n
wh e n  n o  e vi d e n c e  o f th e  e ve n t th a t th e  al ar m  s i gn a l  wa s
d e s i g n e d  to  r e p o r t i s  fo u n d .  [ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 3 . 2 *  Holdup Alarm.    An  al ar m  th at o r i gi n ate s  fr o m  a
p o i n t wh e r e  h o l d u p  p r o te c ti o n  i s  u s e d ,  s u c h  a s  a b an k te l l e r
wi n d o w o r  s to r e  c as h  r e gi s te r.

3 . 3 . 4 *  An n un c i ato r.    A u n i t c o n ta i n i n g o n e  o r  m o r e  vi s i b l e  o r
au d i b l e  i n d i c ato r s ,  al p h a n u m e r i c  d i s p l ays ,  m o n i to r s ,  o r  o th e r

e q u i val e n t m e an s  i n  wh i c h  e ac h  i n d i c ati o n  p r o vi d e s  s ta tu s
i n fo r m ati o n  ab o u t a c i r c u i t,  c o n d i ti o n ,  s ys te m ,  o r  l o c ati o n .

3 . 3 . 5  Are a.

3 . 3 . 5 . 1 *  Controlled Area.    A r o o m ,  offce,  b u i l d i n g ,  o r  fac i l i ty
to  wh i c h  ac c e s s  i s  m o n i to r e d ,  l i m i te d ,  o r  c o n tr o l l e d .

3 . 3 . 5 . 2 *  Restricted Area.    A r o o m ,  offce,  b u i l d i n g ,  o r  fac i l i ty
to  wh i c h  ac c e s s  i s  s tr i c tl y a n d  ti gh tl y c o n tr o l l e d .

3 . 3 . 6 *  C ap ac i tan c e  S e n s o r.    A s e n s o r  th at d e te c ts  a c h an g e  i n
c a p a c i ta n c e  wh e n  a p e r s o n  to u c h e s  o r  c o m e s  i n  c l o s e  p r o x i m i ty

to  an  o b j e c t.

3 . 3 . 7  C h an ge  Ke y/ C re d e n ti al .    S e e  3 . 3 . 2 3 . 1 .

3 . 3 . 8  Confdential  I n fo r m ati o n .    S e e  3 . 3 . 2 2 . 1 .

3 . 3 . 9  C o n tro l  U n i t.    A s ys te m  c o m p o n e n t th at m o n i to r s  i n p u ts
a n d  c o n tr o l s  o u tp u ts  th r o u gh  va r i o u s  typ e s  o f c i r c u i ts .  [ 7 2 ,
2 0 2 2 ]

3 . 3 . 1 0  C o n tro l l e d  Are a.    S e e  3 . 3 . 5 . 1 .

3 . 3 . 1 1  D e te r re n t.    An y p h ys i c al  o r  p s yc h o l o g i c a l  d e vi c e  o r
m e th o d  th a t d i s c o u r ag e s  a c ti o n .

3 . 3 . 1 2 *  E l e c tro m agn e ti c  L o c k .    A d o o r  l o c k th at u s e s  a n  e l e c ‐
tr i c a l l y ac tu ate d  m ag n e ti c  attr a c ti o n  to  s e c u r e  th e  d o o r.

3 . 3 . 1 3  E x p an d e d  M e tal .    An  o p e n  m e s h  fo r m e d  b y s l i tti n g  an d
d r awi n g  s h e e t m e ta l ,  m a d e  i n  va r i o u s  p atte r n s  an d  m e tal  th i c k‐
n e s s e s ,  wi th  e i th e r  a  fat o r  i r r e g u l a r  s u r fac e .

3 . 3 . 1 4  Fac i l i ty Classifcation.

3 . 3 . 1 4 . 1  Educational Facility.    A fac i l i ty u s e d  fo r  e d u c ati o n al
p u r p o s e s  th r o u gh  th e  twe l fth  g r ad e  a n d  fa c i l i ti e s  o f c o l l e g e s

a n d  u n i ve r s i ti e s  u s e d  b y s i x  o r  m o r e  p e r s o n s  fo r  4  o r  m o r e
h o u r s  p e r  d ay o r  m o r e  th a n  1 2  h o u r s  p e r  we e k.

3 . 3 . 1 4 . 2 *  Health Care Facilities.    B u i l d i n gs ,  p o r ti o n s  o f
b u i l d i n g s ,  o r  m o b i l e  e n c l o s u r e s  i n  wh i c h  m e d i c al ,  d e n tal ,

p s yc h i atr i c ,  n u r s i n g ,  o b s te tr i c al ,  o r  s u r g i c al  c a r e  i s  p r o vi d e d .
[ 5 0 0 0 ,  2 0 2 1 ]

3 . 3 . 1 4 . 3  Industrial Facility.    A fa c i l i ty i n  wh i c h  p r o d u c ts  ar e
m a n u fac tu r e d  o r  i n  wh i c h  p r o c e s s i n g ,  a s s e m b l i n g,  m i x i n g ,
p ac kag i n g ,  fnishing,  d e c o r ati n g ,  o r  r e p ai r  o p e r ati o n s  a r e

c o n d u c te d .
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P RE M I S E S  S E C U RI T Y7 3 0 - 8

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

3 . 3 . 1 4 . 4  Lodging Facility.    F ac i l i ti e s  th at p r o vi d e  h o u s i n g
an d  g e n e r al l y,  b u t n o t al ways ,  fo o d ,  b e ve r a ge ,  m e e ti n g fac i l i ‐
ti e s ,  r e tai l  s h o p s ,  r e c r e ati o n al  fa c i l i ti e s ,  an d  o th e r  s e r vi c e s ,
i n c l u d i n g  b u t n o t l i m i te d  to  h o te l s ,  m o te l s ,  m o to r  h o te l s ,
re s o r t h o te l s ,  i n n s ,  c o u n tr y c l u b s ,  an d  c o n fe r e n c e  c e n te r s .

3 . 3 . 1 4 . 5  Multi-Dwelling Unit.    A fa c i l i ty wi th  m o r e  th an  th r e e
d we l l i n g  u n i ts .

3 . 3 . 1 4 . 6  Offce Building.    A fac i l i ty u s e d  fo r  offce,  p r o fe s s i o ‐
n al ,  o r  s e r vi c e -typ e  tr an s ac ti o n s ,  i n c l u d i n g  b u t n o t l i m i te d  to
s to r ag e  o f r e c o r d s  a n d  ac c o u n ts .

3 . 3 . 1 4 . 7  One- and Two-Family Dwelling.    F a c i l i ti e s  c o n tai n i n g
o n e  o r  two  d we l l i n g u n i ts  th at ar e  o c c u p i e d  p r i m ar i l y o n  a
p e r m an e n t b a s i s .

3 . 3 . 1 4 . 8  Parking Facility.    A s tr u c tu r e  o r  s p a c e  wh e r e  th e
p r i m a r y u s e  i s  s to r ag e  o f ve h i c l e s .

3 . 3 . 1 4 . 9  Restaurant.    Re s tau r a n ts  i n c l u d e  fa s t fo o d  e s ta b l i s h ‐
m e n ts ,  c o n ve n i e n c e  s to r e s ,  wa l k-u p -s tyl e  fac i l i ti e s ,  an d  l ar g e r
as s e m b l y-typ e  fac i l i ti e s  wi th  fu l l  tab l e  s e r vi c e ,  l o u n g e s ,  an d
s o  fo r th .

3 . 3 . 1 4 . 1 0  Retail Establishment.    A fac i l i ty u s e d  fo r  th e  d i s p l ay
an d  s al e  o f m e r c h a n d i s e .

3 . 3 . 1 4 . 1 1  Shopping Center.    A g r o u p  o f r e tai l  a n d  o th e r
c o m m e r c i al  e s tab l i s h m e n ts  th at i s  p l a n n e d ,  d e ve l o p e d ,  an d
m a n ag e d  as  a s i n g l e  p r o p e r ty.

3 . 3 . 1 5  Fal s e  Al ar m .    S e e  3 . 3 . 3 . 1 .

3 . 3 . 1 6 *  Fo i l .    An  e l e c tr i c al l y c o n d u c ti ve  r i b b o n  u s e d  fo r  a
s e n s i n g c i r c u i t.

3 . 3 . 1 7  G ran d m as te r Ke y/ C re d e n ti al .    S e e  3 . 3 . 2 3 . 2 .

3 . 3 . 1 8  H i n ge  D o we l .    A d o we l  o r  p i n  th at p r o j e c ts  fr o m  a d o o r
j a m b  i n to  an  o p e n i n g  i n  th e  e d g e  o f a d o o r  at i ts  h i n g e  th a t

p r e ve n ts  r e m o val  o f th e  l o c ke d  d o o r  e ve n  i f th e  h i n g e s  o r
h i n ge  p i n s  ar e  r e m o ve d .

3 . 3 . 1 9  H o l d u p  Al ar m .    S e e  3 . 3 . 3 . 2 .

3 . 3 . 2 0  H o l d u p  Al ar m  S ys te m .    S e e  3 . 3 . 4 0 . 1 .

3 . 3 . 2 1  H u m an / M ac h i n e  I n te r fac e  ( H M I ) .    T h e  p o i n t a t wh i c h
p e o p l e  c o n tr o l  o r  m o n i to r  th e  c o n d i ti o n  o f a n  e l e c tr o n i c  p r e m ‐
i s e s  s e c u r i ty s ys te m .

3 . 3 . 2 2  I n fo r m ati o n .

3 . 3 . 2 2 . 1 *  Confdential Information.    I n fo r m ati o n  to  wh i c h
ac c e s s  i s  r e s tr i c te d .

3 . 3 . 2 2 . 2  National Security Information.    D e s i g n ate d  i n fo r m a‐
ti o n  th at r e q u i r e s  p r o te c ti o n  i n  th e  i n te r e s t o f n a ti o n al
d e fe n s e  o r  fo r e i g n  r e l ati o n s  o f th e  U n i te d  S tate s ,  th a t i s ,
i n fo r m a ti o n  classifed  i n  a c c o r d an c e  wi th  E x e c u ti ve  O r d e r
1 2 3 5 6  an d  n o t fal l i n g  wi th i n  th e  defnition  o f Re s tr i c te d
D ata o r  F o r m e r l y Re s tr i c te d  D a ta .

3 . 3 . 2 3  Ke y/ C re d e n ti al .

3 . 3 . 2 3 . 1  Change Key/Credential.    A ke y/ c r e d e n ti al  th a t wi l l
o p e r ate  o n l y o n e  l o c k o r  g r o u p  o f ke ye d -a l i ke  l o c ks ,  a s
d i s ti n g u i s h e d  fr o m  a  m a s te r  ke y/ c r e d e n ti al s .

3 . 3 . 2 3 . 2  Grandmaster Key/Credential.    T h e  ke y/ c r e d e n ti al
th at o p e r ate s  two  o r  m o r e  s e p ar a te  g r o u p s  o f l o c ks ,  e a c h  o f
wh i c h  i s  o p e r ate d  b y d i ffe r e n t m a s te r  ke ys / c r e d e n ti al s .

3 . 3 . 2 4  Ke yp ad .    A d e vi c e  th at i s  a  typ e  o f h u m a n / m ac h i n e
i n te r fac e  ( H M I )  wi th  n u m e r i c al  o r  fu n c ti o n  ke ys  th a t c a n

i n c o r p o r ate  a n  an n u n c i ato r  o r  a s i g n al i n g  d e vi c e .  [ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 2 5 *  L i n e  S u p e r vi s i o n .    Au to m a ti c  m o n i to r i n g  o f c i r c u i ts
a n d  o th e r  s ys te m  c o m p o n e n ts  fo r  th e  e x i s te n c e  o f d e fe c ts  o r
fau l ts  th at i n te r fe r e  wi th  r e c e i vi n g o r  tr a n s m i tti n g  an  al ar m .

3 . 3 . 2 6  L o c kd o wn .    A s ta te  wh e r e  th e  b u i l d i n g i s  s e c u r e d  an d
o c c u p an ts  ar e  s e q u e s te r e d  i n  th e  n e a r e s t s a fe  l o c ati o n  an d  n o t

al l o we d  to  m o ve  wi th i n  th e  b u i l d i n g.

3 . 3 . 2 7  L o c k o u t.    A s tate  wh e r e  th e  p e r i m e te r  o f th e  b u i l d i n g
o r  p r o p e r ty i s  s e c u r e d  fo r  i n g r e s s  a n d  o c c u p an ts  ar e  fr e e  to

m o ve  wi th i n  th e  b u i l d i n g .

3 . 3 . 2 8 *  M ac h i n e  Re ad ab l e  C re d e n ti al .    A d e vi c e  o r  s c h e m e
c o n tai n i n g s o m e  kn o wl e d g e ,  a n  i d e n ti fyi n g  c r e d e n ti al ,  o r  a
b i o m e tr i c  identifer.

3 . 3 . 2 9 *  M i c ro wave  S e n s o r.    An  ac ti ve  i n tr u s i o n  s e n s o r  th a t
d e te c ts  th e  m o ve m e n t o f a  p e r s o n  o r  o b j e c t th r o u g h  a p atte r n

o f m i c r o wave  e n e r gy.

3 . 3 . 3 0 *  M o n i to ri n g S tati o n .    A fa c i l i ty th at r e c e i ve s  s i g n al s
fr o m  e l e c tr o n i c  p r e m i s e s  s e c u r i ty s ys te m s  a n d  h as  p e r s o n n e l  i n

a tte n d a n c e  a t a l l  ti m e s  to  r e s p o n d  to  th e s e  s i gn a l s .  [ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 3 1  N ati o n al  S e c uri ty I n fo r m ati o n .    S e e  3 . 3 . 2 2 . 2 .

3 . 3 . 3 2  P e ri m e te r P ro te c ti o n .    A s c h e m e  o f p r o te c ti o n  th a t u s e s
d e vi c e s  to  d e te c t o r  d e te r  i n tr u s i o n  i n to  a p r o te c te d  ar e a.

3 . 3 . 3 3  P o s t O rd e rs .    T h e  wr i tte n  p r o c e d u r e s  fr o m  th e  fac i l i ty
m a n ag e m e n t th at l i s t th e  d u ti e s  a n d  d i r e c t th e  ac ti o n s  o f s e c u r ‐
i ty offcers.

3 . 3 . 3 4 *  Re ad e r.    A d e vi c e  th a t a l l o ws  a m ac h i n e  r e a d ab l e
c r e d e n ti al  to  b e  e n te r e d  i n to  a n  a c c e s s  c o n tr o l  s ys te m .  [ 7 3 1 ,

2 0 2 3 ]

3 . 3 . 3 5  Re s tri c te d  Are a.    S e e  3 . 3 . 5 . 2 .

3 . 3 . 3 6 *  S c re e n s .    An  a r r ay o f wi r e s  u s u a l l y i n te r wo ve n  e ve r y
6  i n .  ( 2 . 5  c m )  e i th e r  h o r i z o n tal l y o r  ve r ti c a l l y o n  a s c r e e n  o r

al a r m  s c r e e n i n g  th at p r o te c ts  ar e a s  o r  o p e n i n g s ,  s u c h  a s
s kyl i g h ts  a n d  c r awl  s p ac e s .  [ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 3 7 *  S e c u ri ty Vu l n e rab i l i ty As s e s s m e n t ( S VA) .    A s ys te m a ti c
an d  m e th o d i c a l  p r o c e s s  fo r  e x am i n i n g  ways  a n  ad ve r s a r y m i g h t

e x p l o i t an  o r ga n i z ati o n ' s  s e c u r i ty vu l n e r ab i l i ti e s  to  p r o d u c e  an
u n d e s i r e d  o u tc o m e .

3 . 3 . 3 8 *  S h e l te r- i n - P l ac e .    O c c u p a n ts  wi th i n  th e  b u i l d i n g
r e m a i n  i n d o o r s  u n ti l  gi ve n  fu r th e r  i n s tr u c ti o n s .

3 . 3 . 3 9  S u r re p ti ti o u s  E n tr y.    T h e  u n au th o r i z e d  e n tr y i n to  a
fa c i l i ty o r  s e c u r i ty c o n ta i n e r  i n  a  m a n n e r  s u c h  th a t e vi d e n c e  o f
th e  e n tr y i s  n o t d i s c e r n a b l e  u n d e r  n o r m al  c i r c u m s tan c e s .

3 . 3 . 4 0  S ys te m .

3 . 3 . 4 0 . 1 *  Holdup Alarm System.    A s ys te m  o r  p o r ti o n  th e r e o f
th a t c o n n e c ts  to  h o l d u p  a l ar m  i n i ti a ti n g d e vi c e s .  [ 7 3 1 ,

2 0 2 3 ]

3 . 3 . 4 1  To p  G u ard .    An ti p e r s o n n e l  d e vi c e ,  u s u al l y o f b ar b e d  o r
c o n c e r ti n a wi r e ,  i n s tal l e d  at th e  to p s  o f fe n c e s  an d  a l o n g  r o o f

e d ge s .
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GE N E RAL 7 3 0 - 9

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  re vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

3 . 3 . 4 2  U n au th o ri z e d  P e rs o n .    A p e r s o n  wh o  d o e s  n o t h a ve
p e r m i s s i o n  to  e n te r  a p r o te c te d  p r e m i s e s  o r  i s  n o t au th o r i z e d
to  h ave  ac c e s s  to  specifc  confdential  i n fo r m a ti o n .

3 . 3 . 4 3 *  Vau l t ( as  re l ate d  to  p re m i s e s  s e c u ri ty) .    A fxed-in-
place  s tr u c tu r e  wi th  al l  b o u n d a r y s u r fac e s  c o n s tr u c te d  o f r e i n ‐
fo r c e d  m a te r i al s  s u c h  as  p o u r e d  c o n c r e te  o r  e n g i n e e r e d
m o d u l a r  p a n e l s  d e s i gn e d  fo r  s u c h  ap p l i c ati o n s  a n d  s e c u r e d
wi th  l i s te d  d o o r s  an d  l o c ks .  [ 7 3 1 ,  2 0 2 3 ]

3 . 3 . 4 4  Z o n e .    A defned  ar e a  wi th i n  a  p r o te c te d  p r e m i s e .  A
z o n e  c an  defne  a n  ar e a  fr o m  wh i c h  a s i gn a l  c an  b e  r e c e i ve d ,
an  a r e a i n  wh i c h  a s i g n al  c an  b e  s e n t,  o r  a n  a r e a i n  wh i c h  a
fo r m  o f c o n tr o l  c an  b e  e x e c u te d .

C h ap te r 4    G e n e ral

4 . 1  Fu n d am e n tal  P ri n c i p l e s .

4 . 1 . 1    T h e  p r i m a r y go al s  o f th i s  g u i d e  s h o u l d  b e  as  fo l l o ws :

( 1 ) To  p r o vi d e  a n  e n vi r o n m e n t fo r  th e  o c c u p a n ts  i n s i d e  o r
n e a r  a  b u i l d i n g  th a t i s  r e as o n ab l y s a fe  fr o m  s e c u r i ty
th r e ats

( 2 ) To  p r o vi d e  r e a s o n a b l e  s afe gu ar d s  fo r  p r o te c ti o n  o f p r o p ‐
e r ty fr o m  s e c u r i ty th r e ats

4 . 1 . 2    I m p l e m e n ti n g  th e  go a l s  o f th i s  gu i d e  s h o u l d  r e q u i r e  a
s e c u r i ty p l an .

4 . 1 . 3    A s e c u r i ty p l an  s h o u l d  ad d r e s s  th e  fo l l o wi n g  s e c u r i ty
o b j e c ti ve s :

( 1 ) Re s tr i c t a r e a p e r i m e te r  — s e c u r e  an d  m o n i to r  th e
p e r i m e te r  o f th e  fac i l i ty

( 2 ) S e c u r e  s i te  as s e ts  — s e c u r e  an d  m o n i to r  r e s tr i c te d  ar e a s
o r  p o te n ti al l y c r i ti c a l  tar g e ts  wi th i n  th e  fa c i l i ty

( 3 ) S c r e e n  an d  c o n tr o l  ac c e s s  — c o n tr o l  ac c e s s  to  th e  fac i l i ty
an d  to  r e s tr i c te d  a r e as  wi th i n  th e  fac i l i ty b y s c r e e n i n g
an d / o r  i n s p e c ti n g i n d i vi d u al s  an d  ve h i c l e s  as  th e y e n te r,
i n c l u d i n g  th e  fo l l o wi n g:

( a) M e as u r e s  to  d e te r  th e  u n a u th o r i z e d  i n tr o d u c ti o n
o f d an g e r o u s  s u b s tan c e s  an d  d e vi c e s  th a t c o u l d

fac i l i tate  a n  attac k o r  ac ti o n s  h avi n g  s e r i o u s  n e g a‐
ti ve  c o n s e q u e n c e s

( b ) M e as u r e s  i m p l e m e n ti n g  a r e g u l ar l y u p d a te d  i d e n ti ‐
fcation  s ys te m  th at c h e c ks  th e  identifcation  o f

fac i l i ty p e r s o n n e l  an d  o th e r  p e r s o n s  s e e ki n g ac c e s s
to  th e  fac i l i ty an d  th at d i s c o u r a ge s  ab u s e  th r o u g h
e s tab l i s h e d  d i s c i p l i n ar y m e a s u r e s

( 4 ) * D e te r,  d e te c t,  o r  d e l ay — d e te r,  d e te c t,  o r  d e l ay a n
atta c k,  c r e ati n g  suffcient ti m e  to  i m p l e m e n t c o u n te r ‐

m e a s u r e s  b e twe e n  d e te c ti o n  o f an  a ttac k a n d  th e  p o i n t
a t wh i c h  th e  atta c k b e c o m e s  s u c c e s s fu l

( 5 ) S h i p p i n g,  r e c e i p t,  an d  s to r ag e  — s e c u r e  a n d  m o n i to r
th e  s h i p p i n g ,  r e c e i p t,  a n d  s to r a ge  o f h a z a r d o u s  m ate r i al s
fo r  th e  fac i l i ty

( 6 ) T h e ft a n d  d i ve r s i o n  — d e te r  th e ft o r  d i ve r s i o n  o f a s s e ts
( 7 ) S a b o tag e  — d e te r  i n s i d e r  s ab o ta ge
( 8 ) Re s p o n s e  — d e ve l o p  an d  e x e r c i s e  an  e m e r g e n c y p l an  to

r e s p o n d  to  s e c u r i ty i n c i d e n ts  i n te r n a l l y an d  wi th  a s s i s ‐
tan c e  o f l o c a l  l a w e n fo r c e m e n t an d  frst r e s p o n d e r s

( 9 ) M o n i to r i n g — m ai n ta i n  e ffe c ti ve  m o n i to r i n g ,  c o m m u n i ‐
c a ti o n s ,  an d  war n i n g  s ys te m s ,  i n c l u d i n g th e  fo l l o wi n g :

( a) M e as u r e s  d e s i g n e d  to  e n s u r e  th at s e c u r i ty s ys te m s
a n d  e q u i p m e n t ar e  i n  go o d  wo r ki n g o r d e r  an d

i n s p e c te d ,  te s te d ,  c a l i b r a te d ,  an d  o th e r wi s e  m ai n ‐
tai n e d

( b ) M e as u r e s  d e s i g n e d  to  r e g u l a r l y te s t s e c u r i ty
s ys te m s ,  n o te  defciencies,  c o r r e c t fo r  d e te c te d
defciencies,  an d  r e c o r d  r e s u l ts  s o  th at th e y a r e

a va i l ab l e  fo r  i n s p e c ti o n
( c ) M e as u r e s  to  a l l o w th e  fa c i l i ty to  p r o m p tl y i d e n ti fy

a n d  r e s p o n d  to  s e c u r i ty s ys te m  an d  e q u i p m e n t fai l ‐
u r e s  o r  m al fu n c ti o n s

( 1 0 ) Tr a i n i n g  — e n s u r e  p r o p e r  s e c u r i ty tr a i n i n g ,  e x e r c i s e s ,
an d  d r i l l s  o f fa c i l i ty p e r s o n n e l

( 1 1 ) P e r s o n n e l  s u r e ty — p e r fo r m  a p p r o p r i a te  b ac kg r o u n d
c h e c ks  o n  a n d  e n s u r e  ap p r o p r i ate  c r e d e n ti a l s  fo r  fac i l i ty
p e r s o n n e l  an d ,  a s  a p p r o p r i a te ,  fo r  u n e s c o r te d  vi s i to r s

wi th  ac c e s s  to  r e s tr i c te d  ar e as  o r  c r i ti c al  as s e ts ,  i n c l u d i n g
th e  fo l l o wi n g:

( a) M e as u r e s  d e s i gn e d  to  ve r i fy an d  val i d ate  i d e n ti ty
( b ) M e as u r e s  d e s i gn e d  to  c h e c k c r i m i n a l  h i s to r y
( c ) M e as u r e s  d e s i g n e d  to  ve r i fy a n d  val i d ate  l e g al

au th o r i z ati o n  to  wo r k
( d ) M e as u r e s  d e s i gn e d  to  i d e n ti fy p e o p l e  wi th  te r r o r i s t

ti e s
( 1 2 ) E l e vate d  th r e ats  — e s c al ate  th e  l e ve l  o f p r o te c ti ve  m e as ‐

u r e s  fo r  p e r i o d s  o f e l e va te d  th r e a t
( 1 3 ) Signifcant s e c u r i ty i n c i d e n ts  a n d  s u s p i c i o u s  ac ti vi ti e s  —

i d e n ti fy,  i n ve s ti ga te ,  r e p o r t,  an d  m a i n tai n  r e c o r d s  o f
signifcant s e c u r i ty i n c i d e n ts  an d  s u s p i c i o u s  ac ti vi ti e s  i n

o r  n e ar  th e  s i te
( 1 4 ) Offcials  an d  o r g an i z a ti o n  — e s tab l i s h  offcial(s)  an d  an

o r g an i z a ti o n  r e s p o n s i b l e  fo r  s e c u r i ty an d  fo r  c o m p l i a n c e
wi th  th e s e  gu i d e s

( 1 5 ) Re c o r d s  — m a i n tai n  a p p r o p r i a te  r e c o r d s

4 . 1 . 4    A s e c u r i ty p l a n  s h o u l d  i n c l u d e  a s e c u r i ty vu l n e r ab i l i ty
a s s e s s m e n t ( S VA) .

4 . 2  Classifcation  o f As s e ts .

4 . 2 . 1    As s e ts  s h o u l d  b e  classifed  b y r i s k.

4 . 2 . 2 *    T h e  s e c u r i ty a s s e s s m e n t fo r  as s e ts  s h o u l d  b e  i n  ac c o r d ‐
a n c e  wi th  th e  a p p l i c ab l e  o c c u p an c y c h a p te r  ( C h ap te r s  1 1

th r o u g h  2 0 ) .

4 . 2 . 3    Classifcation  o f as s e ts  s h o u l d  b e  s u b j e c t to  th e  r u l i n g o f
th e  o wn e r  o r  th e  o wn e r ' s  d e s i gn e e  wh e r e  th e r e  i s  a q u e s ti o n  o f

p r o p e r  classifcation  i n  a n y i n d i vi d u a l  c as e .

4 . 3  S e c u ri ty P l an n i n g.

4 . 3 . 1    T h e  s e c u r i ty p l an  s h o u l d  c o m p l y wi th  a l l  o f th e  fo l l o w‐
i n g:

( 1 ) C h ap te r  5
( 2 ) C h ap te r s  1 1  th r o u gh  2 0  fo r  th e  o c c u p an c y i n vo l ve d
( 3 ) C h ap te r s  6  th r o u gh  1 0  wh e n  r e fe r e n c e d  fr o m  C h a p te r s

1 1  th r o u g h  2 0  fo r  th e  o c c u p an c y i n vo l ve d

4 . 3 . 2    T h e  S VA s h o u l d  i d e n ti fy th e  s e c u r i ty r i s ks  i n  th e  p h ys i c al
an d  o p e r a ti o n al  e n vi r o n m e n t o f th e  o r ga n i z ati o n .

4 . 3 . 3 *    Ri s ks  identifed  i n  th e  S VA s h o u l d  b e  ar r a n ge d  b y
fr e q u e n c y an d  s e ve r i ty.

4 . 3 . 4    P r o c e d u r e s  an d  c o n tr o l s  s h o u l d  b e  i m p l e m e n te d  to
s a ti s fy al l  o f th e  fo l l o wi n g:

( 1 ) * T h e  o r g an i z ati o n ' s  to l e r a n c e  to  r i s k
( 2 ) T h e  g o al s  l i s te d  i n  4 . 1 . 1
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P RE M I S E S  S E C U RI T Y7 3 0 - 1 0

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

( 3 ) T h e  o b j e c ti ve s  l i s te d  i n  4 . 1 . 3

4 . 4  S e c u ri ty P l an  E val u ati o n .

4 . 4 . 1 *    P e r i o d i c  d r i l l s  s h o u l d  b e  c o n d u c te d  a t var i o u s  ti m e s
an d  l o c a ti o n s .

4 . 4 . 1 . 1    T h e  d r i l l s  s h o u l d  b e  c r i ti q u e d  fo r  p l a n  e ffe c ti ve n e s s
an d  to  i d e n ti fy o p p o r tu n i ti e s  fo r  i m p r o ve m e n t.

4 . 4 . 1 . 2    Identifed  o p p o r tu n i ti e s  fo r  i m p r o ve m e n t s h o u l d  b e
i n c o r p o r ate d  i n to  th e  s e c u r i ty p l a n .

4 . 4 . 2 *    T h e  r e vi e w an d  u p d a te  o f th e  S VA s h o u l d  b e  b as e d  o n
th e  l e ve l  o f r i s k,  th r e ats ,  c r i m e ,  an d  c h an g e  o f c o n d i ti o n s
wi th i n  th e  o r g an i z a ti o n .

4 . 5  S ys te m  D e s i gn  an d  I n s tal l ati o n .    An y s e c u r i ty s ys te m ,  b u i l d ‐
i n g  s e r vi c e  e q u i p m e n t,  o r  s a fe g u a r d  an d  al l  as s o c i ate d  s o ftwa r e
p r o vi d e d  fo r  s e c u r i ty s h o u l d  b e  d e s i gn e d ,  i n s tal l e d ,  m a i n ‐
ta i n e d ,  an d  ap p r o ve d  i n  ac c o r d a n c e  wi th  a p p l i c ab l e  ad o p te d
c o d e s  an d  s tan d a r d s ,  i n c l u d i n g  N F PA 7 3 1 ,  th e  m an u fac tu r e r ' s
specifcations,  a p p l i c ab l e  U L  s tan d ar d s ,  th e  AH J ,  a n d  n ati o n ‐
al l y r e c o gn i z e d  i n d u s tr y s tan d a r d s ,  gu i d e s ,  an d  p r ac ti c e s .

4 . 6  M ai n te n an c e .

4 . 6 . 1    An y d e vi c e ,  e q u i p m e n t,  s ys te m ,  c o n d i ti o n ,  ar r a n ge m e n t,
l e ve l  o f p r o te c ti o n ,  o r  an y o th e r  fe a tu r e  p r o vi d e d  i n  a c c o r d ‐
an c e  wi th  th i s  gu i d e ,  s h o u l d  b e  m ai n ta i n e d  to  fu n c ti o n  a s
i n s ta l l e d .

4 . 6 . 2 *    E m e r g e n c y an d  s e c u r i ty e q u i p m e n t s h o u l d  b e  r e p a i r e d
o n  a p r i o r i ty b as e d  o n  th e  S VA.

4 . 6 . 3    A r e p a i r  l o g  s h o u l d  l i s t r e p a i r s ,  i n c l u d i n g  b u t n o t l i m i te d
to  th e  fo l l o wi n g:

( 1 ) T h e  s ys te m  i m p ai r m e n t
( 2 ) T h e  ti m e  an d  d ate  o f th e  i m p ai r m e n t
( 3 ) Re p ai r s  th at we r e  c o m p l e te d
( 4 ) T h e  ti m e  an d  d ate  o f e ac h  r e p ai r

4 . 6 . 4    Re p a i r  l o g s  s h o u l d  b e  r e ta i n e d  fo r  n o t l e s s  th an  1  ye a r.

C h ap te r 5    S e c uri ty P l an n i n g

5 . 1  G e n e ral .

5 . 1 . 1    T h e  s e c u r i ty p l a n  s h o u l d  d o c u m e n t th e  p r o te c ti o n  o f a n
o r g an i z a ti o n ' s  defned  c r i ti c a l  as s e ts .

5 . 1 . 2    T h e  p r o p e r ty b u i l d i n g  o wn e r,  o r  o wn e r ' s  d e s i gn a te d
re p r e s e n ta ti ve  s h o u l d  b e  r e s p o n s i b l e  fo r  th e  S VA.

5 . 2  S e c u ri ty Vu l n e rab i l i ty As s e s s m e n t ( S VA) .

5 . 2 . 1 *    S e c u r i ty p l an n i n g s h o u l d  b e g i n  wi th  a n  S VA.

5 . 2 . 2 *    An  S VA s h o u l d  as s e s s  th e  c u r r e n t s tatu s  o f a n  o r g an i z a‐
ti o n ' s  vu l n e r ab i l i ti e s ,  i n c l u d i n g  b u t n o t l i m i te d  to  th r e at e x p o ‐
s u r e s ,  s e c u r i ty fe a tu r e s ,  an d  p r e p a r e d n e s s .

5 . 2 . 3    A s e c u r i ty vu l n e r ab i l i ty as s e s s m e n t s h o u l d  u ti l i z e  a  r e c o g‐
n i z e d ,  a n al yti c al  m e th o d o l o gy to  as s e s s  th e  s e c u r i ty- r e l ate d  r i s ks
an d  vu l n e r ab i l i ti e s  o f an  o r g an i z ati o n ,  i ts  p r o p e r ty,  a n d  p e r s o n ‐
n e l .  T h i s  as s e s s m e n t s h o u l d  i n c l u d e ,  b u t n o t b e  l i m i te d  to  th e
fo l l o wi n g :

( 1 ) * Step 1 : Formation of team.  F o r m  a  te a m  o f p e r s o n n e l  fr o m
p e r ti n e n t o r g an i z ati o n a l  ar e a s  a n d  o th e r  s ta ke h o l d e r s .

( 2 ) * Step 2: Organization/facility characterization.  C h a r ac te r i z e
th e  o r ga n i z ati o n  an d  th e  fa c i l i ti e s  to  b e  p r o te c te d .

( 3 ) Step 3: Threat assessment.  C l a s s i fy th r e ats  u s i n g a n  as s e s s ‐
m e n t p r o c e s s  th a t i n c l u d e s  b u t i s  n o t l i m i te d  to  th e
fo l l o wi n g :

( a) Classifcation  o f c r i ti c al  a s s e ts
( b ) Identifcation  o f p o te n ti al  tar g e ts
( c ) C o n s e q u e n c e  a n al ys i s  ( i . e . ,  e ffe c t o f l o s s ,  i n c l u d i n g

p o te n ti a l  o ff-s i te  c o n s e q u e n c e s )
( d ) Defnition  o f p o te n ti al  th r e ats  ( i . e . ,  i d e n ti fyi n g

p o te n ti a l  a d ve r s a r i e s  a n d  wh a t i s  kn o wn  a b o u t
th e m )

( 4 ) * Step 4: Threat vulnerability analysis.  C o n d u c t a th r e a t
vu l n e r ab i l i ty an a l ys i s  i d e n ti fyi n g ac tu a l  an d  p o te n ti al

th r e a t s c e n ar i o s  an d  e s ti m ate  a r e l a ti ve  s e c u r i ty r i s k l e ve l .
( 5 ) * Step 5: Defne specifc security countermeasures.  Defne  c o u n ‐

te r m e as u r e s  u s i n g i n fo r m ati o n  fr o m  th e  p r e vi o u s  fo u r
s te p s ,  i n c l u d i n g c h a r ac te r i z ati o n ,  th r e a t,  a n d  vu l n e r ab i l i ty
a n al ys i s .

( 6 ) Step 6: Assess risk reduction.  Re as s e s s  th e  r e l ati ve  s e c u r i ty
r i s k l e ve l s  d e ve l o p e d  i n  S te p  4 ,  ta ki n g i n to  a c c o u n t th e
c o u n te r m e as u r e s  defned  i n  S te p  5 ,  a n d  i m p l e m e n t ad d i ‐

ti o n a l  s e c u r i ty r i s k r e d u c ti o n  m e a s u r e s  ( s e c u r i ty c o u n te r ‐
m e a s u r e s )  wh e r e  ap p r o p r i a te .

( 7 ) Step 7: Document fndings and track implementation.  D o c u ‐
m e n t fndings  an d  r e c o m m e n d ati o n s  an d  tr ac k th e  i m p l e ‐
m e n tati o n  o f ac c e p te d  r e c o m m e n d ati o n s .

5 . 3  Qualifcations.

5 . 3 . 1    T h e  S VA p r o vi d e r  s h o u l d  p r o vi d e  e vi d e n c e  o f i ts  qualif‐
cations,  e d u c ati o n ,  certifcation,  o r  e x p e r i e n c e  wh e n  r e q u e s te d
b y th e  p r o p e r ty b u i l d i n g  o wn e r  o r  th e  o wn e r ' s  d e s i g n ate d

r e p r e s e n ta ti ve .

5 . 3 . 2 *    T h e  S VA p r o vi d e r ' s  p e r s o n n e l  c o n d u c ti n g  th e  S VA
s h o u l d  b e  certifed  b y a  n ati o n al l y r e c o gn i z e d  certifcation

o r g an i z a ti o n  i n  s e c u r i ty o r  c r i m e  p r e ve n ti o n .

5 . 4  S e c u ri ty P l an .

5 . 4 . 1    T h e  s e c u r i ty p l an  s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to
th e  fo l l o wi n g  (for special events,  see Annex E):

( 1 ) S tate m e n t o f p u r p o s e
( 2 ) O r g an i z ati o n a l  p o l i c i e s  an d  p r o c e d u r e s
( 3 ) D e s c r i p ti o n  o f th e  fac i l i ty a n d  o r ga n i z ati o n al  s tr u c tu r e
( 4 ) S e c u r i ty vu l n e r a b i l i ty a s s e s s m e n t,  i n c l u d i n g  th r e a t as s e s s ‐

m e n ts  a n d  r i s ks
( 5 ) I n s tr u c ti o n s  fo r  u s i n g  th e  p l an
( 6 ) D e s c r i p ti o n  o f th e  fe atu r e s  o f p r o te c ti o n
( 7 ) O r g an i z ati o n ' s  s e c u r i ty-r e l ate d  m e as u r e s  an d  p r o c e d u r e s
( 8 ) I n fo r m a ti o n  n e e d e d  to  i m p l e m e n t th e  s e c u r i ty m e as u r e s

a n d  p r o c e d u r e s
( 9 ) L i s t o f th e  i n te n d e d  u s e r s  o f th e  p l an

( 1 0 ) P l a n  d i s tr i b u ti o n  l i s t
( 1 1 ) L o c ati o n  o f th e  m as te r  c o p y
( 1 2 ) O r g an i z ati o n  fo r  s e c u r i ty o p e r ati o n s
( 1 3 ) P r o c e d u r e s  fo r  e m p l o ye e ,  vi s i to r,  an d  ve n d o r  s afe ty

5 . 4 . 2    P l an  c o m p o n e n ts  s h o u l d  b e  b a s e d  o n  th e  p o te n ti al
th r e ats  fa c i n g  th e  o r ga n i z ati o n  o r  fa c i l i ty as  d e te r m i n e d  b y th e

S VA.

5 . 4 . 3    T h e  o b j e c ti ve s  o f th e  s e c u r i ty p l a n  s h o u l d  b e  specifc,
m e a s u r ab l e ,  a c h i e va b l e ,  r e l e van t,  a n d  ti m e l y.

Full document details: NFPA 730 2023

http://www.avadocuments.com/doc/nfpa-730-2023
http://www.avadocuments.com/doc/nfpa-730-2023


AD M I N I S T RAT I VE  C O N T RO L S 7 3 0 - 1 1

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

5 . 4 . 4    T h e  s e c u r i ty p l an  s h o u l d  fo l l o w th e  o r g an i z a ti o n al
m i s s i o n  a n d  p o l i c i e s .

5 . 4 . 5    T h e  s e c u r i ty p l a n  s h o u l d  i n c l u d e  p r o c e d u r e s  fo r  m o ve ‐
m e n t,  c o m m u n i c ati o n ,  fa c i l i ty m an ag e m e n t,  r e a c ti n g  to  s e c u r ‐
i ty i n c i d e n ts ,  an d  r e p o r ti n g a n d  an a l yz i n g i n c i d e n ts .

5 . 4 . 6    S u p p o r ti n g i n fo r m ati o n  s h o u l d  b e  d o c u m e n te d  an d
m a i n tai n e d .

5 . 4 . 7    S u p p o r ti n g i n fo r m ati o n  s h o u l d  i n c l u d e  b u t n o t b e  l i m i ‐
te d  to  th e  fo l l o wi n g:

( 1 ) * P e r s o n n e l  c o n tac t i n fo r m a ti o n
( 2 ) A l i s t o f c o o p e r ati n g  ag e n c i e s ,  c o n ta c t p e o p l e ,  te l e p h o n e

n u m b e r s ,  an d  r ad i o  fr e q u e n c i e s
( 3 ) M u tu a l  ai d  ag r e e m e n ts
( 4 ) * I m p o r tan t o u ts i d e  c o n ta c ts
( 5 ) * M ap s
( 6 ) * E m e r g e n c y s u p p l y i n ve n to r y

5 . 4 . 8 *    T h e  p l a n  s h o u l d  i n c l u d e  r e s p o n s e  ac ti o n s  to  b e  i m p l e ‐
m e n te d  i n  th e  e ve n t o f a s e c u r i ty i n c i d e n t.

5 . 4 . 9    An  e m e r g e n c y a c ti o n  p l a n  s h o u l d  i n c l u d e  b u t n o t b e
l i m i te d  to  th e  fo l l o wi n g:

( 1 ) N a tu r e  o f e x p e c te d  i n c i d e n ts
( 2 ) * I n c i d e n t r e s p o n s e  p r o c e d u r e s
( 3 ) E m e r g e n c y c o n tac t i n fo r m a ti o n
( 4 ) D i vi s i o n  o f r e s p o n s i b i l i ti e s  a n d  au th o r i ty a m o n g  th e

fac i l i ty p e r s o n n e l ,  i n c l u d i n g  wh o  c a n  i n i ti a te  th e  p l a n
( 5 ) Identifcation  o f wh o  i s  c o ve r e d  b y th e  p l a n  ( e . g . ,  wh o  i s

to  b e  e vac u a te d )
( 6 ) Re s o u r c e s  n e e d e d  fo r  th e  m an ag e m e n t o f th e  i n c i d e n t
( 7 ) G u i d an c e  o n  th e  e m e r g e n c y u s e  o f fu n d s ,  d i s p o s i ti o n  o f

p r o j e c t p r o p e r ty,  an d  p e r s o n a l  e ffe c ts
( 8 ) L i s t o f an n e x e s  to  th e  p l a n ,  i n c l u d i n g  b u t n o t l i m i te d  to

m a p s ,  foor  p l an s ,  fo r m s ,  l o c a ti o n  o f p e r s o n n e l ,  te l e ‐
p h o n e  n u m b e r s ,  r ad i o  fr e q u e n c i e s ,  a n d  e x tr ao r d i n ar y

p r o c e d u r e s

5 . 4 . 1 0    S i n c e  th e  s e c u r i ty p l a n  h as  p u b l i c  a n d  p r i vate  c o m p o ‐
n e n ts ,  th e  p r i va te  c o m p o n e n ts  s h o u l d  b e  m a i n tai n e d  as  conf‐
dential  i n fo r m a ti o n .

5 . 5  P l an n i n g fo r Ac ts  o f I n ti m i d ati o n  o r Vi o l e n c e .    An  o r ga n i ‐
z a ti o n  o r  fa c i l i ty s h o u l d  i n c l u d e  i n  th e  s e c u r i ty p l an ,  to  th e
e x te n t identifed  b y th e  S VA,  m e as u r e s  to  b e  take n  i n  th e  e ve n t
o f ac ts  o f i n ti m i d a ti o n  o r  vi o l e n c e .

C h ap te r 6    Ad m i n i s trati ve  C o n tro l s

6 . 1  G e n e ral .    T h e  r e c o m m e n d a ti o n s  o f C h a p te r  6  s h o u l d
ap p l y wh e n  specifcally r e fe r e n c e d  fr o m  C h a p te r s  1 1  th r o u gh
2 0 .

6 . 2  P e o p l e  M an age m e n t.

6 . 2 . 1  E m p l o ye e s .

6 . 2 . 1 . 1 *    E m p l o ye r s  s h o u l d  p r o m o te  tr u s two r th i n e s s  b y u s i n g
th e  fo l l o wi n g p e r s o n n e l  p r a c ti c e s  fo r  e m p l o ye e s  wi th  a c c e s s  to
c r i ti c al  a s s e ts :

( 1 ) * B ac kgr o u n d  s c r e e n i n g
( 2 ) Verifcation  o f b ac kgr o u n d  s c r e e n i n g o f c o n tr a c te d

p e r s o n n e l  ac ti n g  i n  th e  c ap ac i ty o f e m p l o ye e s
( 3 ) D r u g  te s ti n g  p r o gr a m

6 . 2 . 1 . 2 *    Identifcation  b ad g e s  s h o u l d  h ave  a p h o to gr a p h  o f
th e  b e ar e r  an d  th e  b e ar e r ' s  n a m e .

6 . 2 . 1 . 3    Wh e n  identifcation  b a d g e s  a r e  i s s u e d ,  e m p l o ye e s
s h o u l d ,  a s  i n d i c a te d  i n  th e  s e c u r i ty p l an ,  d o  o n e  o f th e  fo l l o w‐
i n g :

( 1 ) D i s p l ay th e  b ad ge  at al l  ti m e s
( 2 ) D i s p l ay th e  b ad ge  o n  d e m an d

6 . 2 . 2  Vi s i to rs .    Wh e n  identifcation  b ad ge s  ar e  i s s u e d ,  vi s i to r s
s h o u l d ,  a s  i n d i c a te d  i n  th e  s e c u r i ty p l an ,  d o  o n e  o f th e  fo l l o w‐

i n g:

( 1 ) D i s p l ay th e  b ad g e  at al l  ti m e s
( 2 ) D i s p l ay th e  b ad g e  o n  d e m an d

6 . 2 . 3 *  Ve n d o rs  an d  C o n trac to rs .

6 . 2 . 3 . 1    E m p l o ye r s  s h o u l d  ve r i fy th e  b a c kg r o u n d  s c r e e n i n g  o f
ve n d o r s  an d  c o n tr ac to r s  wi th  ac c e s s  to  c r i ti c a l  as s e ts .

6 . 2 . 3 . 2    Wh e n  identifcation  b a d g e s  ar e  i s s u e d ,  ve n d o r s  an d
c o n tr ac to r s  s h o u l d ,  as  i n d i c ate d  i n  th e  s e c u r i ty p l a n ,  d o  o n e  o f

th e  fo l l o wi n g:

( 1 ) D i s p l ay th e  b ad ge  at al l  ti m e s
( 2 ) D i s p l ay th e  b ad ge  o n  d e m an d

6 . 2 . 4 *  S e c u ri ty P e rs o n n e l .    S e c u r i ty p e r s o n n e l  d e p l o ye d  at a
p r o te c te d  p r e m i s e s  s h o u l d  c o m p l y wi th  th e  r e c o m m e n d ati o n s
o f th i s  s e c ti o n .

6 . 2 . 4 . 1  P e rs o n n e l  Re q u i re m e n ts .

6 . 2 . 4 . 1 . 1    T h e  n u m b e r  o f s e c u r i ty p e r s o n n e l  s h o u l d  b e  d e te r ‐
m i n e d  b y th e  s e c u r i ty p l a n  an d  th e  p e r s o n  r e s p o n s i b l e  fo r

fac i l i ty s e c u r i ty.

6 . 2 . 4 . 1 . 2    S e l e c ti o n  c r i te r i a fo r  s e c u r i ty p e r s o n n e l  s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) F e d e r al ,  s tate ,  a n d  l o c al  l aws  a n d  r e gu l a ti o n s
( 2 ) Kn o wl e d g e  o f c r i m i n a l  a c ti vi ti e s  an d  p r o p e r  l a w e n fo r c e ‐

m e n t r e s p o n s e  p r o c e d u r e s
( 3 ) Go o d  j u d g m e n t an d  e m o ti o n al  s tab i l i ty
( 4 ) E x p e r i e n c e  a n d  d e m o n s tr ate d  a b i l i ty to  r e tai n  c o m p o s u r e

u n d e r  p r e s s u r e
( 5 ) * D i s c l o s u r e  o f c h ar g e s  o r  c o n vi c ti o n s  fo r  fe l o n i e s  o r  c r i m e s

i n vo l vi n g d i s h o n e s ty o r  m o r a l  tu r p i tu d e

6 . 2 . 4 . 2 *  S e c uri ty D u ti e s .    S e c u r i ty p e r s o n n e l  s h o u l d  p e r fo r m
th e  s e r vi c e s  p r e s c r i b e d  i n  th e  p o s t o r d e r s .

6 . 2 . 4 . 2 . 1    F a c i l i ti e s  wi th  s e c u r i ty p e r s o n n e l  s h o u l d  h a ve  p o s t
o r d e r s .

6 . 2 . 4 . 2 . 2    P o s t o r d e r s  s h o u l d  c o n ta i n  a  l i s t o f th e  d u ti e s  o f th e
s e c u r i ty offcer  a n d  i n s tr u c ti o n s  to  c o ve r  r e a s o n a b l y fo r e s e e ab l e
e ve n ts  s e c u r i ty p e r s o n n e l  m i g h t e n c o u n te r.

6 . 2 . 4 . 2 . 2 . 1    P o s t o r d e r s  s h o u l d  l i s t th e  n am e  o f th e  fac i l i ty,  th e
d ate  i s s u e d ,  e ffe c ti ve  d ate ,  a n d  p u r p o s e .

6 . 2 . 4 . 2 . 2 . 2    P o s t o r d e r s  s h o u l d  l i s t s e c u r i ty p e r s o n n e l  d u ti e s ,
i n c l u d i n g  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) Au th o r i ty o f s e c u r i ty p e r s o n n e l
( 2 ) E m e r ge n c y r e s p o n s e  p r o c e d u r e s
( 3 ) J o b  classifcation
( 4 ) U n i fo r m s
( 5 ) Au th o r i z e d  we ap o n s ,  i n c l u d i n g frearms,  b a to n s ,  an d

m a c e
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2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

( 6 ) Re p o r ti n g ti m e s
( 7 ) S e c u r i ty p a tr o l s
( 8 ) H o u r s  o f c o ve r a ge
( 9 ) F ac i l i ty r u l e s  an d  r e g u l ati o n s

( 1 0 ) Ap p l i c ab l e  fe d e r a l ,  s tate ,  an d  l o c a l  l a ws
( 1 1 ) O th e r  d u ti e s  to  b e  as s i g n e d

6 . 2 . 4 . 2 . 2 . 3 *    I n s tr u c ti o n s  s h o u l d  b e  l awfu l  a n d  e n d e avo r  to
p ro te c t th e  s a fe ty o f s e c u r i ty p e r s o n n e l  an d  th o s e  th e y i n te r ac t
wi th  i n  p e r fo r m an c e  o f th e i r  d u ti e s .

6 . 2 . 4 . 2 . 3    P o s t o r d e r s  s h o u l d  b e  r e vi e we d  a n d  u p d ate d  a s
r e q u i r e d  b y th e  S VA.

6 . 2 . 4 . 2 . 3 . 1    F a c i l i ty m a n ag e m e n t an d  s e c u r i ty m an a ge m e n t
s h o u l d  fr e q u e n tl y as s e s s  p o s t o r d e r s  to  i d e n ti fy a n d  c o r r e c t

o p e r ati o n al  p r o b l e m s .

6 . 2 . 4 . 2 . 3 . 2    A p r o c e d u r e  s h o u l d  b e  e s tab l i s h e d  to  i n fo r m  s e c u r ‐
i ty p e r s o n n e l  o f c h an g e s  i n  p o s t o r d e r s .

6 . 2 . 4 . 3 *  S u p e r vi s i o n .

6 . 2 . 4 . 3 . 1 *    S e c u r i ty p a tr o l s  s h o u l d  b e  s u p e r vi s e d .

6 . 2 . 4 . 3 . 2    Re c o r d s  s h o u l d  b e  ke p t,  i n c l u d i n g  b u t n o t l i m i te d  to
th e  fo l l o wi n g :

( 1 ) C r i m e s  d i s c o ve r e d  b y o r  r e p o r te d  to  s e c u r i ty p e r s o n n e l
( 2 ) F r e q u e n c y o f p atr o l s
( 3 ) Ac ti vi ty l o g
( 4 ) * E x c e p ti o n s  l o g

6 . 2 . 4 . 3 . 3    S e c u r i ty r e c o r d s  s h o u l d  b e  r e tai n e d  fo r  n o t l e s s  th a n
5  ye a r s  o r  u n ti l  th e  e x p i r a ti o n  o f th e  ap p r o p r i ate  s tatu te  o f l i m i ‐
tati o n s ,  wh i c h e ve r  i s  l o n ge r.

6 . 2 . 4 . 4  S e c u ri ty P e rs o n n e l  C o m m u n i c ati o n s .    F i e l d  s e c u r i ty
p e r s o n n e l  s h o u l d  h a ve  a  p r o c e s s  an d  m e a n s  to  c o m m u n i c a te

wi th  a s e c u r i ty offce  o r  p u b l i c  s afe ty ag e n c i e s .

6 . 2 . 4 . 5 *  We ap o n s  an d  E q u i p m e n t.

6 . 2 . 4 . 5 . 1    S e c u r i ty p e r s o n n e l  s h o u l d  c a r r y o n l y au th o r i z e d
e q u i p m e n t.

6 . 2 . 4 . 5 . 2    Wh e r e  we a p o n s  ar e  au th o r i z e d ,  p o l i c i e s  a n d  p r o c e ‐
d u r e s  go ve r n i n g  th e i r  s to r a ge ,  h an d l i n g ,  a n d  u s e  s h o u l d  b e
e s tab l i s h e d .

6 . 2 . 4 . 6 *  Trai n i n g.

6 . 2 . 4 . 6 . 1    S e c u r i ty p e r s o n n e l  s h o u l d  b e  tr ai n e d  i n  th e  p e r fo r m ‐
an c e  o f th e i r  d u ti e s .

6 . 2 . 4 . 6 . 2    S e c u r i ty p e r s o n n e l  wh o  c ar r y we ap o n s  s h o u l d  b e
tra i n e d  i n  th e i r  s to r a ge ,  h an d l i n g,  an d  u s e .

6 . 2 . 4 . 6 . 3    Ar m e d  s e c u r i ty p e r s o n n e l  s h o u l d  h ave  frearms  tr a i n ‐
i n g .

6 . 3  M ate ri al  Re c e i vi n g.

6 . 3 . 1  C o m m e rc i al  Re c e i vab l e s .

6 . 3 . 1 . 1 *    S h i p m e n ts  c o m i n g  i n to  fac i l i ti e s  s h o u l d  b e  s to p p e d
fo r  e n tr y a u th o r i z ati o n  an d  d o c k as s i g n m e n t.

6 . 3 . 1 . 1 . 1    S h i p m e n ts  c o m i n g  i n  s h o u l d  b e  e x p e c te d  an d  h a ve
c o r r e s p o n d i n g  p u r c h as e  o r d e r s  o r  r e q u i s i ti o n s .

6 . 3 . 1 . 1 . 2    U n d o c u m e n te d  d e l i ve r i e s  s h o u l d  n o t b e  ac c e p te d .

6 . 3 . 1 . 2    Re c e i p t o f h az ar d o u s  m ate r i a l s  s h o u l d  b e  d o c u m e n te d
an d  tr ac ke d .

6 . 3 . 2  P ac k age  D e l i ve ri e s .

6 . 3 . 2 . 1    P a c ka ge s  b e i n g  d e l i ve r e d  s h o u l d  b e  i n s p e c te d  fo r
e vi d e n c e  o f ta m p e r i n g  o r  d am ag e .

6 . 3 . 2 . 2 *    An y d a m a ge d  o r  s u s p i c i o u s  p a c ka ge s  s h o u l d  b e  r e p o r ‐
te d  to  th e  c ar r i e r.

6 . 3 . 3  M ai l .

6 . 3 . 3 . 1 *    E m p l o ye e s  wh o  h an d l e  m ai l  s h o u l d  e val u ate  th e
ap p e ar a n c e  o f i n c o m i n g p ac kag e s  to  d e te r m i n e  i f th e y ft th e
c h a r ac te r i s ti c s  o f m a i l  n o r m al l y r e c e i ve d .

6 . 3 . 3 . 2    T h e  r e c i p i e n t o f a l e tte r  o r  p a c kag e  s h o u l d  e va l u ate
th e  d e l i ve r y to  d e te r m i n e  i f a p ac kag e  i s  fr o m  an  u n kn o wn ,

u n s o l i c i te d  s o u r c e .

6 . 3 . 4  C o u ri e rs .

6 . 3 . 4 . 1    C o u r i e r s  m a ki n g d e l i ve r i e s  s h o u l d  p r o vi d e  identifca‐
tion.

6 . 3 . 4 . 2    C o u r i e r  identifcation  s h o u l d  b e  e n te r e d  i n to  a  d e l i v‐
e r y l o g o r  atta c h e d  to  th e  i te m  b e i n g  d e l i ve r e d .

6 . 4  I n fo r m ati o n  an d  D ata S e c u ri ty.    O r g an i z a ti o n s  s h o u l d
h a ve  a  p o l i c y an d  p r o c e d u r e  fo r  th e  s to r a ge ,  h an d l i n g,  an d  u s e

o f s e n s i ti ve  i n fo r m ati o n  an d  d ata,  b o th  e l e c tr o n i c  a n d  p r i n te d .

6 . 4 . 1  M an age m e n t o f S e n s i ti ve  S e c u ri ty I n fo r m ati o n .
( Re s e r ve d )

6 . 4 . 2  P h ys i c al  S e c uri ty.  ( Re s e r ve d )

6 . 4 . 3  E l e c tro n i c  S e c u ri ty.  ( Re s e r ve d )

6 . 4 . 4  Re te n ti o n  an d  D i s p o s al .  ( Re s e r ve d )

6 . 5  Wo rk p l ac e  Vi o l e n c e .

6 . 5 . 1 *    E m p l o ye r s  s h o u l d  d e ve l o p  a  p r o gr a m  fo r  wo r kp l a c e
vi o l e n c e  p r e ve n ti o n .

6 . 5 . 2 *    An  e ffe c ti ve  a p p r o a c h  to  p r e ve n ti n g  wo r kp l ac e  vi o l e n c e
s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g ke y c o m p o ‐

n e n ts :

( 1 ) M an a ge m e n t c o m m i tm e n t
( 2 ) E m p l o ye e  i n vo l ve m e n t
( 3 ) Wo r ks i te  h a z a r d  an a l ys i s
( 4 ) H az ar d  p r e ve n ti o n  a n d  c o n tr o l
( 5 ) S afe ty an d  h e al th  tr a i n i n g
( 6 ) E val u ati o n

C h ap te r 7    S e c u ri ty P e ri m e te rs

7 . 1  G e n e ral .

7 . 1 . 1    T h e  r e c o m m e n d ati o n s  o f C h a p te r  7  s h o u l d  ap p l y wh e n
specifcally r e fe r e n c e d  i n  C h a p te r s  1 1  th r o u g h  2 0 .

7 . 1 . 2    T h e  ar e a  c o ve r e d  b y th e  s e c u r i ty p l an  s h o u l d  b e  defned
i n  th e  s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA) .

7 . 1 . 3 *    T h e  p r i m a r y s e c u r i ty p e r i m e te r  s h o u l d  i n c l u d e  th e
to ta l  ar e a  i n  th e  s e c u r i ty p l a n .
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S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

7 . 1 . 4 *    S e c o n d a r y s e c u r i ty p e r i m e te r s  wi th i n  th e  p r i m a r y s e c u r ‐
i ty p e r i m e te r  s h o u l d  b e  ar e a s  identifed  a s  e i th e r  s e c u r e d  o r
u n s e c u r e d .

7 . 1 . 5 *    M o ve m e n t th r o u g h  e ve r y p o r ta l  i n  a s e c u r e d  p e r i m e te r
s h o u l d  b e  c o n tr o l l e d .

7 . 1 . 6    P h ys i c a l  b ar r i e r s  o r  s e c u r i ty s ys te m s  u ti l i z e d  o r  i n s tal l e d
i n  s e c u r i ty p e r i m e te r s  s h o u l d  c o m p l y wi th  a p p l i c a b l e  fre  c o d e
o r  o th e r  l i fe  s a fe ty r e q u i r e m e n ts .

7 . 2 *  Are a D e s i gn ati o n s .    Ar e a s  wi th i n  s e c o n d a r y s e c u r i ty
p e r i m e te r s  s h o u l d  b e  d e s i g n ate d  as  o n e  o f th e  fo l l o wi n g:

( 1 ) U n s e c u r e d

( a) O p e n
( b ) P r o te c te d

( 2 ) S e c u r e d

( a) C o n tr o l l e d
( b ) Re s tr i c te d

7 . 3  E x te ri o r P e ri m e te rs .

7 . 3 . 1 *  G e n e ral .    E x te r i o r  s e c u r i ty d e vi c e s  an d  s ys te m s  s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) F e n c e s  an d  o th e r  p h ys i c al  b a r r i e r s
( 2 ) Wal l s
( 3 ) Ro o fs
( 4 ) P r o te c ti ve  l i g h ti n g
( 5 ) I r o n wo r k ( e . g . ,  b a r s  a n d  gr i l l e s )
( 6 ) G l az i n g  m ate r i al s
( 7 ) P as s i ve  b a r r i e r s
( 8 ) E l e c tr o n i c  s e c u r i ty d e vi c e s

7 . 3 . 2  Fe n c e s .

7 . 3 . 2 . 1 *    S i gh t l i n e s  s h o u l d  b e  m a i n tai n e d  at fe n c e  l i n e s .

7 . 3 . 2 . 2 *    War n i n g s i g n s  s h o u l d  b e  m a i n tai n e d .

7 . 3 . 2 . 3 *    F e n c e s  s h o u l d  b e  m a i n tai n e d  fo r  i n te g r i ty.

7 . 3 . 3 *  Wal l s .    Wh e n  a wal l  s e r ve s  as  a c o m p o n e n t o f an  e x te ‐
ri o r  s e c u r i ty p e r i m e te r,  i t s h o u l d  b e  r e s i s ta n t to  p e n e tr a ti o n .

7 . 3 . 4 *  Ro o fs .    Ro o fs  s e r vi n g a s  a  c o m p o n e n t o f an  e x te r i o r
s e c u r i ty p e r i m e te r  s h o u l d  c o m p l y wi th  7 . 3 . 4 . 1  th r o u g h  7 . 3 . 4 . 3 .

7 . 3 . 4 . 1    T h e  r o o f s h o u l d  b e  p r o te c te d  a ga i n s t u n au th o r i z e d
ac c e s s .

7 . 3 . 4 . 2    T h e  r o o f s h o u l d  b e  r e s i s tan t to  p e n e tr ati o n .

7 . 3 . 4 . 3    O p e n i n gs  i n  th e  r o o f s h o u l d  b e  p r o te c te d .

7 . 3 . 5 *  O p e n i n gs  to  B e  S e c u re d .    O p e n i n g s  s h o u l d  b e  p r o te c ‐
te d  a ga i n s t e n tr y b y u n a u th o r i z e d  p e r s o n s .

7 . 4  I n te ri o r P e ri m e te rs .

7 . 4 . 1 *    Wh e r e  a s e c u r e  a r e a d e s i gn a ti o n  defnes  an  i n te r i o r
ro o m  o r  s p a c e ,  th e  i n te r i o r  p e r i m e te r  o f s u c h  r o o m  o r  s p a c e
s h o u l d  b e  p r o te c te d  s o  th a t o n l y au th o r i z e d  p e r s o n n e l  a r e
p e r m i tte d  to  e n te r.

7 . 4 . 2 *    Ac c e s s  to  c o n tr o l l e d  o r  r e s tr i c te d  ar e a s  s h o u l d  b e  i n
ac c o r d an c e  wi th  S e c ti o n  7 . 5 .

7 . 4 . 3    F a c to r s  to  b e  c o n s i d e r e d  i n  s e c u r i n g  an  i n te r i o r  p e r i m e ‐
te r  s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) S e n s i ti vi ty o r  c r i ti c al i ty o f th e  o p e r ati o n

( 2 ) F ac i l i ty vu l n e r a b i l i ty to  d am ag e ,  i n te r r u p ti o n ,  a l te r ati o n ,
o r  o th e r  h a r m

( 3 ) S e n s i ti vi ty o r  val u e  o f th e  i n fo r m ati o n  o r  p r o p e r ty s to r e d
wi th i n  o r  a t th e  fa c i l i ty

( 4 ) * L o c ati o n  o f th e  fac i l i ty a n d  vu l n e r a b i l i ty to  i n tr u s i o n
( 5 ) O th e r  fo r m s  o f p r o te c ti o n  i n  p l ac e  o r  a va i l a b l e
( 6 ) L aw e n fo r c e m e n t o r  r e s p o n d e r  c a p a b i l i ty
( 7 ) O c c u p a n ts  o f th e  ar e a
( 8 ) L i fe  s afe ty,  e g r e s s ,  an d  i n fo r m a ti o n  d i s s e m i n ati o n

7 . 5  P o r tal  C o n tro l .

7 . 5 . 1  G e n e ral .

7 . 5 . 1 . 1    T h e  n u m b e r  o f p o r ta l s  i n  a s e c u r i ty p e r i m e te r  s h o u l d
b e  r e s tr i c te d  to  th e  m i n i m u m  r e q u i r e d  fo r  s afe  a n d  effcient

o p e r ati o n  o f th e  fac i l i ty.

7 . 5 . 1 . 2 *    M o ve m e n t th r o u gh  p o r tal s  i n  s e c u r i ty p e r i m e te r s
s h o u l d  b e  c o n tr o l l e d .

7 . 5 . 2  E x te ri o r P o r tal s .

7 . 5 . 2 . 1    E x te r i o r  e n tr an c e s  s h o u l d  b e  p r o vi d e d  wi th  l o c ki n g
d e vi c e s .

7 . 5 . 2 . 2    E x te r i o r  h i n g e  p i n s  o n  d o o r s  i n  s e c u r i ty p e r i m e te r s
s h o u l d  b e  s e c u r e d  ag ai n s t r e m o va l .

7 . 5 . 3  L o c k s .

7 . 5 . 3 . 1 *    E g r e s s  an d  fre  r e s i s ta n c e  p r o vi s i o n s  r e l a ti n g to  d o o r s
an d  h a r d wa r e  s h o u l d  b e  m a i n tai n e d .

Δ 7 . 5 . 3 . 2    I n d i vi d u a l  p r o d u c ts  s h o u l d  b e  l i s te d  to  th e  fo l l o wi n g
s tan d ar d s  a s  a p p l i c ab l e :

( 1 ) * AN S I / B H M A A1 5 6  S e r i e s ,  Categories of Builders Hardware,
fo r  b u i l d e r s '  h a r d wa r e

( 2 ) U L  1 0 3 4 ,  Burglary-Resistant Electric Locking Mechanisms,  fo r
b u r gl ar y-r e s i s tan t e l e c tr o n i c  l o c ki n g  m e c h a n i s m s

( 3 ) U L  4 3 7 ,  Key Locks,  fo r  ke y l o c ks
( 4 ) U L  7 6 8 ,  Combination Locks,  fo r  c o m b i n a ti o n  l o c ks
( 5 ) U L  2 9 4 ,  Access Control System Units,  fo r  a c c e s s  c o n tr o l

s ys te m  u n i ts
( 6 ) U L  2 0 5 8 ,  Outline of Investigation for High-Security Electronic

Locks,  fo r  h i gh -s e c u r i ty e l e c tr o n i c  l o c ks
( 7 ) U L  3 0 5 ,  Panic Hardware,  a n d  AN S I / B H M A A1 5 6 . 3 ,  Exit

Devices,  fo r  e x i t p a n i c  d e vi c e s

7 . 5 . 3 . 3    L o c ki n g  d e vi c e s  s h o u l d  b e  p r o p e r l y i n s tal l e d  an d  i n
go o d  wo r ki n g  o r d e r.

7 . 5 . 3 . 4 *    D o o r s  i n te n d e d  to  b e  c o n ti n u o u s l y s e c u r e d  s h o u l d
au to m ati c al l y c l o s e  an d  s e c u r e l y l atc h .

7 . 5 . 4 *  Ke y/ C re d e n ti al  C o n tro l .

7 . 5 . 4 . 1    T h e  i n te g r i ty o f ke y/ c r e d e n ti a l  s ys te m s  s h o u l d  b e
p r o te c te d  b y th e  u s e  o f ke y/ c r e d e n ti al  c o n tr o l .

7 . 5 . 4 . 2    Ke y/ c r e d e n ti al  c o n tr o l  p r o c e d u r e s  s h o u l d  i n c l u d e  b u t
n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) Re - ke yi n g  wh e n  a  ke y to  a  d e s i g n ate d  c o n tr o l l e d  o r
r e s tr i c te d  ar e a  i s  l o s t

( 2 ) M ai n ta i n i n g  ac c e s s  l i s ts  fo r  p e r s o n s  au th o r i z e d  to  d r aw
m a s te r  ke ys

( 3 ) * M ai n ta i n i n g  s e c u r i ty o f ke y/ c r e d e n ti al  s to r ag e  c o n tai n e r s
an d  c ab i n e ts

( 4 ) P e r fo r m i n g s e c u r i ty c h e c ks  o f ke y/ c r e d e n ti a l  s to r ag e
c o n tai n e r s  a n d  c ab i n e ts
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P RE M I S E S  S E C U RI T Y7 3 0 - 1 4

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

( 5 ) P e r fo r m i n g  a n  i n ve n to r y o f ke ys / c r e d e n ti al s  a n n u a l l y o r
a s  d i c tate d  b y th e  s e c u r i ty p l an

( 6 ) M ai n ta i n i n g  a r e c o r d  o f ke y/ c r e d e n ti a l  i s s u a n c e  r e q u e s ts ,
a p p r o val s ,  a n d  i s s u a n c e s

( 7 ) D e s tr o yi n g o r  m a i n tai n i n g  s e c u r i ty o n  ke ys / c r e d e n ti al s
n o t i s s u e d  o r  n o  l o n ge r  n e e d e d

( 8 ) D i s c r e te l y i d e n ti fyi n g ke ys / c r e d e n ti al s  an d  ke y/ c r e d e n ti a l
ta gs  b y u s e  o f a  c o d i n g s ys te m

( 9 ) * Tr a i n i n g  e m p l o ye e s  o n  ke y/ c r e d e n ti a l  c o n tr o l  p o l i c y an d
p r o c e d u r e

7 . 5 . 4 . 3 *    Ke y/ c r e d e n ti al  c o n tr o l  r e c o r d s  s h o u l d  i n c l u d e  b u t
n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) N u m b e r  a s s i gn e d  to  e ac h  ke y/ c r e d e n ti a l  an d  l o c k
( 2 ) L o c ati o n  o f e ac h  l o c k ( r o o m  n u m b e r )
( 3 ) P e r s o n  to  wh o m  e a c h  ke y/ c r e d e n ti al  h as  b e e n  i s s u e d
( 4 ) D ate  o f i s s u a n c e
( 5 ) D ate  o f r e tu r n
( 6 ) * D o c u m e n te d  ac c e p tan c e  fo r  e ac h  ke y/ c r e d e n ti al  i s s u e d

a n d  r e tu r n e d

C h ap te r 8    C ri m e  P re ve n ti o n  T h ro u gh  E n vi ro n m e n tal  D e s i gn

8 . 1 *  G e n e ral .    T h e  r e c o m m e n d ati o n s  o f C h ap te r  8  s h o u l d
ap p l y wh e n  specifcally r e fe r e n c e d  fr o m  C h a p te r s  1 1  th r o u gh
2 0 .

8 . 2  C ri m e  an d  L o s s  P re ve n ti o n .  ( Re s e r ve d )

8 . 3  H u m an  B e h avi o r.  ( Re s e r ve d )

8 . 4 *  L i gh ti n g.    P r o te c ti ve  l i gh ti n g  s h o u l d  a c c o m p l i s h  th e
o b j e c ti ve s  i n  8 . 4 . 1  th r o u g h  8 . 4 . 8 .

8 . 4 . 1 *    L i gh ti n g  s h o u l d  m e e t th e  fo l l o wi n g  c r i te r i a:

( 1 ) B e  l u m e n  effcient
( 2 ) B e  d e s i g n e d  to  c r e ate  ad e q u ate  l i g h t l e ve l s  wi th o u t b e i n g

e x c e s s i ve
( 3 ) M i n i m i z e  n i gh t s ky p o l l u ti o n

8 . 4 . 2    L i g h ti n g s h o u l d  m e e t th e  r e c o m m e n d ati o n s  o f th e
s e c u r i ty vu l n e r a b i l i ty as s e s s m e n t ( S VA) .

8 . 4 . 3 *    F o r  th e  p u r p o s e  o f n atu r al  s u r ve i l l an c e  an d  n o r m al
u s e ,  r e a s o n a b l e  i l l u m i n ati o n  s h o u l d  b e  p r o vi d e d  an d  m ai n ‐
ta i n e d  fo r  e x te r i o r  ar e a s ,  i n c l u d i n g  b u t n o t l i m i te d  to  th e
fo l l o wi n g :

( 1 ) P e d e s tr i an  e n tr an c e s  an d  wa l kways
( 2 ) E x te r i o r  d o o r s
( 3 ) Ve h i c u l ar  e n tr an c e s
( 4 ) P e r i m e te r  fe n c e  l i n e  wh e r e  i n d i c a te d  b y th e  S VA
( 5 ) S e n s i ti ve  ar e as  o r  s tr u c tu r e s  wi th i n  th e  s e c u r e  p e r i m e te r
( 6 ) P ar ki n g  ar e as

8 . 4 . 4    C o n s tan t i n te r i o r  l i g h ti n g s h o u l d  b e  m a i n tai n e d  fo r  th e
fo l l o wi n g :

( 1 ) E g r e s s  l i gh ti n g
( 2 ) M i n i m u m  l i g h ti n g l e ve l s  fo r  a r e as  u n d e r  vi d e o  s u r ve i l ‐

l an c e

8 . 4 . 5 *    Gu a r d  p o s ts  s h o u l d  b e  i l l u m i n a te d  b a s e d  o n  th e  S VA.

8 . 4 . 6 *    Re d u n d an c y o f l i g h ti n g s h o u l d  b e  p r o vi d e d  b as e d  o n
th e  S VA.

8 . 4 . 7 *    S e c u r i ty l i gh ti n g  s h o u l d  b e  p r o te c te d  fr o m  van d al i s m
an d  s ab o tag e .

8 . 4 . 8 *    S e c u r i ty l i gh ti n g  s h o u l d  b e  m ai n ta i n e d .

8 . 5 *  L an d s c ap i n g.    F o l i ag e  an d  s h r u b b e r y s h o u l d  b e  tr i m m e d
an d  m ai n ta i n e d .

8 . 6  Ae s th e ti c s .  ( Re s e r ve d )

C h ap te r 9    S e c u ri ty S ys te m s

9 . 1  G e n e ral .

9 . 1 . 1    T h e  r e c o m m e n d ati o n s  o f C h a p te r  9  s h o u l d  ap p l y wh e n
specifcally r e fe r e n c e d  fr o m  C h a p te r s  1 1  th r o u g h  2 0 .

9 . 1 . 2    E l e c tr o n i c  p r e m i s e s  s e c u r i ty s ys te m s  s h o u l d  b e  i n s tal l e d
i n  c o m p l i a n c e  wi th  th e  r e q u i r e m e n ts  o f N F PA 7 3 1 .

9 . 2  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

9 . 2 . 1  We ap o n  D e te c ti o n  ( M agn e to m e te rs  an d  X- Ray) .
( Re s e r ve d )

9 . 2 . 2  E x p l o s i ve  D e te c ti o n  ( M an  P o r tal ,  P arc e l / Fre i gh t,  an d
P o r tab l e ) .  ( Re s e r ve d )

9 . 2 . 3  Rad i ati o n  D e te c ti o n  ( M an  P o r tal ,  P arc e l / Fre i gh t,  an d
P o r tab l e ) .  ( Re s e r ve d )

9 . 2 . 4  N arc o ti c s  D e te c ti o n  ( M an  P o r tal  an d  P o r tab l e ) .
( Re s e r ve d )

9 . 2 . 5  B i o l o gi c al  an d  C h e m i c al  Age n t D e te c ti o n  ( Fi x e d  an d
P o r tab l e ) .  ( Re s e r ve d )

9 . 3  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .  ( Re s e r ve d )

9 . 3 . 1  E m e rge n c y C o m m u n i c ati o n  S ys te m .  ( Re s e r ve d )

9 . 3 . 2  H o l d u p ,  D u re s s ,  Am b us h ,  an d  M an  D o wn  Al ar m s .
( Re s e r ve d )

9 . 3 . 3  T h re at/ D o o r/ M i s c e l l an e o u s  Al ar m s .  ( Re s e r ve d )

9 . 3 . 4  Vi d e o  S u r ve i l l an c e  An al yti c s  Al e r ti n g S ys te m s .
( Re s e r ve d )

9 . 4  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .

9 . 4 . 1  As s e t Trac k i n g.  ( Re s e r ve d )

9 . 4 . 2  I n tr u s i o n  D e te c ti o n  S ys te m s .

9 . 4 . 2 . 1 *    I n tr u s i o n  d e te c ti o n  s ys te m s  s h o u l d  b e  d e s i gn e d  to
p r o te c t ag ai n s t vu l n e r ab i l i ti e s  identifed  b y a s e c u r i ty vu l n e r a‐

b i l i ty as s e s s m e n t ( S VA) .

9 . 4 . 2 . 2    I n tr u s i o n  d e te c ti o n  s ys te m s  s h o u l d  b e  i n s ta l l e d  i n
ac c o r d an c e  wi th  th e  r e q u i r e m e n ts  o f N F PA 7 3 1 .

9 . 4 . 2 . 3    S i g n al s  fr o m  a n  i n tr u s i o n  d e te c ti o n  s ys te m  a l a r m
s h o u l d  b e  i n  a c c o r d a n c e  wi th  th e  r e q u i r e m e n ts  o f 5 . 1 . 3  o f
N F PA 7 3 1 .

9 . 4 . 2 . 4    T h e  al ar m  s ys te m  s h o u l d  b e  p e r i o d i c al l y te s te d  an d
p r o p e r l y m ai n ta i n e d  a s  r e q u i r e d  i n  C h ap te r  1 0  o f N F PA 7 3 1 .

9 . 4 . 3  Ac c e s s  C o n tro l  S ys te m s .

9 . 4 . 3 . 1 *    Ac c e s s  c o n tr o l  s ys te m s  s h o u l d  b e  d e s i g n e d  to  c o n tr o l
m o ve m e n t th r o u gh  p o r tal s  a s  d e te r m i n e d  b y th e  S VA.
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E D U C AT I O N AL  FAC I L I T I E S ,  C O L L E GE S ,  AN D  U N I VE RS I T I E S 7 3 0 - 1 5

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

9 . 4 . 3 . 2    Ac c e s s  c o n tr o l  s ys te m s  s h o u l d  b e  i n s tal l e d  i n  ac c o r d ‐
an c e  wi th  th e  r e q u i r e m e n ts  o f N F PA 7 3 1 .

9 . 4 . 3 . 3    Ac c e s s  to  u n i s s u e d  ac ti ve  m ac h i n e  r e ad ab l e  c r e d e n ti al s
s h o u l d  b e  c o n tr o l l e d .

9 . 4 . 4  Vi d e o  S u r ve i l l an c e .

9 . 4 . 4 . 1 *    Vi d e o  s u r ve i l l an c e  s ys te m s  p e r fo r m an c e  r e q u i r e ‐
m e n ts  s h o u l d  b e  d e s i gn e d  i n  ac c o r d an c e  wi th  th e  i n te n t o f th e
S VA.

9 . 4 . 4 . 2    Vi d e o  s u r ve i l l a n c e  s ys te m s  s h o u l d  b e  i n s tal l e d  i n
ac c o r d an c e  wi th  th e  r e q u i r e m e n ts  o f N F PA 7 3 1 .

9 . 4 . 4 . 3 *    Wh e r e  vi d e o  s u r ve i l l an c e  i s  i n s tal l e d ,  th e  s ys te m
s h o u l d  b e  m o n i to r e d  o r  r e c o r d e d .

9 . 4 . 4 . 4    Wh e r e  s i gn s  ar e  i n s ta l l e d ,  th e  s i g n s  s h o u l d  b e  m ai n ‐
ta i n e d .

9 . 4 . 4 . 5 *    Vi d e o  s u r ve i l l a n c e  s ys te m s  s h o u l d  b e  m a i n tai n e d  s o
th a t th e  s ys te m  wi l l  c o n ti n u e  to  p e r fo r m  as  d e te r m i n e d  b y th e
d e s i g n  i n  9 . 4 . 4 . 1 .

Δ 9 . 4 . 4 . 6    Wh e r e  th e  S VA r e q u i r e s  a  p ar ti c u l ar  i m ag e  q u al i ty fo r
vi d e o  s u r ve i l l a n c e ,  th e  c am e r a s h o u l d  b e  e val u ate d  to  a s ta n d ‐
ar d  s u c h  as  U L  2 8 0 2 ,  Performance Testing of Camera Image Quality.

9 . 4 . 5 *  G u ard  To u r S ys te m s .  ( Re s e r ve d )

9 . 5  S e c u ri ty M o n i to ri n g.  ( Re s e r ve d )

C h ap te r 1 0    Ac c e s s o r y P ro p e r ty

1 0 . 1  G e n e ral .

1 0 . 1 . 1    T h e  r e c o m m e n d ati o n s  o f C h ap te r  1 0  s h o u l d  a p p l y
wh e n  specifcally r e fe r e n c e d  fr o m  C h a p te r s  1 1  th r o u g h  2 0 .

1 0 . 1 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  fo r  ac c e s s o r y p r o p e r ti e s  a s  p ar t o f th e  s e c u r i ty p l a n .

1 0 . 2  P arki n g.

1 0 . 2 . 1  G e n e ral .

1 0 . 2 . 1 . 1    S e c ti o n  1 0 . 2  p r o vi d e s  r e c o m m e n d a ti o n s  to  c o n tr o l
s e c u r i ty vu l n e r ab i l i ti e s  i n  p a r ki n g fac i l i ti e s ,  wh e th e r  a  s tr u c tu r e
o r  a  s p ac e ,  u s e d  fo r  th e  s to r ag e  o f m o to r  ve h i c l e s .

1 0 . 2 . 1 . 2 *    A p a r ki n g fac i l i ty s h o u l d  h ave  a s e c u r i ty p l a n
c o m p l yi n g wi th  C h ap te r  5 .

1 0 . 2 . 1 . 3 *    O wn e r s  an d  o p e r a to r s  o f p ar ki n g  fac i l i ti e s  s h o u l d
ta ke  p r o a c ti ve  m e as u r e s  s h o wn  a s  n e e d e d  b y th e  S VA.

1 0 . 2 . 2 *  Ad m i n i s trati ve  C o n tro l s .    S e c u r i ty p atr o l s  s h o u l d
c o m p l y wi th  6 . 2 . 4 .

1 0 . 2 . 3  S e c u ri ty P e ri m e te rs .

1 0 . 2 . 3 . 1 *  Are a D e s i gn ati o n s .    Ve h i c l e  e n tr a n c e  an d  e x i t
p o r ta l s  s h o u l d  b e  l i m i te d  to  th e  m i n i m u m  r e q u i r e d  fo r  o p e r a‐
ti o n  o f th e  p ar ki n g  fa c i l i ty.

1 0 . 2 . 3 . 2 *  E x te ri o r.  ( Re s e r ve d )

1 0 . 2 . 3 . 3  I n te ri o r.  ( Re s e r ve d )

1 0 . 2 . 3 . 4  P o r tal  C o n tro l .  ( Re s e r ve d )

1 0 . 2 . 4  C ri m e  P re ve n ti o n  T h ro ugh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 0 . 2 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .

1 0 . 2 . 4 . 2 *  H u m an  B e h avi o r.    P a r ki n g ar e a s  s h o u l d  b e  we l l
m a r ke d .

1 0 . 2 . 4 . 3 *  L i gh ti n g.    L i g h ti n g s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 0 . 2 . 4 . 4 *  L an d s c ap i n g.    F o l i a ge  a n d  s h r u b b e r y s h o u l d  b e
tr i m m e d  a n d  m ai n ta i n e d .

1 0 . 2 . 4 . 5  Ae s th e ti c s .  ( Re s e r ve d )

1 0 . 2 . 5  S e c u ri ty S ys te m s .

1 0 . 2 . 5 . 1 *  D ure s s  Al ar m s .    P u b l i c  d u r e s s  al a r m  s ys te m s ,  wh e r e
p r e s e n t,  s h o u l d  b e  i n s tal l e d  a n d  m ai n ta i n e d  i n  a c c o r d an c e  wi th
N F PA 7 3 1 .

1 0 . 2 . 5 . 2  Ac c e s s  C o n tro l .    Ac c e s s  c o n tr o l  s ys te m s  s h o u l d  b e  i n
ac c o r d an c e  wi th  9 . 4 . 3 .

1 0 . 3  S to rage .  ( Re s e r ve d )

1 0 . 4  E x te ri o r Are as .  ( Re s e r ve d )

C h ap te r 1 1    E d uc ati o n al  Fac i l i ti e s ,  C o l l e ge s ,  an d  U n i ve rs i ti e s

1 1 . 1  G e n e ral .

1 1 . 1 . 1  S c o p e .

1 1 . 1 . 1 . 1    T h i s  c h a p te r  ad d r e s s e s  m e a s u r e s  to  m i ti g ate  s e c u r i ty
vu l n e r ab i l i ti e s  i n  e d u c ati o n al  fa c i l i ti e s .

1 1 . 1 . 1 . 2    F ac i l i ti e s  wi th i n  th e  s c o p e  o f th i s  c h ap te r  s h o u l d
i n c l u d e  p u b l i c  an d  p r i vate  p r i m a r y an d  s e c o n d ar y s c h o o l s  ( K–
1 2 ) ,  c o l l e g e s ,  an d  u n i ve r s i ti e s .

1 1 . 1 . 1 . 3    As s e ts  wi th i n  th e  p r i m a r y s e c u r i ty p e r i m e te r  s h o u l d
b e  classifed  i n  a c c o r d a n c e  wi th  th e i r  u s e .

1 1 . 1 . 1 . 4    As s e ts  u s e d  as  o th e r  th a n  e d u c a ti o n a l  fac i l i ti e s  s h o u l d
c o m p l y wi th  th e  r e q u i r e m e n ts  o f th i s  c h a p te r  an d  th e  ap p r o p r i ‐

a te  o c c u p a n c y c h ap te r  ( C h ap te r s  1 2  th r o u g h  2 0 ) .

1 1 . 1 . 2  S e c uri ty P l an .

1 1 . 1 . 2 . 1 *    An  e d u c ati o n al  fac i l i ty s h o u l d  h ave  a s e c u r i ty p l a n .

1 1 . 1 . 2 . 2    T h e  s e c u r i ty p l a n  s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d
to  th e  fo l l o wi n g s e c u r i ty vu l n e r ab i l i ti e s :

( 1 ) Van d a l i s m
( 2 ) T h e ft
( 3 ) B u r g l ar y
( 4 ) E m b e z z l e m e n t
( 5 ) S e x u al  p r e d a ti o n
( 6 ) As s au l t
( 7 ) We ap o n s  vi o l a ti o n s
( 8 ) Ro b b e r y

1 1 . 1 . 2 . 3 *    T h e  e d u c ati o n al  fa c i l i ty s h o u l d  c o n d u c t a s e c u r i ty
vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  as  p ar t o f th e  s e c u r i ty p l an .
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P RE M I S E S  S E C U RI T Y7 3 0 - 1 6

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

1 1 . 1 . 2 . 3 . 1 *    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti al  s e c u r i ty
r i s ks  p o s e d  b y th e  p h ys i c al  an d  o p e r a ti o n al  e n vi r o n m e n t o f th e
e d u c a ti o n a l  fac i l i ty to  a l l  a s s e ts  a t th e  fa c i l i ty.

1 1 . 1 . 2 . 3 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  S VA.

1 1 . 1 . 2 . 4    T h e  s e c u r i ty p l an  s h o u l d  b e  c o o r d i n ate d  wi th  e m e r ‐
ge n c y r e s p o n s e ,  d i s a s te r,  an d  b u s i n e s s  r e c o ve r y p l an s .

1 1 . 1 . 3  Re s p o n s i b l e  P e rs o n .

1 1 . 1 . 3 . 1    A p e r s o n ( s )  s h o u l d  b e  ap p o i n te d  b y th e  m an a ge m e n t
o f th e  e d u c ati o n a l  fac i l i ty to  b e  r e s p o n s i b l e  fo r  s e c u r i ty
m a n ag e m e n t ac ti vi ti e s .

1 1 . 1 . 3 . 2    T h e  d u ti e s  o f th e  r e s p o n s i b l e  p e r s o n ( s )  s h o u l d  b e  a s
identifed  i n  th e  S VA an d  i n c l u d e ,  b u t n o t b e  l i m i te d  to ,  th e
fo l l o wi n g :

( 1 ) P r o vi d i n g identifcation  b a d g e s  o r  m a c h i n e -r e ad ab l e  c r e ‐
d e n ti al s

( 2 ) C o n tr o l l i n g  m o ve m e n t th r o u gh  p o r tal s
( 3 ) Defning  an d  i m p l e m e n ti n g  p r o c e d u r e s  fo r  s e c u r i ty i n c i ‐

d e n ts  i n c l u d i n g,  b u t n o t l i m i te d  to ,  th e  fo l l o wi n g:

( a) Ac ti ve  s h o o te r s
( b ) Ac c e s s  to  e m e r g e n c y ar e a s

( c ) H o s ta ge  s i tu a ti o n s
( d ) * B o m b s

( e ) C r i m i n a l  th r e ats
( f) L ab o r  ac ti o n s

( g) D i s o r d e r l y c o n d u c t
( h ) Wo r kp l ac e  vi o l e n c e

( i ) Re s p o n s e  to  r e s tr a i n i n g o r d e r s
( j ) Ab d u c ti o n s

( k) I n c i d e n ts  i n vo l vi n g  VI P s
( l ) I n c i d e n ts  i n vo l vi n g  th e  m e d i a

( 4 ) M an a gi n g as s e t p r o te c ti o n  p r o c e d u r e s
( 5 ) I m p l e m e n ti n g p r o c e d u r e s  fo r  i n te r a c ti o n  wi th  e m e r g e n c y

s e r vi c e s
( 6 ) E n s u r i n g c o m p l i an c e  wi th  a p p l i c a b l e  l a ws ,  r e g u l ati o n s ,

an d  s tan d a r d s  r e ga r d i n g s e c u r i ty m a n ag e m e n t o p e r ati o n s
( 7 ) E s tab l i s h i n g e d u c ati o n  an d  tr a i n i n g  p r o g r am s  to  ad d r e s s

th e  fo l l o wi n g :

( a) C u s to m e r  s e r vi c e
( b ) U s e  o f fo r c e
( c ) Re s p o n s e  c r i te r i a
( d ) F i r e  watc h  p r o c e d u r e s
( e ) * L o c kd o wn ,  l o c ko u t,  c l e ar  th e  h a l l s ,  an d  s h e l te r-i n -

p l a c e  p r o c e d u r e s
( f) E m e r g e n c y notifcation  p r o c e d u r e s

( 8 ) E s tab l i s h i n g r e c o r d ke e p i n g p r o c e d u r e s
( 9 ) * C o n d u c ti n g  at l e a s t o n e  o f th e  fo l l o wi n g  s e c u r i ty-r e l a te d

d r i l l s  s e m i an n u a l l y:

( a) L o c kd o wn
( b ) L o c ko u t
( c ) S h e l te r-i n -p l a c e
( d ) C l e a r  th e  h al l s

1 1 . 2  Ad m i n i s trati ve  C o n tro l s .

1 1 . 2 . 1  P e o p l e  M an age m e n t.

1 1 . 2 . 1 . 1  E m p l o ye e s .

1 1 . 2 . 1 . 1 . 1    E m p l o ye e  p r a c ti c e s  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 1 . 2 . 1 . 1 . 2 *    E m p l o ye e s  s h o u l d  b e  i n s tr u c te d  h o w to  e x e r c i s e
r e a s o n a b l e  c ar e  i n  p r o te c ti n g p e r s o n al  p r o p e r ty.

1 1 . 2 . 1 . 1 . 3 *    E m p l o ye e s  a n d  te n an ts  s h o u l d  r e c e i ve  tr ai n i n g  o n
th e i r  r o l e s  i n  th e  s e c u r i ty p l an .

1 1 . 2 . 1 . 2  S tu d e n ts .

1 1 . 2 . 1 . 2 . 1    S tu d e n ts  s h o u l d  b e  notifed  o f signifcant s e c u r i ty-
r e l ate d  i n c i d e n ts .

1 1 . 2 . 1 . 2 . 2    Wh e r e  identifcation  b ad g e s  a r e  p r o vi d e d ,  s tu d e n ts
s h o u l d  d i s p l a y identifcation  b ad ge s  a s  r e c o m m e n d e d  i n  6 . 2 . 1 . 2

fo r  e m p l o ye e s .

1 1 . 2 . 1 . 3  Vi s i to rs .

1 1 . 2 . 1 . 3 . 1 *    Al l  vi s i to r s  s h o u l d  e n te r  b u i l d i n g s  th r o u g h  a m o n i ‐
to r e d  a n d  d e s i g n ate d  vi s i to r  e n tr a n c e ( s ) .

1 1 . 2 . 1 . 3 . 2    Al l  vi s i to r s  s h o u l d  b e  i s s u e d  s c h o o l  vi s i to r  identifca‐
tion.

1 1 . 2 . 1 . 3 . 3    Al l  vi s i to r s  s h o u l d  b e  r e q u i r e d  to  s h o w go ve r n m e n t-
i s s u e d ,  p h o to  identifcation  to  a s ta ff m e m b e r  to  b e  i s s u e d

s c h o o l  vi s i to r  identifcation.

1 1 . 2 . 1 . 3 . 4    Al l  vi s i to r s  s h o u l d  b e  r e q u i r e d  to  we a r  s c h o o l  vi s i to r
identifcation  vi s i b l e  a t al l  ti m e s .

1 1 . 2 . 1 . 4 *  Ve n d o rs  an d  C o n trac to rs .  ( Re s e r ve d )

1 1 . 2 . 1 . 5  S e c uri ty P e rs o n n e l .

1 1 . 2 . 1 . 5 . 1 *    T h e  d e c i s i o n  to  p r o vi d e  s e c u r i ty p e r s o n n e l  s h o u l d
b e  b as e d  o n  th e  S VA.

1 1 . 2 . 1 . 5 . 2    S e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th  6 . 2 . 4 .

1 1 . 2 . 1 . 5 . 3    S e c u r i ty p atr o l s  s h o u l d  b e  c o n d u c te d  i n  a c c o r d a n c e
wi th  th e  fa c i l i ty s e c u r i ty p l an .

1 1 . 2 . 2  M ate ri al  Re c e i vi n g.    T h e  r e c e i p t o f m ate r i a l s  s h o u l d
c o m p l y wi th  S e c ti o n  6 . 3  an d  th e  ap p l i c a b l e  o c c u p a n c y c h ap te r
( C h ap te r s  1 2  th r o u gh  2 0 ) .

1 1 . 2 . 3  I n fo r m ati o n  an d  D ata S e c u ri ty.  ( Re s e r ve d )

1 1 . 2 . 4  Wo rkp l ac e  Vi o l e n c e .

1 1 . 2 . 4 . 1    A wo r kp l ac e  vi o l e n c e  p l a n  s h o u l d  b e  r e q u i r e d .

1 1 . 2 . 4 . 2    T h e  wo r kp l ac e  vi o l e n c e  p l a n  s h o u l d  b e  i n  ac c o r d a n c e
wi th  S e c ti o n  6 . 5 .

1 1 . 3  S e c uri ty P e ri m e te rs .

1 1 . 3 . 1  Are a D e s i gn ati o n s .

1 1 . 3 . 1 . 1    Ar e a s  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
a c c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 1 . 3 . 2  E x te ri o r — P ri m ar y S c h o o l  ( K- 1 2 )  P ro p e r ty.

1 1 . 3 . 2 . 1    E x te r i o r  s e c u r i ty p e r i m e te r s  s h o u l d  b e  d e s i g n ate d
a n d  p r o te c te d  i n  ac c o r d an c e  wi th  C h a p te r  7 .

1 1 . 3 . 2 . 2    I n  ac c o r d a n c e  wi th  S e c ti o n  7 . 2 ,  s e c o n d ar y e x te r i o r
s e c u r i ty p e r i m e te r s  s h o u l d  i n c l u d e ,  b u t n o t b e  l i m i te d  to ,  th e

fo l l o wi n g  ar e as :

( 1 ) E x te r i o r  l o c a ti o n s  u s e d  b y s tu d e n ts  fo r  s c h o o l  ac ti vi ti e s
th a t ar e  d e s i gn a te d  as  u n s e c u r e d  a n d  p r o te c te d

( 2 ) P ar ki n g  l o ts  th at ar e  d e s i g n ate d  a s  s e c u r e d  a n d  c o n tr o l l e d
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E D U C AT I O N AL  FAC I L I T I E S ,  C O L L E GE S ,  AN D  U N I VE RS I T I E S 7 3 0 - 1 7

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

( 3 ) B u i l d i n g e x te r i o r  wal l s  a n d  p o r ta l s  th at a r e  d e s i g n ate d  a s
s e c u r e d  an d  c o n tr o l l e d

1 1 . 3 . 2 . 2 . 1    Wh e r e  fe as i b l e ,  th e r e  s h o u l d  b e  d e s i gn a te d  p a r ki n g
ar e as  fo r  th e  fo l l o wi n g :

( 1 ) S taff
( 2 ) S tu d e n ts
( 3 ) Vi s i to r s
( 4 ) Ve n d o r s
( 5 ) B u s  l o ad i n g / u n l o ad i n g

1 1 . 3 . 2 . 2 . 2    D e s i g n ate d  p ar ki n g  a r e as  s h o u l d  b e  c l e ar l y d i s ti n ‐
gu i s h ab l e  an d  p r o te c te d  th r o u g h  th e  u s e  o f s i g n ag e  a n d / o r
p h ys i c al  o r  e l e c tr o n i c  s e c u r i ty b a r r i e r s  s u c h  a s  g ate s  o r  s e c u r i ty
p o s ts .

1 1 . 3 . 2 . 3    Al l  p o r tal s  i n  th e  b u i l d i n g p e r i m e te r  s h o u l d  b e
c o n tr o l l e d  i n  ac c o r d an c e  wi th  S e c ti o n  7 . 5 .

1 1 . 3 . 2 . 4    T h e  b u i l d i n g  p e r i m e te r  s h o u l d  h a ve  d e d i c a te d
p o r ta l s  fo r  th e  fo l l o wi n g  o c c u p an ts :

( 1 ) S tu d e n ts
( 2 ) S taff
( 3 ) Vi s i to r s
( 4 ) Ve n d o r s

1 1 . 3 . 2 . 4 . 1    T h e  s tu d e n t p o r tal ( s )  s h o u l d  h a ve  th e  fo l l o wi n g
c o n tr o l s  i n  p l ac e :

( 1 ) Vi s u a l  m o n i to r i n g  b y a s taff m e m b e r  o r  vo l u n te e r  d u r i n g
s tu d e n t a r r i val  a n d  d i s m i s s a l  ti m e s

( 2 ) L o c ks  to  p r e ve n t e n tr y e x c e p t at ar r i va l  a n d  d i s m i s s al
ti m e s

1 1 . 3 . 2 . 4 . 2    T h e  s ta ff p o r ta l ( s )  s h o u l d  b e  l o c ke d  a t al l  ti m e s
wi th  e n tr y r e q u i r i n g  a va l i d  ke y/ c r e d e n ti al .

1 1 . 3 . 2 . 4 . 3    E n tr y at th e  vi s i to r  an d  ve n d o r  p o r tal ( s )  s h o u l d  b e
c o n tr o l l e d  b y o n e  o r  m o r e  o f th e  fo l l o wi n g:

( 1 ) M o n i to r i n g  b y a s ta ff m e m b e r  o r  vo l u n te e r
( 2 ) E l e c tr o n i c  ac c e s s  c o n tr o l

1 1 . 3 . 3  I n te ri o r.  ( Re s e r ve d )

1 1 . 3 . 4  P o r tal  C o n tro l .

1 1 . 3 . 4 . 1    P o r ta l s  i n  s e c u r i ty p e r i m e te r s  s h o u l d  c o m p l y wi th
S e c ti o n  7 . 5 .

1 1 . 3 . 4 . 2    P r o c e d u r e s  s h o u l d  b e  e s ta b l i s h e d  fo r  c o l l e c ti n g  ke ys /
c r e d e n ti al s  fr o m  te r m i n ate d  e m p l o ye e s ,  e m p l o ye e s  o n  vac a‐
ti o n ,  an d  s tu d e n t r e s i d e n ts  wh o  h ave  va c a te d  th e  p r e m i s e s .

1 1 . 3 . 4 . 3    Ke ys / c r e d e n ti al s  s h o u l d  n o t b e  identifed  i n  a
m a n n e r  s u c h  th at a  p e r s o n  fnding  a  l o s t ke y/ c r e d e n ti al  c o u l d
tr ac e  i t b ac k to  th e  s c h o o l .

1 1 . 3 . 4 . 4 *    T h e  d e gr e e  o f p o r ta l  c o n tr o l  s h o u l d  b e  a  fu n c ti o n  o f
th e  c am p u s  l ayo u t a n d  th e  n e e d s  s h o wn  i n  th e  S VA.

1 1 . 3 . 4 . 5    T h e  p o r ta l  c o n tr o l  s ys te m  s h o u l d  b e  d e s i g n e d  to  m e e t
l i fe  s a fe ty an d  fre  c o d e  r e g u l ati o n s ,  a s  we l l  as  l e ga l  r e q u i r e ‐
m e n ts  fo r  ac c e s s i b i l i ty b y p e o p l e  wi th  d i s a b i l i ti e s .

1 1 . 3 . 4 . 6    At a m i n i m u m ,  a l l  e x te r i o r  p o r tal  wi n d o ws  a n d  s i d e ‐
l i g h ts  s h o u l d  b e  d e s i gn e d  to  p r e ve n t o r  d e l ay e n tr y i f th e  g l a z ‐
i n g  i s  a ttac ke d .

1 1 . 3 . 4 . 7 *    Al l  c l as s r o o m  d o o r s  s h o u l d  b e  e q u i p p e d  wi th  l o c k‐
i n g  h a r d wa r e  th a t al l o ws  fo r  a  s i n gl e  m o ti o n  e gr e s s  as  defned

b y N F PA 1 01 .

1 1 . 3 . 4 . 7 . 1    Al l  c l as s r o o m -l o c ki n g  h ar d war e  s h o u l d  b e  l o c kab l e
fr o m  i n s i d e  th e  c l as s r o o m  wi th o u t s p e c i al  kn o wl e d g e ,  to o l s ,  o r

c r e d e n ti al s .

1 1 . 3 . 4 . 7 . 2    Al l  c l as s r o o m -l o c ki n g  h a r d wa r e  s h o u l d  b e  u n l o c ka‐
b l e  fr o m  th e  h al l wa y s i d e  wi th  a ke y o r  c r e d e n ti al .

1 1 . 3 . 4 . 8    C l a s s r o o m  d o o r  s i d e l i g h ts  s h o u l d  b e  l o c a te d  o n  th e
h i n g e  s i d e  o f th e  d o o r  a n d  b e  d e s i g n e d  n o t to  a l l o w u n a u th o r ‐
i z e d  p e r s o n s  fr o m  b r e aki n g  th e  s i d e l i gh t g l a s s  an d  ac c e s s i n g

th e  d o o r  l o c ki n g h ar d war e .

1 1 . 3 . 4 . 9    C l as s r o o m  d o o r  s i d e l i g h ts  an d  d o o r  wi n d o ws  s h o u l d
b e  d e s i g n e d  s o  th a t i f th e  g l a s s  i s  b r o ke n ,  a p e r s o n  c a n n o t g ai n

ac c e s s  to  th e  i n te r i o r  o f th e  c l a s s r o o m .

1 1 . 4 *  C ri m e  P re ve n ti o n  T h ro ugh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 1 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .  ( Re s e r ve d )

1 1 . 4 . 2 *  H u m an  B e h avi o r.    A c o d e  o f c o n d u c t th at c l e a r l y
defnes  e a c h  r e g u l a ti o n  a n d  a s s i gn s  a specifc  p e n al ty fo r  e a c h

i n fr a c ti o n  s h o u l d  b e  d e ve l o p e d ,  p u b l i c i z e d ,  a n d  s tr i c tl y
e n fo r c e d .

1 1 . 4 . 3  L i gh ti n g.

1 1 . 4 . 3 . 1    L i gh ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 1 . 4 . 3 . 2    T h e  fo l l o wi n g a r e as  s h o u l d  b e  i l l u m i n ate d  i n  ad d i ti o n
to  th o s e  ar e a s  l i s te d  i n  S e c ti o n  8 . 4 :

( 1 ) C o r r i d o r s
( 2 ) S tai r we l l s
( 3 ) E l e va to r s

1 1 . 4 . 4 *  L an d s c ap i n g.    F o l i a ge  a n d  s h r u b b e r y s h o u l d  b e
tr i m m e d  a n d  m ai n ta i n e d .

1 1 . 4 . 5  Ae s th e ti c s .  ( Re s e r ve d )

1 1 . 5  S e c u ri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  ac c o r d an c e  wi th  S e c ti o n  9 . 4 .

1 1 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 1 . 5 . 2  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .

1 1 . 5 . 2 . 1  E m e rge n c y C o m m u n i c ati o n  S ys te m .

1 1 . 5 . 2 . 1 . 1    E m e r g e n c y c o m m u n i c ati o n  s ys te m s  s h o u l d  c o m p l y
wi th  NFPA 72 a n d  ap p l i c ab l e  l a ws .

1 1 . 5 . 2 . 1 . 2 *    E d u c a ti o n al  fac i l i ti e s  s h o u l d  h a ve  a c o m m u n i c a‐
ti o n  p o l i c y a n d  a c o m m u n i c ati o n  m e th o d  fo r  p r o vi d i n g  i n fo r ‐
m a ti o n  o n  s afe ty an d  c r i m e .

1 1 . 5 . 2 . 1 . 3 *    E d u c ati o n al  fa c i l i ti e s  s h o u l d  h ave  a n  e s ta b l i s h e d
p o l i c y o n  c o m m u n i c a ti o n  wi th  l o c a l  e m e r ge n c y r e s p o n d e r s .

1 1 . 5 . 2 . 2  H o l d u p ,  D u re s s ,  Am b u s h ,  an d  M an  D o wn  Al ar m s .
H o l d u p ,  d u r e s s ,  a m b u s h ,  a n d  m an  d o wn  a l ar m s  s h o u l d  c o m p l y

wi th  th e  r e q u i r e m e n ts  o f N F PA 7 3 1 .

1 1 . 5 . 2 . 3  T h re at,  D o o r,  an d  M i s c e l l an e o u s  Al ar m s .    T h r e at an d
d o o r  al ar m s  an d  o th e r  al a r m s  r e l ati n g  to  th e  s afe ty o f p e o p l e
s h o u l d  b e  m o n i to r e d  b y s e c u r i ty p e r s o n n e l .
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P RE M I S E S  S E C U RI T Y7 3 0 - 1 8

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

1 1 . 5 . 3 *  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .    T h e  i n s tal l a‐
ti o n  o f e l e c tr o n i c  p r e m i s e s  s e c u r i ty s ys te m s  s h o u l d  b e  i n
ac c o r d an c e  wi th  S e c ti o n  9 . 4 .

1 1 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 1 . 5 . 3 . 2 *  I n tr u s i o n  D e te c ti o n  S ys te m s .    I n tr u s i o n  d e te c ti o n
s ys te m s  s h o u l d  c o m p l y wi th  9 . 4 . 2 .

1 1 . 5 . 3 . 3 *  Ac c e s s  C o n tro l  S ys te m s .    Ac c e s s  c o n tr o l  s ys te m s
s h o u l d  c o m p l y wi th  9 . 4 . 3 .

1 1 . 5 . 3 . 4 *  Vi d e o  S u r ve i l l an c e  S ys te m s .    Vi d e o  s u r ve i l l a n c e
s ys te m s  s h o u l d  c o m p l y wi th  9 . 4 . 4 .

1 1 . 6  Ac c e s s o r y P ro p e r ty.

1 1 . 6 . 1  P arki n g.    P a r ki n g s h o u l d  c o m p l y wi th  S e c ti o n  1 0 . 2 .

1 1 . 6 . 2 *  C am p u s  H o us i n g.    B a s e d  u p o n  th e  n e e d  s h o wn  i n  th e
S VA,  s c h o o l s  th a t p r o vi d e  h o u s i n g  fo r  s tu d e n ts  s h o u l d  p r o vi d e
a s e c u r i ty p r o gr a m  fo r  r e s i d e n c e  h al l s ,  i n c l u d i n g ,  b u t n o t l i m i ‐
te d  to ,  th e  fo l l o wi n g :

( 1 ) Tr ai n i n g  s tu d e n ts  r e ga r d i n g  th e i r  s e c u r i ty r e s p o n s i b i l i ‐
ti e s  an d  r o l e  i n  m a i n tai n i n g th e  i n te g r i ty o f th e  s e c u r i ty
p r o gr a m

( 2 ) Re q u i r i n g  th at th e  e x te r i o r  p o r ta l s  to  r e s i d e n c e  h a l l s  b e
r e s tr i c te d  o r  gu ar d e d  at a l l  ti m e s

( 3 ) L i m i ti n g ac c e s s  to  r e s i d e n c e  h al l s  th r o u g h  th e  s m al l e s t
n u m b e r  o f p o r tal s  p o s s i b l e  ( wi th o u t conficting  wi th  l i fe
s a fe ty r e q u i r e m e n ts )

( 4 ) Re q u i r i n g  th at o n e  ke y/ c r e d e n ti al  b e  u s e d  to  g ai n
e n tr a n c e  i n to  th e  r e s i d e n c e  h al l  an d  a n o th e r  ke y/
c r e d e n ti al  i n to  s tu d e n t r o o m s ;  u s i n g m ac h i n e  r e a d ab l e

c r e d e n ti al s  p r o g r am m e d  fo r  r e s i d e n c e  h al l  a c c e s s  an d
l i m i te d  a c c e s s  to  th e  p r o p e r  s tu d e n t r o o m ;  o r  r e q u i r i n g

th e  u s e  o f two -fa c to r  a u th o r i z ati o n  fo r  ac c e s s  to  s tu d e n t
r o o m s

( 5 ) I m m e d i ate l y r e - ke yi n g  wh e n e ve r  a  s tu d e n t r o o m  ke y/
c r e d e n ti al  i s  l o s t o r  d e ac ti vati n g  m a c h i n e -r e a d ab l e

c r e d e n ti al s  wh e n  l o s t
( 6 ) H avi n g  s e c u r i ty p atr o l s  c h e c k th a t ac c e s s i b l e  d o o r s  an d

wi n d o ws  to  th e  c o m m o n  a r e as  ar e  l o c ke d  at n i g h t
( 7 ) H avi n g  r u l e s ,  verifcation,  an d  e n fo r c e m e n t to  ad d r e s s

th e  p r o p p i n g o p e n  o f d o o r s  b y s tu d e n ts  fo r  c o n ve n i e n c e
( e . g. ,  s e l f-c l o s e r s  o n  d o o r s  an d  l o c al  a l a r m s  th a t s o u n d

wh e n  d o o r s  ar e  l e ft p r o p p e d  o p e n )
( 8 ) * P r o vi d i n g  a  m e an s  fo r  vi s i to r s  to  c o n tac t r e s i d e n ts  fr o m

th e  m ai n  e n tr an c e
( 9 ) Re q u i r i n g  th at vi s i to r s ,  ve n d o r s ,  c o n tr a c to r s ,  a n d  d e l i v‐

e r y p e r s o n s  b e  e s c o r te d  at al l  ti m e s  i n  r e s i d e n c e  h al l s
( 1 0 ) Re q u i r i n g  th at vi s i to r s ,  wo r ke r s ,  a n d  d e l i ve r y p e r s o n s

al ways  we a r  identifcation  b ad ge s  i n  r e s i d e n c e  h a l l s
( 1 1 ) H a vi n g s p e c i al  s e c u r i ty p r o c e d u r e s  fo r  h o u s i n g  s tu d e n ts

d u r i n g l o w-o c c u p an c y p e r i o d s ,  s u c h  as  h o l i d ays  a n d  vac a‐
ti o n  p e r i o d s

1 1 . 6 . 3 *  E d u c ati o n al  Re s e arc h  L ab o rato ri e s .    B a s e d  u p o n  n e e d
s h o wn  i n  th e  S VA,  a s e c u r i ty p r o g r am  fo r  r e s e a r c h  l ab o r ato r i e s
s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g:

( 1 ) Tr ai n i n g  fa c u l ty an d  s tu d e n ts  i n  th e  p r o p e r  h an d l i n g  an d
s e c u r i ty o f s e n s i ti ve ,  h a z a r d o u s ,  o r  d an g e r o u s  m a te r i al s

( 2 ) F o s te r i n g  a  s e c u r i ty c u l tu r e  wi th  r e s p e c t to  l a b o r a to r i e s
an d  s e n s i ti ve  m a te r i al s

( 3 ) C o n tr o l l i n g  ac c e s s  to  l ab o r ato r i e s  an d  m a te r i al  s to r ag e
ar e as  to  e s s e n ti al  p e r s o n n e l

( 4 ) E s tab l i s h i n g e ffe c ti ve  i n ve n to r y c o n tr o l  an d  h a n d l i n g
p r o c e s s e s

( 5 ) P r o vi d i n g  fa c i l i ti e s  to  s e c u r e  s e n s i ti ve  m ate r i al s
( 6 ) E l e c tr o n i c al l y m o n i to r i n g  l ab o r ato r i e s  a n d  s to r a ge  ar e a s

wi th  s e n s i ti ve  m ate r i al s
( 7 ) P r o vi d i n g  i n c r e as e d  o r  d e d i c ate d  s e c u r i ty p a tr o l s  o f

r e s e a r c h  a r e as
( 8 ) P r o vi d i n g r e l i ab l e  m e a n s  fo r  l ab o r ato r y o c c u p an ts  to  a l e r t

s e c u r i ty p e r s o n n e l  to  o ff-n o r m al  e ve n ts  s u c h  as  a n  ac c i ‐
d e n tal  m ate r i al  r e l e as e ,  m ate r i a l s  th e ft,  an d  i n tr u s i o n /

d u r e s s  s i tu ati o n
( 9 ) P r o vi d i n g  p r o p e r  d i s p o s al  o f s e n s i ti ve ,  h a z a r d o u s ,  o r

d an g e r o u s  m a te r i al s

C h ap te r 1 2    H e al th  C are

1 2 . 1  G e n e ral .

1 2 . 1 . 1  S c o p e .    T h i s  c h a p te r  ad d r e s s e s  m e as u r e s  to  m i ti g ate
s e c u r i ty vu l n e r a b i l i ti e s  i n  h e a l th  c a r e  fa c i l i ti e s .

1 2 . 1 . 2  S e c uri ty P l an .

1 2 . 1 . 2 . 1 *    A h e al th  c a r e  fac i l i ty s h o u l d  h a ve  a s e c u r i ty m an a ge ‐
m e n t p l a n .

1 2 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  fo r  th e  h e al th  c ar e  fa c i l i ty a s  p ar t o f th e  s e c u r i ty
p l a n .

1 2 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti a l  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c a l  a n d  o p e r ati o n al  e n vi r o n m e n t o f th e

h e al th  c ar e  fa c i l i ty to  al l  as s e ts  i n  th e  fa c i l i ty.

1 2 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 2 . 1 . 3  Re s p o n s i b l e  P e rs o n .

1 2 . 1 . 3 . 1    A p e r s o n ( s )  s h o u l d  b e  ap p o i n te d  b y th e  m an ag e m e n t
o f th e  h e al th  c ar e  fac i l i ty to  b e  r e s p o n s i b l e  fo r  s e c u r i ty m an a ge ‐

m e n t ac ti vi ti e s .

1 2 . 1 . 3 . 2    T h e  d u ti e s  o f th e  r e s p o n s i b l e  p e r s o n ( s )  s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) P r o vi d i n g  identifcation,  as  s h o wn  b y r e vi e w o f th e  S VA,
fo r  p a ti e n ts ,  s taff,  a n d  o th e r  p e o p l e  e n te r i n g th e  fa c i l i ty

( 2 ) C o n tr o l l i n g  ac c e s s  i n to  an d  o u t o f s e c u r i ty- s e n s i ti ve  ar e a s
as  identifed  i n  th e  S VA

( 3 ) Defning  a n d  i m p l e m e n ti n g  p r o c e d u r e s  fo r  th e  fo l l o wi n g
s i tu ati o n s :

( a) S e c u r i ty i n c i d e n t
( b ) H o s ta ge  s i tu a ti o n

( c ) * B o m b
( d ) C r i m i n a l  th r e at

( e ) L a b o r  ac ti o n
( f) D i s o r d e r l y c o n d u c t

( g) Wo r kp l ac e  vi o l e n c e
( h ) Re s tr ai n i n g  o r d e r s

( i ) I n fan t o r  p e d i atr i c  ab d u c ti o n
( j ) S i tu ati o n s  i n vo l vi n g VI P s  o r  th e  m e d i a

( k) E n s u r i n g a c c e s s  to  e m e r ge n c y a r e as
( l ) Ac ti ve  s h o o te r ( s )

( 4 ) P r o vi d i n g s e c u r i ty a t a l te r n ati ve  c a r e  s i te s  o r  vac a te d  fac i l i ‐
ti e s

( 5 ) C o n tr o l l i n g  ve h i c u l a r  traffc  c o n tr o l  o n  th e  fa c i l i ty p r o p ‐
e r ty
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S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  re vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

( 6 ) P r o te c ti n g  th e  fac i l i ty as s e ts ,  i n c l u d i n g  p r o p e r ty an d
e q u i p m e n t

( 7 ) E s ta b l i s h i n g a p o l i c y fo r  i n te r a c ti o n  wi th  l aw e n fo r c e m e n t
a ge n c i e s

( 8 ) E n s u r i n g c o m p l i an c e  wi th  a p p l i c ab l e  l aws ,  r e g u l ati o n s ,
an d  s tan d a r d s  r e ga r d i n g s e c u r i ty m a n ag e m e n t o p e r ati o n s

( 9 ) P u tti n g  i n to  p l ac e  e d u c a ti o n  a n d  tr a i n i n g  o f th e  fac i l i ty
s e c u r i ty fo r c e  to  a d d r e s s  th e  fo l l o wi n g:

( a) C u s to m e r  s e r vi c e
( b ) U s e  o f p h ys i c al  r e s tr ai n ts
( c ) U s e  o f fo r c e
( d ) Re s p o n s e  c r i te r i a
( e ) F i r e  wa tc h  p r o c e d u r e s
( f) L o c kd o wn  p r o c e d u r e s
( g) E m e r g e n c y notifcation  p r o c e d u r e s

1 2 . 2  Ad m i n i s trati ve  C o n tro l s .

1 2 . 2 . 1  P e o p l e  M an age m e n t.

1 2 . 2 . 1 . 1  E m p l o ye e s .    E m p l o ye e  s c r e e n i n g  s h o u l d  c o m p l y wi th
6 . 2 . 1 .

1 2 . 2 . 1 . 2  T h e  P u b l i c .    P u b l i c  vi s i tati o n  c o n tr o l s  s h o u l d  b e
e n fo r c e d .

1 2 . 2 . 1 . 2 . 1    Afte r-h o u r s  e n tr an c e  b y th e  p u b l i c  s h o u l d  b e
r e s tr i c te d  to  d e s i g n ate d  a r e as  s u c h  as  e n tr an c e  l o b b i e s  an d
e m e r g e n c y d e p ar tm e n ts .

1 2 . 2 . 1 . 2 . 2    H e a l th  c a r e  fac i l i ty s e c u r i ty c o n tr o l s  an d  p r o c e ‐
d u r e s  s h o u l d  c o m p l y wi th  l i fe  s a fe ty r e q u i r e m e n ts  fo r  e g r e s s .

1 2 . 2 . 1 . 3 *  T h e  M e d i a.    T h e  s e c u r i ty m an a ge m e n t p l a n  s h o u l d
i n c l u d e  p r o c e d u r e s  to  a c c o m m o d ate  m e d i a  r e p r e s e n ta ti ve s .

1 2 . 2 . 1 . 3 . 1    A p e r s o n  s h o u l d  b e  d e s i g n ate d  to  s e r ve  as  m e d i a
c o n tac t a n d  r e p r e s e n ta ti ve  fo r  th e  o r g an i z a ti o n  i n  r e g ar d  to
m e d i a i n te r a c ti o n s .

1 2 . 2 . 1 . 3 . 2    An  a r e a s h o u l d  b e  d e s i g n ate d  fo r  a s s e m b l y o f m e d i a
re p r e s e n ta ti ve s .

1 2 . 2 . 1 . 3 . 2 . 1    A s e c u r i ty o r  fac i l i ty s taff m e m b e r  s h o u l d  r e m ai n
wi th  th e  m e d i a  r e p r e s e n ta ti ve ( s )  a t a l l  ti m e s .

1 2 . 2 . 1 . 3 . 2 . 2 *    M e d i a r e p r e s e n tati ve s  s h o u l d  b e  e s c o r te d  wh e n
gr an te d  a c c e s s  to  th e  h e a l th  c a r e  fa c i l i ty o u ts i d e  o f th e  ar e a
d e s i g n ate d  i n  1 2 . 2 . 1 . 3 . 2 .

1 2 . 2 . 1 . 4 *  C ro wd  C o n tro l .

1 2 . 2 . 1 . 4 . 1    T h e  s e c u r i ty m an a ge m e n t p l an  s h o u l d  p r o vi d e
p r o c e d u r e s  fo r  c o n tr o l  o f a c r o wd  d e m an d i n g  ac c e s s  to  a
h e al th  c ar e  fa c i l i ty.

1 2 . 2 . 1 . 4 . 2    T h e  p r o c e d u r e s  fo r  m an a gi n g c r o wd  c o n tr o l  s h o u l d
p r o vi d e  fo r  c o o r d i n ati o n  an d  c o l l a b o r a ti o n  o f s e c u r i ty a n d  l aw
e n fo r c e m e n t.

1 2 . 2 . 1 . 5  S e c uri ty P e rs o n n e l .

1 2 . 2 . 1 . 5 . 1    T h e  u s e  o f s e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th
6 . 2 . 4 .

1 2 . 2 . 1 . 5 . 2    S e c u r i ty p e r s o n n e l  i n  h e a l th  c ar e  fa c i l i ti e s  s h o u l d
h a ve  a d d i ti o n al  tr ai n i n g ,  i n c l u d i n g b u t n o t l i m i te d  to  th e
fo l l o wi n g :

( 1 ) C u s to m e r  s e r vi c e
( 2 ) E m e r g e n c y p r o c e d u r e s
( 3 ) P atr o l  m e th o d s

( 4 ) D e -e s c al a ti o n  tr ai n i n g
( 5 ) U s e  o f p h ys i c al  r e s tr ai n ts
( 6 ) U s e  o f fo r c e

1 2 . 2 . 2  M ate ri al  Re c e i vi n g.    T h e  r e c e i p t o f m ate r i a l s  i n to  a
h e al th  c ar e  fa c i l i ty s h o u l d  c o m p l y wi th  S e c ti o n  6 . 3 .

1 2 . 3  S e c u ri ty P e ri m e te rs .

1 2 . 3 . 1  Are a D e s i gn ati o n s .

1 2 . 3 . 1 . 1    Ar e a s  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 2 . 3 . 1 . 2    T h e  a r e as  i n  1 2 . 3 . 1 . 2 . 1  th r o u gh  1 2 . 3 . 1 . 2 . 7  s h o u l d  b e
classifed  a s  c o n tr o l l e d  o r  r e s tr i c te d .

1 2 . 3 . 1 . 2 . 1    E m e r g e n c y d e p a r tm e n t s e c u r i ty s h o u l d  i n c l u d e  b u t
n o t b e  l i m i te d  to  a p p r o p r i a te  p r o te c ti o n  s u c h  as  th e  fo l l o wi n g :

( 1 ) * A vi s i b l e  s e c u r i ty p r e s e n c e
( 2 ) A p r i vate  d u r e s s  a l ar m  a t th e  n u r s e ' s  s tati o n  a n d  r e c e p ‐

ti o n  fo r  s u m m o n i n g  i m m e d i a te  a s s i s tan c e
( 3 ) An  ac c e s s -c o n tr o l l e d  tr e a tm e n t ar e a
( 4 ) A l o c kd o wn  p r o c e d u r e  to  s e c u r e  th e  ar e a wh e n  c o n d i ‐

ti o n s  th r e a te n  th e  vi ab i l i ty o f th e  d e p a r tm e n t
( 5 ) B u l l e t- r e s i s ti n g g l a z i n g m ate r i a l  a s  s h o wn  b y r e vi e w o f th e

S VA

1 2 . 3 . 1 . 2 . 2    P e d i atr i c  an d  i n fan t c a r e  a r e as  s h o u l d  h a ve  a  s e c u r ‐
i ty p l an  fo r  th e  p r e ve n ti o n  o f an d  r e s p o n s e  to  p e d i atr i c  an d

i n fa n t ab d u c ti o n ,  i n c l u d i n g b u t n o t l i m i te d  to  ap p r o p r i a te
p r o te c ti o n s  s u c h  a s  th e  fo l l o wi n g :

( 1 ) C o n tr o l l i n g  an d  l i m i ti n g  ac c e s s  b y th e  ge n e r a l  p u b l i c
( 2 ) S c r e e n i n g  b y n u r s i n g s taff o f p e r s o n s  s e e ki n g  a c c e s s  to

i n fan t c a r e  a r e as
( 3 ) E s tab l i s h i n g a p r o to c o l  wi th  s taff c l e a r an c e  to  m atc h

i n fa n ts  wi th  th e i r  p a r e n ts
( 4 ) E s ta b l i s h i n g a s ys te m  to  m o n i to r  an d  tr ac k th e  l o c a ti o n

o f p e d i atr i c  an d  i n fa n t p ati e n ts
( 5 ) * Re q u i r i n g  fac i l i ty al e r t s ys te m ,  l o c kd o wn ,  a n d  s taff

i n s p e c ti o n  o f al l  p a c kag e s  l e avi n g  th e  p r e m i s e s
( 6 ) U s i n g  e l e c tr o n i c  m o n i to r i n g,  tr a c ki n g,  an d  ac c e s s

c o n tr o l  e q u i p m e n t
( 7 ) U s i n g  an  a u to m a te d  an d  s ta n d ar d i z e d  fac i l i ty-wi d e  al e r t‐

i n g  s ys te m  to  an n o u n c e  p e d i a tr i c  o r  i n fan t ab d u c ti o n
( 8 ) U s i n g  r e m o te  e x i t l o c ki n g  o r  al ar m i n g
( 9 ) E s tab l i s h i n g fac i l i ty l o c kd o wn  p r o c e d u r e s  a n d  r e q u i r i n g

s taff i n s p e c ti o n  o f a l l  p e r s o n s  an d  p a c ka ge s  l e a vi n g th e
p r e m i s e s

( 1 0 ) P r o h i b i ti n g  b i r th  a n n o u n c e m e n ts  b y s ta ff
( 1 1 ) E n s u r i n g d e te c ti o n  o f th e  p r e s e n c e  o f nonidentifed

i n d i vi d u al s ,  wh i c h  c o n s ti tu te s  a s e c u r i ty b r e ac h
( 1 2 ) Re q u i r i n g  th e  m o ve m e n t o f i n fan ts  to  b a s s i n e ts  o n l y,  n o

h an d  c ar r i e s
( 1 3 ) Re q u i r i n g  u n i q u e  identifcation  o r  u n i fo r m s  fo r  h e a l th

c a r e  s taff
( 1 4 ) S e tti n g u p  s e c u r e  s to r a ge  o f s c r u b s  a n d  u n i fo r m s ,  b o th

c l e an  an d  d i r ty
( 1 5 ) P r o vi d i n g  e d u c a ti o n  a b o u t p e d i a tr i c  a n d  i n fan t a b d u c ‐

ti o n  a s  fo l l o ws :

( a) To  fa m i l i ar i z e  h e al th  c a r e  s taff wi th  i n fan t ab d u c ‐
ti o n  s c e n ar i o s

( b ) To  l e t p ar e n ts  kn o w n o t to  l e a ve  a c h i l d  o r  i n fa n t
u n atte n d e d  o r  i n  th e  c ar e  o f a n  unidentifed
p e r s o n
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P RE M I S E S  S E C U RI T Y7 3 0 - 2 0

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

( 1 6 ) I n fo r m i n g  vi s i ti n g fam i l y an d  fr i e n d s  th a t th e y ar e  n o t
p e r m i tte d  to  e n te r  an y n u r s e r y ar e a  wi th  an  i n fa n t o r
n e wb o r n  fr o m  th e  o u ts i d e

( 1 7 ) C o n d u c ti n g  i n fa n t ab d u c ti o n  d r i l l s  p e r i o d i c a l l y to  te s t
e ffe c ti ve n e s s  o f c h o s e n  m e as u r e s

1 2 . 3 . 1 . 2 . 3 *    M e d i c a ti o n  s to r ag e  a n d  wo r k ar e a s  s h o u l d  b e
s e c u r e d  ag ai n s t ad m i ttan c e  o f u n a u th o r i z e d  p e r s o n n e l  th r o u gh

th e  u s e  o f th e  fo l l o wi n g :

( 1 ) P h ys i c al  a c c e s s  c o n tr o l
( 2 ) U n i q u e  identifcation  fo r  th e  ar e a
( 3 ) S e c u r e  s to r a ge  a n d  c o n tr o l l e d  d i s p e n s i n g  o f d r u g s

1 2 . 3 . 1 . 2 . 4    C l i n i c al  a n d  r e s e a r c h  l a b o r a to r i e s  s h o u l d  b e
s e c u r e d  ag ai n s t ad m i ttan c e  o f u n au th o r i z e d  p e r s o n n e l  th r o u g h
ap p r o p r i a te  p r o te c ti o n s  s u c h  as  th e  fo l l o wi n g :

( 1 ) P h ys i c al  a c c e s s  c o n tr o l
( 2 ) U n i q u e  identifcation  fo r  th e  ar e a
( 3 ) S e c u r e  s to r a ge  an d  c o n tr o l l e d  d i s p e n s i n g  o f r e gu l a te d

c h e m i c a l ,  b i o l o g i c al ,  a n d  r ad i o l o g i c al  m a te r i al s

1 2 . 3 . 1 . 2 . 5    D e m e n ti a an d  b e h avi o r al  h e a l th  u n i ts  s h o u l d  b e
s e c u r e d  ag ai n s t th e  ad m i ttan c e  o r  r e l e as e  o f u n au th o r i z e d
p e r s o n n e l  o r  c o n tr a b an d  th r o u g h  a p p r o p r i ate  p r o te c ti o n s  s u c h

as  th e  fo l l o wi n g :

( 1 ) P h ys i c a l  ac c e s s  c o n tr o l
( 2 ) U n i q u e  identifcation  fo r  th e  a r e a
( 3 ) * A p r o c e d u r e  to  p r e ve n t e n tr y o f c o n tr ab an d  p r i o r  to  a

p e r s o n  b e i n g  ad m i tte d  i n to  th e  u n i t o r  d e p ar tm e n t
( 4 ) E l o p e m e n t p r e c au ti o n s
( 5 ) I n fo r m a ti o n  i n  p ati e n t fles  to  ai d  i n  identifcation

1 2 . 3 . 1 . 2 . 6    F o r e n s i c  p ati e n t tr e atm e n t ar e a s  s h o u l d  p r o vi d e
ap p r o p r i a te  p r o te c ti o n s  s u c h  as  th e  fo l l o wi n g:

( 1 ) L aw e n fo r c e m e n t atte n d i n g  th e  p a ti e n t a t al l  ti m e s
( 2 ) Tr e atm e n t p e r fo r m e d  i n  an  a r e a s e p a r ate  fr o m  o th e r

p ati e n ts
( 3 ) Re s tr ai n ts  a p p l i e d  o r  r e m o ve d  o n l y u n d e r  fo r e n s i c  s taff

c o n tr o l

1 2 . 3 . 1 . 2 . 7    C o m m u n i c ati o n s ,  d ata i n fr as tr u c tu r e ,  an d  m e d i c al
re c o r d s  s to r a ge  a r e as  s h o u l d  b e  s e c u r e d  ag ai n s t th e  a d m i tta n c e
o f u n au th o r i z e d  p e r s o n n e l  o r  u n au th o r i z e d  r e l e as e  o f conf‐
dential  i n fo r m a ti o n  th r o u g h  th e  u s e  o f a p p r o p r i a te  p r o te c ti o n s

s u c h  a s  th e  fo l l o wi n g :

( 1 ) P h ys i c al  a c c e s s  c o n tr o l
( 2 ) U n i q u e  identifcation  fo r  th e  ar e a
( 3 ) S u r ve i l l an c e  e q u i p m e n t
( 4 ) D ata e n c r yp ti o n  an d  p as s wo r d  p r o te c ti o n

1 2 . 3 . 2  E x te ri o r P e ri m e te rs .    T h e  s e c u r i ty p l a n  s h o u l d  i n c l u d e
p r o c e s s e s  a n d  p r o c e d u r e s  fo r  c o n tr o l l i n g  ac c e s s  to  th e  h e a l th
c a r e  fa c i l i ty.

1 2 . 3 . 3  I n te ri o r P e ri m e te rs .  ( Re s e r ve d )

1 2 . 3 . 4  P o r tal  C o n tro l .    E n tr a n c e s  to  h e al th  c a r e  fa c i l i ti e s
s h o u l d  c o m p l y wi th  S e c ti o n  7 . 5  fo r  p o r tal  c o n tr o l .

1 2 . 4  C ri m e  P re ve n ti o n  T h ro ugh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 2 . 5  S e c uri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  a c c o r d an c e  wi th  S e c ti o n  9 . 4 .

C h ap te r 1 3    Re s e r ve d

C h ap te r 1 4    L o d gi n g

1 4 . 1  G e n e ral .

1 4 . 1 . 1 *  S c o p e .    T h i s  c h ap te r  ad d r e s s e s  m e a s u r e s  to  m i ti g ate
s e c u r i ty vu l n e r a b i l i ti e s  i n  l o d g i n g  fac i l i ti e s .

1 4 . 1 . 2  S e c uri ty P l an .

1 4 . 1 . 2 . 1 *    A l o d gi n g fa c i l i ty s h o u l d  h ave  a s e c u r i ty m an a ge ‐
m e n t p l a n .

1 4 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  a s  p ar t o f th e  s e c u r i ty p l a n  fo r  a l o d gi n g fac i l i ty.

1 4 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti a l  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c a l  a n d  o p e r a ti o n al  e n vi r o n m e n t o f th e  l o d g‐

i n g  fac i l i ty to  al l  as s e ts  i n  th e  fac i l i ty.

1 4 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 4 . 2  Ad m i n i s trati ve  C o n tro l s .

1 4 . 2 . 1 *  P e o p l e  M an age m e n t.

1 4 . 2 . 1 . 1  E m p l o ye e s .

1 4 . 2 . 1 . 1 . 1    E m p l o ye e  s c r e e n i n g  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 4 . 2 . 1 . 1 . 2    S taff s h o u l d  b e  tr a i n e d  i n  s e c u r i ty a n d  e m e r g e n c y
p r o c e d u r e s .

1 4 . 2 . 1 . 1 . 3    S taff s h o u l d  we ar  p h o to  identifcation  b ad ge s .

1 4 . 2 . 1 . 1 . 4    S taff s h o u l d  b e  i n s tr u c te d  to  r e p o r t s u s p i c i o u s  a c ti v‐
i ti e s  to  m an ag e m e n t.

1 4 . 2 . 1 . 2  G u e s ts .    Gu e s ts  s h o u l d  r e c e i ve  war n i n g o f c r i m i n al
ac ti vi ty i n  an d  ar o u n d  th e  fa c i l i ty.

1 4 . 2 . 1 . 3  Ve n d o rs  an d  C o n trac to rs .    Ve n d o r s  an d  c o n tr ac to r s
s h o u l d  c o m p l y wi th  6 . 2 . 3 .

1 4 . 2 . 1 . 4  S e c u ri ty P e rs o n n e l .

1 4 . 2 . 1 . 4 . 1    T h e  d e c i s i o n  to  p r o vi d e  s e c u r i ty p e r s o n n e l  s h o u l d
b e  b as e d  o n  th e  S VA.

1 4 . 2 . 1 . 4 . 2    S e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th  6 . 2 . 4 .

1 4 . 2 . 1 . 4 . 3 *    S e c u r i ty p atr o l s  s h o u l d  b e  c o n d u c te d  i n  ac c o r d ‐
an c e  wi th  th e  fac i l i ty s e c u r i ty p l a n .

1 4 . 2 . 2 *  M ate ri al  Re c e i vi n g.    T h e  r e c e i p t o f m ate r i al s  s h o u l d
c o m p l y wi th  S e c ti o n  6 . 3 .

1 4 . 2 . 3  I n fo r m ati o n  an d  D ata S e c u ri ty.    F r o n t d e s k p e r s o n n e l
s h o u l d  b e  tr a i n e d  i n  gu e s t p r i va c y an d  s e c u r i ty p r o c e d u r e s ,
i n c l u d i n g  b u t n o t l i m i te d  to  th o s e  o u tl i n e d  i n  1 4 . 2 . 3 . 1  th r o u g h

1 4 . 2 . 3 . 6 .

1 4 . 2 . 3 . 1    F r o n t d e s k p e r s o n n e l  s h o u l d  n o t an n o u n c e  g u e s t
r o o m  n u m b e r s  wh e n  r e g i s te r i n g  g u e s ts  o r  c al l i n g  fo r  s ta ff.

1 4 . 2 . 3 . 2    Identifcation  s h o u l d  b e  r e q u i r e d  o f g u e s ts  a t c h e c k-
i n .

1 4 . 2 . 3 . 3    F r o n t d e s k p e r s o n n e l  s h o u l d  c o n tr o l  i s s u a n c e  o f
g u e s t r o o m  ke ys / c r e d e n ti a l s .

Full document details: NFPA 730 2023

http://www.avadocuments.com/doc/nfpa-730-2023
http://www.avadocuments.com/doc/nfpa-730-2023


L O D GI N G 7 3 0 - 2 1

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

1 4 . 2 . 3 . 3 . 1    A h i s to r y l o g o f gu e s tr o o m  ke y/ c r e d e n ti al  d i s tr i b u ‐
ti o n  s h o u l d  b e  m a i n tai n e d .

1 4 . 2 . 3 . 3 . 2    Identifcation  s h o u l d  b e  r e q u e s te d  fo r  th e  r e -
i s s u an c e  o f r o o m  ke ys / c r e d e n ti al s .

1 4 . 2 . 3 . 3 . 3 *    Gu e s t ke ys / c r e d e n ti a l s  s h o u l d  b e  r e tr i e ve d  o r
e x p i r e  at c h e c k-o u t.

1 4 . 2 . 3 . 4    Gu e s ts  s h o u l d  s h o w identifcation  to  r e tr i e ve  fax  o r
wr i tte n  m e s s ag e s .

1 4 . 2 . 3 . 5    P h o n e  c al l s  to  g u e s t r o o m s  s h o u l d  b e  c o n n e c te d  to
th e  r o o m  wi th o u t th e  r o o m  n u m b e r  b e i n g identifed.

1 4 . 2 . 3 . 6    F o l i o s ,  c r e d i t c ar d  n u m b e r s ,  an d  o th e r  g u e s t i n fo r m a‐
ti o n  s h o u l d  b e  ke p t confdential.

1 4 . 3  S e c u ri ty P e ri m e te rs .

1 4 . 3 . 1  Are a D e s i gn ati o n s .

1 4 . 3 . 1 . 1    Ar e a s  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 4 . 3 . 1 . 2 *    Ac c e s s  to  th e  p r o p e r ty s h o u l d  b e  m o n i to r e d  o r
c o n tr o l l e d .

1 4 . 3 . 1 . 3 *    U n au th o r i z e d  p e r s o n s  s h o u l d  b e  e vi c te d  fr o m  g u e s t
r o o m s  an d  g u e s t r o o m  c o r r i d o r s .

1 4 . 3 . 1 . 4 *    N o n p u b l i c  ar e a s  s h o u l d  b e  classifed  a s  c o n tr o l l e d
o r  r e s tr i c te d ,  i n c l u d i n g  b u t n o t l i m i te d  to  th e  fo l l o wi n g :

( 1 ) Ki tc h e n s
( 2 ) L a u n d r i e s
( 3 ) M e c h an i c a l  s p a c e s
( 4 ) E l e c tr i c a l  d i s tr i b u ti o n  r o o m s

1 4 . 3 . 2  E x te ri o r.

1 4 . 3 . 2 . 1 *    E x te r i o r  e n tr a n c e s  o th e r  th an  th e  m ai n  l o b b y
e n tr a n c e ( s )  s h o u l d  h ave  au to m ati c  d o o r  c l o s e r s  an d  l o c ks .

1 4 . 3 . 2 . 2    E x te r i o r  d o o r s  s h o u l d  c o m p l y wi th  7 . 5 . 2 .

1 4 . 3 . 2 . 3    T h e  e x te r i o r  o f th e  fa c i l i ty s h o u l d  b e  r e gu l ar l y
c h e c ke d  fo r  th e  fo l l o wi n g :

( 1 ) S i gn s  o f van d a l i s m
( 2 ) Tr a n s i e n ts  o r  va gr a n ts  l i vi n g o n  o r  a r o u n d  th e  p r o p e r ty

1 4 . 3 . 3  I n te ri o r.

1 4 . 3 . 3 . 1    Gu e s t r o o m  d o o r s  an d  wi n d o ws  s h o u l d  c o m p l y wi th
th e  fo l l o wi n g:

( 1 ) Ap p l i c ab l e  fe d e r a l ,  s tate ,  a n d  l o c al  r e q u i r e m e n ts  r e g ar d ‐
i n g  l o c ks  an d  l atc h e s

( 2 ) S o l i d  wo o d  o r  s te e l  c o n s tr u c ti o n
( 3 ) F r am e s  m ad e  o f s te e l  o r  o th e r wi s e  r e i n fo r c e d ,  wi th  th e

c l e ar a n c e  b e twe e n  th e  d o o r  an d  th e  fr am e  l e s s  th a n  1 ∕8

i n .  ( 3 . 1 7 5  m m )
( 4 ) * D e ad b o l ts  o n  e n tr y d o o r s
( 5 ) * Au x i l i a r y l o c ki n g d e vi c e  o n  e n tr y d o o r s
( 6 ) I n d i vi d u al  r o o m  r e -ke yi n g wh e n e ve r  a ke y/ c r e d e n ti a l  i s

r e p o r te d  l o s t o r  s to l e n
( 7 ) H o u s e ke e p i n g  p e r s o n n e l  p i c k u p  ke ys / c r e d e n ti al s  l e ft i n

r o o m s  b y gu e s ts  an d  r e tu r n  th e m  to  th e  fr o n t d e s k a s
s o o n  as  p o s s i b l e

( 8 ) * D o o r  vi e we r
( 9 ) L o c ki n g d e vi c e s  o n  o p e r ab l e  wi n d o ws  an d  wi n d o ws  o r

d o o r s  th at fac e  b al c o n i e s ,  te r r ac e s ,  a n d  ga r d e n s

( 1 0 ) C o n n e c ti n g -r o o m  d o o r s  p r o vi d e d  wi th  1  i n .  ( 2 5 . 4  m m )
d e ad b o l ts  c a p a b l e  o f b e i n g  u n l o c ke d  fr o m  i n s i d e  th e

p r o te c te d  g u e s t r o o m  s i d e  o n l y

1 4 . 3 . 3 . 2    Gu e s t r o o m s  s h o u l d  b e  p r o vi d e d  wi th  2 4 -h o u r  te l e ‐
p h o n e  s e r vi c e .

1 4 . 3 . 3 . 3    Gu e s ts  s h o u l d  r e c e i ve  n o ti c e  o f th e  avai l ab i l i ty o f s a fe
d e p o s i t b o x e s .

1 4 . 3 . 3 . 4    Gu e s ts  s h o u l d  b e  p r o vi d e d  wi th  b r o c h u r e s  o r  o th e r
m a te r i al  o ffe r i n g s afe ty an d  s e c u r i ty ti p s .

1 4 . 3 . 4  P o r tal  C o n tro l .

1 4 . 3 . 4 . 1    P o r ta l s  i n  s e c u r i ty p e r i m e te r s  s h o u l d  c o m p l y wi th
S e c ti o n  7 . 5 .

1 4 . 3 . 4 . 2    P r o c e d u r e s  s h o u l d  b e  e s ta b l i s h e d  fo r  c o l l e c ti n g  ke ys /
c r e d e n ti al s  fr o m  te r m i n ate d  e m p l o ye e s ,  e m p l o ye e s  o n  vac a‐
ti o n ,  an d  gu e s ts  wh o  h a ve  vac ate d  th e i r  r o o m s .

1 4 . 3 . 4 . 3    H o te l  ke ys / c r e d e n ti a l s  s h o u l d  n o t b e  identifed  i n  a
m a n n e r  s u c h  th at a  p e r s o n  fnding  a  l o s t ke y/ c r e d e n ti al  c o u l d

tr ac e  i t b ac k to  th e  h o te l .

1 4 . 4 *  C ri m e  P re ve n ti o n  T h ro u gh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 4 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .    M a n ag e m e n t s h o u l d  b e
i n fo r m e d  o f c r i m e  tr e n d s  i n  an d  a r o u n d  th e  fac i l i ty b y taki n g
th e  fo l l o wi n g m e as u r e s :

( 1 ) Re s e a r c h i n g th e  h i s to r y o f vi o l e n t an d  p r o p e r ty c r i m e  i n
th e  i m m e d i ate  n e i g h b o rh o o d  a n d  o n  th e  p r e m i s e s  i n  th e

p as t 3  ye a r s
( 2 ) D e ve l o p i n g  a r e l ati o n s h i p  wi th  l o c al  l a w e n fo r c e m e n t

a ge n c i e s  to  m a ke  th e m  fam i l i a r  wi th  th e  p r o p e r ty
( 3 ) Re q u e s ti n g  th at l o c al  p o l i c e  i n c l u d e  th e  fa c i l i ty i n  th e i r

p atr o l  r o u te s
( 4 ) M ai n ta i n i n g c o m m u n i c ati o n  wi th  l o c al  p o l i c e  to  ke e p

i n fo r m e d  o f c r i m e  a n d  c r i m e  tr e n d s  i n  th e  n e i g h b o rh o o d
o r  a r e a

( 5 ) P ar ti c i p ati n g  i n  l o c a l  s e c u r i ty a s s o c i a ti o n s  o r  i n d u s tr y
tr ad e  gr o u p s  as  a m e an s  o f s h ar i n g c o m m o n  s e c u r i ty
c o n c e r n s  a n d  s o l u ti o n s

1 4 . 4 . 2  H u m an  B e h avi o r.  ( Re s e r ve d )

1 4 . 4 . 3  L i gh ti n g.

1 4 . 4 . 3 . 1    L i gh ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 4 . 4 . 3 . 2    T h e  fo l l o wi n g  a r e as  s h o u l d  b e  i l l u m i n ate d  i n  a d d i ti o n
to  th o s e  ar e as  l i s te d  i n  S e c ti o n  8 . 4 :

( 1 ) C o r r i d o r s
( 2 ) S tai r we l l s
( 3 ) E l e vato r s
( 4 ) Ac c e s s  r o u te s  to  p u b l i c  ar e as ,  i n c l u d i n g l a u n d r y r o o m s ,

e x e r c i s e  r o o m s ,  s wi m m i n g  p o o l s ,  a n d  s o  fo r th

1 4 . 4 . 3 . 3    L i gh ts  i n  p u b l i c  ar e as ,  i n c l u d i n g  l au n d r y r o o m s ,  e x e r ‐
c i s e  r o o m s ,  an d  ve n d i n g  ar e a s ,  s h o u l d  b e  c o n tr o l l e d  b y tam p e r ‐

p r o o f s wi tc h e s .

1 4 . 4 . 4  L an d s c ap i n g.  ( Re s e r ve d )

1 4 . 4 . 5  Ae s th e ti c s .  ( Re s e r ve d )

1 4 . 5  S e c uri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  a c c o r d an c e  wi th  S e c ti o n  9 . 4 .
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P RE M I S E S  S E C U RI T Y7 3 0 - 2 2

2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

1 4 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 4 . 5 . 2 *  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .    E l e va to r  c a r s
s h o u l d  h ave  m e a n s  to  al l o w s e e i n g i n s i d e  th e  c a r  b e fo r e
e n tr a n c e .

1 4 . 5 . 3  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .

1 4 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 4 . 5 . 3 . 2  I n tr us i o n  D e te c ti o n  S ys te m s .  ( Re s e r ve d )

1 4 . 5 . 3 . 3  Vi d e o  S ur ve i l l an c e .

1 4 . 5 . 3 . 3 . 1    T h e  l o b b y an d  fr o n t d e s k a r e as  s h o u l d  h ave  vi d e o
s u r ve i l l an c e .

1 4 . 5 . 3 . 3 . 2    Ro u te s  to  p u b l i c  a r e as ,  i n c l u d i n g l au n d r y r o o m s ,
e x e r c i s e  r o o m s ,  s wi m m i n g  p o o l s ,  a n d  s o  fo r th ,  s h o u l d  h ave
vi d e o  s u r ve i l l an c e .

1 4 . 6  Ac c e s s o r y P ro p e r ty,  P arki n g.    P ar ki n g  s h o u l d  c o m p l y
wi th  S e c ti o n  1 0 . 2 .

C h ap te r 1 5    M u l ti - D we l l i n g U n i t B u i l d i n gs

1 5 . 1  G e n e ral .

1 5 . 1 . 1 *  S c o p e .    T h i s  c h ap te r  ad d r e s s e s  m e a s u r e s  to  m i ti g ate
s e c u r i ty vu l n e r a b i l i ti e s  i n  m u l ti -d we l l i n g u n i t b u i l d i n gs  o f m o r e
th a n  th r e e  u n i ts .

1 5 . 1 . 2  S e c u ri ty P l an .

1 5 . 1 . 2 . 1 *    A r e s i d e n ti al  fac i l i ty s h o u l d  h a ve  a s e c u r i ty m an a ge ‐
m e n t p l an .

1 5 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  as  p ar t o f th e  s e c u r i ty p l an  fo r  a r e s i d e n ti al  fac i l i ty.

1 5 . 1 . 2 . 2 . 1 *    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti al  s e c u r i ty
r i s ks  p o s e d  b y th e  p h ys i c al  an d  o p e r a ti o n al  e n vi r o n m e n t o f th e
fa c i l i ty.

1 5 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 5 . 1 . 3 *  P ro p e r ty M an age m e n t Re s p o n s i b i l i ty.

1 5 . 2  Ad m i n i s trati ve  C o n tro l s .

1 5 . 2 . 1  P e o p l e  M an age m e n t.

1 5 . 2 . 1 . 1  E m p l o ye e s .

1 5 . 2 . 1 . 1 . 1 *    E m p l o ye e  s c r e e n i n g s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 5 . 2 . 1 . 1 . 2    S taff s h o u l d  b e  tr a i n e d  i n  s e c u r i ty a n d  e m e r ge n c y
p r o c e d u r e s .

1 5 . 2 . 1 . 1 . 2 . 1    S taff s h o u l d  r e c o r d  identifcation  i n fo r m ati o n  fo r
p r o s p e c ti ve  te n an ts  p r i o r  to  s h o wi n g  r e n ta l  u n i ts .

1 5 . 2 . 1 . 1 . 2 . 2 *    S e c u r i ty p r o c e d u r e s  s h o u l d  i n c l u d e  i n s tr u c ti o n s
o n  s afe ty p r e c a u ti o n s  wh e n  s h o wi n g u n i ts .

1 5 . 2 . 1 . 1 . 3 *    S taff s h o u l d  b e  i n s tr u c te d  to  r e p o r t s u s p i c i o u s
ac ti vi ti e s  to  m a n ag e m e n t.

1 5 . 2 . 1 . 2 *  Re s i d e n ts .

1 5 . 2 . 1 . 2 . 1    Re s i d e n ts  s h o u l d  r e c e i ve  s e c u r i ty p l an  p r o c e d u r e s
an d  p o l i c i e s  th at r e l ate  to  r e s i d e n t s afe ty.

1 5 . 2 . 1 . 2 . 2    Re s i d e n ts  s h o u l d  s i g n  a  s tate m e n t atte s ti n g  to  th e i r
r e c e i p t o f th e  i n fo r m ati o n  r e q u i r e d  i n  1 5 . 2 . 1 . 2 . 1 .

1 5 . 2 . 1 . 2 . 3    Re s i d e n ts  s h o u l d  r e c e i ve  war n i n g o f c r i m i n al  ac ti v‐
i ty i n  a n d  ar o u n d  th e  fac i l i ty.

1 5 . 2 . 1 . 3 *  Ve n d o rs  an d  C o n trac to rs .

1 5 . 2 . 1 . 4  S e c u ri ty P e rs o n n e l .

1 5 . 2 . 1 . 4 . 1    T h e  d e c i s i o n  to  p r o vi d e  s e c u r i ty p e r s o n n e l  s h o u l d
b e  b as e d  o n  th e  S VA.

1 5 . 2 . 1 . 4 . 2    S e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th  6 . 2 . 4 .

1 5 . 2 . 1 . 4 . 3 *    S e c u r i ty p atr o l s  s h o u l d  b e  c o n d u c te d  i n  a c c o r d ‐
an c e  wi th  th e  fac i l i ty s e c u r i ty p l a n .

1 5 . 2 . 2  M ate ri al  Re c e i vi n g.  ( Re s e r ve d )

1 5 . 2 . 3  I n fo r m ati o n  an d  D ata S e c u ri ty.  ( Re s e r ve d )

1 5 . 2 . 4 *  Wo rk p l ac e  Vi o l e n c e .

1 5 . 3  S e c u ri ty P e ri m e te rs .

1 5 . 3 . 1  Are a D e s i gn ati o n s .

1 5 . 3 . 1 . 1    Ar e as  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 5 . 3 . 1 . 2    N o n p u b l i c  a r e as  s h o u l d  b e  classifed  as  c o n tr o l l e d  o r
r e s tr i c te d ,  i n c l u d i n g b u t n o t l i m i te d  to  th e  fo l l o wi n g:

( 1 ) D we l l i n g  u n i ts
( 2 ) * C o m m o n  s p a c e s  s e p a r ate d  fr o m  p u b l i c  e n tr y l o b b i e s
( 3 ) * Ro o fs
( 4 ) L a u n d r y r o o m s
( 5 ) E x e r c i s e  r o o m s

1 5 . 3 . 2  E x te ri o r.

1 5 . 3 . 2 . 1 *    E x te r i o r  e n tr an c e s  to  c o m m o n  ar e as  s h o u l d  h ave
au to m ati c  d o o r  c l o s e r s  an d  l o c ks .

1 5 . 3 . 2 . 2    E x te r i o r  d o o r s  s h o u l d  c o m p l y wi th  7 . 5 . 2 .

1 5 . 3 . 2 . 3    E x te r i o r- ac c e s s i b l e  o p e n i n g s  s h o u l d  b e  p r o te c te d
ag ai n s t fo r c i b l e  e n tr y,  i n c l u d i n g b u t n o t l i m i te d  to  th e  fo l l o w‐

i n g:

( 1 ) B as e m e n t d o o r s
( 2 ) Ac c e s s i b l e  wi n d o ws
( 3 ) Ai r-c o n d i ti o n i n g  u n i ts
( 4 ) D o o r s  to  b al c o n i e s
( 5 ) E x te r i o r  d o o r s  o f d we l l i n g u n i ts

1 5 . 3 . 2 . 4    B ar s  o r  g ate s  o n  wi n d o ws  o r  d o o r s  o f d we l l i n g u n i ts
s h o u l d  b e  d e s i g n e d  to  a l l o w e m e r g e n c y e gr e s s  i n  c as e  o f fre.

1 5 . 3 . 3  I n te ri o r.

1 5 . 3 . 3 . 1    E n tr y d o o r s  to  d we l l i n g u n i ts  s h o u l d  h ave  a d o o r
vi e we r.

1 5 . 3 . 3 . 2 *    E n tr y d o o r s  to  d we l l i n g u n i ts  s h o u l d  b e  o f s o l i d -c o r e
c o n s tr u c ti o n .

1 5 . 3 . 4  P o r tal  C o n tro l .

1 5 . 3 . 4 . 1    P o r tal s  i n  s e c u r i ty p e r i m e te r s  s h o u l d  c o m p l y wi th
S e c ti o n  7 . 5 .
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1 5 . 3 . 4 . 2    P r o c e d u r e s  s h o u l d  b e  e s ta b l i s h e d  fo r  c o l l e c ti n g  ke ys /
c r e d e n ti al s  fr o m  te r m i n ate d  e m p l o ye e s ,  e m p l o ye e s  o n  vac a‐
ti o n ,  an d  va c a te d  te n a n ts .

1 5 . 3 . 4 . 3    L o c ks  o n  d o o r s  to  r e n tal  u n i ts  s h o u l d  b e  r e p l ac e d  o r
r e -ke ye d / c r e d e n ti al e d  wh e n  th e r e  i s  a  c h a n ge  i n  te n an c y.

1 5 . 4  C ri m e  P re ve n ti o n  T h ro u gh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 5 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .    N e i gh b o rh o o d  c r i m e
e x p e r i e n c e  e val u a ti o n  s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e
fo l l o wi n g  c r i te r i a:

( 1 ) L o c ati o n  o f p r o p e r ty ( i . e . ,  u r b an ,  s u b u r b an ,  o r  r u r al
a r e a)

( 2 ) T h e  c r i m e  r ate  i n  th e  a r e a
( 3 ) Re c e n t i n c i d e n ts  o f c r i m e  i n  th e  i m m e d i ate  n e i g h b o r ‐

h o o d  a n d  o n  th e  p r e m i s e s
( 4 ) L o c ati o n  o f c o m m e r c i al  e s ta b l i s h m e n ts  n e ar b y th at wi l l

attr a c t s h o p p e r s  an d  o u ts i d e r s
( 5 ) T h e  e x te n t o f th e  l o c a l  p o l i c e  p r e s e n c e
( 6 ) T h e  e x i s te n c e  o f a  N e i gh b o rh o o d  C r i m e  Wa tc h  p r o g r am

1 5 . 4 . 2  H u m an  B e h avi o r.  ( Re s e r ve d )

1 5 . 4 . 3  L i gh ti n g.

1 5 . 4 . 3 . 1    L i gh ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 5 . 4 . 3 . 2    T h e  fo l l o wi n g  ar e a  s h o u l d  b e  i l l u m i n a te d  i n  a d d i ti o n
to  th o s e  ar e a s  l i s te d  i n  S e c ti o n  8 . 4 :

( 1 ) C o r r i d o r s
( 2 ) S tai r we l l s
( 3 ) E l e va to r s
( 4 ) Ac c e s s  r o u te s  to  c o m m o n  ar e a s  s u c h  as  l a u n d r y r o o m s ,

e x e r c i s e  r o o m s ,  an d  s to r ag e  r o o m s

1 5 . 4 . 4 *  L an d s c ap i n g.

1 5 . 4 . 5  Ae s th e ti c s .  ( Re s e r ve d )

1 5 . 5  S e c u ri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  ac c o r d an c e  wi th  S e c ti o n  9 . 4 .

1 5 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 5 . 5 . 2 *  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .    E l e va to r  c a r s
s h o u l d  h a ve  m e an s  to  a l l o w u s e r s  to  s e e  i n s i d e  th e  c a r  b e fo r e
e n te r i n g.

1 5 . 5 . 3  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s

1 5 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 5 . 5 . 3 . 2  I n tr us i o n  D e te c ti o n  S ys te m s .    Wh e r e  a n  i n tr u s i o n
d e te c ti o n  s ys te m  i s  i n s tal l e d ,  r e s i d e n ts  s h o u l d  r e c e i ve  wr i tte n
i n s tr u c ti o n s  o n  h o w to  o p e r ate  th e  s ys te m .

1 5 . 6  Ac c e s s o r y P ro p e r ty,  P arki n g.    P ar ki n g  s h o u l d  c o m p l y
wi th  S e c ti o n  1 0 . 2 .

C h ap te r 1 6    Re s tauran ts

1 6 . 1  G e n e ral .

1 6 . 1 . 1  S c o p e .    T h i s  c h a p te r  ad d r e s s e s  m e as u r e s  to  m i ti g ate
s e c u r i ty vu l n e r a b i l i ti e s  i n  r e s tau r an t e s tab l i s h m e n ts .

1 6 . 1 . 2  S e c uri ty P l an .

1 6 . 1 . 2 . 1    A r e s ta u r a n t s h o u l d  h ave  a  s e c u r i ty m an a ge m e n t
p l a n .

1 6 . 1 . 2 . 2 *    A s e c u r i ty vu l n e r a b i l i ty as s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  a s  p ar t o f th e  s e c u r i ty p l a n  fo r  a r e s ta u r a n t.

1 6 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti a l  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c a l  a n d  o p e r ati o n al  e n vi r o n m e n t o f th e

fa c i l i ty.

1 6 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 6 . 2  Ad m i n i s trati ve  C o n tro l s .

1 6 . 2 . 1  P e o p l e  M an age m e n t.

1 6 . 2 . 1 . 1    E m p l o ye e  s c r e e n i n g  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 6 . 2 . 1 . 2 *    S ta ff s h o u l d  b e  tr ai n e d  i n  s e c u r i ty an d  e m e r g e n c y
p r o c e d u r e s .

1 6 . 2 . 1 . 2 . 1 *    M an ag e m e n t s h o u l d  e s ta b l i s h  a p o l i c y o f n o n r e s i s ‐
ta n c e  a n d  gi ve  i t to p  p r i o r i ty i n  a tr ai n i n g p r o g r am .

1 6 . 2 . 1 . 2 . 2 *    D e l i ve r y p e r s o n n e l  s h o u l d  b e  i n s tr u c te d  n o t to
e n te r  an y l o c a ti o n  wh e r e  th e y fe e l  th r e ate n e d  o r  u n s a fe  an d  to
h an d  o ve r  a l l  g o o d s  an d  c as h  i f th r e a te n e d .

1 6 . 2 . 1 . 3 *    D e l i ve r y o r d e r s  s h o u l d  b e  verifed  b y a te l e p h o n e
n u m b e r  identifcation  s ys te m .

1 6 . 2 . 2  M ate ri al  Re c e i vi n g.  ( Re s e r ve d )

1 6 . 3  S e c u ri ty P e ri m e te rs .

1 6 . 3 . 1  Are a D e s i gn ati o n s .

1 6 . 3 . 1 . 1    Ar e as  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 6 . 3 . 1 . 2    Ac c e s s  to  e m p l o ye e -o n l y ar e as  s h o u l d  b e  c o n tr o l l e d .

1 6 . 3 . 2 *  E x te ri o r.    Ga r b ag e  a r e as  an d  e x te r n a l  wal k- i n  fr e e z e r s
o r  r e fr i g e r ato r s  s h o u l d  b e  l o c ate d  to  e n h an c e  th e  s afe ty o f

e m p l o ye e s  wh o  u s e  th e m .

1 6 . 3 . 3  I n te ri o r.

1 6 . 3 . 3 . 1    Go o d s  at h i g h  r i s k to  b u r gl ar y,  s u c h  as  m e ats  an d
a l c o h o l i c  b e ve r a ge s ,  s h o u l d  b e  s to r e d  i n  a l o c ke d  c l o s e t,  s e c u r ‐

i ty c ag e ,  o r  l o c ke d  fr e e z e r.

1 6 . 3 . 3 . 2 *    C as h  s h o u l d  b e  s e c u r e d  d u r i n g  n o n - b u s i n e s s  h o u r s
i n  a  b u r g l ar y-r e s i s ta n t s a fe  o r  va u l t o r  o th e r  m e an s  as  d e te r ‐
m i n e d  b y th e  S VA.

1 6 . 3 . 3 . 2 . 1    T h e  s afe  c o m b i n ati o n  s h o u l d  b e  g u a r d e d  b y l i m i t‐
i n g  th e  d i s tr i b u ti o n  to  th e  m i n i m u m  n u m b e r  o f p e o p l e  r e q u i r ‐

i n g a c c e s s .

1 6 . 3 . 3 . 2 . 2    T h e  c o m b i n a ti o n  s h o u l d  n o t b e  wr i tte n  i n  a n  e as i l y
a c c e s s i b l e  p l a c e  s u c h  as  o n  a d e s k b l o tte r.

1 6 . 3 . 3 . 2 . 3    T h e  c o m b i n ati o n  n u m b e r  s h o u l d  b e  c h a n ge d  o n  a
r e g u l ar  b as i s .

1 6 . 3 . 4  P o r tal  C o n tro l .

1 6 . 3 . 4 . 1 *    O th e r  th an  e n tr y d o o r s ,  d o o r s  s h o u l d  b e  l o c ke d  at
a l l  ti m e s .

1 6 . 3 . 4 . 2    L o c ke d  d o o r s  s h o u l d  c o m p l y wi th  S e c ti o n  7 . 5 .
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2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

1 6 . 4 *  C ri m e  P re ve n ti o n  T h ro ugh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 6 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .

1 6 . 4 . 1 . 1 *    C as h  o n  th e  p r e m i s e s  s h o u l d  b e  ke p t at th e  l o we s t
p o s s i b l e  am o u n t r e q u i r e d  to  c o n d u c t b u s i n e s s .

1 6 . 4 . 1 . 2 *    T h e  e l e m e n ts  o f a  s e c u r i ty p r o g r am  to  c o n tr o l
b u r gl ar y s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) P h ys i c al  s e c u r i ty d e vi c e s
( 2 ) B u r g l a r y-r e s i s tan t s a fe s
( 3 ) I n tr u s i o n  d e te c ti o n  s ys te m s

1 6 . 4 . 2  H u m an  B e h avi o r.  ( Re s e r ve d )

1 6 . 4 . 3  L i gh ti n g.

1 6 . 4 . 3 . 1    L i gh ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 6 . 4 . 3 . 2 *    T h e  e n tr an c e s  an d  th e  i n te r i o r  o f th e  p r e m i s e s
s h o u l d  b e  i l l u m i n ate d .

1 6 . 4 . 4  L an d s c ap i n g.  ( Re s e r ve d )

1 6 . 4 . 5 *  Ae s th e ti c s .    P r o d u c t d i s p l ays ,  p o s te r s ,  a n d  a d ve r ti s e ‐
m e n ts  i n  wi n d o ws  s h o u l d  n o t o b s tr u c t vi s i b i l i ty i n to  o r  o u t o f
th e  p r e m i s e s .

1 6 . 5  S e c uri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  a c c o r d an c e  wi th  S e c ti o n  9 . 4 .

1 6 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 6 . 5 . 2  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .  ( Re s e r ve d )

1 6 . 5 . 3  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .

1 6 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 6 . 5 . 3 . 2  I n tr u s i o n  D e te c ti o n  S ys te m s .

1 6 . 5 . 3 . 2 . 1 *    T h e  s afe ,  s e c u r i ty c l o s e t,  o r  s e c u r i ty c ag e  s h o u l d  b e
p r o te c te d  b y th e  a l a r m  s ys te m .

1 6 . 5 . 3 . 2 . 2    T h e  al a r m  s ys te m  s h o u l d  b e  p e r i o d i c a l l y te s te d  an d
p r o p e r l y m ai n tai n e d .

C h ap te r 1 7    S h o p p i n g C e n te rs

1 7 . 1  G e n e ral .

1 7 . 1 . 1 *  S c o p e .    T h i s  c h ap te r  ad d r e s s e s  m e a s u r e s  to  m i ti g ate
s e c u r i ty vu l n e r a b i l i ti e s  i n  s h o p p i n g  c e n te r s .

1 7 . 1 . 2  S e c uri ty P l an .

1 7 . 1 . 2 . 1 *    A s h o p p i n g c e n te r  s h o u l d  h a ve  a s e c u r i ty m an a ge ‐
m e n t p l a n .

1 7 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  a s  p ar t o f th e  s e c u r i ty p l a n  fo r  a s h o p p i n g c e n te r.

1 7 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti a l  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c a l  a n d  o p e r ati o n al  e n vi r o n m e n t o f th e
s h o p p i n g  c e n te r  to  a l l  a s s e ts  i n  th e  fac i l i ty.

1 7 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 7 . 1 . 2 . 3    I n d i vi d u al  te n an ts  s h o u l d  c o m p l y wi th  th e  r e c o m ‐
m e n d ati o n s  o f th e  a p p l i c ab l e  o c c u p an c y c h ap te r ( s ) .

1 7 . 1 . 3  Re s p o n s i b l e  P e rs o n .    T h e  d u ti e s  o f th e  p e r s o n  r e s p o n s i ‐
b l e  fo r  s e c u r i ty s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o w‐
i n g :

( 1 ) D e ve l o p m e n t o f p o l i c i e s  a n d  p r o c e d u r e s
( 2 ) Ri s k as s e s s m e n t
( 3 ) * I m p l e m e n ta ti o n  o f s e c u r i ty m e as u r e s
( 4 ) * L a w e n fo r c e m e n t l i ai s o n
( 5 ) * E m e r g e n c y p r o c e d u r e s
( 6 ) S e c u r i ty staffng

1 7 . 2  Ad m i n i s trati ve  C o n tro l s .

1 7 . 2 . 1  P e o p l e  M an age m e n t.

1 7 . 2 . 1 . 1  E m p l o ye e s .

1 7 . 2 . 1 . 1 . 1    E m p l o ye e  s c r e e n i n g  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 7 . 2 . 1 . 1 . 2    S taff s h o u l d  b e  tr a i n e d  i n  s e c u r i ty a n d  e m e r ge n c y
p r o c e d u r e s .

1 7 . 2 . 1 . 2 *  Te n an ts .    Te n an ts  s h o u l d  b e  notifed  o f signifcant
s e c u r i ty-r e l ate d  i n c i d e n ts .

1 7 . 2 . 1 . 3  S e c u ri ty P e rs o n n e l .

1 7 . 2 . 1 . 3 . 1 *    T h e  d e c i s i o n  to  p r o vi d e  s e c u r i ty p e r s o n n e l  s h o u l d
b e  b as e d  o n  th e  S VA.

1 7 . 2 . 1 . 3 . 2    S e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th  6 . 2 . 4 .

1 7 . 2 . 1 . 3 . 3 *    S e c u r i ty p atr o l s  s h o u l d  b e  c o n d u c te d  i n  a c c o r d ‐
an c e  wi th  th e  fac i l i ty s e c u r i ty p l a n .

1 7 . 2 . 1 . 3 . 4    P a tr o l s  s h o u l d  b e  c o n s p i c u o u s ,  s i n c e  th e  e m p h a s i s
i s  o n  d e te r r e n c e  r ath e r  th a n  a p p r e h e n s i o n .

1 7 . 2 . 2  M ate ri al  Re c e i vi n g.    T h e  r e c e i p t o f m ate r i a l s  s h o u l d
c o m p l y wi th  S e c ti o n  6 . 3 .

1 7 . 3 *  S e c u ri ty P e ri m e te rs .

1 7 . 3 . 1  Are a D e s i gn ati o n s .

1 7 . 3 . 1 . 1    Ar e as  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 7 . 3 . 1 . 2    Ac c e s s  to  e m p l o ye e -o n l y ar e as  s h o u l d  b e  c o n tr o l l e d .

1 7 . 4 *  C ri m e  P re ve n ti o n  T h ro ugh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 7 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .  ( Re s e r ve d )

1 7 . 4 . 2  H u m an  B e h avi o r.  ( Re s e r ve d )

1 7 . 4 . 3 *  L i gh ti n g.    L i g h ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 7 . 4 . 4 *  L an d s c ap i n g.

1 7 . 4 . 5  Ae s th e ti c s .  ( Re s e r ve d )

1 7 . 5  S e c uri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  a c c o r d an c e  wi th  S e c ti o n  9 . 4 .
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RE TAI L  E S TAB L I S H M E N T S 7 3 0 - 2 5

S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  an d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m ate r i a l . 2 0 2 3  E d i t i o n

1 7 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 7 . 5 . 2  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .  ( Re s e r ve d )

1 7 . 5 . 3  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .

1 7 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 7 . 5 . 3 . 2  I n tr us i o n  D e te c ti o n  S ys te m s .  ( Re s e r ve d )

1 7 . 5 . 3 . 3 *  Vi d e o  S u r ve i l l an c e .

1 7 . 6 *  Ac c e s s o r y P ro p e r ty,  P arki n g.    P a r ki n g s h o u l d  c o m p l y
wi th  S e c ti o n  1 0 . 2 .

C h ap te r 1 8    Re tai l  E s tab l i s h m e n ts

1 8 . 1  G e n e ral .

1 8 . 1 . 1  S c o p e .    T h i s  c h ap te r  a d d r e s s e s  m e as u r e s  to  m i ti ga te
s e c u r i ty vu l n e r a b i l i ti e s  i n  r e ta i l  e s tab l i s h m e n ts .

1 8 . 1 . 2  S e c u ri ty P l an .

1 8 . 1 . 2 . 1 *    A r e tai l  e s tab l i s h m e n t s h o u l d  h ave  a  s e c u r i ty
m a n ag e m e n t p l an .

1 8 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  as  p ar t o f th e  s e c u r i ty p l a n  fo r  a r e tai l  e s tab l i s h ‐
m e n t.

1 8 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti al  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c al  an d  o p e r ati o n al  e n vi r o n m e n t o f th e
re tai l  e s ta b l i s h m e n t to  al l  as s e ts  i n  th e  fac i l i ty.

1 8 . 1 . 2 . 2 . 2    T h e  fac i l i ty s h o u l d  i m p l e m e n t p r o c e d u r e s  an d
c o n tr o l s  i n  ac c o r d an c e  wi th  th e  r i s ks  identifed  b y th e  S VA.

1 8 . 1 . 2 . 3 *    T h e  e l e m e n ts  o f a  s e c u r i ty p r o g r am  to  c o n tr o l
ro b b e r y s h o u l d  i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) C o n tr o l  o f c a s h
( 2 ) Ac c e s s  c o n tr o l
( 3 ) S e c u r i ty e q u i p m e n t
( 4 ) P e r s o n n e l
( 5 ) E m p l o ye e  tr a i n i n g

1 8 . 2  Ad m i n i s trati ve  C o n tro l s .

1 8 . 2 . 1  P e o p l e  M an age m e n t.

1 8 . 2 . 1 . 1  E m p l o ye e s .

1 8 . 2 . 1 . 1 . 1    E m p l o ye e  s c r e e n i n g  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 8 . 2 . 1 . 1 . 2    S taff s h o u l d  b e  tr a i n e d  i n  s e c u r i ty a n d  e m e r ge n c y
p r o c e d u r e s .

1 8 . 2 . 1 . 1 . 2 . 1    A p o l i c y o f n o n r e s i s tan c e  s h o u l d  b e  e s ta b l i s h e d
an d  g i ve n  to p  p r i o r i ty.

1 8 . 2 . 1 . 1 . 2 . 2    E m p l o ye e  tr a i n i n g  s h o u l d  i n c l u d e  b u t n o t b e  l i m i ‐
te d  to  th e  fo l l o wi n g :

( 1 ) * Wh a t to  d o  b e fo r e ,  d u r i n g ,  an d  a fte r  a r o b b e r y
( 2 ) H o w to  b e  an  e ffe c ti ve  wi tn e s s  th r o u g h  o b s e r vati o n  an d

r e p o r ti n g o f d e ta i l s ,  e ve n ts ,  an d  d e s c r i p ti o n s
( 3 ) P r o p e r  u s e  o f s e c u r i ty e q u i p m e n t,  e s p e c i a l l y h o l d u p

al a r m  s ys te m s
( 4 ) P r o c e d u r e s  to  fo l l o w i n  d e ta i n i n g o r  ar r e s ti n g s h o p l i fte r s
( 5 ) C h e c k c as h i n g p r o c e d u r e s
( 6 ) C r e d i t c ar d  ac c e p tan c e  p r o c e d u r e s
( 7 ) D e te c ti o n  o f c o u n te r fe i t c u r r e n c y

1 8 . 2 . 1 . 1 . 3 *    E m p l o ye e  th e ft s h o u l d  b e  m an a ge d  b y u s i n g
p r o c e d u r e s  a n d  d e vi c e s ,  i n c l u d i n g  b u t n o t l i m i te d  to  th e

fo l l o wi n g :

( 1 ) Ar r a n gi n g wo r k fow an d  ta s k a s s i gn m e n ts  s o  th at th e
wo r k o f o n e  e m p l o ye e  a c ts  a s  a c o n tr o l  o n  th a t o f an o th e r
e m p l o ye e

( 2 ) * D i vi d i n g  r e s p o n s i b i l i ti e s  a n d  fu n c ti o n s  s o  th a t n o  o n e
e m p l o ye e  h a s  c o n tr o l  o ve r  al l  fa c e ts  o f a tr an s ac ti o n

( 3 ) Re d u c i n g  th e  e x p o s u r e  o f i n ve n to r y to  p i l fe r ag e  b y ke e p ‐
i n g s to r a ge  a r e as  c l e an  an d  u n o b s tr u c te d

( 4 ) I m p l e m e n ti n g a  p r o g r am  o f r e g u l ar  a n d  r an d o m
( s u r p r i s e )  i n ve n to r y c h e c ks ,  au d i ts ,  a n d  p e tty c as h  c o u n ts

( 5 ) U s i n g  d e vi c e s  s u c h  a s  vi d e o  s u r ve i l l an c e  to  c o n tr o l  th e ft
( 6 ) S e c u r i n g e x p e n s i ve  i te m s  to  l i m i t o p p o r tu n i ty fo r  th e ft

1 8 . 2 . 1 . 2  C u s to m e rs .

1 8 . 2 . 1 . 2 . 1 *  S h o p l i fti n g P re ve n ti o n .    A p r o gr a m  a ga i n s t s h o p ‐
l i fti n g  i n  r e ta i l  e s tab l i s h m e n ts  s h o u l d  c o n s i s t o f p r o c e d u r al

c o n tr o l s  a n d  p o l i c i e s  c o n s i s te n t wi th  l aws  an d  o r d i n a n c e s .

1 8 . 2 . 1 . 2 . 2  C h e c k  Frau d .

1 8 . 2 . 1 . 2 . 2 . 1 *    F o r  th o s e  r e tai l  e s ta b l i s h m e n ts  th a t ac c e p t
c h e c ks ,  a c h e c k a c c e p ta n c e  p o l i c y s h o u l d  b e  e s tab l i s h e d .

1 8 . 2 . 1 . 2 . 2 . 2    E l e m e n ts  o f a c h e c k ac c e p tan c e  p o l i c y s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) Re q u i r i n g  two  fo r m s  o f identifcation
( 2 ) L i s ti n g  identifcation  o n  th e  b ac k o f th e  c h e c k
( 3 ) * N o t a c c e p ti n g th i r d -p a r ty c h e c ks
( 4 ) U s i n g  a n  e l e c tr o n i c  c h e c k verifcation  s ys te m

1 8 . 2 . 1 . 2 . 3 *  C re d i t C ard  Frau d .    Re ta i l  e s tab l i s h m e n ts  s h o u l d
e s tab l i s h  a  c r e d i t c a r d  p a ym e n t p o l i c y.

1 8 . 2 . 1 . 2 . 4  C o u n te r fe i t C u r re n c y.    Re tai l  b u s i n e s s e s  s h o u l d
h a ve  e q u i p m e n t u s e d  to  d e te c t c o u n te r fe i t c u r r e n c y.

1 8 . 2 . 1 . 3 *  C o n trac to rs  an d  Ve n d o rs .    Ac c e s s  b y c o n tr ac to r s  an d
ve n d o r s  s h o u l d  b e  m o n i to r e d  b y m an ag e m e n t.

1 8 . 2 . 1 . 4  S e c uri ty P e rs o n n e l .

1 8 . 2 . 1 . 4 . 1 *    T h e  d e c i s i o n  to  p r o vi d e  s e c u r i ty p e r s o n n e l  s h o u l d
b e  b as e d  o n  th e  S VA.

1 8 . 2 . 1 . 4 . 2    S e c u r i ty p e r s o n n e l  s h o u l d  c o m p l y wi th  6 . 2 . 4 .

1 8 . 2 . 1 . 4 . 3 *    S e c u r i ty p atr o l s  s h o u l d  b e  c o n d u c te d  i n  a c c o r d ‐
a n c e  wi th  th e  s e c u r i ty p l an .

1 8 . 2 . 1 . 4 . 4    P a tr o l s  s h o u l d  b e  c o n s p i c u o u s ,  s i n c e  th e  e m p h a s i s
i s  o n  d e te r r e n c e  r ath e r  th an  a p p r e h e n s i o n .

1 8 . 2 . 2  M ate ri al  Re c e i vi n g.    T h e  r e c e i p t o f m ate r i a l s  s h o u l d
c o m p l y wi th  S e c ti o n  6 . 3 .

1 8 . 2 . 3  I n fo r m ati o n  an d  D ata S e c u ri ty.  ( Re s e r ve d )

1 8 . 2 . 4 *  Wo rk p l ac e  Vi o l e n c e .    Re tai l  e s tab l i s h m e n ts  s h o u l d
h a ve  a wo r kp l ac e  vi o l e n c e  p r e ve n ti o n  p r o gr a m  i n  ac c o r d a n c e

wi th  S e c ti o n  6 . 5 .

1 8 . 3  S e c u ri ty P e ri m e te rs .

1 8 . 3 . 1  Are a D e s i gn ati o n s .

1 8 . 3 . 1 . 1    Ar e a s  identifed  i n  th e  S VA s h o u l d  b e  classifed  i n
ac c o r d an c e  wi th  S e c ti o n s  7 . 1  a n d  7 . 2 .

1 8 . 3 . 1 . 2    Ac c e s s  to  e m p l o ye e -o n l y a r e as  s h o u l d  b e  c o n tr o l l e d .
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2 0 2 3  E d i t i o n S h a d e d  te x t =  Re vi s i o n s .  Δ  =  Te x t d e l e ti o n s  a n d  fgure/table  r e vi s i o n s .  •  =  S e c ti o n  d e l e ti o n s .  N  =  N e w m a te r i a l .

1 8 . 3 . 2 *  E x te ri o r.    Ga r b ag e  ar e as  s h o u l d  b e  l o c a te d  to  e n h a n c e
th e  s afe ty o f e m p l o ye e s  wh o  u s e  th e m .

1 8 . 4  C ri m e  P re ve n ti o n  T h ro u gh  E n vi ro n m e n tal  D e s i gn
( C P T E D ) .

1 8 . 4 . 1  C ri m e  an d  L o s s  P re ve n ti o n .

1 8 . 4 . 1 . 1 *    C as h  o n  th e  p r e m i s e s  s h o u l d  b e  ke p t at th e  l o we s t
p o s s i b l e  am o u n t r e q u i r e d  to  c o n d u c t b u s i n e s s .

1 8 . 4 . 1 . 2 *    M e an s  to  m i ti ga te  l o s s  fr o m  b u r gl ar y o r  th e ft s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) P h ys i c al  s e c u r i ty d e vi c e s
( 2 ) B u r g l a r y-r e s i s tan t s a fe s
( 3 ) I n tr u s i o n  d e te c ti o n  s ys te m s

1 8 . 4 . 1 . 3 *    C as h  s h o u l d  b e  s e c u r e d  d u r i n g  n o n -b u s i n e s s  h o u r s
i n  a  b u r gl ar y-r e s i s tan t s a fe ,  va u l t,  o r  o th e r  m e a n s  a s  d e te r m i n e d
b y th e  S VA.

1 8 . 4 . 2  H u m an  B e h avi o r.  ( Re s e r ve d )

1 8 . 4 . 3 *  L i gh ti n g.    L i g h ti n g  s h o u l d  c o m p l y wi th  S e c ti o n  8 . 4 .

1 8 . 4 . 4 *  L an d s c ap i n g.    F o l i ag e  a n d  s h r u b b e r y s h o u l d  b e
tr i m m e d  a n d  m ai n tai n e d .

1 8 . 4 . 5 *  Ae s th e ti c s .    P r o d u c t d i s p l ays ,  p o s te r s ,  a n d  a d ve r ti s e ‐
m e n ts  i n  wi n d o ws  s h o u l d  n o t o b s tr u c t vi s i b i l i ty i n to  o r  o u t o f
th e  s to r e .

1 8 . 5  S e c u ri ty S ys te m s .    T h e  i n s ta l l ati o n  o f e l e c tr o n i c  p r e m i s e s
s e c u r i ty s ys te m s  s h o u l d  b e  i n  ac c o r d an c e  wi th  S e c ti o n  9 . 4 .

1 8 . 5 . 1  C o n trab an d  D e te c ti o n .  ( Re s e r ve d )

1 8 . 5 . 2  P e rs o n n e l  S afe ty Al e r ti n g S ys te m s .  ( Re s e r ve d )

1 8 . 5 . 3  P ro p e r ty P ro te c ti o n  M o n i to ri n g S ys te m s .

1 8 . 5 . 3 . 1  As s e t Trac ki n g.  ( Re s e r ve d )

1 8 . 5 . 3 . 2 *  I n tr u s i o n  D e te c ti o n  S ys te m s .    Wh e n  an  i n tr u s i o n
d e te c ti o n  s ys te m  i s  i n s ta l l e d ,  i t s h o u l d  a l s o  p r o te c t th e  s afe ,
s e c u r i ty c l o s e t,  o r  s e c u r i ty c ag e .

1 8 . 5 . 3 . 3 *  Vi d e o  S u r ve i l l an c e .

1 8 . 6 *  Ac c e s s o r y P ro p e r ty,  P arki n g.    P a r ki n g s h o u l d  c o m p l y
wi th  S e c ti o n  1 0 . 2 .

C h ap te r 1 9    Offce  B u i l d i n gs

1 9 . 1  G e n e ral .

1 9 . 1 . 1 *  S c o p e .

1 9 . 1 . 1 . 1    T h i s  c h ap te r  ad d r e s s e s  m e a s u r e s  to  m i ti g ate  s e c u r i ty
vu l n e r ab i l i ti e s  i n  offce  b u i l d i n g s .

1 9 . 1 . 1 . 2 *    B u i l d i n gs  o p e r a te d  b y fe d e r al ,  s tate ,  o r  l o c al  g o ve r n ‐
m e n t th a t h a ve  te n an ts ,  i n c l u d i n g  l aw e n fo r c e m e n t ag e n c i e s ,
c o u r t-r e l ate d  a ge n c i e s  an d  fu n c ti o n s ,  o r  go ve r n m e n t r e c o r d s
an d  a r c h i ve s ,  o r  th a t h a ve  te n an ts  th at p e r fo r m  fu n c ti o n s  c r i ti ‐
c a l  to  n a ti o n a l  s e c u r i ty a r e  n o t wi th i n  th e  s c o p e  o f th i s  c h ap te r.

1 9 . 1 . 2  S e c u ri ty P l an .

1 9 . 1 . 2 . 1 *    Offce  b u i l d i n gs  s h o u l d  h a ve  a s e c u r i ty m an a ge m e n t
p l a n .

1 9 . 1 . 2 . 2    A s e c u r i ty vu l n e r ab i l i ty a s s e s s m e n t ( S VA)  s h o u l d  b e
c o n d u c te d  as  p ar t o f th e  s e c u r i ty p l an .

1 9 . 1 . 2 . 2 . 1    T h e  S VA s h o u l d  e val u ate  th e  p o te n ti al  s e c u r i ty r i s ks
p o s e d  b y th e  p h ys i c al  an d  o p e r ati o n al  e n vi r o n m e n t o f th e
offce  b u i l d i n g  to  al l  as s e ts  i n  th e  b u i l d i n g .

1 9 . 1 . 2 . 2 . 2    T h e  offce  b u i l d i n g m an a ge m e n t s h o u l d  i m p l e m e n t
p r o c e d u r e s  an d  c o n tr o l s  i n  a c c o r d an c e  wi th  th e  r i s ks  identifed

b y th e  S VA.

1 9 . 1 . 2 . 2 . 3    Re g ar d l e s s  o f th e  m e as u r e s  u ti l i z e d ,  s e c u r i ty s h o u l d
n o t confict wi th  fre  o r  l i fe  s afe ty c o d e  r e q u i r e m e n ts .

1 9 . 1 . 2 . 3    T h e  s e c u r i ty p l an  s h o u l d  s yn c h r o n i z e  wi th  e m e r g e n c y
r e s p o n s e ,  d i s as te r,  an d  b u s i n e s s  r e c o ve r y p l a n s .

1 9 . 1 . 3  Re s p o n s i b l e  P e rs o n .

1 9 . 1 . 3 . 1    A p e r s o n ( s )  s h o u l d  b e  ap p o i n te d  b y th e  m an ag e m e n t
o f th e  offce  b u i l d i n g p r o p e r ty to  b e  r e s p o n s i b l e  fo r  s e c u r i ty
m a n ag e m e n t ac ti vi ti e s .

1 9 . 1 . 3 . 2    T h e  d u ti e s  o f th e  r e s p o n s i b l e  p e r s o n ( s )  s h o u l d
i n c l u d e  b u t n o t b e  l i m i te d  to  th e  fo l l o wi n g :

( 1 ) E s tab l i s h i n g s e c u r i ty m e as u r e s  fo r  e x te r i o r  a r e as ,
c o m m o n  i n te r i o r  a r e as ,  an d  p ar ki n g  a r e as

( 2 ) I m p l e m e n ti n g ac c e s s  c o n tr o l  at b as e m e n t-,  g r o u n d -,  an d
s tr e e t- l e ve l  e n tr a n c e s  a n d  e x i ts

( 3 ) I m p l e m e n ti n g a ke y/ c r e d e n ti al  c o n tr o l  p r o g r am
( 4 ) S e tti n g u p  tr a i n i n g  an d  s u p e r vi s i o n  o f s e c u r i ty p e r s o n n e l
( 5 ) C ar r yi n g o u t e m p l o ye e  b ac kgr o u n d  c h e c ks  an d  d r u g  te s t‐

i n g
( 6 ) * Re vi e wi n g l o c a l  n e i g h b o rh o o d  c r i m e  tr e n d s

1 9 . 2 *  Ad m i n i s trati ve  C o n tro l s .    E m e r g e n c y te l e p h o n e
n u m b e r s  an d  b u i l d i n g m a n ag e m e n t c o n tac t i n fo r m a ti o n

s h o u l d  b e  p o s te d .

1 9 . 2 . 1  P e o p l e  M an age m e n t.

1 9 . 2 . 1 . 1  E m p l o ye e s  an d  Te n an ts .

1 9 . 2 . 1 . 1 . 1    E m p l o ye e  p r a c ti c e s  s h o u l d  c o m p l y wi th  6 . 2 . 1 .

1 9 . 2 . 1 . 1 . 2 *    E m p l o ye e s  an d  te n an ts  s h o u l d  b e  i n s tr u c te d  h o w
to  e x e r c i s e  r e a s o n a b l e  c a r e  i n  p r o te c ti n g  p e r s o n al  p r o p e r ty.

1 9 . 2 . 1 . 1 . 3 *    E m p l o ye e s  a n d  te n an ts  s h o u l d  r e c e i ve  tr ai n i n g  o n
th e i r  r o l e s  i n  th e  s e c u r i ty p l an .

1 9 . 2 . 1 . 1 . 4 *    Te n an ts  s h o u l d  b e  notifed  o f signifcant s e c u r i ty-
r e l ate d  i n c i d e n ts .

1 9 . 2 . 1 . 1 . 5    Wh e r e  identifcation  b a d g e s  ar e  p r o vi d e d ,  te n an ts
s h o u l d  d i s p l ay identifcation  b ad ge s  as  r e c o m m e n d e d  i n  6 . 2 . 1 . 2
fo r  e m p l o ye e s .

1 9 . 2 . 1 . 2  Vi s i to rs .

1 9 . 2 . 1 . 2 . 1 *    Wh e n  a n  offce  b u i l d i n g ,  o r  p o r ti o n  th e r e o f,  i s  a
s e c u r e  a r e a as  d e s i g n ate d  i n  th e  s e c u r i ty p l an ,  vi s i to r s  s h o u l d

e n te r  th r o u gh  a  m o n i to r e d  an d  d e s i g n ate d  vi s i to r  e n tr an c e ( s )
an d  i d e n ti fy th e  p e r s o n  th e y a r e  vi s i ti n g.

1 9 . 2 . 1 . 2 . 2    Vi s i to r s  s h o u l d  b e  i s s u e d  a  vi s i to r  b ad g e .

1 9 . 2 . 1 . 2 . 2 . 1    To  b e  i s s u e d  a  vi s i to r  b ad g e ,  vi s i to r s  s h o u l d  b e
r e q u i r e d  to  s h o w g o ve r n m e n t-i s s u e d ,  p h o to  identifcation  to  a
s taff m e m b e r.
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