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Foreword 

About This Recommended Practice 

In 2009, NISO launched a new Chair's Initiative—a project of the chair of NISO's Board of Directors, focusing 
on a specific issue that would benefit from study and the development of a recommended practice or standard. 
Oliver Pesch, Chair of NISO’s Board of Directors at the time, chose the issue of standardizing seamless, item-
level linking through single sign-on (SSO) authentication technologies in a networked information environment.  

Accessing information in a networked environment has been a reality for most library user communities for 
over a decade. Recent years have seen an explosion in this type of usage. With the advent of hosted, aggregated 
full-text databases and the proliferation of e-journals and e-books, users’ searches for information often take 
them to a number of different online hosts and platforms as part of a single transaction. When those information 
resources are commercial products, each platform traditionally required the user to be authenticated and 
authorized. Service providers (SPs) have used two approaches to this issue: 1) ensuring that the requesting IP 
address is within a range assigned to the license holder, and 2) issuing userids and passwords to users. In the 
latter case, the user may have a different identity on each platform.  

As usage habits and technology have evolved, these traditional methods no longer work well. With the growing 
complexity of licensing situations and network design, along with the increased usage from mobile devices, 
campuses have outgrown the capabilities of these approaches. Using and managing this environment has 
become confusing and error-prone for browser users, licensee organizations, and service providers. The 
problems caused by having to manage multiple identities have led to the development of so-called “Single Sign-
On” (SSO) authentication technologies, including proprietary technologies such as Athens and formal open 
standards such as SAML (security assertion markup language). With these technologies, the user authenticates 
once and can then access all compliant content platforms using the same identity. (The user would typically be 
authenticated by the organization holding the licenses.) More importantly, these technologies have been 
designed so the user would encounter only one login event while traversing a multitude of in-sourced and 
outsourced service providers. In addition, with the SSO technologies’ the user does not have to be using a 
device attached to the license holder’s network; they can be anywhere in the world. Simplifying the user 
experience has become more important as organizations have outsourced more and more of their supporting 
business functions (not just to licensed content).  

A bridge is needed to address today’s hybrid environment and move all parties towards a longer-term effective 
SSO solution. The ESPReSSO Recommended Practice document recommends practical solutions for improving 
the success of existing SSO authentication technologies to provide a seamless experience for the user. 
Specifically, ESPReSSO recommends best practices related to selection of authentication method and 
transparent flow between the service provider (SP) site and the identity provider (IdP) site during 
authentication. 

Recommendations to service providers include the preferred location for login links and input boxes, standard 
approaches for guiding users to a desired authentication method, where local branding information could be 
inserted on a webpage, as well as approaches for handling automatic logins.  

Recommendations for libraries/institutions include display of the login page, branding of the login page, use of 
a menu page with all available content listed that transfers with automatic login to the selected service provider, 
and appropriate passing of parameters to the service provider that authenticate the user. 

Additional recommendations are made about methods that provide trade-offs between privacy and advanced 
functions. Specific recommendations in federated search and web-scale discovery environments are made that 
will lead all parties from the current environment to a longer-term recommendation to use the Shibboleth 
authentication model. 

ESPReSSO did not invent any new technology or protocols. Instead, ESPReSSO aims to promote the adoption 
of best practices that make access improvements a reality by using existing technologies while preparing for the 
future. 

 

Copyright National Information Standards Organization 
Provided by IHS Markit under license with NISO Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: NISO RP-11 2011

http://www.avadocuments.com/doc/niso-rp-11-2011
http://www.avadocuments.com/doc/niso-rp-11-2011


NISO RP-11-2011 ESPReSSO 

vi  © 2011 NISO 

Discovery to Delivery Topic Committee 

NISO’s Discovery to Delivery (D2D) Topic Committee had the following members at the time it approved this 
Recommended Practice: 

Susan Campbell 
College Center for Library Automation (CCLA) 

Jeff Penka 
OCLC Online Computer Library Center 

Larry Dixson 
Library of Congress 

Tim Shearer 
University of North Carolina Chapel Hill Libraries 

David Fiander 
University of Western Ontario 

Chris Shillum 
Reed Elsevier 

Peter Murray 
Lyrasis 

Robert Walsh 
EnvisionWare, Inc.  

John Mark Ockerbloom 
University of Pennsylvania Libraries 

 

 

ESPReSSO Working Group Members 

The following individuals served on the NISO ESPReSSO Working Group that developed and approved this 
Recommended Practice: 

Steven Carmody (Co-chair) 
Brown University 

David Kennedy 
Johns Hopkins University  

Frank Cervone 
Purdue University Calumet 

Ted Koppel 
Auto-Graphics, Inc. 

Pete Ciuffetti 
CredoReference 

Lyn Norris 
Eduserv 

Andy Dale 
OCLC, Inc. 

Heather Staines 
Springer 

Kristine Ferry 
University of California, Irvine 

Pieter van Lierop 
Infor Library and Information Solutions 

Andy Ingham 
University of North Carolina, Chapel Hill 

Foster Zhang 
Johns Hopkins University 

Harry Kaplanian (Co-chair) 
Serials Solutions, Inc. 

 

 

Acknowledgments 

The ESPReSSO Working Group would like to offer a special thanks to the following individuals for their 
assistance: 

Adam Chandler (Working Group Observer) 
Cornell University  

Oliver Pesch (Working Group Observer; Project Proposal Author) 
EBSCO Information Services  

Rob Walsh (original Working Group member) 
EnvisionWare, Inc.  

 

Copyright National Information Standards Organization 
Provided by IHS Markit under license with NISO Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: NISO RP-11 2011

http://www.avadocuments.com/doc/niso-rp-11-2011
http://www.avadocuments.com/doc/niso-rp-11-2011


ESPReSSO NISO RP-11-2011 

© 2011 NISO  vii 

For input regarding publisher, aggregator, and platform experience with implementing single sign-on, we thank 
the following: 

American Institute of Physics: Paul DeCillis 

Cambridge University Press: Chris Fell 

EBSCO Information Services: Sarah Buck and 
Heather Klusendorf  

Elsevier: Chris Shillum and Ale DeVries 

HighWire Press: John Sack 

H. W. Wilson: Ronald Miller 

IEEE: Gerry Grenier  

Institute of Physics: Laura Shaw 

Ithaka/JSTOR: Matthew Callow and Brian Larsen  

MetaPress: Matthew Wren and Tiffany Rich  

Nature Publishing Group: Amanda Ward 

Oxford University Press: Claire Dowbekin 

Semantico: Colin Caveney and Richard Padley  

Taylor and Francis: Margaret Walsh and Rosa Perez  

Wiley-Blackwell: Caroline Rothaug  

 

 

 

For input regarding accessibility issues, we thank the following: 

Kerri Hicks, University of Rhode Island 

 

Copyright National Information Standards Organization 
Provided by IHS Markit under license with NISO Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: NISO RP-11 2011

http://www.avadocuments.com/doc/niso-rp-11-2011
http://www.avadocuments.com/doc/niso-rp-11-2011


NISO RP-11-2011 ESPReSSO 

viii  © 2011 NISO 

 

 

Copyright National Information Standards Organization 
Provided by IHS Markit under license with NISO Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: NISO RP-11 2011

http://www.avadocuments.com/doc/niso-rp-11-2011
http://www.avadocuments.com/doc/niso-rp-11-2011


ESPReSSO NISO RP-11-2011 

© 2011 NISO  1 

Part 1: Introduction 

1.1 Purpose and Scope 

In recent years, many institutions have moved to take advantage of many benefits afforded by Single Sign On, 
including access to learning management systems (Blackboard, Sakai), research tools (RefWorks, TurnItIn), 
and, of course, subscription-based library resources (e-journals, e-books, databases). Making the Single Sign-
On (SSO) environment work better and smarter will certainly help increase the success of users getting to the 
content to which they are entitled. Over the last several years many of the larger service providers (SPs) have 
implemented SSO technologies. However, it is probably fair to say that many content hosts have not 
implemented these technologies. Library users are required to operate in an environment that includes a mix of 
authentication technologies with internet protocol (IP) authentication being the most common. An effective 
solution needs to address this hybrid environment and, at the very least, take into consideration the needs of IP 
authentication and proxy servers and how they interoperate with SSO authentication technologies.  

The ESPReSSO Recommended Practice document recommends practical solutions and a path forward for 
improving the success of SSO authentication technologies for providing a seamless experience for the user. It 
further aims to promote the adoption by campuses and service providers of a family of solutions to make the 
access improvements a reality. This initiative did not invent any new technology or protocols. Rather, it has 
developed a set of “best practice” recommendations surrounding the use of existing technologies. 

The ESPReSSO Working Group was primarily concerned with the situation where an organization (a company, 
a campus, a public library, etc.) acquires a license to access specific content that is delivered via the web, and 
where the browser user is a member of the group authorized to access that content. The working group did not 
address the situation where an individual, either on his or her own or as part of a group, would obtain a license 
for personal use and then use a personal account from a major internet account provider to authenticate himself 
or herself to the service provider. Service providers are reporting that users are not currently requesting this 
functionality. In addition, supporting this approach requires as much work for the publishers in managing 
userids and passwords within their sites as it does for the licensee organization. The processes publishers use to 
sell individual articles was considered to be out of scope for this report. 

Best practices for user experience on mobile devices are rapidly evolving. Consequently, this report avoids 
recommendations for screen layout and use on mobile devices. However, the flows described in later sections 
will work on mobile devices. 

Lastly, as with any web-based system, it is important to address accessibility issues. The recommendations 
contained in this report describe a number of webpages, and include some sample screen images. However, this 
report does not recommend any specific implementation. All implementations should meet all Web Content 
Accessibility Guidelines (WCAG) guidelines. 
 

1.2 Terms and Definitions 

The following terms, as used in this recommended practice, have the meanings indicated. See also Appendix A, 
which contains definitions and descriptions of functional components found in an authentication environment. 

 
Term  Definition 

service provider (SP)   A website offering services and content to browser users. Often, 
part of the site is available for open browsing and part of the site 
is access controlled, requiring proof that the user is authorized 
for access under an existing contract. Many publishers or 
content providers are offering licensed content via the Internet.  
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Term  Definition 

identity provider (IdP)  A user's home organization. The user typically has a strong 
relationship with this organization, and it can make up-to-date 
and accurate assertions about the user. 

identity discovery service  A webpage presented by service providers to which users are 
redirected for authentication after selecting their home 
organization. This page was previously called a WAYF (Where 
Are You From) Service. 

deep link   A URL pointing to a specific resource (e.g., an article) at a 
service provider site. 

federated login 
(authentication) 

 An approach to authentication where a service provider site 
redirects browser users to their home organization for 
authentication. After a successful authentication, the browser 
user is returned to the service provider accompanied by attribute 
assertions describing his/her rights at the service provider. As 
used in this report, the term includes the authorization process 
performed at the SP site. 

federated search 
(metasearch;  
 web-scale discovery search) 

 A portal that allows a user to enter search terms and then uses 
the terms to search across a wide variety of potential sources. It 
allows patrons unfamiliar with where content can be found to 
discover all relevant licensed content available in the library. 

IP-based authentication  A method where a service provider and a licensee organization 
have agreed that every request coming from a range of 
network/Internet Protocol (IP) addresses associated with the 
licensee organization should be granted access to the licensed 
resources. 

Just-in-Time (JIT) 
authentication 

 A process at a service provider’s website that will initiate the 
login process when an anonymous user attempts to access 
controlled content. For instance, JIT will often be triggered if an 
anonymous user attempts to access a deep link. 

licensee organization  The institution that signed a contract with a service provider on 
behalf of the users who are affiliated in some way with the 
institution. The licensee organization then becomes an identity 
provider for those users. This report will sometimes use the 
word campus to refer to a licensee organization. 

link resolver  A service run by the licensee organization that will accept an 
OpenURL syntax (e.g., from a site with abstracts) and map that 
to a URL at a site where the licensee organization has access to 
a licensed copy of the full text of the article. 

personally identifiable 
information (PII) 

 Information which makes it possible to identify a specific 
individual. A person's name is considered PII (although it may 
not be sufficient to identify a single individual). This report 
mentions situations where an identity provider might release 
attributes which contain PII to a service provider. 
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Term  Definition 

proxy server  A computer system that acts as an intermediary between a user 
making a request and the requested service. Licensee 
organizations operate proxy servers in order to provide their 
users with access to licensed resources when the users are not 
directly connected to the licensee organization’s network (e.g., 
they are at home or traveling). Users authenticate to the proxy, 
which is connected to the licensee organization's network, and 
the proxy then allows them access to the licensed resources 
“through” the proxy server. 

security assertion markup 
language 
(SAML) 

 A standards-based approach to web single sign-on (SSO) 
authentication. Many interoperable open source and commercial 
implementations of SAML are available. 

virtual private network 
(VPN) 

 A secure method of connecting to an organization’s protected 
network from a remote location through a special server that 
authenticates the remote user to the network using credentials 
provided by the organization. To service providers, the user then 
appears to be coming from an IP address on the licensee 
organization’s network, even though the user is physically 
remote from that network. 

WAYFless URL  A URL created by a licensee organization and pointing to a 
service provider that includes information about the licensee 
organization. Clicking a WAYFless URL allows a user to 
bypass the Identity Discovery process. 

web single-sign on (SSO) 
authentication 

 A framework for authenticating users across a family of 
services. The user authenticates once and all succeeding 
authentication requests are handled transparently by the service 
without requesting anything further from the user. 
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Part 2: Why Is It Time to Act? 

2.1 Overview of Issues 

The current mélange of approaches to authentication and authorization has resulted in nightmarish operational 
situations for licensee organizations, for service providers, and for users. Unfortunately, there is no silver bullet 
that will quickly return us to a set of simple options. We are in a phase of transition to new models for 
authentication and authorization; it is likely that—for the short term—all parties will have to work in a hybrid 
environment where a variety of mechanisms need to be supported. However, because of the complexity this 
adds to the user experience, all organizations are strongly encouraged to transition to the newer models as soon 
as possible. 

The complexity arises for several reasons: 

• The internet world has evolved to provide users with many more options. Users can follow different 
paths, traversing multiple websites, in order to enter a publisher’s site. They can have different starting 
points (e.g., a link found on the open web, a search on the open web, directly accessing a publisher 
front page, a redirect from a library navigation page/menu page, a redirect via an OpenURL to a deep-
link URL within the publisher site, a bookmark, e-mailed hyperlinks, etc.). The result is that users 
arrive at many different points on the publisher’s site. It has been difficult to create a consistent, 
coherent user experience amidst all this variety.  

• Users may experience multiple authentication mechanisms, depending on how they enter a publisher’s 
site. Sometimes, the user’s physical location could affect the browser flows and authentication 
mechanisms. Within the publisher’s site, the user might—innocently—navigate from a public page to a 
protected page, and thus unwittingly trigger authentication. 

• Service providers generally have to present and support multiple authentication mechanisms. They 
have to construct and present a usable authentication graphical user interface (GUI) that somehow 
combines multiple methods into an interface that can be used successfully by people with a low 
familiarity with technical concepts. 

• Campuses have deployed various approaches over the years; some of them require users to be able to 
use, handle, and manipulate proxy-prefixed URLs that are incomprehensible to the average person. 

The hybrid environment will likely include both IP and web Single Sign-On (SSO) authentication, and may 
include other options, as well. Licensee organizations will likely have contracts with some organizations that 
support SSO and some that still only support IP authentication. Service providers will likely have to work with 
licensee organizations that want to use web SSO and some that are still relying on IP authentication. However, 
it is clear that requirements have evolved such that IP authentication is now a poor fit with user requirements, 
and that, going forward, web SSO implementations will be more secure, easier to user, and more functional for 
service providers, licensee organizations, and users. 

Each of these three communities is impacted in negative ways when confronted with the hybrid environment as 
described in the following sections. 

2.2 Library Community 

Patron demand for remote access to content via computer or mobile device has become the norm rather than the 
exception. Keeping track of numerous usernames and passwords for the multitude of publisher sites and 
platforms is unmanageable. Ensuring the privacy of user searches, reading history, and behavior has long been a 
principle of library operations. Librarians are insisting that the traditional levels of privacy remain as an option 
for the digital user. Many users may be willing to trade some of their privacy for a higher level of service. 
However, a set of users and situations remain where user privacy is an absolute requirement. Libraries must 
provide patrons with an efficient, seamless way to access content and to search across this content from multiple 
sources without continually being challenged for credentials, or having to change the steps they follow as a 
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function of their physical location. For libraries in countries where national federations have evolved to 
advocate for SSO, data challenges remain. However, for libraries in locations without government-funded 
federations, the obstacles are greater, as there is no legal mandate requiring content providers to offer such a 
service. 

2.3 Publisher Community 

As licenses increase in their complexity, customers may participate in numerous agreements, allowing varying 
degrees of access at an institutional, consortial, departmental, or other level. Keeping track of which affiliated 
users have access to what content becomes more challenging all the time.  

At the same time, customer demands for privacy concerning their users’ personal details and online search 
behavior have grown at an even quicker pace. Implementing single sign-on that allows institutions to vouch for 
their authorized users puts the responsibility and the authority for access back into the hands of the institution, 
allowing content providers to concentrate on the content rather than the access details. Spurred to action by 
support for single sign-on amongst European federations, service providers and content providers have labored 
to meet the varying requirements, including certification, interface adaptation, required attributes, and more. 
Demands for SSO implementation come now from around the globe and include corporate and government, as 
well as academia and libraries.  

Streamlining the process and the variety of approaches has become essential to service providers who must also 
ensure that their branding remains visible to end users. The current variability in the end user experience creates 
a high level of confusion and results in users giving up rather than being able to complete their tasks. A 
decrease in usage may be used as evidence for cancelation by librarians, so this situation poses a threat to 
publisher business models. 

2.4 End User Community 

Researchers and students have access to content through a variety of channels; however, if access is from 
outside of the university’s IP range, a multitude of usernames and passwords might be required. When seeking 
access to a secured resource, a researcher should be able to identify easily whether the publisher/aggregator 
supports SSO. He or she should be able to navigate to the institution login page, to identify the appropriate 
federation and institution, and, once authenticated, to return to the secured resource with minimal disruption. 
All stages of this process should be identified and branded so that the request for credentials is not 
misinterpreted as phishing or malware. As an authorized user of a resource licensed by his/her institution, the 
researcher should be able to gain access in a manner that is as seamless and painless as possible.  

Working in the hybrid environment is particularly confusing for users. Various studies of user interface issues 
have consistently focused on usability and consistency issues. Browser users are visiting multiple sites, but are 
seeking some consistency in how they identify themselves to service provider (SP) sites. In addition, in the 
Federated Login model, users can be redirected from the SP site to the identity provider (IdP) site and back to 
the SP site; throughout this process, users are seeking visual feedback indicating that the sequence of pages they 
are seeing are related to their goal of obtaining access to a particular SP site. 

Copyright National Information Standards Organization 
Provided by IHS Markit under license with NISO Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: NISO RP-11 2011

http://www.avadocuments.com/doc/niso-rp-11-2011
http://www.avadocuments.com/doc/niso-rp-11-2011

