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User information

This Network Rail standard contains colour-coding according to the following Red—
Amber—Green classification.

Red requirements — no variations permitted

* Red requirements are to be complied with and achieved at all times.

* Red requirements are presented in a red box.

* Red requirements are monitored for compliance.

* Non-compliances will be investigated and corrective actions enforced.

* Amber requirements are to be complied with unless an approved variation is in
place.

* Amber requirements are presented with an amber sidebar.

* Amber requirements are monitored for compliance.

* Variations can only be approved through the national non-compliance process.

* Non-approved variations will be investigated and corrective actions enforced.

Green guidance —to be used unless alternative solutions are followed

* Guidance should be followed unless an alternative solution produces a better
result.

» Guidance is presented with a dotted green sidebar.

» Guidance is not monitored for compliance.

» Alternative solutions should be documented to demonstrate effective control.

Amendment marks

* First document amendments are presented with a single black line to the right of
the affected text.

» Second document amendments are presented with a double black line to the right
of the affected text.
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Issue record

Issue Date Comments

1 December 2009 First issue as company standard

2 March 2016 The purpose of this updated policy is to

set Network Rail’s priorities for
Information Security. New terms and
definitions added to align policy to
industry and government best practice

Compliance

This Network Rail standard is mandatory and shall be complied with by Network Rail
and its contractors if applicable from 7™ June 2016.

Reference documentation

HMG Data Protection Act 1998 and 2003
NR/L2/INF/02223, Information Security Classification
NR/LS/POL/DPAO02, Privacy and Data Protection Policy
NR/L3/INF/02226, Corporate Records Retention Schedule
Network Rail Data Protection Policy

Disclaimer

In issuing this document for its stated purpose, Network Rail makes no warranties,
express or implied, that compliance with all or any documents it issues is sufficient
on its own to ensure safe systems of work or operation. Users are reminded of their
own duties under health and safety legislation.

Supply

Copies of documents are available electronically, within Network Rail’'s organisation.
Hard copies of this document may be available to Network Rail people on request to
the relevant controlled publication distributor. Other organisations may obtain copies
of this from an approved distributor.
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