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America, the Universal Copyright Convention, the Berne Convention, and the International and
Pan American Copyright Conventions. Except as licensed or permitted, you may not copy
these materials without prior written permission from AASHTO, ITE, or NEMA. Use of these
materials does not give you any rights of ownership or claim of copyright in or to these
materials.

Visit www.ntcip.org for other copyright information, for instructions to request reprints of
excerpts, and to request reproduction that is not granted below.

PDF File License Agreement

To the extent that these materials are distributed by AASHTO / ITE / NEMA in the form of an
Adobe® Portable Document Format (PDF) electronic data file (the “PDF File”), AASHTO / ITE /
NEMA authorizes each registered PDF File user to view, download, copy, or print the PDF File
available from the authorized Web site, subject to the terms and conditions of this license
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Data Dictionary and MIB Distribution Permission

To the extent that these materials are distributed by AASHTO / ITE / NEMA in the form of a
Data Dictionary (“DD”) or Management Information Base (“MIB”), AASHTO / ITE / NEMA extend
the following permission:

You may make and/or distribute unlimited copies, including derivative works, of the DD or MIB,
including copies for commercial distribution, provided that:

(i) each copy you make and/or distribute contains the citation “Derived from NTCIP 0000 [insert
the document number]. Used by permission of AASHTO / ITE / NEMA.”;

(i) the copies or derivative works are not made part of the standards publications or works
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If you are unwilling to accept the foregoing restrictions, you should immediately return these
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PRL and RTM Distribution Permission

To the extent that these materials are distributed by AASHTO / ITE / NEMA in the form of a
Profile Requirements List (“PRL”) or a Requirements Traceability Matrix (“RTM”), AASHTO / ITE
/ NEMA extend the following permission:

(i) you may make and/or distribute unlimited copies, including derivative works of the PRL (then
known as a Profile Implementation Conformance Statement (“PICS”)) or the RTM, provided that
each copy you make and/or distribute contains the citation “Based on NTCIP 0000 [insert the
document number] PRL or RTM. Used by permission. Original text (C) AASHTO /ITE/
NEMA.”;

(ii) you may not modify the PRL or the RTM except for the Project Requirements column, which
is the only column that may be modified to show a products’ implementation or the project-
specific requirements; and

(iii) if the PRL or RTM excerpt is made from an unapproved draft, add to the citation “PRL (or
RTM) excerpted from a draft document containing preliminary information that is subject to
change.”

The permission is limited to not include reuse in works offered by other standards developing
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electronic storage that are not associated with commercial hardware or software products
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Content and Liability Disclaimer

The information in this publication was considered technically sound by the consensus of
persons engaged in the development and approval of the document at the time it was
developed. Consensus does not necessarily mean that there is unanimous agreement among
every person participating in the development of this document.

AASHTO, ITE, and NEMA standards and guideline publications, of which the document
contained herein is one, are developed through a voluntary consensus standards development
process. This process brings together volunteers and/or seeks out the views of persons who
have an interest in the topic covered by this publication. While AASHTO, ITE, and NEMA
administer the process and establish rules to promote fairness in the development of
consensus, they do not write the document and they do not independently test, evaluate, or
verify the accuracy or completeness of any information or the soundness of any judgments
contained in their standards and guideline publications.

AASHTO, ITE, and NEMA disclaim liability for any personal injury, property, or other damages
of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, application, or reliance on this document.
AASHTO, ITE, and NEMA disclaim and make no guaranty or warranty, express or implied, as to
the accuracy or completeness of any information published herein, and disclaims and makes no
warranty that the information in this document will fulfill any of your particular purposes or
needs. AASHTO, ITE, and NEMA do not undertake to guarantee the performance of any
individual manufacturer or seller’s products or services by virtue of this standard or guide.

In publishing and making this document available, AASHTO, ITE, and NEMA are not
undertaking to render professional or other services for or on behalf of any person or entity, nor
are AASHTO, ITE, and NEMA undertaking to perform any duty owed by any person or entity to
someone else. Anyone using this document should rely on his or her own independent
judgment or, as appropriate, seek the advice of a competent professional in determining the
exercise of reasonable care in any given circumstances. Information and other standards on
the topic covered by this publication may be available from other sources, which the user may
wish to consult for additional views or information not covered by this publication.

AASHTO, ITE, and NEMA have no power, nor do they undertake to police or enforce
compliance with the contents of this document. AASHTO, ITE, and NEMA do not certify, test, or
inspect products, designs, or installations for safety or health purposes. Any certification or
other statement of compliance with any health or safety—related information in this document
shall not be attributable to AASHTO, ITE, or NEMA and is solely the responsibility of the certifier
or maker of the statement.

Trademark Notice

NTCIP is a trademark of AASHTO / ITE / NEMA. All other marks mentioned in this document
are the trademarks of their respective owners.
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FOREWORD

This document uses only metric units.

This standards publication is an NTCIP Subnetwork Profile. Subnetwork Profiles provide the rules and
procedures for exchanging data over a single physical communications link by referring to one or more
base standards.

This standard defines the rules and procedures for using the point-to-point protocol over RS-232 like
circuits. This standard defines requirements that are applicable to all NTCIP devices that exchange data
over this type of communications circuit. This standard also contains optional and conditional clauses
that are applicable to specific environments for which they are intended.

There are two normative and one informative annexes in this document.

For more information about NTCIP standards, visit the NTCIP Web Site at http://www.ntcip.org.

User Comment Instructions

The term “User Comment” includes any type of written inquiry, comment, question, or proposed revision,
from an individual person or organization, about any part of this standard publication’s content. A
“Request for Interpretation” of this standard publication is also classified as a User Comment. User
Comments are solicited at any time. In preparation of this NTCIP standards publication, input of users
and other interested parties was sought and evaluated.

All User Comments will be referred to the committee responsible for developing and/or maintaining this
standards publication. The committee chairperson, or their designee, may contact the submitter for
clarification of the User Comment. When the committee chairperson or designee reports the committee’s
consensus opinion related to the User Comment, that opinion will be forwarded to the submitter. The
committee chairperson may report that action on the User Comment may be deferred to a future
committee meeting and/or a future revision of the standards publication. Previous User Comments and
their disposition may be available for reference and information at www.ntcip.org.

A User Comment should be submitted to this address:

NTCIP Coordinator

National Electrical Manufacturers Association
1300 North 17th Street, Suite 1752

Rosslyn, Virginia 22209-3806

fax: (703) 841-3331

e-mail: ntcip@nema.org

A User Comment should be submitted in the following form:
Standard Publication number and version:
Page:
Paragraph or Clause:
Comment:

Please include your name, organization, and address in your correspondence.
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Approvals

This standards publication was separately balloted and approved by AASHTO, ITE, and NEMA after
recommendation by the Joint Committee on the NTCIP. Each organization has approved this standard
as the following standard type, as of the date:

AASHTO - Standard Specification; October 2003
ITE — Software Standard; December 2002
NEMA — Standard; October 2002

History

This document was previously referenced as TS 3.SP-PPP. However, in order to provide a more
organized numbering scheme the document is now referenced as NTCIP 2103.

NTCIP 2103 v01.05. November 1999 — Accepted as a User Comment Draft by the Joint
Committee on the NTCIP. April 2000 — NTCIP Standards Bulletin BO050 sent NTCIP 2103 to
AASHTO, ITE, and NEMA for comment.

NTCIP 2103 v01.13. September 2001 — Version 01.12 was accepted as a Recommended
Standard by the Joint Committee on the NTCIP. February 2002 -- NTCIP Standards Bulletin
B0069 sent version 01.13 to AASHTO, ITE, and NEMA for ballot. Approved by AASHTO in
October 2003, approved by ITE in December 2002, and approved by NEMA in October 2002.

NTCIP 2103:2003 v01.14. September 2005 — Prepared document for publication.

Compatibility of Versions

All NTCIP Standards Publications have a major and minor version number for configuration management.
The version number syntax is "v00.00a," with the major version number before the period, and the minor
version number and edition letter (if any) after the period.

Anyone using this document should seek information about the version number that is of interest to them
in any given circumstance. The MIB, the PRL, and the PICS should all reference the version number of
the standards publication that was the source of the excerpted material.

Compliant systems based on later, or higher, version numbers MAY NOT be compatible with compliant

systems based on earlier, or lower, version numbers. Anyone using this document should also consult
NTCIP 8004 for specific guidelines on compatibility.
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INTRODUCTION

This publication defines a subnetwork profile that is a combination of standards intended to meet specific
requirements for data transfers to and from processors in direct-connect or circuit-switched environments.
The purpose of this standard is to provide the information necessary to establish a connection using the
Point-to-Point Protocol (PPP) via an RS-232 interface and/or a dial-up modem. This profile is a
subnetwork specification and uses protocols and standards to address the Physical and Data Link Layers
(i.e., Layers 1 and 2 of the OSI Basic Reference Model). This standard can be used in combination with
a variety of upper layer protocols.

It contains mandatory requirement statements that are applicable to all devices claiming conformance to
this standard. It also contains options and conditional requirements, which may be applicable to a specific
environment in which a device is used.

The following keywords apply to this document: AASHTO, Dial-up, ITE, NEMA, NTCIP, PPP, Point-to-
Point, RS-232, Subnetwork Profile.

In 1992, the NEMA 3-TS Transportation Management Systems and Associated Control Devices Section
began the effort to develop the NTCIP. Under the guidance of the Federal Highway Administration’s
NTCIP Steering Group, the NEMA effort was expanded to include the development of communications
standards for all transportation field devices that could be used in an ITS network.

In September 1996, an agreement was executed among AASHTO, ITE, and NEMA to jointly develop,
approve, and maintain the NTCIP standards. In August 1997, the Joint Committee on the NTCIP formed
a new working group to develop communications profiles that were more modular in order to meet the
varied needs of different communication environments. The Profiles WG first met in September 1997.

The first task of the working group was to develop the overall structure of profiles. After research into
how national and international standards organizations combine protocols and standards to address all
seven layer of the OSI Basic Reference Model, the committee adopted the approach defined in the
NTCIP Framework and Classification of Profiles (NTCIP 8003). Following that approach, a protocol stack
is specified by Information, Application, Transport, and Subnet profiles. An Information Profile defines the
data that an end system must support. An Application Profile addresses the Application, Presentation,
and Session Layers of the OSI Basic Reference Model. A Transport Profile addresses the Transport and
Network Layers. A Subnet Profile addresses the Data Link and Physical Layers.

Once the rules for defining profiles were established, work began on a series of profiles for different
environments, in order of their assigned priority by the NTCIP Joint Committee. Work on the Subnet
Profile for the Point-to-Point Protocol over RS-232 (SP-PPP) began in June 1998. This Profile is a
subnet profile for use in center-to-roadside and center-to-center communications.
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Section 1
GENERAL

1.1 SCOPE

This standard is applicable to transportation related devices that must operate in a point-to-point
configuration where exactly two devices (called peers) are connected by a logical Physical Layer
communications link. As a subnetwork profile, this document specifies a set of protocols and standards
applicable to the Data Link and Physical layers of the Open Systems Interconnect (OSI) Basic Reference
Model. The Subnet Profile for the Point-to-Point Protocol over RS-232 is intended to provide an
interoperability standard for the Physical and Data Link Layer aspects of communications in
transportation related devices for dialed-up circuits.

The protocol stack described in this document is appropriate for the reliable exchange of data between
processing equipment on switched data networks. The primary feature of this profile is reliable data
transfer with security between directly connected devices.

1.2 SCENARIO

The OSI Basic Reference Model defines seven layers within a communications stack, each performing a
particular role in the transmission of data over a medium. Communication standards typically relate to
one or more portions of the OSI Model.

NTCIP 8003 defines how to combine base standards to produce a variety of profile standards. Profile
standards reference base standards and may restrict options within the base standards in order to
encourage the development of fully compatible implementations. This standard is a Subnet Profile, which
is defined to be a combination of standards specifying the requirements for the first two layers of the OSI
Basic Reference Model.

The first layer, the Physical Layer, deals with how the bits of information are transmitted over a
communications channel. It deals with the mechanical and electrical interfaces, and the physical
transmission medium.

The second layer, the Data Link Layer, has the task of transforming the information that came in over the
wire into data that appears to be free of transmission errors. It should incorporate mechanisms to ensure
the integrity of the data and provide a method of ensuring that no data is lost.

This subnet profile is based on the Point-to-Point Protocol over an RS-232 or dial-up modem link. It
provides a peer-to-peer relationship between the connected devices. The profile requires full-duplex
circuits and is independent of the bit rate of the circuit. SPs do not address higher layer functionality such
as routing, segmentation, and re-transmission of data packets, nor is it concerned with the application(s)
residing in the device.

This Subnet Profile provides a mechanism to identify higher layer protocols by means of the PPP
Protocol Field. This provides a mechanism to permit “multiplexing” messages generated by multiple
protocols using a single communications link. The values for the Protocol Field are assigned
internationally by the Internet Assigned Numbers Authority (IANA, http://www.iana.org).

The layers, base standards, and profile taxonomy that make up this profile are shown in Figure 1-1. The
Data Link Layer is defined by a variety of standards specifying various sub-layer components, as shown.
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ISO Layers Base Standards Profile
RFC 1332 (IPCP)
(Network configuration) NTCIP 2201 (T2 Profile)
DATA LINK RFC 1994 (CHAP)
LAYER (authentication)
RFC 1570 (LCP PPP - Subnet Profile
(DL configuration & Extensions)
multiplexing) RFC 1661 (PPP)
RFC 1662 (HDLC-Like
(framing) Frame)
PHYSICAL LAYER ANSI/TIAJEIA-232-F
and/or
ITU-T V.34
Figure 1-1

Subnet Profile for PPP Scenario

1.3 REFERENCES

For approved revisions, contact:
NTCIP Coordinator
National Electrical Manufacturers Association
1300 North 17th Street, Suite 1752
Rosslyn, VA 22209-3806

For proposed revisions, which are under discussion by the relevant NTCIP Working Group, and revisions
recommended by the NTCIP Joint Committee are available on the World Wide Web at
http://www.ntcip.org.

The following standards (normative references) contain provisions that, through reference in this text,
constitute provisions of this Standard. Other documents and standards (other references) are referenced
in these documents, which might provide a complete understanding of the entire protocol and the
relations between all parts of the protocol. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this Standard are encouraged to
investigate the possibility of applying the most recent editions of the standard listed below.

1.3.1 Normative References
ANSI/TIA/EIA-232-F-  Interface Between Data Terminal Equipment and Data Circuit-Termination

1997 Equipment Employing Serial Binary Data Interchange
RFC 1321 The MD5 Message-Digest Algorithm
RFC 1332 The PPP Internet Protocol Control Protocol (IPCP)
RFC 1381 SNMP MIB Extension for the X.25 Packet Layer
RFC 1570 PPP LCP Extensions
RFC 1659 Definitions of Managed Objects for RS-232 like Hardware Devices using SMiv2
IAB STD 51 RFC 1661, The Point-to-Point Protocol (PPP)

RFC 1662, PPP in HDLC-like Framing
RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP)
RFC 2153 PPP Vendor Extensions
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ITU-T V.34 V.90 A modem operating at data signaling rates of up to 33 600 bit/s for use on the
general switched telephone network and on leased point-to-point 2-wire
telephone-type circuits
NOTE—A V.34 modem may work on either switched telephone and/or leased lines.
1.3.2 Other References
NTCIP 2301 Simple Transportation Management Framework Application Profile
NTCIP 2201 Transportation Transport Profile
NTCIP 2202 Internet (TCP/IP and UDP/IP) Transport Profile
NTCIP 9001 NTCIP Guide
NTCIP 8003 Profiles Framework
RFC 1663 PPP Reliable Transmission
RFC 1717 The PPP Multilink Protocol (MP)
RFC 2125 The PPP Bandwidth Allocation Protocol (BAP) / The PPP Bandwidth Allocation

Control Protocol (BACP)

ISO/IEC 3309:1993 Information technology—Telecommunications and information exchange
between systems—High-level data link control (HDLC) procedures—Frame
structure

ISO/IEC 4335:1993 Information technology—Telecommunications and information exchange
between systems—High-level data link control (HDLC) procedures—Elements
of procedures

1.3.3 Contact Information
1.3.3.1 ISO/IEC Standards

Members of the ISO maintain registers of currently valid ISO/IEC International Standards. For the USA,
the member of ISO is the American National Standards Institute (ANSI), which may be contacted as
follows:
ANSI
11 West 42nd Street, 13th Floor
New York, NY 10036
(212) 642-4900

1.3.3.2 RFC Documents

Electronic Request for Comment (RFC) documents may be obtained from several repositories on the
WWW, or by “anonymous” File Transfer Protocol (FTP) with several hosts. Browse or FTP to:

http://lwww.ietf.org/rfc.html
http://www.rfc-editor.org/
http://www.rfc-editor.org/repositories.htmi
for FTP sites, read ftp:/ftp.isi.edu/in-notes/rfc-retrieval.txt

1.3.3.3 NTCIP Documents
NTCIP documents may be obtained by contacting NEMA at the following address:

National Electrical Manufacturers Association

1300 North 17th Street, Suite 1752
Rosslyn, VA 22209-3806
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14 TERMS

For the purposes of this standard, the following terms and definitions apply. For terms not defined in this
clause, English words are used in accordance with their definitions in the latest edition of Webster's New
Collegiate Dictionary. Electrical and electronic terms not defined in this clause or in Webster's New
Collegiate Dictionary are used in accordance with their definitions in Institute of Electrical and Electronic
Engineers (IEEE) Std 100-1996.

authentication

bit

byte

data
Data Link Layer

datagram

data packet

Intelligent
Transportation
Systems (ITS)

International
Organization for
Standardization
(ISO)

Internet

Internet Protocol (IP)

IP address

MD5 Hashing
Algorithm

National
Transportation
Communications for
ITS Protocol (NTCIP)
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The process whereby a message is associated with a particular originating
entity.

Binary Digit. A single basic computer signal consisting of a value of 0 or 1,
off or on.

A group of bits acted upon as a group, which may have a readable ASCII
value as a letter or number or some other coded meaning to the computer. It
is commonly used to refer to 8-bit groups.

Information before it is interpreted.

That portion of an OSI Basic Reference Model (Layer 2) responsible for flow
control, framing, synchronization and error control over a communications
link.

A self-contained unit of data transmitted independently of other datagrams.

Another term for “information field” (as used within this standard). This term
is mainly used with Network Layer Protocol describing all information that is
passed from the Network Layer to the Data Link Layer.

A major national initiative to improve information, communication and control
technologies in order to improve the efficiency of surface transportation.

An international standards organization. ANSI is the primary interface to ISO
within the United States. Often thought to be International Standards
Organization because of the usage ISO for short.

A large collection of connected networks, primarily in the United States,
running the Internet suite of protocols. Sometimes referred to as the Defense
Advanced Research Projects Agency (DARPA) Internet, NSF/DARPA,
Internet, or the Federal Research Internet.

The network protocol offering a connection-less mode network service in the
Internet suite of protocols.

A 32-bit quantity used to represent a point of attachment in an internet.

A hashing algorithm defined by the Internet Engineering Task Force (IETF) in
RFC 1321. The algorithm is used to provide authentication services. It
allows a system to challenge another system with a random string of
characters. The receiving system appends a “secret” (i.e., a previously
agreed-to code) to the challenge, along with other defined information in
order to produce a 16-byte code. This new code is passed back to the
challenging system and is verified. Experience has proven that it is very
difficult for a third party to reverse engineer the secret, even if the third party
observes a large number of valid challenges and responses.

The NTCIP is a family of protocols that provide common control and data
collection services as well as accommodating various system topologies and
data routing duties. The NTCIP will support not only currently deployed
systems, but also new systems and technologies as they become available.
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