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PAS and publicized in Update Standards.

This PAS is not to be regarded as a British Standard. It 
will be withdrawn upon publication of its content in, or 
as, a British Standard.

The PAS process enables a specification to be rapidly 
developed in order to fulfil an immediate need 
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development as a British Standard, or constitute part 
of the UK input into the development of a European or 
International Standard.

Relationship with other publications

This PAS is based on a specification, known as Hypercat, 
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Use of this document
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The provisions of this PAS are presented in roman 
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sentences in which the principal auxiliary verb is “shall”. 
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the word “may” is used to express permissibility and 
the word “can” is used to express possibility, e.g. the 
consequence of an action of an event. 

Commentary, explanation and general informative 
material is presented in italic type, and does not 
constitute a normative element.

Spelling conforms to The Shorter Oxford English 
Dictionary. If a word has more than one spelling, the 
first spelling in the dictionary is used.

Contractual and legal considerations

This publication does not purport to include all the 
necessary provisions of a contract. Users are responsible 
for its correct application.

Compliance with a PAS cannot confer immunity from 
legal obligations.
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0 Introduction  

0.1 Motivation

There is an increasing need to share data easily, driven 
by innovations such as the Internet of Things (IoT), 
Smart Cities and big data, within specific sectors of the 
economy such as healthcare, automotive and energy, 
and across the World Wide Web in general. Some of 
this data can be made fully public, whilst access to 
other data needs to be controlled.

If there is a need for data-consuming clients to be 
hand-coded to access each specific data server, then 
software engineering becomes a resource constraint 
which inhibits exponential growth in the number and 
combination of such clients and servers. PAS 212 aims 
to address this issue by specifying a means to automate 
the discovery of such data resources, without either 
the client or server having to be written to be explicitly 
compatible with each other. 

PAS 212 specifies a common catalogue format that 
clients can use to discover data in servers that they 
can use. It describes an open, lightweight JSON-based 
hypermedia catalogue format for exposing collections 
of uniform resource identifiers (URIs). Each catalogue 
may expose any number of URIs, each with any number 
of resource description framework (RDF)-like triple 
statements about it. This allows developers to publish 
linked-data descriptions of resources. 

This PAS therefore allows a server to provide a set 
of resources to a client, each with a set of semantic 
annotations (metadata). Implementers are free 
to choose or invent any set of annotations to suit 
their needs. Where implementers choose similar 
or overlapping semantics, the possibilities for 
interoperability are increased.

This PAS intentionally does not set out to solve all the 
challenges of data interoperability, but only to address 
the problem of resource discovery and provide a 
framework in which other interoperability challenges, 
such as ontologies, monetization and privacy, may be 
worked out. 

0.2 Structure of a catalogue

Figure 1 shows the structure of the catalogue format 
described in this PAS. Dotted lines indicate zero or more 
optional items. Ellipses (…) indicate optional repetition. 

A catalogue contains its metadata, and also zero or 
more catalogue items. Each catalogue item consists of 
an href pointer to the item and metadata about the 
item. 

Metadata consists of a list of relations. Each relation is a 
rel-val pair.

Figure 1 – The structure of the catalogue 
format
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1 Scope

This PAS specifies a protocol whereby any compliant 
software client can automatically discover data that is 
stored within any compliant software server, without 
either the client or server having to be written to have 
been explicitly compatible with each other.

It applies to the design of services for IoT and the 
World Wide Web in general, and in particular to the 
design of applications intended to operate within 
broad ecosystems such as smart cities, as well as specific 
industry sectors. It aims to break down the vertically-
integrated software silos that have previously existed 
within the IoT industry. 

More specifically it covers the format for representing 
a catalogue of linked-data resources, annotated with 
metadata.

It also provides conditional requirements for catalogue 
access in the following areas:

•	catalogue transport;

•	security mechanisms to protect access and to prove 
provenance;

•	search functions;

•	subscription mechanisms;

•	well-known entry-points;

•	machine-readable hints to ease usability.

NOTE 1 Clauses 5 to 8 provide conditional 
requirements, which means that they might not 
be relevant, but if they are, then they need to be 
implemented as specified in these clauses.   

It does not cover implementation of the linked-data 
resource services themselves.

This PAS is for use by software engineers for IoT (or 
web services more generally), who are seeking to:

•	write a software interface for a client that does not 
need to be re-written every time it is used with a new 
server; and

•	write a software interface for a server that does not 
need to be re-written every time it is used with a new 
client.

Use of this PAS therefore seeks to solve the current 
problem that lack of interoperability is preventing the 
exponential growth in the number and combination of 
such clients and servers.

This PAS is also for use by commissioners of software 
projects, who, by recommending compliance to this 
specification, can promote open interoperability between 
the project parts, and thus avoid vendor lock-in.

This PAS allows and encourages the use of existing 
ontologies, schemas, etc. by reference. 

NOTE 2 Attention is drawn to the importance of 
adopting a security-minded approach, further details of 
which can be found in Annex A. 
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2 Normative references

The following documents, in whole or in part, are 
normatively referenced in this document and are 
indispensable for its application. For dated references, 
only the edition cited applies. For undated references, 
the latest edition of the referenced document 
(including any amendments) applies.

[NR1] FIELDING, R. Relative Uniform Resource Locators. 
RFC 1808, June 1995. Available from: https://tools.ietf.
org/html/rfc1808 [viewed May 2016]

[NR2] FREED, N., BORENSTEIN, N. Multipurpose Internet 
Mail Extensions (MIME) Part Two: Media Types. RFC 
2046, November 1996. Available from: https://www.ietf.
org/rfc/rfc2046.txt [viewed May 2016]

[NR3] FRANKS, J., HALLAM-BAKER, P., HOSTETLER, J., 
LAWRENCE, S., LEACH, P., LUOTONEN, A., STEWART, 
L. HTTP Authentication: Basic and Digest Access 
Authentication. RFC 2617, June 1999. Available from: 
https://www.ietf.org/rfc/rfc2617.txt [viewed May 2016]

[NR4] BRICKLEY, D., GUHA, R.V. RDF Schema 1.1, 
W3C Recommendation 25 February 2014. W3C, 2014. 
Available from: http://www.w3.org/TR/rdf-schema/ 
[viewed May 2016]

Full document details: PAS 212:2016

https://tools.ietf.org/html/rfc1808
https://tools.ietf.org/html/rfc1808
https://www.ietf.org/rfc/rfc2046.txt
https://www.ietf.org/rfc/rfc2046.txt
https://www.ietf.org/rfc/rfc2617.txt
http://www.w3.org/TR/rdf-schema/
http://www.avadocuments.com/doc/pas-212-2016
http://www.avadocuments.com/doc/pas-212-2016


3

PAS 212:2016

© The British Standards Institution 2016

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this PAS, the following terms and 
definitions apply.

3.1.1 body

content part of a message

3.1.2 catalogue

data structure in the format described by this PAS 

3.1.3 client

online computer system which originates requests 
(3.1.10) to a server (3.1.12)

3.1.4 href

uniform resource identifier (URI)

NOTE An href may be a URL (commonly known as a 
“web link”) or a URN.

3.1.5 metadata

3.1.5.1 catalogue metadata

information pertaining to a catalogue (3.1.2)

NOTE Metadata in this PAS is held in structured form 
and is a list of relations.

3.1.5.2 item metadata

information pertaining to a catalogue item

NOTE Metadata in this PAS is held in structured form 
and is a list of relations.

3.1.6 parameter

argument of a query (3.1.8)

3.1.7 prefix

string that comes at the beginning of another string

3.1.8 query

GET request which is qualified by some parameters in 
the URL to modify the response

3.1.9 relation

instance of metadata (3.1.5), a single key/value pair

3.1.10 request

API call made to a catalogue server

3.1.11 resource URI

value of the href parameter in a catalogue item

3.1.12 server

online computer system which responds to requests 
(3.1.10) from clients (3.1.3)

3.2 Abbreviations 

For the purposes of this PAS the following 
abbreviations apply:

API	 application programming interface

ASCII	� American standard code for information 
interchange

CoAP	 constrained application protocol

CORS	 cross-origin resource sharing

HTTP	 hypertext transfer protocol

HTTP(S)	 either HTTP or secure HTTP 

IoT	 internet of things

JSON	 JavaScript object notation

JOSE	 JavaScript object signing and encryption

JWS	 JSON web signature

MIME	 multipurpose internet mail extensions

MQTT	� OASIS messaging standard, formerly known as 
message queuing telemetry transport

RDF	 resource description framework

RDFS 	� RDF schema (a language for representing 
simple RDF vocabularies)

REST	� representational state transfer

RFC	 request for comments

RSS	 really simple syndication

SSL	 secure sockets layer

TCP	 transmission control protocol

TLS	 transport layer security

UDP	 user datagram protocol

URI	 uniform resource identifier

URL	 uniform resource locator

URN	 uniform resource name

UTC	 coordinated universal time

XML	 extensible markup language

XMPP	 extensible messaging and presence protocol
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4 Catalogue format

COMMENTARY ON 4

General

A catalogue represents an unordered collection of 
resources on the web. Each item in a catalogue refers 
to a single resource by its URI, which might itself be a 
further catalogue. All URNs relating to this PAS are in 
the X-hypercat namespace and therefore begin with 
the string "urn:X-hypercat". 

MIME Type

A catalogue is represented by a JSON document of 
multipurpose internet mail extensions (MIME) type 
application/vnd.hypercat.catalogue+json 
containing a single catalogue JSON object.

Metadata

Metadata about catalogues or catalogue items is 
defined in the catalogue using a set containing zero 
or more rel-val pairs. For example, the following 
relation is interpreted as saying that the parent object 
is red in colour: {"rel":"urn:X-hypercat:rels:has
Colour","val":"red"}.

Extensibility

New forms of metadata may be added by defining new 
metadata relations. A client encountering an unknown 
metadata relation should ignore it. Servers and clients 
are free to support different sets of metadata relations.

For example, indication of a new search method  
supported by a catalogue server may be added,  
discovered and identified by defining a new value  
for the relation  
urn:X-hypercat:rels:supportsSearch.

A new language or style for human-readable 
descriptions may be added, discovered 
and identified by defining a new urn:X-
hypercat:rels:hasDescription variant (e.g. 
German urn:X-hypercat:rels:hasDescription:
de).

A complete replacement catalogue format may be 
implemented by declaring a new MIME type for 
urn:X-hypercat:rels:isContentType. Catalogues 
conforming to this PAS may therefore point to other 
catalogues conforming to a future version and vice 
versa, without version ambiguity.

In addition to the properties and object structures 
specified in Clause 4, a catalogue may also contain any 
number of other properties and objects as creators see fit.

It is recommended that all metadata extensions be 
confined to defining new valid rel-val data pairs.

4.1 Catalogues

4.1.1 A catalogue shall provide metadata describing 
itself.

4.1.2 A catalogue shall provide metadata describing 
each of the catalogue items contained within it.

4.1.3 All resource URIs in a catalogue shall be unique 
within the catalogue.

NOTE This enables each resource URI to be referred to 
individually. 

4.1.4 The same resource shall not appear more than 
once in a single catalogue’s items.

NOTE This is the case even if the entries have different 
metadata.

4.2 Catalogue contents

A catalogue shall contain all of the properties specified 
in Table 1.

NOTE A catalogue is a JSON object.

Table 1 – Required catalogue properties 

Property name Meaning Property 
value

items List of items JSON array 
of zero 
or more 
catalogue 
items

catalogue-
metadata

An array of 
relations 
describing the 
catalogue

JSON array 
of relations
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4.3 Catalogue item

4.3.1 A catalogue item shall contain all of the 
properties specified in Table 2.

NOTE 1 A catalogue item (from the catalogue’s items 
array) is a JSON object. 

NOTE 2 See BS ISO/IEC 11179-3:2013 for further 
information on metadata registries.

Table 2 – Required item properties 

Property name Meaning Property 
value

href Identifier for the 
resource item

URI as a 
JSON string

item-metadata An array of 
relations 
describing the 
resource item

JSON array 
of relations

4.3.2 The catalogue-metadata and item-metadata 
arrays shall contain at least one relation for each of the 
required relations set out in Tables 4 and 5. 

NOTE The catalogue-metadata and item-metadata 
arrays can contain multiple relations with the same 
rel (and val) properties (they are bags/multisets of 
features).

4.4 Relation

All relations shall include all of the properties specified 
in Table 3. 

Table 3 – Required metadata relations 

rel value Meaning val value

urn:X-hypercat:rels:hasDescription:en Resource has a human-
readable description,  
e.g. in English

Description as a JSON string

NOTE In the relation above, “:en” is used to denote that the description is in English. For other languages, the 
two-letter country code set out in BS EN ISO 3166-1:2014 should be used. 

Table 4 – Required metadata relations 

rel value Meaning val value

urn:X-hypercat:rels:isContentType Data provided 
by resource is of 
given type

application/vnd.hypercat.
catalogue+json

Table 5 – Required metadata properties 

Property 
name

Meaning Property value

rel A relation 
between the 
parent object 
and a target 
noun, expressed 
as a predicate 
(verb)

URI of a relation as 
a JSON string

val Value of the rel 
property 

JSON string 
(optionally URI of 
concept or entity). 
Relative links shall 
be interpreted as 
in RFC 1808 [NR1] 

4.5 Metadata 

4.5.1 All catalogue-metadata and item-metadata 
objects shall include all of the relations specified in 
Table 4.

NOTE An example of the minimum valid catalogue is 
given in Annex B.  

4.5.2 All catalogue-metadata objects describing the 
catalogue shall include all of the relations specified in 
Table 5.

4.5.3 Where a catalogue publisher wishes to include 
further metadata, the relations, if used, shall be as 
specified in Tables 6 and 7.
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Table 6 – Optional catalogue relations 

rel value Meaning val value

urn:X-hypercat:rels:hasHomepage A reference to a human-
readable web page 
concerning the resource

URL as a JSON string

urn:X-hypercat:rels:containsContentType This catalogue contains 
resources of a given content 
type. Only meaningful for 
relations contained by or 
pointing to catalogues

RFC 2046 [NR2] MIME 
type as JSON string  
(e.g. "text/csv")

urn:X-hypercat:rels:supportsSearch This catalogue’s server 
supports a search 
mechanism. Only meaningful 
for relations contained by or 
pointing to catalogues

URI of a defined search 
mechanism as a JSON 
string (see Clause 6)

Table 7 – Optional item relations 

rel value Meaning val value

urn:X-hypercat:rels:isContentType Data provided by resource is 
of given MIME type

RFC 2046 [NR2] MIME 
type as JSON string  
(e.g. "text/csv")

urn:X-hypercat:rels:hasHomepage A reference to a human-
readable web page 
concerning the resource

URL as a JSON string

urn:X-hypercat:rels:containsContentType This catalogue contains 
resources of a given content 
type. Only meaningful for 
relations contained by or 
pointing to catalogues

RFC 2046 [NR2] MIME 
type as JSON string  
(e.g. "text/csv")

urn:X-hypercat:rels:supportsSearch This catalogue’s server 
supports a search 
mechanism. Only meaningful 
for relations contained by or 
pointing to catalogues

URI of a defined search 
mechanism as a JSON 
string (see Clause 6)
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5 Server API

5.1 General

Where an HTTP(S) application programming 
interface (API) is provided to allow clients to interact 
with catalogues, the server shall conform to the 
requirements set out in 5.2 to 5.7.

5.2 Endpoint

Every server shall provide a publicly readable /cat 
endpoint serving a catalogue. 

NOTE 1 All other API operations are optional. 

NOTE 2 This PAS specifies operations to create, 
read, update and delete individual items within a 
catalogue. Operations to create, update and delete 
entire catalogues are not covered in this PAS and are 
considered out of scope.

5.3 Read catalogue

5.3.1 Where a client wishes to read an entire catalogue, 
the client shall GET the catalogue URL.

5.3.2 Where a server successfully serves an entire 
catalogue, the server shall respond with:

•	an HTTP 200 status code; and

•	the catalogue.

NOTE Reading only part of a catalogue is accomplished 
using one of the defined search mechanisms such as 
simplesearch, geosearch, lexsearch, etc. (see Clause 6).

5.4 Create catalogue item

5.4.1 Where a client wishes to add a new item to a 
catalogue, the client shall POST a catalogue item (JSON) 
to a catalogue URL.

NOTE The server may place the new catalogue item 
in any catalogue it chooses, allowing it to organize 
“uploaded” resource catalogues in any pattern it 
wishes.

5.4.2 On successful creation of a new catalogue item, 
the server shall respond with:

•	an HTTP 201 status code; and

•	an HTTP location header with the URL of the 
catalogue to which the item was added.

NOTE Creating an entire new catalogue is out of scope 
of this PAS.

5.4.3 Where an item already exists in the catalogue, the 
server shall replace the existing item with the new item 
and respond with an HTTP 200 status code.

5.5 Update catalogue item

5.5.1 Where a client wishes to replace an existing item 
in a catalogue, the client shall:

•	PUT or POST a catalogue item to a catalogue URL; and

•	specify which existing item is to be replaced by 
providing a query parameter of href with a value 
corresponding to a resource URI held in the catalogue 
(URL-encoded).

5.5.2 On successful replacement of the catalogue item, 
the server shall respond with an HTTP 200 status code. 

NOTE 1 On successful replacement of the catalogue 
item, the server may also respond with the catalogue 
item.

NOTE 2 Updating multiple catalogue items or an entire 
catalogue object in a single operation are out of scope 
of this PAS.

NOTE 3 A POST operation can create or update a 
catalogue item, whereas a PUT only updates.

5.6 Delete catalogue item

5.6.1 Where a client wishes to delete an item from a 
catalogue, the client shall DELETE that item from a 
catalogue URL. 

5.6.2 To identify the item to be deleted, the client 
shall use a query parameter of href with a value 
corresponding to a resource URI held in the catalogue.

NOTE All URIs passed in by the client as query 
parameters should be URL-encoded.

5.6.3 On successful deletion of a catalogue item, the 
server shall respond with an HTTP 200 status code.

NOTE Deleting an entire catalogue, as opposed to 
individual items within a catalogue, is out of scope of 
this PAS.
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5.7 HTTP status codes

In response to all HTTP requests from a client, a server 
shall return a valid response, including an appropriate 
status code, as specified in Table 8.

Table 8 – Status codes 

Code Meaning Notes

200 No error

201 Successful creation

204 No response

400 Bad request For example, 
malformed input

401 Unauthorized

404 Not found

409 Conflict For example, insert 
existing href

501 Not implemented
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