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This PAS was sponsored by the Dubai Electricity and Water Authority (DEWA). Its
development was facilitated by BSI Standards Limited and it was published under
licence from The British Standards Institution. It came into effect on 1 July 2020.

Acknowledgement is given to the following
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e Dubai Electricity and Water Authority (DEWA);
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development of this PAS.

The British Standards Institution retains ownership

and copyright of this PAS. BSI Standards Limited as the
publisher of the PAS reserves the right to withdraw

or amend this PAS on receipt of authoritative advice
that it is appropriate to do so. This PAS will be
reviewed at intervals not exceeding two years, and

any amendments arising from the review will be
published as an amended PAS and publicized in Update
Standards.

This PAS is not to be regarded as a British Standard. It
will be withdrawn upon publication of its content in, or
as, a British Standard.

The PAS process enables a guide to be rapidly
developed in order to fulfil an immediate need

in industry. A PAS can be considered for further
development as a British Standard, or constitute part
of the UK input into the development of a European or
International Standard.

Use of this document

As a guide, this PAS takes the form of guidance and
recommendations. It should not be quoted as if it
were a specification or a code of practice and claims of
compliance cannot be made to it.
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It has been assumed in the preparation of this PAS
that the execution of its provisions will be entrusted to
appropriately qualified and experienced practitioners
and professionals, for whose use it has been produced.

Information about this document.

Copyright is claimed on Figure 2, Figure A.8 and Figure
A.9. Copyright holder of Figure 2 is Watercare Services
Limited. Copyright holder of Figure A.8 and Figure A.9
is the New Zealand Government.

Presentational conventions

The guidance in this standard is presented in roman
(i.e. upright) type. Any recommendations are expressed
in sentences in which the principal auxiliary verb is
“should”.

Commentary, explanation and general informative
material is presented in smaller italic type, and does not
constitute a normative element.

Where words have alternative spellings, the preferred
spelling of the Shorter Oxford English Dictionary is used
(e.g. “organization” rather than “organisation”).

Contractual and legal considerations

This publication does not purport to include all the
necessary provisions of a contract. Users are responsible
for its correct application.

Compliance with a PAS cannot confer immunity from
legal obligations.
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0 Introduction
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NOTE HH Sheikh Mohammed bin Rashid Al Maktoum, Vice President and Prime Minister of the United Arab
Emirates and Ruler of Dubai, inaugurates the 200 MW second phase of the Mohammed bin Rashid Al Maktoum

Solar Park in Dubai.

0.1 Utilities guide for the development
and implementation of enterprise risk
and resilience management (ERRM)

Electricity, gas and water utilities across the world are
facing an array of challenges. They are expected to
manage risks to their services, meet their obligations
and manage existing liabilities while improving
organizational resilience in order to resist, respond to,
and recover from unexpected events. Governments,
regulators, customers and the public expect utilities to
maintain services, and when a service is interrupted,
quickly fix the problem while minimizing the impact.

Meeting these expectations is challenging and
requires utilities to adopt a proactive approach

to risk and resilience management - identifying
risks, understanding consequences and the speed
at which these can occur, and taking appropriate
short-, medium- and long-term actions to increase
organizational resilience.

© The British Standards Institution 2020
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This drives requirements for continuous development
in the skills of utilities leadership and staff, and the
upgrading of existing and provision of new high-cost
infrastructure to provide increased resilience. While
infrastructure requirements and associated costs
continue to rise, customers expect to receive more
services at a reduced price.

This position is further complicated by changes in climate,
population growth, the rapidly changing technological
landscape, social norms and the continual push for
utilities to encourage customers to be economical.

Customers expect organizations to take notice of, and
act to address, their concerns and complaints. Failure
to do so can result in escalation of complaints to the
organization’s management and the media. Transfer
of dissatisfied customers to competing utilities is often
quick and easy, so utilities need to assess customer
sensitivity, e.g. in terms of numbers of customer
complaints about an issue, to develop reputational
trigger points for action.
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Utilities are moving into a new and more complex
environment. For example, electricity generation is
becoming more distributed, and through technology,

is moving closer to the consumer. Smarter solutions are
required to effectively manage network operations and
the digital ecosystem.

For utilities to thrive, forecasting needs to identify
disruptive technologies that have the potential to
change investment pathways, reduce demand and alter
the way services are provided.

This PAS is designed to lead utilities through the

process of:

e developing and driving risk management capability;

e identifying threats, opportunities and related trends;

e assessing the requirements for a range of business
continuity plans (BCPs);

e evolving the crisis/incident management capability to
manage all potential disruptive events;

e building adaptive capacity, including an enterprise
learning capability for resilience; and

¢ understanding risk, so that utilities can focus their

limited resources on areas where enhanced resilience
is most needed.

0.2 Navigating the challenges

Utilities need to find ways to navigate through the
array of business, social and environmental challenges
by understanding and managing risk and increasing
resilience in the context of:

¢ achieving organizational objectives;

* meeting customer expectations;

e acting in accordance with key business values;

e assessing risk tolerance and appetite;

* meeting regulatory requirements;

e keeping up with technological advancement; and

e responding to unpredictable, disruptive and
sometimes extreme events.

These challenges can exceed what can be achieved
with available funding, therefore a range of factors
are to be taken into account during decision making.
These factors include cost if the risk impacts and cost
of mitigating the risk, risk tolerance and potential
reputational impact. In addition, some level of risk will
be accepted where the cost of further risk reduction
does not make economic sense.

Risk-based decision making and performance
management are essential considerations for utilities
as they make key strategic decisions on future business
models, innovation, asset investment, revenue
protection and diversification.

Figure 1 provides an illustration of cost versus risk
decisions.

Figure 1 — Cost versus risk decisions

: Acceptable
Rt (EEEES trade-off -~

In changing times with increasing uncertainty and
complexity, utilities need to develop the key areas of
proactive risk management, risk-based decision making
and processes to improve resilience. This enables them
to build adaptive capacity to resist, respond to and
recover from an increasing array of foreseeable and
unexpected dynamic and disruptive challenges.

Resilience comprises a range of short-, medium- and
long-term measures that help a utility build the
adaptive capacity needed to withstand stresses and
shocks. By developing ERRM capability, utilities can
also identify opportunities where benefits (related to
objectives) can be realized.
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0.3 Enterprise risk and resilience
management (ERRM)

Enterprise risk management (ERM) can be defined as
the methods and processes used by utilities to manage
risks, increase resilience and identify opportunities
related to the achievement of their objectives.

ERRM builds on ERM and is designed to be an
integrated and joined-up approach to managing

risk and improving resilience across a utility and its
extended networks. It provides a way to determine
the level of organizational investment to be made to
increase organizational resistance, as well as response
and recovery capability.

ERRM can identify positive benefits related to
achievement of objectives. ERRM can also:

° maximize organizational capability;

e identify potential opportunities and encourage
innovation;

e improve situational awareness;

¢ inform risk management, including areas where more
risk could be accepted;

PAS 60518:2020

¢ identify areas where business continuity and incident
management plans are required;

e improve resilience, including response and recovery
capability;

¢ aid decisions on capital investment to increase
organizational resistance; and

e provide assurance that business plans are robust and
satisfy regulatory scrutiny.

Effective risk and resilience practices take time to

build and are driven by the leadership team which

is responsible for making these practices part of the
utility’s culture, championing change through personal
demonstration of their commitment. It is a continuing
journey as the social and technological environment
changes.

This PAS is designed to provide a path to ordered
development, improving risk, business continuity and
the resilience of utilities over time.

Figure 2 provides an overview of the integrated ERRM
model.

Figure 2 — Integrated enterprise risk and resilience management (ERRM) model
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NOTE Copyright is claimed in this illustration. Reproduction of this illustration and making products from it
might infringe that copyright. Copyright owner is Watercare Services Limited.
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1 Scope

This PAS gives guidance on developing and
implementing enterprise risk and resilience
management (ERRM) and supporting business
continuity and incident management plans, in order to
improve the resilience to help withstand unexpected
future shocks and extreme events. It is designed for use
by electricity, gas, water and wastewater utilities of all
sizes in public and private sectors.

This PAS is an overarching guide designed for use by
utilities which encapsulates relevant risk and resilience-
related guidance and their application using industry
examples.

This PAS is designed for use by:

e electricity and gas providers, including generation,
transmission, distribution and supply organizations;
and

e water and wastewater providers, including supply,
treatment, transmission and network operation
organizations.

This PAS does not cover:

e governance and compliance with specific national and
international legislation and regulations; or

e nuclear safety case risks, except for those areas
common to all power generators.

ERRM is intended to work with the utiliity, aiding
controls, governance, oversight and improving support
and performance.

This PAS accepts that utilities across the world are at
different stages in their risk and resilience journeys and
have differing maturity levels.

This PAS is structured to guide utilities along the path
to enhancing risk and resilience capabilities and to
allow a basic assessment of maturity to guide on the
next development steps to take.

This PAS also guides on approaches to risk and
resilience reporting to communicate the utility’s
position in respect of ERRM.

This PAS reflects the change in resilience thinking,
which was previously thought of in terms of the
ability to recover quickly from difficulties, but is now
increasingly regarded as the ability to survive a crisis
and thrive in a world of uncertainty.

It is also designed to guide the development of:

* an overarching incident management plan to respond
to unforeseen extreme events when they occur; and

e a range of ways to build adaptive capacity and
increase utility resilience.

Annex A of this PAS provides some related examples to
aid understanding.
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2 Normative references

There are no normative references in this document.
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3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this PAS, the following terms and
definitions apply.

3.1.1 adaptive capacity

ability to adapt and change to deal with changed
circumstances

3.1.2 business continuity plan (BCP)

documented procedures that guide an organization to
respond, recover, resume and restore to a pre-defined
level of operation following a disruption

[SOURCE: ISO 22300:2018]

3.1.3 consequence

outcome of an event (3.1.8) affecting achievement of
business objectives

NOTE A consequence can be positive or negative.
[SOURCE: ISO Guide 73]

3.1.4 control
measure that manages and/or modifies risk (3.1.15)

NOTE Controls include, but are not limited to, any
process, policy, device or practice, or other conditions
and/or actions which maintain and/or modify risk.

[SOURCE: I1SO 31000]

3.1.5 enterprise risk
top risk (3.1.15) to an organization

NOTE Enterprise risks can be identified by the
utility’s leadership or can be presented to the utility’s
leadership.

3.1.6 enterprise risk management (ERM)

methods and processes used by organizations to
manage risk (3.1.15) and identify opportunities related
to the achievement of their objectives

3.1.7 enterprise risk and resilience management (ERRM)

integrated and joined-up approach to managing risk
(3.1.15) and improving resilience (3.1.14) across an
organization and its extended networks

6

Full document details: PAS 60518:2020

3.1.8 event

occurrence or change of a particular set of
circumstances

[SOURCE: ISO Guide 73

3.1.9 incident

event (3.1.8) situation that might, or could lead to, a
disruption, loss, emergency or crisis

[SOURCE: ISO Guide 73

3.1.10 issue

situation that has happened and impacted on
achievement of objectives

3.1.11 leadership

top management who direct and control an
organization at the highest level

[SOURCE: ISO 9000, modified]

NOTE Where applicable this commonly includes the
Board, Audit and Risk committee, Chief Executive
Officer, Managing Director, executive team, leadership
team and senior managers.

3.1.12 likelihood
chance of something happening
NOTE Likelihood is sometimes known as probability.

[SOURCE: ISO Guide 73]

3.1.13 opportunity
risk (3.1.15) that has positive consequences

3.1.14 resilience

adaptive capacity of an organization to respond to
unexpected (including very low likelihood/very high
consequence) events and build its capability to innovate
and embrace continuing change

3.1.15 risk
effect of uncertainty (3.1.26) on objectives

NOTE 1 Risk includes potential adverse effects (threats)
and potential beneficial effects (opportunities).
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NOTE 2 Risk = Likelihood (or probability) of occurrence
x Consequence (on achievement of the organization’s
objectives) of the occurrence.

[SOURCE: ISO Guide 73]

3.1.16 risk analysis

process to comprehend the nature of risk (3.1.15) and
determine the level of risk

NOTE Risk analysis provides the basis for risk evaluation
and decisions about risk treatment.

[SOURCE: ISO Guide 73, modified]

3.1.17 risk appetite

amount and type of risk (3.1.15) that an organization is
willing to accept or retain

NOTE An organization’s risk tolerance and appetite are
subject to change.

[SOURCE: ISO Guide 73 modified]

3.1.18 risk cause

element which alone or in combination has the
potential to give rise to a risk (3.1.15) event (3.1.8)

NOTE A risk cause can also be called a risk source or risk
occurrence.

3.1.19 risk culture

values, beliefs, knowledge, attitudes and understanding
about risk (3.1.15) shared by a group of people with a
common purpose within an organization

3.1.20 risk identification

process of finding, recognizing and describing risk
(3.1.15)

NOTE Risk identification involves the identification of
risk sources, events, their causes and their potential
consequences.

[SOURCE: ISO Guide 73]

3.1.21 risk management

coordinated activities to direct and control an
organization with regard to risk (3.1.15)

[SOURCE: ISO Guide 73]

3.1.22 risk maturity

level of development of enterprise risk (3.1.5)
management within and across an organization

© The British Standards Institution 2020
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3.1.23 risk tolerance

organization’s or stakeholder’s readiness to bear the
risk (3.1.15) after risk treatment in order to achieve its
objectives

[SOURCE: ISO Guide 73]

3.1.24 stakeholder

person or organization that can affect, be affected by,
or perceive themselves to be affected by a decision or
activity

[SOURCE: ISO Guide 73]

3.1.25 threat
risk (3.1.15) that has negative consequences

3.1.26 uncertainty

estimate attached to a measurement which
characterizes the range of values within which the true
value is asserted

NOTE Uncertainty is used in relation to risk modelling
and simulation. This term covers ranges of information,
e.g. minimum, most likely and maximum estimates.

3.2 Abbreviations

For the purposes of this PAS, the following
abbreviations apply.

AMP  asset management plan

BCP business continuity plan

CEO chief executive officer

ERM enterprise risk management

ERRM enterprise risk and resilience management
FMEA failure mode effects analysis

IMP incident management plan

IP intellectual property

MW megawatt

SCADA supervisory control and data acquisition
SMART specific, measurable, achievable, realistic,

time-bound
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4 Utility operating models

4.1 General

Electricity, gas and water/wastewater utilities have
similar, but not identical, operating models. To aid
understanding of the utility operations for which risk
and resilience guidance is given in this PAS, a generic
utility model is given in Figure 3. There are many
variations of the models shown in Figure 3 and utilities
might be involved in part or all of the process flow.
Constituent parts of the process have different risk
profiles.

Figure 3 — Generic utility model

Generally, there is greater risk associated with
production, both in terms of process complexity, and
potential numbers of customers that might be affected
if production is reduced or fails. However, there are
many other factors that can affect a utility’s overall risk
profile, including the extent of the utility’s involvement
across the process in Figure 3, reliance on other parties
(including suppliers and contractors), obligations,
existing liabilities, condition of assets and available
funding.

Process: e Production Transmission Networks Sl TSI
: material consumption collection
Step up Step down . .
Electricity | Fuel Generation Metered use Fixed / variable
. e charges
Transmission | Distribution
Compression
Gas Separation I Storage Fixed / variable
Gas extraction Transmission Metered use charges
Processing Distribution
Odorant
Raw water Storage Unmetered / ; :
F / |
Water Dams + Treatment Transmission Cﬁ(:%e\slanab ©
Sources Networks Metered use

NOTE 1 In simple terms, the wastewater process is the same as the water process in reverse, with the treated

water being returned safely to the environment.

NOTE 2 Some utilities provide a number of services, e.g. electric and gas, and might operate multiple models.
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4.2 Reducing the risk of failure of service

The risk of failure of service to customers can be
reduced by:

a) segregation or duplication of production capability
within plants;

b) transmission duplication and cross-connections;
¢) network cross-connections;

d) increasing storage capacity; and

e) increased scanning and detection.

These activities should be carefully monitored and
regularly reassessed as system capacity and redundancy
are eroded by changes in population and related
demand.

4.3 Leadership support

Fundamental to the successful development,
implementation and operation of ERRM within utilities
is visible overt support from the utility’s leadership.
Leaders should explain the utility’s risk tolerance and
how and where, as a result, risks are to be escalated.

The attitude and behaviour of a utility’s leadership are
key to changing organizational culture.

The utility's leadership should understand their utility’s
risks and resilience requirements. The utility’s leadership
should be responsible for:

a) ensuring their teams understand and can explain
the risks they face;

b) reviewing their teams’ proposals for the treatment
of the risks, including operational actions and
infrastructure investment, and ensuring these
actions are sufficient;

¢) monitoring progress of treatments while
ensuring continuing focus on risk and resilience
development; and

d) playing strategic roles in responses to major
incidents/events.

PAS 60518:2020

4.4 Application of risk management
principles in utilities

A risk management and resilience framework that is
consistent with BS ISO 31000:2018, Risk Management
- Guidelines can be useful in order to ensure that the
organization manages risk consistently.

While BS ISO 31000:2018 provides guidelines and is

a sound basis for the development of risk capability,

it does not provide guidance on implementation in
utilities. This is developed by the organization, guided
by its organizational context, utility operating model
and risk profile.

Figure 4 demonstrates the risk management process
described in BS ISO 31000:2018.

Figure 4 — BS ISO 31000:2018 risk
management process

NOTE Source: BS ISO 31000:2018 Risk Management
Guidelines.
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5 Enterprise risk and resilience

5.1 Enterprise risk and resilience policy
and framework

The organization should have an enterprise risk and
resilience policy and framework which is guided by the
organizational context (vision, mission, policies and
strategic objectives) and which addresses the utility’s
operating model and risk profile.

This policy and framework should be documented and
reviewed every two years, or after major organizational
changes.

The policy and framework should be communicated
throughout the organization, and there should be
organization-wide commitment and supporting
investment.

Staff should be trained to ensure their understanding,
competence and capability to implement the policy and
apply the framework.

The risk and resilience policy and framework should:

a) direct the risk and resilience function, define its
objectives and outline the risk governance structure
and related staff responsibilities, and guide on the
flow of related information and communications;

b) prioritize top (enterprise) risks that most affect the
achievement of the utility’s objectives;

¢) provide systematic and effective oversight of the
processes that identify, manage, escalate and report
business risks;

d) provide the means to identify risks that come from
both internal and external sources;

e) evaluate the established risk identification and
management processes across the entire breadth
of the organization (i.e. enterprise-wide scope) and
champion improvements to these processes where
necessary;

f) require the formation of a risk and resilience
steering committee, composed of the leadership,
the establishment of a risk and resilience function,
and the development of risk and resilience
champions;

g) guide the development of resilience to ensure
continuation of key services to customers;

h) satisfy regulators regarding resilience
improvements;
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i) establish, use and document a common language
when talking about risk and resilience within the
organization to ensure clarity of understanding;

j) establish BCPs and have processes and tools to
implement if necessary;

k) establish an IMP and have processes and tools to
implement if necessary;

I) train staff to implement and activate BCPs and IMPs
(through trained duty personnel);

=

conduct exercises to ensure that responses are
effective;

m

n) review the utility’s risk and resilience maturity on
an annual basis; and

o) guide on actions to assess the current and direct
improvements to the utility’s adaptive capacity
including increasing resistance and response/
recovery capability.

5.2 Enterprise risk and resilience
development

The ERRM framework defines the management
policies, procedures and practices to be applied to risk
and resilience management.

The utility’s framework should be capable of
consistently analysing risks from different areas of that
organization and allowing risks to be escalated to the
appropriate leadership level for consideration.

The framework should be capable of identifying areas
where increased resilience is required, guided by the
organizational context, utility operating model and risk
profile. It should then set out how progress of required
resilience actions are monitored and maintained.

NOTE 1 For consistent risk management terminology
see ISO Guide 73:2009, Risk Management — Vocabulary.

The risk escalation process should set out the escalation
route from all business areas through to the leadership
as demonstrated in Figure 5.
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