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Foreword
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Limited and it was published under licence from The British Standards 
Institution. It came in to effect on 31 May 2013.

Acknowledgement is given to the following 
organizations that were involved in the development 
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The British Standards Institution retains ownership 
and copyright of this PAS. BSI Standards Limited as the 
publisher of this PAS reserves the right to withdraw 
or amend this PAS on receipt of authoritative advice 
that it is appropriate to do so. This PAS will be 
reviewed at intervals not exceeding two years, and any 
amendments arising from the review will be published 
as an amendment and publicized in Update Standards.

This PAS is not to be regarded as a British Standard. It 
will be withdrawn upon publication of its content in, 
or as, a British Standard.

The PAS process enables a specification to be rapidly 
developed in order to fulfil an immediate need 
in industry. A PAS may be considered for further 
development as a British Standard, or constitute part 
of the UK input into the development of a European 
or International Standard.

Use of this document

As a guide, this PAS takes the form of guidance and 
recommendations. It should not be quoted as if it 
were a specification or a code of practice and claims of 
compliance cannot be made to it.

Presentational conventions

The guidance in this standard is presented in roman 
(i.e. upright) type. Any recommendations are expressed 
in sentences in which the principal auxiliary verb is 
“should”.

Commentary, explanation and general informative 
material is presented in italic type, and does not 
constitute a normative element.

Spelling conforms to The Shorter Oxford English 
Dictionary. If a word has more than one spelling,  
the first spelling in the dictionary is used.

Contractual and legal considerations

This publication does not purport to include all the 
necessary provisions of a contract. Users are responsible 
for its correct application.

Compliance with a PAS cannot confer immunity from 
legal obligations.
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0 Introduction

0.1 Background to RFID and data/privacy 
protection (DPP)

Radio frequency identification RFID tags in devices such 
as mobile phones, computers, fridges, books and cars 
bring many potential advantages for businesses, public 
services and consumer products.

Examples include improving product reliability, energy 
efficiency and recycling processes, paying road tolls 
without having to stop at toll booths, cutting time 
spent waiting for luggage at the airport and lowering 
the environmental footprint of products and services.

Similarly, many hospitals use RFID tags to track 
inventory and identify patients. While this technology 
can improve the overall quality of healthcare, the 
benefits should be balanced with privacy and security 
concerns.

The use of RFID systems can potentially create privacy, 
security and data protection risks.

Personal data might be read from RFID tags without 
the permission of the individual concerned. Even 
where personal data is appropriately obtained, risk can 
develop through insecure storage.

An emerging challenge is that of scale. McKinsey Global 
Institute (MGI) (May 2011) has noted that the amount 
of data being captured by organizations is growing 
exponentially, and analysing large data sets (so called 
“big data”) will become a key driver of competition 
and economic growth.

Big data typically creates value by establishing and 
analysing relationships between many different pieces 
of data. Some of this data will be personal in nature, 
and individual privacy could be endangered by this 
process of data mining, e.g. associating an individual 
with the real time location data from their car, mobile 
phone and transport card. 

Whilst the scenario of pervasive data collection 
is a recent phenomenon, the underlying issues of 
protection of data and personal privacy are not.

It is important that any organization considering the 
installation of a RFID system appreciates that the system 
should be compliant with existing data and personal 
privacy protection legislation.

In 2008, the European Commission issued a 
standardization mandate 436 [1] to the European 
standardization organizations CEN, CENELEC and 
ETSI in the field of information and communication 
technologies applied to RFID systems. The mandate 
addressed data protection, privacy and information 
security aspects of RFID. In response to this mandate, 
European Standards on the privacy impact assessment 
(PIA) process for use in RFID applications and on 
the public notification signage associated with RFID 
applications will be published in 2014.

0.2 Purpose of this PAS

This PAS acts as a bridging document until the 
European Standards are published, and is also intended 
to stimulate input to the public enquiry stage of the 
European Standards which will take place between 
March 2013 and July 2013. This input will be channelled 
through the secretariat of the relevant BSI technical 
committee IST/34, Automatic identification and data 
capture techniques. 

The guidance is designed to help an organization 
achieve and maintain compliance with existing national 
legislation on data and personal privacy protection. 
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1 Scope

This PAS gives guidance on implementing privacy 
impact assessment (PIA) frameworks in radio frequency 
identification (RFID) applications. It explains:

a)	 how to carry out a PIA to:

i)	 evaluate potential risks to personal privacy;

ii)	 mitigate these risks;

iii)	 record any residual risk;

b)	 how to design and place signage to notify the 
public that:

i)	 they are entering an area where RFID readers 
might be operating;

ii)	 an item is carrying a RFID tag.

Together with the public notification sign, the PIA 
process provides a common approach within the 
European Union (EU) to achieve compliance with public 
privacy and data protection principles.

The RFID application operator is responsible for 
carrying out the PIA process.

This PAS is relevant where RFID readers are located 
in spaces where the public might have access, and/
or where items carrying RFID tags might pass through 
areas to which the public might have access.

This PAS is intended for use by general managers and 
by ICT specialists in all economic sectors and all sizes 
of organization, and is written in the context of the 
introduction of the RFID PIA methodology within 
Europe.

This PAS is applicable to all public and private 
organizations within the EU operating, or considering 
the implementation of, a RFID system.
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2 Terms and definitions

For the purposes of this PAS, the following terms and 
definitions apply.

2.1 individual

natural person who interacts with or is otherwise 
involved with one or more components of a RFID 
application (e.g. back-end system, communications 
infrastructure, RFID tag), but who does not operate a 
RFID application or exercise one of its functions.

2.2 information security

preservation of the confidentiality, integrity and 
availability of information

2.3 monitor

carrying out an activity for the purpose of detecting, 
observing, copying or recording the location, 
movement, activities, or state of an individual

2.4 personal data

information relating to an identified or identifiable 
natural person (“data subject”)

NOTE An identifiable natural person is one who can 
be identified, directly or indirectly, in particular by 
reference to an identification number or to one or 
more factors specific to his physical, physiological, 
mental, economic, cultural or social identity

2.5 radio frequency identification (RFID)

use of electromagnetic radiating waves or reactive field 
coupling in the radio frequency portion of the spectrum 
to communicate to or from a tag through a variety of 
modulation and encoding schemes to uniquely read the 
identity of a radio frequency tag or other data stored 
on it

2.6 RFID application

application that processes data through the use of tags 
and readers, and which is supported by a back-end 
system and a networked communication infrastructure

2.7 RFID application operator

natural or legal person, public authority, agency, or 
any other body, which, alone or jointly with others, 
determines the purposes and means of operating an 
application, including controllers of personal data using 
a RFID application

2.8 RFID reader

fixed or mobile data capture and identification 
device using a radio frequency electromagnetic wave 
or reactive field coupling to stimulate and effect a 
modulated data response from a tag or group of tags

2.9 RFID tag or “tag”

RFID device having the ability to produce a radio 
signal or a RFID device which re-couples, back-scatters 
or reflects (depending on the type of device) and 
modulates a carrier signal received from a reader 
or writer

2.10 RFID tag information or information 
on the RFID tag

information contained in a RFID tag and transmitted 
when the RFID tag is queried by a RFID reader

2.11 user

person (or other entity, such as a legal entity) who 
directly interacts with one or more components of a 
RFID application (e.g. back-end system, communications 
infrastructure, RFID tag) for the purposes of operating 
a RFID application or exercising one or more of its 
functions
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3 The PIA process

3.1 General

As with any systems change, the implementation of 
a RFID application can introduce new risks as well as 
benefits.

Many of these risks can be related to internal processes, 
with the required mitigation being obvious, and the 
measurement of success in eliminating potential risk 
also only being reported internally.

The risks in relation to data protection and in particular 
privacy can be less easy to establish, and use of a 
formal risk assessment procedure will assist in achieving 
compliance with relevant data/privacy protection (DPP) 
legislation and in preparing the summary PIA report.

The PIA process outlined in this clause takes the general 
principles of risk management and applies these to 
a generic RFID application. It is intended that this 
framework should be adapted by application sectors to 
meet their specific business needs.

More detailed legal information can be sourced from 
the Information Commissioner’s Office.

It is the responsibility of the RFID application operator 
to carry out the PIA process. This can be done at any 
time, but it is especially relevant when a system is being 
designed or when changes are made.

During this process, careful consideration should be 
given to the distinction between data protection 
and personal privacy, and the different methods of 
mitigation required.

•	Data protection is required from the instant data is 
captured (in this case by RFID readers, but the concept 
is applicable to all automatic data capture techniques) 
until it is deleted from the operators system.  

•	Personal privacy has to be protected at all times and 
in all places, even when the individual is outside the 
immediate area where RFID data could be collected 
by the operator’s system.

A more detailed overview of automatic identification 
and privacy is given in Annex A.

3.2 Outline

The PIA process is a multi-stage process which requires 
the RFID application operator to describe the scope 
and purpose of the RFID application. It includes the 
following:

1)	 Describe application, including:

a)	 users and other personnel interacting with the 
application;

b)	 presence or otherwise of personal data in the 
system;

c)	 what data is captured and stored.

2)	 Identify, record and quantify potential risks to 
personal privacy from the operation of the RFID 
application. Consider:

a)	 tag removal/deactivation (typically retail sector 
only) (see 3.9);

b)	 protection mechanisms for tag data and overall 
system;

c)	 data access, including flows outside the EU.

3)	 Document current and proposed technical and 
organizational controls to mitigate identified risks.

4)	 Document the results of the analysis regarding the 
application, including:

a)	 the business, compliance and legal 
determinations from the process;

b)	 the overall impact on privacy;

c)	 whether the application is approved for 
deployment.

A completed PIA report should typically include:

a)	 a description of the RFID application as outlined 
in Annex B;

b)	 documentation of the four steps outlined above.

An assessment should be carried out by the operator 
in regard to the privacy protection capability of 
the readers and tags deployed in the system. This 
information can be obtained from, amongst other 
sources, the system integrator and/or reader/tag 
manufacturer.
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3.3 Description of the application

The description of the application should give a 
comprehensive and full picture of the application, its 
environment and its system boundaries. The application 
design, its adjacent interfaces with other systems and 
information flows should also be described.

Data flow diagrams that show processing of primary 
and secondary data are recommended to visualize 
information flows.

Data structures should be documented, so that 
potential links can be analysed.

Annex B contains a full summary of the elements which 
can be used to describe a RFID application for the 
purposes of conducting a PIA.

In addition, the inclusion of information related to the 
application’s operational and strategic environment is 
recommended. This might include:

•	the immediate and longer-term mission of the 
application;

•	identification of stakeholders in the information 
collected;

•	functional requirements;

•	potential users;

•	a description of the RFID application’s architecture 
and data flows (in particular, interfaces to external 
systems that might process personal data).

Figure 1 – Decision tree on whether and at what level of detail to conduct a PIA

Q1: Does the RFID application process personal data? OR
Will the RFID application link RFID data to personal data?

Q2a: Do the RFID tags
used in the RFID

application contain
personal data?

Level 3 Level 2 Level 1 Level 0

Q2b: Is it likely that the
RFID tags you process

are carried by an
individual?

XOR
Yes No

XOR

Full-scale PIA Small-scale PIA No PIA

Yes No
XOR

Yes No

3.4 Initial analysis phase

The RFID application operator should determine 
whether a PIA of its RFID application is required, and if 
so, whether a full- or small-scale PIA is warranted.

The RFID application operator should use the decision 
tree in Figure 1 to help determine whether, and to 
what extent, a PIA is needed for the RFID application 
under consideration.

NOTE 1 In general, if the tags used by the application 
do not come into possession of people, then the risk 
category is level 0 and no further work is needed.

NOTE 2 A clear understanding of tag and application 
data for both direct personal data and potentially 
indirect personal identification is necessary to obtain  
an accurate interpretation of the decision tree. 

The initial analysis phase determines the level of detail 
necessary in the risk assessment and therefore whether 
a full- or small-scale PIA process is required.

This initial analysis should be documented and made 
available to data protection authorities upon request.
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