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Foreword

This document (CEN/TR 16412:2012) has been prepared by Technical Committee CEN/TC 379 “Supply
Chain Security”, the secretariat of which is held by NEN.

Supply chains move huge quantities and values of products and services between businesses and between
businesses and consumers throughout Europe and between Europe and countries in other continents. These
movements present enormous opportunities for organized crime and terrorists. The intrusion of crime and
terrorist activity has become a major risk in doing business for the majority of operators within the supply
chain, i.e.:

— cargo owners;

— shippers;

— forwarders;

— terminal operators;

— transporters.
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1 Scope

This Technical Report aims to provide Small and Medium sized Enterprises (SMEs) basic knowledge about
how to manage and mitigate the risk of criminal and terrorist activities. This is a shared objective for the
private and public sector.’ For the private sector, companies have gained experience on measures, which can
assist in preventing security breaches from happening, to protect against supply chain interruption. Also some
business standards have been developed identifying measures, which companies can execute in order to
obtain labels which certify business operations and reward them with a security quality label. The public sector
has developed security legislation which companies should either mandatory or voluntary apply into their
business operations.

This Guide provides an easy-to-read overview on:

1) How SMEs can apply a supply chain security approach to their operations (Clause 2).

2) The main crime types in the supply chain including some measures to fight these crime types from
occurring (Clause 3).

3) Supply chain security legislation and programs, with their respective compliance requirements
(Clause 4).

1'In the context of this guide, “supply chain security” covers risk management, crime prevention, security procedures and
technologies, as well as security regulations and programs. The overview and examples in this book are based on recent
academic work and interviews with experts in the field, including CEN SCS Feasibility Study (2010); EU FP7-LOGSEC
Roadmap (2011) and interviews with CEN TC/379 experts.
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2 Recommended Supply Chain Security Approach

How to integrate supply chain security into your business? Various ways are possible and being explored by
companies. Existing guidelines and best practices often refer to the exploitation of risk management
approaches. However, the practical application of these approaches is often difficult to understand and apply
in practice for SMEs. Hence, in this guide a concrete step-by-step approach is explained, with examples of
practical security measures to mitigate specific crime risks, and to comply with specific security regulations
and standards. In this guide, the following six steps are recommended?:

The Supply Chain Security Approach

Define Context

Analyse Threats & Vulnerabilities

Regulatory Framework

Develop Security Plan

Implement Security Measures

Monitor & Measure Performance

FIRST, define the context for your supply chain, crime prevention and security management activities. The
major questions being:

— Which business are you in, and how “security sensitive” is it?
— Which geographies and transport modes are included?

— Who are the customers, suppliers, insurance providers, governmental agencies and other key
stakeholders your supply chain operates with?

As an outcome, you create the context before moving on to the next considerations.

2 There is no guarantee that a certain security measure brings a sustainable, positive outcome.
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SECOND, perform a threat and vulnerability analysis, when it comes to actual criminal and terrorist threats
in your supply chain. *The major questions being:

— Where are the risks of failing today, i.e. where are the gaps calling for enhanced security?

— Which crime types are of particularly high risk in your supply chain? Use statistical sources, if
available, while carrying out such risk assessments.

— What are the realized and/or potential consequences of one or more crime incidents?
THIRD, consider regulatory and program aspects.’ The major questions being:

— Which regulations are required for you to operate successfully in your defined business environment,
and which programs could support achieving your business objectives?

— What do your customers expect from you? What about your suppliers?
— Have your insurance providers established any requirements?
— What about relevant governmental authorities, including customs and police?

FOURTH, create an overarching security plan for your company and/or supply chain, where you consider a
variety of security management aspects, taking into consideration the outcomes of your business context;
threat and vulnerability; as well as security program and regulatory aspects analysis (steps one, two and three
above). The aspects you should take into consideration are:

— Physical security (facilities, vehicles, containers, shipments etc.);
— Data security (in particular systems with supply chain data);

— Human resources security (including selection, training, and exit procedures); - Business partner
security (including selection, and auditing); and

— Process control and monitoring of deviations.

FIFTH, choose the combination of concrete security measures — investments in technologies,
procurement of services, in-house solutions and so forth — and implement them into practice. Embed security
procedures and technologies as much as feasible into daily operations, as part of your overall supply chain,
logistics, and transport management functions.

SIXTH, monitor and measure the security performance and feedback to the planning cycle. Take
corrective actions. Increase security at weak spots, and reduce in the areas where overinvestment has taken
place. Pay attention to the dynamics and changing situations when it comes to criminal focus areas and
“criminal portfolios”; technical and operational improvements - both licit and illicit aspects - and legislative
requirements, and consequences, both for the licit and illicit actors.

3 Clause 2 helps to increase understanding the types of threats one could be subject to and do something about.

4 Clause 3 provides an overview of key regulation and programs.
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