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0 Introduction 

0.1 Purpose 

The increasing need for customers to be able to select and purchase perimeter protection solutions that fit 
their needs calls for a generic and structured approach to the assessment of risks, to the identification of 
functional requirements, to the classification of perimeter protection solutions, including organizational 
measures, and to the design and test criteria for such perimeter protection solutions. This Technical Report is 
a step in the development of that approach. 

The general goal that has been set is to make a European Standard that is applicable to a wide range of 
perimeter protection solutions, covering the needs for basic barriers and entrance solutions to more complex, 
high security solutions. 

This Technical Report firstly describes the conceptual basis for further development of security performance 
requirements, technical specifications and test methods for use in perimeter protection systems in a European 
context. The report focusses on the performance classification methodology for the identification of the 
desired systems performance. 

Secondly this Technical Report presents the results of inventories that have been made on current systems 
and (generic type) products that are available to the design engineer in both the public and private sector, 
relevant member states regulations, relevant documents from CEN, CEN/TC 325, ISO and other sources. The 
results are presented in annexes to this report. 

This Technical Report therefore aims at providing information to be used for the design of future activities for 
making the 'perimeter protection standard'. It is not intended as a guidance for the actual development of 
perimeter protection systems. Nonetheless the information in this report may function as an aid to practitioners 
in their choice of appropriate measures in order to meet the diverse requirements. 

0.2 Approach 

Perimeter protection projects call for the interaction between suppliers of perimeter protection solutions, their 
customers and other relevant stakeholders. Only the proper interaction between these parties will lead to valid 
analyses and a certified perimeter protection solution. 

A sequence of steps leading to the risk assessment, requested level of protection, functional requirements 
and basic selection of perimeter protection solution is proposed. The choice of the measure(s) to be taken 
depends upon a number of factors which include but are not restricted to: the local environment, the purpose 
of the measure(s), type property to be protected and environmental and organizational factors. 

Perimeter protection systems or components may be used independently such as a perimeter fence or in 
combination with other measures in order to provide a more holistic solution such as a fence and gate. This 
approach may be extended to include Closed-Circuit TV systems (CCTV) and Perimeter Intruder Devices 
(PID). 

To determine the risk involved for a site requiring perimeter protection is, for the most part, comparable to the 
analysis required for any given asset. Therefore this Technical Report builds on the work done for risk 
analysis by CEN/TC 325 'Crime prevention through building, facility and area design'. 

0.3 Vital infrastructure 

It is recognized that with regard to vital infrastructure and very high risk objects, the generic approach 
indicated in this Technical Report may not suffice and additional checklists and risk assessment tools may be 
required. There will be particular threats and modus operandi that should be considered when assessing vital 
infrastructure and very high risk objects that are outside the scope of this TR. For this reference can be made 
to documents from national authorities, etc. 
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1 Scope 

This Technical Report aims at providing information to be used for the design of the future activities for making 
a 'perimeter protection standard'. 

This CEN Technical Report describes a performance classification methodology for the identification of the 
desired systems performance for perimeter protection systems. It also gives a conceptual framework for 
matching the desired performance and the capabilities of a possible solution. 

Furthermore this CEN Technical Report presents the results of inventories that have been made on current 
systems and (generic type) products, relevant member states regulations, relevant documents from CEN, 
CEN/TC 325, ISO and other sources. It should be noted that these inventories cannot be considered complete 
and any values given should be considered indicative values. 

The following subjects are not covered by this Technical Report: 

− threats approaching from the sea side; 

− threats approaching through the air. 

It is recognized that with regard to vital infrastructure and very high risk objects the generic system approach 
indicated in this Technical Report may not suffice and additional checklists and risk assessment tools may be 
required. 

2 Normative references 

Not applicable. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

NOTE The terms have been divided into three main perimeter related security categories: General, Electronic 
Security and Physical Security. The definitions are taken from existing documents as much as possible. Important sources 
are EN 14383-1:2006 [1], the term and definition standard from CEN/TC 325 "Crime prevention through building, facility 
and area design", and the Centre for Applied Science and Technology (CAST) [2]. 

3.1 General. 

3.1.1 
access control 
set of techniques, means or procedures to control the passage of people and vehicles into and out of 
protected areas 

[SOURCE: EN 14383-1:2006] 

Note 1 to entry: Such systems allow levels of access rights and optionally the traceability of access, ranging from no 
entry to free traffic. The access control can be mechanical, human, electronic or a combination of these systems. 

3.1.2 
burglary 
action of breaking into any premises with the purpose of theft 

[SOURCE: EN 14383-1: 2006, modified] 
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3.1.3 
neighbourhood 
immediate surroundings of a secure site and their population 

[SOURCE: EN 14383-1:2006] 

3.1.4 
operational requirement 
statement of needs based upon a thorough and systematic assessment of the problems to be solved and the 
desired solutions 

[SOURCE: PAS 68:2013] 

3.1.5 
perimetric space 
space in close vicinity of the building (from the perimeter to the building envelope, including the accesses) 

[SOURCE: EN 14383-1:2006] 

3.1.6 
peripheral space 
land and neighbourhood around one or several sites 

[SOURCE: EN 14383-1:2006] 

3.1.7 
risk analysis 
identification and evaluation of threats 

[SOURCE: EN 14383-1:2006, modified] 

3.1.8 
risk assessment 
categorization of risks and measurement of their likelihood 

[SOURCE: EN 14383-1:2006] 

3.1.9 
safety 
freedom from unacceptable risk 

[SOURCE: EN 14383-1:2006] 

3.1.10 
secure area 
mechanically and/or electronically enclosed area protected for safety and/or security purposes [1] 

3.1.11 
security 
freedom from an intended risk 

[SOURCE: EN 14383-1:2006] 

Note 1 to entry: Security is the condition of being protected against danger or loss. It is achieved through the mitigation 
of adverse consequences associated with the intentional or unwarranted actions of others. See [7]. 
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3.1.12 
standoff 
distance that threat (e.g. vehicle, person, any potential explosive effect) may be allowed to encroach upon a 
perimeter or asset 

[SOURCE: PAS 38:2013] 

3.2 Electronic security. 

3.2.1 
active infrared 
infrared beams transmitted between a transmitter and receiver which are broken when an intruder passes 
through 

[SOURCE: PAS 38:2013] 

Note 1 to entry: The receiver detects this as a drop in signal level. 

3.2.2 
alarm transmission 
automatic transmission of alarm signals from an intrusion detection system to a monitoring centre or to a 
private individual 

[SOURCE: EN 14383-1: 2006] 

3.2.3 
dead zone 
area bounded by, or laying within the detection zone where a target cannot be detected 

Note 1 to entry: That is either intrinsic to the detection system or due to some topographical feature within the 
detection zone (i.e. obstacle or hollow). 

3.2.4 
detection rate (DR) 
measure of a system’s capacity to detect an intrusion attempt (true alarm) through the zone protected by the 
system 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.5 
detection zone 
area over which a detection system is configured to monitor for intruders 

Note 1 to entry: The detection zone can also have upper and lower bounds: the detection ceiling and the detection 
floor. 

3.2.6 
doppler microwave 
unit that emits a microwave field and monitors reflections 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Motions from an intruder cause a change in the reflected signal received by the detector. 

3.2.7 
dual technology 
combination of two separate technologies 

Full document details: PD CEN/TR 16705:2014

http://www.avadocuments.com/doc/pd-cen-tr-16705-2014
http://www.avadocuments.com/doc/pd-cen-tr-16705-2014


PD CEN/TR 16705:2014
CEN/TR 16705:2014 (E) 

10 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: For free-standing applications these technologies tend to be passive Infrared combined with doppler 
microwave, though other combinations exist. 

3.2.8 
environmental information / conditions 
data pertaining to both weather and wildlife events in the vicinity of the perimeter 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.9 
electrified fence 
detection system comprising horizontal electrical conductors which are energized approximately every 2 s with 
typically a 10,000 volt pulse 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: This pulse voltage will decrease if the fence is touched or is short circuited to ground and an alarm 
condition can be raised. 

3.2.10 
electrostatic field disturbance 
arrays of wires create an electromagnetic field and sense either the current induced in neighbouring wires or 
the capacitance between the transmitter and the ground 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: The capacitancy varies when an intruder approaches the barrier. Ported coax and leaky feeder 
systems come under this definition. 

3.2.11 
fabric-mounted PIDS 
detection systems that are attached directly to the barrier material (as opposed to the fence posts) 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.12 
false alarm 
alarm not caused by a human breaching the detection zone 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Typically, false alarms are caused by animals, the effects of the weather or may have no obvious 
cause. 

Note 2 to entry: Alternative definition: 

alarm condition which has not resulted from: 

a) a criminal attack, or attempt at such, upon/to the supervised premises, the alarm equipment or the line carrying the 
alarm signal; or 

b) damage, or attempt at such, to the supervised premises, the alarm equipment or the line carrying the alarm signal; or 

c) actions by emergency services in the execution of their duties. 
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3.2.13 
false alarm rate 
FAR 
measure of a system’s capacity to avoid generating alarms which are not caused by human activity 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: False alarm rate (FAR) is expressed as the number of false alarms per day per kilometre (ADK). 

3.2.14 
fibre optic – interferometric 
deformation of the detection cable causes a change in the path length in the fibre and hence the phase of 
laser light transmitted within the fibre 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.15 
fluid-filled tubes 
parallel tubes typically filled with liquid are pressurized and connected via a piezoelectric membrane producing 
a balanced system 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Differential pressure on the ground forces the fluid between the tubes and generates a voltage at the 
piezoelectric element. Requires access pits to pressurize the tubes and house the sensors. 

3.2.16 
geophone (point sensor) 
series of low frequency microphones or accelerometers connected together and their outputs analyzed 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Addressable point sensors can attribute alarms to a particular sensor. 

3.2.17 
height of detection zone 
nominal maximum height of the detection zone relative to ground level 

3.2.18 
inductive cable 
cable with conductive wires suspended in a magnetic field 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Small currents are induced when the barrier and cable are disturbed. 

3.2.19 
maximum speed of crossing 
maximum speed (metres per second) at which a target crossing the detection zone can travel and be 
successfully detected 

3.2.20 
microphonic 
use of piezoelectric or triboelectric cables to detect audio frequency vibrations effectively acting as a 
microphone 

[SOURCE: Centre for Applied Science and Technology (CAST)] 
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3.2.21 
minimum target dimensions 
minimum dimensions of a target that can cross the detection zone and be successfully detected 

3.2.22 
minimum target mass 
minimum mass of a target that can cross or interact with the detection zone and be successfully detected 

3.2.23 
minimum speed of crossing 
minimum speed (metres per second) at which a target crossing the detection zone can travel and be 
successfully detected 

3.2.24 
monitoring centre 
private or public place staffed 24 h which takes action on receiving the remote alarm transmissions from 
automatic intrusion or fire detection systems 

[SOURCE: EN 14383-1: 2006] 

3.2.25 
passive infrared 
detectors sense the temperature contrast between an intruder and the background environment [2] 

3.2.26 
perimeter intruder detection system (PIDS) 
external detection systems configured to detect a human target crossing from one side of a linear detection 
zone to the other 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.27 
post-mounted PID 
wire or cable based perimeter intruder detection system mounted on posts attached to the barrier or mounted 
directly in front of or behind the barrier 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.28 
radar 
antenna sends out a radio frequency pulse and detects the reflections from intruders and can determine their 
distance and speed 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: The antenna can either be static (linear) or rotating (wide area). 

3.2.29 
range (detection) 
nominal maximum distance from a detector at which a detection system can be expected to generate an 
alarm in the event of a target crossing 

3.2.30 
tamper alarm 
alarm generated by the system to indicate its integrity has been compromised 

[SOURCE: Centre for Applied Science and Technology (CAST)] 
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Note 1 to entry: Typically this is a result of someone gaining access to the control circuitry or causing damage to the 
system. 

3.2.31 
target classification 
capacity of a system to provide information pertaining to the target such as dimensions; or to categorize the 
likely intrusion type in addition to an alarm 

3.2.32 
target location 
capacity of system to provide information as to the location of the target within the detection zone, in addition 
to an alarm 

3.2.33 
taut wire 
wires under tension are monitored by mechanical sensors for changes in tension caused by intrusion events 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

Note 1 to entry: Hybrid electrified taut wire systems are also available. 

3.2.34 
true alarm 
any alarm or group of alarms caused by a human crossing the specified detection zone 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.35 
video-monitoring (CCTV) 
technical means by which camera captured images are gathered, observed, stored, processed and 
transmitted (CCTV: Closed Circuit Television) 

[SOURCE: EN 14383-1: 2006] 

3.2.36 
video motion detection 
computer software that analyses video footage for motion or characteristics typical of an intrusion event by 
means of analyzing variations between video frames 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.37 
vulnerability to defeat 
assessment of a system’s vulnerability to disruption or sabotage by a knowledgeable attacker intent on 
disabling it 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.2.38 
width of detection 
nominal maximum width of detection zone (for systems whose zone of detection is linear) 
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3.3 Physical security. 

3.3.1 
active system 
security barrier which requires operation either by personnel or powered equipment 

[SOURCE: PAS 38:2013] 

Note 1 to entry: For example a manual dropping/ lifting-arm barrier or an automated retractable/rising bollard. 

3.3.2 
barrier 
mechanical device to control the passage of vehicles (hand or power operated) 

3.3.3 
bollard 
manufactured product which, once positioned, is a vertical device aimed at delimiting an area and hampering 
the access for vehicles 

[SOURCE: EN 14383-1: 2006, modified] 

3.3.4 
folding gate 
gate with two or more hinged leaves, guided and/or supported at the bottom and/or at the top 

Note 1 to entry: The first leaf is hinged to the frame; leaves can be hinged only on one side of the frame or on both 
sides. 

3.3.5 
gate/door 
device to close an opening in a boundary demarcation which is provided for the passage of vehicles and/or 
persons (hand or power operated) 

3.3.6 
hinged gate 
gate with a leaf which is hinged or pivoted at one side which opens one way (single leaf or double leaf hinged 
gate) 

3.3.7 
locking system 
equipment used to prevent an opening device from being opened without the use of a key or other mechanism 
designed for this purpose 

[SOURCE: EN 14383-1: 2006] 

3.3.8 
planter 
massive or well-anchored container (wood, concrete, steel, etc.) filled with soil and decorated with plants for 
the purpose of stopping vehicles 

[SOURCE: EN 14383-1: 2006] 

3.3.9 
retractable bollards 
device which can easily be lowered and secured in its position with a key (mechanical) or through a powered 
mechanism (automatic) 

[SOURCE: EN 14383-1: 2006] 
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3.3.10 
road blocks 
device to stop vehicles, e.g. retractable ramps 

[SOURCE: EN 14383-1: 2006] 

3.3.11 
sliding gate 
gate with a leaf or leafs that moves horizontally in its guides (cantilever or moving on a roller rail) 

Note 1 to entry: There are single leaf or bi-parting or telescopic sliding gates (gate leaf consisting of two or more 
parts). 

3.3.12 
speed gate 
folding or sliding gates with one or more leaf (leaves) designed for rapid operation (> 0,5 m/s) 

3.3.13 
sterile zone 
defined controlled area, normally clear of obstructions and undergrowth, incorporating measures to preclude 
larger wildlife and accidental incursion from personnel 

[SOURCE: Centre for Applied Science and Technology (CAST)] 

3.3.14 
turnstile 
form of gate which allows one person to pass at a time (and or power operated) 

Note 1 to entry: Full-height turnstiles are similar in operation to a revolving door. 

3.3.15 
traffic calming 
use of self enforcing physical measures to produce road alignments that require a reduction in vehicle speed 
in order to be successfully negotiated 

[SOURCE: PAS 38:2013] 

3.3.16 
vehicle airlock system 
system created by using two active barriers of any type across the vehicle path of approach, with a secure 
sterile area between the barrier 

[SOURCE: PAS 38:2013] 

3.3.17 
vehicle security barrier 
system designed and installed to bring to rest or redirect an impacting vehicle 

[SOURCE: PAS 38:2013] 

4 Performance classification methodology 

4.1 Outline of the approach 

Unprotected perimeters mean unprotected assets, unprotected people and inevitably security breaches. The 
consequences of these breaches can be catastrophic so the threat of intrusion remains a prime concern at all 
major facilities. 
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The approach presented in this report starts with a calculation model that generates a score indicating the 
required level of protection. 

Important key questions for the client are: 

− What are my assets I should be protecting? 

− Against what threats? 

− What are my vulnerabilities and risks? 

Once the required level of protection has been established, the basic performance requirement, the required 
time of delay, has to be determined or chosen. 

It is possible that other more general functional requirements have been identified during the process. The 
complete set of functional requirements and performance defines the overall set of requirements the perimeter 
security (system) solution has to meet. 

Given the available elements for a perimeter security solution and their individual performance characteristics, 
most likely various security systems can be generated that meet the overall set of requirements. A schematic 
view of this approach is given in Annex B, 'Framework for perimeter protection systems evaluation'. 

4.2 Determining the required the level of protection – picture of the methodology 

The assessment of the desired performance of the perimeter protection system is based on two variables: 

The first variable is related to risks, threats and vulnerability. By filling out a questionnaire regarding risks and 
threats the user of the method can get a clear understanding of his current situation. For such an analysis, the 
scenarios to be expected have to be defined along with the toolset the intended aggressor may use (together 
forming the Modus operandi). The outcome is a number for the Potential risk. Based on the Potential risk the 
desired Level of protection is chosen. 

The second variable is related to the site. In the second part of the questionnaire site characteristics are 
evaluated such as surroundings roads and practical conditions of use. The outcome is a number for the site 
characterization. 

NOTE This number is similar to 'Potential significance' as used by CEN/TC 325. 

The Potential risk and the Site characterization combined define the Level of protection, which is the starting 
point to identify the necessary Functional requirements. 

The methodology described above is implemented in a calculation model. Figure 1 presents an overview of 
the elements of the method. 
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Figure 1 —Subsequent steps in the assessment model 

The description of the elements shown in Figure 1 is given in the following subclauses on the calculation model. 
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4.3 Assumptions and starting point making the calculation model 

The following assumptions and starting points have been used to compose the questionnaire and the 
calculation model to determine the numbers for the Potential risk and the Site characterization. 

a) Relevant aggressor types: 

Four aggressor types should be sufficient to cover the Modus operandi with intended breach of the 
perimeter. More detail will not add relevant information on the ways the attack will take place, nor will it 
differentiate better in the perseverance of the potential attacker. The four aggressor types reflect mainly 
the level of know-how, preparation and motivation. 

b) Terrorist attack: 

In case the Modus operandi involves the potential threat of a terrorist attack, the perimeter protection 
shall always involve extensive (organizational) measures. 

c) Multiple Modus operandi: 

In case several risks are involved with different Modus operandi, the model requires the highest risk be 
chosen. 

1) It can be the case that different risks require different security measures. For instance if an activist is 
likely to pass over a fence (to make a statement) and a thief is likely to penetrate the fence to be able 
to transport the stolen goods. 

2) The model identifies the highest risk, but compartments (a lay-out of the site in different zones) can 
apply to select areas with lower required levels of security. However, this requires that the user 
knows what the highest risk (factor) is. 

NOTE An option would be to add the risks (combine the scores), but this complicates the model with little to gain. 
Alternatively, one could compare the scores before continuing in the questionnaire to the section on Site 
characterization. 

d) Inside and outside: 

All valuables on the site are applicable to the risk assessment, both inside as well as outside the 
buildings. 

NOTE CEN/TC 388 and CEN/TC 325 have a different perspective as illustrated in Figure 2. 
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Figure 2 — Different perspectives of CEN/TC 388 and CEN/TC 325 
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e) First choose the relevant Modus operandi, and then fill in the model. 

If the scenario is an attack by an activist, and there is no risk of taking any valuables (there are no 
valuables), then MO 1 should be chosen. Multiplication with a risk factor would make no sense for this 
threat. 

If the scenario is an attack by an activist, and there is a medium threat for business continuity, then MO 2 
should be chosen. Multiplication with the risk factor 1,5 would be appropriate. 

NOTE For most Modus operandi only the impact on one or two risk in the calculation model (out of 1.1., 1.2, 1.3) are 
relevant. The total maximum score of 90 requires a terrorist threat on all three items. 

f) Consider geographic spread of occupancy 

This parameter measures to what extend the site/buildings are monitored by personnel during operating 
hours through their presence at the site. 

NOTE At a highly monitored site every part is in use and monitored at least each 30 min. 

g) Access requirements influence the risk for a site 

The access requirements regarding vehicles, people and goods require suitable security measures. A site 
which is visited by external parties, at irregular times including the nights, has a greater security risk then 
a site which is used only by personnel at regular time frames. 

NOTE Access requirements have influence on the quality of the gates, the number of entrance points, time that a 
gate can remain open, or the way people are monitored at a site and have authorization to access the site at different 
timeframes. 

4.4 The questionnaire of the calculation the model 

4.4.1 Introduction to the questionnaire 

Answers to relevant questions regarding risks and site characterization should be given in the form of a score 
selected from the range of factors and the subtotals expressed as a percentage of the maximum value. 

Figure 3 gives a partial picture of the first part of the data entry sheet of the calculation model. The risk level 
value is multiplied by the MO-dependent risk factor. Both the MO-dependent risk factor and the risk level value 
(for risk 1.1 Importance of goods) are marked in light grey. 

Potential risk         Score Max 

      Factor           

      MO 1 MO 2 MO 3 MO 4     

    Value 1 1,5 2 3     

1.1 Importance of goods (Market value of goods) % 18 

  Low 1 1 1,5 2 3     

  Medium 4 4 6 8 12     

  High 6 6 9 12 18     

Figure 3 — Data entry sheet calculation model (partial) 

NOTE 1 The wording 'potential risk' is used here instead of simply 'risk' since CEN/TC 325 uses this terminology. As 
for 'potential significance' the present document does not follow CEN/TC 325. The wording 'site characterization' is used 
for that part of the classification methodology. 
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Both the MO-dependent risk factor and the risk level values (see 4.4.2) are to be considered as preliminary 
values still to be discussed further. In fact that holds for the whole of the questionnaire. 

NOTE 2 The question of the types of risks is a good example for this. In the questionnaire three risks are mentioned. 
Yet it has been noted that the 'human aspect' is missing. It is possible therefore that risks like 'Trauma to people', 'Image 
damage' and Damage to society/public' will be considered a future version. 

4.4.2 Text of the questionnaire annex data entry sheet 

More detailed information on the key elements of the questionnaire can be found in Clause 5 'Modus operandi' 
and Clause 6 'Risk assessment methodology'. Below the full text of the (present version of the) questionnaire 
is given: 

Potential risk         Score Max 

      Factor           

      MO 1 MO 2 MO 3 MO 4     

    Value 1 1,5 2 3     

1. Importance of goods (Market value of goods)   18 

  low 1 1 1,5 2 3     

  medium 4 4 6 8 12     

  high 6 6 9 12 18     

                  

2. Operational and environmental safety   45 

  low 1 1 1,5 2 3     

  medium 10 10 15 20 30     

  high 15 15 22,5 30 45     

                  

3. Business Continuity (Confidential documents, prototypes, machinery etc.)   27 

  low 1 1 1,5 2 3     

  medium 6 6 9 12 18     

  high 9 9 13,5 18 27     

                  

Total of potential risk (assets)   90 

Total score potential risk   % 

Site characterization 
        Score Max 

    Value Factor           

1. Site and physical environment     

1.1 Density of the area 3         9 

  low density 3 9           

  medium density 2 6           

  high density 1 3           

                  

1.2 Access and road network             

      2         6 
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  multiple accesses from several roads, 
close to an intersection 

3 6           

  two-way road 2 4           

  single track road or cul de sac 1 1           

                  

1.3 Type of access road 2         6 

  Public road 3 6           

  Semi-public road 2 4           

  Private road 1 1           

                  

1.4 Presence of landscaping giving visual obstructions 3         9 

  low (attacker cannot hide) 3 9           

  medium (some visual obstruction) 2 6           

  high (easy to hide during attack) 1 3           

                  

1.5 Level of noise 1         3 

  low 1 1           

  medium 2 2           

  high 3 3           

                  

1.6 Site adjoins railway line or river or wooded area 1         5 

  yes 5 5           

  no 0 0           

                  

Subtotal 1 Site and Physical environment   38 

Subtotal 1 Score   % 

                  

2. Human and social factors of the environment     

2.1 Crime history 1         20 

  No major incidents 1 1           

  Incident in last three years 10 10           

  Incident in last year 20 20           

                  

2.2 Visitor impression of tidiness/level of organization 1         12 

  poor 12 12           

  average 6 6           

  good 1 1           

                  

2.4 Crime rate in neighbourhood compared to national 
average 

1         10 

  low 1 1           

  medium 5 5           
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  high 10 10           

                  

Subtotal 2 Human and social factors   42 

Subtotal 2 Score   % 

                  

3. Use of the site (occupancy)     

3.1 Periods of occupancy 
(during operating hours some parts of the site are not 
monitored (for over 30 min) 

concen-
trated 

non- 
concen-
trated 

      15 

  24/7 – 1 5         

  daytime – 5 10         

  seasonal – 10 15         

                  

Subtotal 3 Use of the site   15 

Subtotal 3 Score   % 

                  

4. Access     

4.1 Do you have a need of access for employees? 
Select highest category 

1         10 

  Pedestrians 1 1           

  Cars 3 3           

  Trucks 7 7           

  Boat or train 10 10           

                  

4.2 Does the site require access by external parties? 
Select highest category 

1         20 

  Pedestrians 2 2           

  Cars 6 6           

  Trucks 14 14           

  Boat or train 20 20           

                  

4.3 Type of access regular irregular       10 

  daytime – 1 5         

  night – 5 10         

                  

4.4 Access intensity 
Intensity (use) 

regular irregular       15 

  low – 1 3         

  medium – 5 8         

  high – 10 15         

                  

Subtotal 4 Access   55 
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Subtotal 4 Score   % 

                  

Total of potential significance   155 

Total score potential significance   % 
 

5 Modus operandi 

5.1 Introduction 

Most breaches of perimeter security on a site are committed because aggressors enjoy opportunities: easy 
access, hiding places, absence of demarcation of the site, poor lighting and/or favourable landscaping. It is 
important to analyse and identify in order to understand the motivation of potential aggressors. 

Modus operandi should cover all combinations of: 

− aggressor type (5.2); 

− scenario to breach the perimeter (5.3); 

− toolset (5.4). 

The aggressor type is the most important 'constituent' of the Modus operandi. Four Modus operandi (MO 1 to 
MO 4) should cover all possible situations with intended breach of the perimeter. Further detailed descriptions 
are deemed irrelevant, as it does not add to the ways the attack will take place, nor will it differentiate in the 
perseverance of the potential attacker. 

5.2 Aggressor types 

Four aggressor type are distinguished: 

1) Opportunist – vandalism and theft; 

2) Activist; 

3) Organized crime (creating opportunity, experienced); 

4) Terrorist. 

The types reflect the level of know-how, preparation and motivation of the attacker. For example, opportunists 
are those who will commit an offence if the opportunity presents itself. They are interested in sites with easy 
access, a low level of surveillance and ready escape routes. 

A more experienced aggressor will, prior to carrying out an offence, conduct an important phase of gathering 
information. It is also probable that he will have a specific target in mind and may be prepared to use more 
effective tools to gain entry to the site. He very often has expertise in bypassing or sabotaging mechanical, 
electronic or CCTV and electronic detection devices. 
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5.3 Scenarios 

The most likely methods to breach the perimeter are: 

− walk in; 

− reach over; 

− climb over; 

− go underneath; 

− swim/sail over inland water; 

− intrusion with hand tools; 

− intrusion with electric/pneumatic toolset; 

− intrusion with hydraulic tools; 

− vehicle intrusion/attack. 

5.4 Toolsets 

To be able to choose the proper Modus operandi, the tools the attacker may be expected to use have to be 
determined or chosen. 

The user of the present classification methodology might want to choose his own list. A list distinguishing 
between three toolsets is given here as an example: 

a) manual, easily-portable tooling crowbar, handsaw, hammer and pliers; 

b) intermediate tooling including battery-operated tools, car jack; 

c) power operated tools including petrol-driven tools. 

NOTE If a fixed list of pre-defined toolsets is considered necessary, the development such list will be part of the 
future activities. 

6 Risk assessment methodology 

6.1 General 

Although the methods for risk assessment for perimeter protection can be generic, a risk assessment itself 
shall be conducted specifically for each site. It should take into account the perimeter and its location, the 
assets on the site, their value and their function and the threats and their probability. 

Completing the risk assessment itself is a task performed by people. It is a task that is highly influenced by a 
number of (subjective) factors such as: moment in time, past experiences, interaction of stakeholders, skills 
and competences of the people involved and complexity of the situation. The validity of a risk assessment 
therefore depends on the availability of a comprehensive structure and the minimization of interpretation. 

The risk assessment has to be conducted from the customer/user point of view and not from the product point 
of view. Considering the purpose of the risk assessment itself, it is of importance that all relevant stakeholders 
are involved in the assessment and that the assessment is formally accepted by the customer. Stakeholders 
are everyone who has an interest in the security of the site including site owner, site users, budget holders 
and security managers. 

Full document details: PD CEN/TR 16705:2014

http://www.avadocuments.com/doc/pd-cen-tr-16705-2014
http://www.avadocuments.com/doc/pd-cen-tr-16705-2014


PD CEN/TR 16705:2014
CEN/TR 16705:2014 (E) 

26 

6.2 Risk – Target identification 

Risk is defined by the probability of an event multiplied by its impact. For a site owner or user of a site, the 
risks to analyse can be (see Questionnaires 1.1 to 1.3): 

− 1.1. Financial loss; 

− 1.2. Operational and environmental safety; 

− 1.3. Business Continuity (Confidential documents, prototypes, machinery). 

NOTE It has been noted that the 'human aspect' is missing. It is possible therefore that risks like 'Trauma to people', 
'Image damage' and Damage to society/public' will be considered in the future. 

6.3 Threats 

Threats can be: 

a) burglary - thefts of goods, thefts of information, thefts of data; 

b) vandalism; 

c) aggression to people; 

d) sabotage; 

e) damage by arson; 

f) product contamination; 

g) espionage; 

h) escape; 

i) non complying / breach of health and safety regulations. 

The threats enter the questionnaire through the choice of the risk level (risk value) taken into account. 

6.4 Site characterization 

6.4.1 General 

Site characterization with regard to e.g. surroundings, access and use should be reviewed in order to 
determine vulnerability and necessary resistance methods. 

6.4.2 Site and physical environment 

See Questionnaires 1.1 to 1.6: 

− 1.1. Density of the area; 

− 1.2. Access and road network; 

− 1.3. Type of access road; 

− 1.4. Presence of landscaping giving visual obstruction; 
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− 1.5 Level of noise; 

− 1.6. Site adjoins railway track, river, wooded area. 

6.4.3 Human and social factors of the environment 

See Questionnaires 2.1 to 2.3: 

− 2.1. Crime history; 

− 2.2. Visitor impression of tidiness level of organization; 

− 2.3. Crime rate in neighbourhood compared to national average level. 

6.4.4 Use of the site 

See Questionnaire 3.1:  

3.1 Periods of occupancy – human presence: 

− Daytime; 

− Full time 24/7; 

− Seasonal. 

6.4.5 Type of access 

See Questionnaires 4.1 to 4.4: 

− 4.1. Need for access employees; 

− 4.2. Access by external parties; 

− 4.3. Type of access regular, irregular, daytime, 24/7; 

− 4.4. Access intensity. 

7 Level of protection 

Once the value for 'Potential risk' and 'Site characterization' have been established, the required level of 
protection has to be determined. This step is rather intuitive and subjective, since clear procedures for this are 
not (yet) available. 

However, by assessing the sensitivity of use of the calculation model for various situations, which the user 
may have select himself, the user can tune in on the following classification: 
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Table 1 — Nature of the problem and Level of protection 

Combination of 'Potential risk' and 'Site 
characterization' 

Desired 'Level of protection' 

No problem 1 

Medium problem 2 

Serious problem 3 

Very serious problem 4 

8 Determining functional requirements 

8.1 Introduction 

The aggregation of Level of Protection, Modus Operandi and Site Characterization will define, as a result, a 
Desired Performance as required by the site owner or user regarding the perimeter protection system. With 
the criteria described in the Desired performance the functional requirements need to be determined. 

The desired Level of protection is the main determining factor. Data about the Modus operandi and from the 
Site characterization are more or less 'boundary conditions'. 

A preliminary, indicative first impression of possible solutions given a desired Level of protection, may be as 
follows: 

Table 2 — Level op protection and indicative solution 

Level of protection Objective Possible solution (indicative) 

1 Deter and delay Mechanical solution 

2 Deter, detect and 
delay 

Mechanical solution plus single intrusion detection 

3 Deter, detect, delay 
and intervention 

Mechanical solution plus multiple detection, including 
alarm and verification 

4 Deter, detect, delay 
and intervention 

Multiple mechanical solutions (zoning) plus multiple 
detection including alarm and verification 

8.2 Questions for establishing the functional requirement 

In the process of actually formulating the functional requirement the following three main questions have to be 
answered: 

− What should the system do? 

− How well / to what degree should the system do that? 

− Why? 

While identifying the actual objectives/requirements the following (non–exhaustive) list can be used: 

a) restrict area perimeter – demarcation; 

b) secure site assets - protecting assets and persons; 

c) regulate flow of persons and vehicles; 
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d) control flow persons and vehicles; 

e) creating time to respond: 

1) deter; 

2) detect; 

3) delay; 

4) deny. 

9 Elements of possible solutions 

9.1 Introduction 

Perimeter protection is all about deterrence, detection, assessment and delaying of the intrusion for a 
intervention and response is initiated. Every solution needs to match the criteria set in the functional 
requirements of the site to be protected. 

Operating environment, perimeter protection construction, security history, site layouts, surrounding 
environment, activity in and around the site, local weather conditions are all factors to be considered when 
planning a perimeter protection system solution. These influence the detection technologies selected and as a 
consequence the overall performance of the system. 

Often the final perimeter protection solution will consist of several different but complementary technologies to 
form layers of protection. 

In this clause a quick survey is given regarding possible solutions to meet the functional requirements 
providing an adequate match. In Clause 10 'Inventories' an overview is given of all the annexes with the 
Inventories that have been made. 

Distinction is made between the following elements of a possible solution: 

− elements of delay; 

− elements of detection; 

− external elements; 

− local law and regulations. 

A combination of the above measures is needed to provide a level of delay commensurate to the maximum 
response time from detection of intruder to interception; and to facilitate intervention. 

9.2 Elements of delay 

9.2.1 Overview of elements of delay 

− Fence; 

− wall; 

− topping; 

− traffic barrier; 
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− gate: swing, sliding, cantilever, speedgate, folding; 

− turnstile; 

− bollard: retractable, fixed; 

− road block, wedge barrier; 

− standoff; 

− distance between fence lines; 

− water (ponds etc.); 

− vegetation. 

9.2.2 Fences 

Perimeter fencing should be installed to provide enhanced protection: 

− To provide a clear demarcation between the site and the surrounding area; 

− To act as a deterrent to unauthorized access into the site; 

− To delay unauthorized entry to and exit from site by climbing, cutting or burrowing; 

A fence should be over 1,8 m in height (indicative) below which there is considered to be no delay. 

− To assist in the control of access to and egress from the site; 

− To assist in deterring and preventing vehicle intrusion through adoption of hostile vehicle impact 
mitigation measures; 

− (optional) To lend itself to support a vibration-based detection system. 

In line with Table 2 with a first impression of possible solutions given a desired Level of protection, Table 3 
illustrates a possible set-up for a classification for fences. It should be clear that this set-up is only indicative, 
both with respect to the number of classes and the description of those classes. 
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Table 3 — Tentative classes for fences 

Level of 
protection 

Fence 
class 

TENTATIVE 

Description 

1 1 A physical barrier that whilst not being designed to meet any particular 
security requirements, provides a minimum legal barrier to mark the 
boundary of the site. The barrier would, however, provide a deterrent to 
prevent unauthorized access. 

2 2 A physical barrier to deter intruders offering a degree of resistance to 
climbing and breaching by an opportunist not having particular skills and 
using materials and breaching items that are readily to hand. The barrier 
also acts as boundary demarcation preventing accidental egress without 
drawing attention. 

3 3 An intermediate security barrier that will deter and delay a resourceful and 
experienced intruder who has access to a limited range of tools and 
equipment. The design will offer resistance to attempts at climbing and 
breaching and will delay access for persons intent on unauthorized 
access. 

4 4 A high security barrier that is designed to offer maximum deterrence and 
delay to both climb and penetration to the most determined and 
experienced intruder who is well resourced with tools that may not be 
readily available on the street. 
A Class 4 fence will need to be supported by [PIDS, lighting]. 

Protection from vehicle-based attacks may be a requirement. In that case any of the following functions may 
be required: 

− maintain blast stand-off; 

− prevent encroachment; 

− stop penetrative attack; 

− control vehicle access; 

− enforce speed management measures. 

Besides requirements directly related to perimeter protection, other requirements will also have to be 
considered, like the following: 

− windloads shall not cause an unacceptable level of loading or deflection to the fence panels that would 
negatively affect operations or safety; 

− changes in direction of a welded mesh fences line shall not affect the mesh deflection; 

− the rattle or vibration to the fence panels shall be minimal. 

9.2.3 Walls 

Instead of using a fence as physical barrier at the perimeter of a site, a concrete or masonry wall can be in 
place. Take into consideration that potential intruders do not like to be seen on the site. 
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9.2.4 Barriers 

Traffic barriers are used to offer limited protection against unauthorized vehicular access to the site. 

9.2.5 Gates 

The height, design and construction of gates should have a similar protection according to the adjoining fence. 
Hinges should be constructed in such a way as to prevent lifting and should be shielded, in order to prevent 
their use as ladders or climbing frames. It should not be possible to gain access under the gate. The locking 
device of a gate should be securely mounted and protected. 

9.2.6 Roadblockers, Bollards 

Road blockers and Bollards provide a physical barrier against unauthorized entry of a vehicle into a site at 
defined access and egress points. 

The physical protection of a site against the use of vehicles for a criminal purpose will in most cases not be 
limited to the sole application of access control through physical obstacles. 

9.3 Elements of detection 

9.3.1 Introduction 

Where automated detection of an intruder is required, an integrated security system comprising a Perimeter 
Intruder Detection System (PIDS) is needed. It is necessary to define minimum intruder criteria height of X m 
or more and a mass of X kg or more, crossing the detection zone at a rate of X m/s to Ym/s. 

The types of attack styles (Modus operandi) which the PIDS are required to detect, are to be defined, such as 
detection of climb or cutting of, or approach to a barrier. The PIDS shall detect and annunciate an alarm for 
tampering with system enclosures and/or cutting of signal cables. 

The PIDS shall cater for a range of host medium / site features, gates, secluded areas, exposed areas with 
public access to the outside of the barrier. Where multiple PIDS are used, they should not interfere with each 
other. 

A method of validating the alarm should be considered to separate false alarms from true alarms, which 
require a guard force response. Validation can be achieved through assessment of CCTV, footage, although it 
may also be carried out manually by guard force. 

When providing CCTV footage to validate an alarm, the following measures can increase the effectiveness of 
validation: 

− appropriate picture quality to verify the cause of alarm; 

− matching the CCTV zones with the PIDS zones to make it easier for alarm validation to be performed; 
and 

− collecting footage immediately before, during and after the alarm. 

9.3.2 Overview of elements of detection 

− Detection; 

− Exterior sensors PIDS; 

− Lighting; 
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− Entry/exit control. 

9.3.3 Detection 

Perimeter intrusion detection systems are based on the core principle of establishing a steady background 
state and continuously monitoring to detect any change above or below a predetermined threshold which 
indicates that an intrusion event has occurred. 

Like all technologies, these systems are constantly evolving. Although new improved equipment is being 
developed and introduced into the marketplace, the fundamental detection principles and applications rarely 
change. 

9.3.4 Exterior sensors PIDS 

There is a large and diverse range of sensing technologies available for perimeter security, varying in their 
effectiveness, affordability and accuracy. When evaluating any of the available technologies, the major 
requirements are: 

− system durability/reliability; 

− minimal nuisance alarms; 

− maximum detection capability; 

− minimal maintenance; 

− ability to accurately pinpoint the location of intrusion; 

− ability to function with other existing or complementary technologies. 

Regardless of the selected system, the need for adequate warning and a response mechanism for unwanted 
intrusion is crucial. It is not sufficient only to know that a breach of the perimeter has occurred. 

9.3.5 Lighting 

Security lighting should be designed in such a way as to avoid shadow areas that favour aggressors by 
enabling them to operate without being seen. 

Security lighting can be used to: 

− lighten a vehicle/pedestrian access point; 

− aid visual observation by patrolling guards; 

− support CCTV surveillance or Video Based Detection; 

− offer concealment of guards and/or activity; 

− deter entry into the area. 

9.3.6 Entry/exit control 

The entrance is the first means of controlling access to any site. Gates and barriers should only be opened for 
persons and vehicles. 
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