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European Foreword

This document (CEN/TR 17602-30-03:2021) has been prepared by Technical Committee
CEN/CLC/JTC 5 “Space”, the secretariat of which is held by DIN.

It is highlighted that this technical report does not contain any requirement but only collection of data
or descriptions and guidelines about how to organize and perform the work in support of EN 16602-
30.

This Technical report (CEN/TR 17602-30-03:2021) originates from ECSS-Q-HB-30-03A.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CEN by the European Commission and
the European Free Trade Association.

This document has been developed to cover specifically space systems and has therefore precedence
over any TR covering the same scope but with a wider domain of applicability (e.g.: aerospace).
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Introduction

Space systems always have “human in the loop” such as spacecraft operators in a control centre, test
or maintenance staff on a ground or astronauts on board.

Human dependability complements disciplines that concern the interaction of the human element
with or within a complex sociotechnical system and its constituents and processes such as human
factors engineering (see ECSS-E-ST-10-11C “Human factors engineering” [1]), human systems
integration [2], human performance capabilities, human-machine interaction and human-computer
interaction in the space domain [3],[4].

Human dependability captures the emerging consensus and nascent effort in the space sector to
systematically include the considerations of “human behaviour and performance” in the design,
validation and operations of both crewed and un-crewed systems to take benefit of human capabilities
and to prevent human errors. Human behaviour and performance can be influenced by various
factors, also called precursors (e.g. performance shaping factors), resulting in human errors, or error
mitigators, limiting the occurrence or impact of human errors. Human errors can originate from
inadequate system design i.e. that ignores or does not properly account for human factor engineering
and system operation. Human errors can contribute to or be part of failure or accident scenarios
leading to undesirable consequences on a space mission such as loss of mission or as worst case loss of
life.

In the space domain, human dependability as a discipline first surfaced during contractor study and
policy work in the early 1990s in the product assurance, system safety and knowledge management
domain [5],[6] and concerned principles and practices to improve the safety and dependability of
space systems by focusing on human error, related design recommendations and root cause analysis

[71,[8].

The standards ECSS-Q-ST-30C “Dependability”[9] and ECSS-Q-ST-40C”Safety” [10] define principles
and requirements to assess and reduce safety and dependability risks and address aspects of human
dependability such as human error failure tolerance and human error analysis to complement FMECA
and hazard analysis. The objective of human error analysis is to identify, assess and reduce human
errors involved failure scenarios and their consequences. Human error analysis can be implemented
through an iterative process, with iterations being determined by the project progress through the
different project phases. Human error analysis is not to be seen as the conclusion of an investigation,
but rather as a starting point to ensure safety and mission operations success.

The main focus of the handbook is on human dependability associated with humans directly involved
in the operations of a space system (“humans” understood here as individual human operator or
astronaut or groups of humans i.e. e.g. a crew, a team or an organization including AIT (assembly,
integration and test)and launch preparation). This includes and concerns especially the activities
related to the planning and implementation of space system control and mission operations from
launch to disposal, and can be extended to cover operations such as AIT and launch preparation.

References

[1]  ECSS-E-ST-10-11C - Space engineering - Human factors engineering, 31 July 2008 (Number of EN
version: EN 16603-10-11)

[2]  Booher, Harold R. (Ed.) (2003) Handbook of Human Systems Integration. New York: Wiley.
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1
Scope and objectives

1.1 Scope

The handbook defines the principles and processes of human dependability as integral part of system
safety and dependability. The handbook focuses on human behaviour and performance during the
different operation situations as for example in a control centre such as handover to routine mission
operation, routine mission operation, satellite maintenance or emergency operations.

This handbook illustrates the implementation of human dependability in the system life cycle, where
during any project phase there exists the need to systematically include considerations of the:

J Human element as part of the space system,

J Impact of human behaviour and performance on safety and dependability.

Within this scope, the main application areas of the handbook are to support the:
Development and validation of space system design during the different project phases,

b. Development, preparation and implementation of space system operations including their
support such as the organisation, rules, training etc.

C. Collection of human error data and investigation of incidents or accidents involving human error.

The handbook does not address:

J Design errors: The handbook intends to support design (and therefore in this sense, addresses
design errors) regarding the avoidance or mitigation of human errors during operations.
However, human error during design development are not considered.

J Quantitative (e.g. probabilistic) analysis of human behaviour and performance: The handbook
does not address probabilistic assessment of human errors as input to system level safety and
dependability analysis and consideration of probabilistic targets, and

J Intentional malicious acts and security related issues: Dependability and safety deals with
“threats to safety and mission success” in terms of failures and human non malicious errors and
for the sake of completeness includes “threats to safety and mission success” in terms of
malicious actions, which are addressed through security risk analysis. However by definition
“human dependability” as presented in this handbook excludes the consideration of “malicious
actions” and security related issues i.e. considers only “non-malicious actions” of humans.

The handbook does not directly provide information on some disciplines or subjects, which only
indirectly i.e. at the level of PSFs (see section 5) interface with “human dependability”. Therefore the
handbook does not provide direct support to “goals” such as:

J optimize information flux in control room during simulations and critical operations,
. manage cultural differences in a team,
o cope with negative group dynamics,
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J present best practices and guidelines about team training needs and training methods,
0 provide guidelines and best practices concerning planning of shifts,

. present basic theory about team motivation, and

J manage conflict of interests on a project.

1.2 Objectives

The objectives of the handbook are to support:

J Familiarization with human dependability (see section 5 “principles of human dependability”).
For details and further reading see listed “references” at the end of each section of the
handbook.

J Application of human dependability; (see section 6 “human dependability processes” and 7

“implementation of human dependability in system life cycle”).
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2
References

Due to the structure of the document, each section includes at its end the references called in it.

The Bibliography at the end of this document contains a list of recommended literature.
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3
Terms, definitions and abbreviated terms

3.1 Terms from other standards
a. For the purpose of this document, the terms and definitions from ECSS-5-ST-00-01 apply

b. For the purpose of this document, the terms and definitions from ECSS-Q-ST-40 apply, in
particular the following term:

1. operator error

3.2 Terms specific to the present handbook

3.2.1 automation

design and execution of functions by the technical system that can include functions resulting from
the delegation of user’s tasks to the system

3.2.2  error mitigator

set of conditions and circumstances that influences in a positive way human performance and the
occurrence of a human error

NOTE The conditions and circumstances are best described by the
performance shaping factors and levels of human performance.
3.2.3 error precursor
set of conditions and circumstances that influences in a negative way human performance and the
occurrence of a human error
3.2.4 human dependability
performance of the human constituent element and its influencing factors on system safety, reliability,
availability and maintainability
3.25 human error

inappropriate or undesirable observable human behaviour with potential impact on safety,
dependability or system performance

NOTE Human behaviour can be decomposed into perception, analysis,
decision and action.

3.2.6 human error analysis

systematic and documented process of identification and assessment of human errors, and analysis
activities supporting the reduction of human errors
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3.2.7 human error reduction
elimination, or minimisation and control of existing or potential conditions for human errors

NOTE The conditions and circumstances are best described by the
performance shaping factors and levels of human performance.

3.2.8 human error type
classification of human errors into slips, lapses or mistakes

NOTE The types of human error are described in section 6.2 on the human
dependability concept.

3.2.9 level of human performance
categories of human performances resulting from human cognitive, perceptive or motor behaviour in
a given situation

NOTE1 As an example, categories of human performances can be "skill
based", "rule based" and "knowledge based".

NOTE 2 The level of human performance results from the combination of the
circumstances and current situation (e.g. routine situation, trained
situation, novel situation) and the type of control of the human action
(e.g. consciously or automatically).

3.2.10 operator-centred design

approach to human-machine system design and development that focuses, beyond the other technical
aims, on making systems usable

3.2.11 performance shaping factor
specific error precursor or error mitigator that influences human performance and the likelihood of
occurrence of a human error.

NOTE 1 Performance shaping factors are either error precursors or error
mitigators appearing in a failure scenario and enhance or degrade
human performance.

NOTE 2 Different performances shaping factors are listed in section 5 of this
document.
3.2.12 resilience

ability to anticipate and adapt to the potential for “surprise and error” in complex sociotechnical
systems

NOTE  Resilience engineering provides a framework for understanding and
addressing the context of failures i.e. as a symptom of more in-depth
structural problems of a system.

3.2.13 socio-technical system

holistic view of the system including the operators, the organization in which the operator is involved
and the technical system operated.

NOTE A socio-technical system  is the whole structure including
administration, politics, economy and cultural ingredients of an
organisation or a project.
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3.3 Abbreviated terms

For the purpose of this document, the following abbreviated terms apply:

Abbreviation Meaning

AIT assembly, integration and testing

FDIR failure detection, isolation and recovery

FMEA failure mode effect analysis

FMECA failure mode effect and criticality analysis

HET human error type

HFACS Human Factors Analysis and Classification System
HMI human-machine interface

HUDEP human dependability

LHP level of human performance

Oo&M organizational and management

PIF performance influencing factors

PSF performance shaping factor

RAMS reliability, availability, maintainability and safety
SRK skill, rule, knowledge

VACP visual, auditory, cognitive and psychomotor
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4
Objectives of human dependability

Objectives of human dependability during the space system life cycle include:

J Definition of the role and involvement of the human in the system, for example support
selection of an automation strategy, enhancement of system resilience due to operator
intervention to prevent incidents or accidents;

J Definition and verification of human dependability requirements on a project such as human
error tolerance as part of overall failure tolerance;

J Assessment of safety and dependability risks of a system from design to operation with respect
to human behaviour and performance, and identification of their positive and negative
contributions to safety and mission success;

J Identification of failure scenarios involving human errors through “human error analysis” as
input to safety and dependability analysis and as basis of a “human error reduction”;

. Definition of human error reduction means to drive the definition and implementation of, for
example system design and operation requirements, specifications, operation concepts,
operation procedures, and operator training requirements;

J Support of the development of operation procedures for normal, emergency and other
conditions with respect to human performance and behaviour;

J Collection and reporting of human error data; and
J Support of the investigation of failure scenarios involving human errors.
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5
Principles of human dependability

5.1 Human dependability concept

51.1 Introduction

Human dependability is based on the following concept. When a human operates a system, human
capabilities (skills and knowledge) are exploited. These capabilities have the potential to mitigate
expected and unexpected undesired system behaviour, however they can also introduce human errors
causing or contributing to failure scenarios of the system.

In a first step, for safety and dependability analysis at functional analysis level there is no need to
discriminate how functions are implemented i.e. using hardware, software or humans. Indeed
functional failures (loss or degradation of functions) are identified and the associated consequences
with their consequence severities are determined.

However, in further steps, at lower level of safety and dependability analysis such as FMECA on the
physical design the fact that the function is implemented by hardware or software is considered (see
section 6). Similarly, when operations are analysed, the interaction of the human with the rest of the
system is investigated.

Technical failures and human errors are inevitable in complex systems. The human performance and
the technical system can be seen as functioning as a joint cognitive system [11] with three human

relationships:

. Human - environment (technical system),

J Human - human (operating team), and

. Human - itself (work orientation, motivation) and the associated outcome in terms of human

performance and the overall socio-technical system one.

In order to prevent or mitigate as much as possible human errors systems need to be designed taking
into account human factors engineering considerations (see ECSS-E-ST-10-11C “Human factors
engineering” [12]). Proper consideration of human error to achieve the design and operation of a safe
and dependable system is based on analysis of human performance and acknowledges the fact that
humans err.

Human error analysis addresses the systematic identification and assessment of human functions with
the aim of reducing and mitigating human errors. Such human error analyses are an integral part of
safety and dependability through the safety and dependability analysis process. However, human
dependability analysis has to consider both positive and negative aspects of the human contribution
to safety and mission success (as presented in section 5.2). The outcomes of these analyses will, on the
one hand, provide recommendations for reducing and mitigating human errors and on the other hand
provide recommendations to foster and encourage positive contributions.

Including in an explicit and possible systematic way both types of contributions in failure scenarios is
a mean of identifying recommendations for human error prevention, removal and tolerance.

NOTE More information about human error analysis data are provided in
the Annex A.

___ Documents

Documeniléharing Hub

Full document details: PD CEN/TR 17602-30-03:2021


http://www.avadocuments.com/doc/pd-cen-tr-17602-30-03-2021
http://www.avadocuments.com/doc/pd-cen-tr-17602-30-03-2021

CEN/TR 17602-30-03:2021 (E)

5.1.2 Failure scenario integrating human errors

Failure scenarios describe failures and human error in terms of event propagation from causes to
consequences, as shown at Figure 5-1 where the upper part presents for example a human error
causing an undesirable event leading to a consequence. The lower part of the Figure 5-1 describes a
technical failure followed by human error which leads to an undesirable event and a consequence.
Consequences are characterized by their severity.

Cause:
Human Error

» Undesirable Event —»| Consequence

Cause:
Technical Failure

—» Human Error —» Undesirable Event —»| Consequence

Figure 5-1: Examples of human error in failure scenarios

Space systems with human operator in the loop need to be designed having in mind strengths of the
human (such as the mental capability to resolve problems in case of failures in the system) and
weaknesses of the human (in particular regarding human error and reaction to technical failures in the
system).

Human factors engineering (see ECSS-E-ST-10-11C“Human factors engineering” [12]) deals with the
specifics of human performance and how it can be improved. Ergonomics deals with the physical and
physiological aspects of the system design and operations while human-computer interaction
addresses presentation and interaction aspects when computers are included in the technical system.

5.1.3 Human error and error type

A human error is characterised by a type. For example: the human error event “pressing cancel button
inadvertently” can be categorised as the error type “slip”. Such categorization is meant to help the
analyst in identifying means for preventing their occurrence or mitigating their impact depending on
the objectives and levels of the analysis.

5.1.4 Error precursors and error mitigators

5141 Overview

Human performance in complex systems is influenced by:
o Performance Shaping Factors (PSF)

o Levels of Human Performance (LHP)

The occurrence of human errors and their propagation in failure scenarios is influenced by error
precursors and error mitigators as shown at Figure 5-2. Precursors and mitigators of a human error
are the set of conditions and circumstances under which a human behaves and which influence the
human performance. They are best described in terms of PSFs and LHPs.
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The PSFs and LHPs interfere with each other. For example, the PSF ”stress” might not be relevant
under “nominal operational conditions” (corresponding to the operations under LHP “skill”). The
stress-factor can become more significant when the “normal operational conditions” are changed to
“abnormal operation with limited time availability” (corresponding to the operations under LHP
“rule”) and might become even more important when no rules (e.g. a contingency procedure) are
defined for the specific abnormal situation (corresponding to the operations under LHP “knowledge”
as the operator has to employ his/her knowledge of the domain to define an operational rule to handle
the abnormal situation).

‘ Precursor and Mitigator ‘

\‘influence
Human Cause: .
- i Undesirable Event -» Consequence
Performance Human Error

Precursor and Mitigator \

\‘inﬂuence

Cause:
Technical - Human —» Human Error | Undesirable Event - Consequence
Failure Performance

Figure 5-2: Error precursors, error mitigators and human error in failure scenarios

5.1.4.2 Performance shaping factors

Performance shaping factors (PSFs) - sometimes referred as PIF (as Performance Influencing Factors) -
can affect human performance in a positive (“help performance”) or negative (“hinder performance”)
manner. It is important to note that some of the PSFs can be considered as meta-PSFs as they influence
other PSFs. This is the case, for instance, for the PSF “levels of automation” that influence vigilance,
trust, complacency, ... as detailed below. PSFs can be broadly grouped into two types [13]:

J External PSFs that are external to the operators divided in two groups: organizational and
management (O&M) factors and job factors,

J Internal PSFs that can be part of operators’ internal characteristics, also called personal factors

Another classification of PSF has been proposed in [13] dividing them in “direct” and “indirect”.
Identifying PSFs according to this classification is important when predicting human error.

. Direct PSFs Those PSFs, such as time to complete the task, that can be measured directly,
whereby there is a one-to-one relationship between the magnitude of the PSF and that which is
measured.

J Indirect PSFs Those PSFs, such as fitness for duty, that cannot be measured directly, whereby
the magnitude of the PSF can only be determined multivariately or subjectively, or through
other measures or PSFs.

Typical external O&M PSFs are as follows:

a. Work or customer pressures (e.g. production vs. safety)

b. Workload (e.g. allocation of work and tasks for personal)

C. Level and nature of supervision and leadership

d. Organization complexity, multi-cultural issues with other partners
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e. Communication, with colleagues, supervision, contractor, other

[l

Turn-over and training management

g. Manning levels

h. Clarity of roles and responsibilities

i Working environment (e.g. noise, heat, space, lighting, ventilation, hygiene care, catering)
- Violations of procedures and rules (e.g. widespread violations)

k. Team or crew dynamics

L Available staffing and resources

m.  Effectiveness of organisational learning (learning from experiences)

n. Safety culture (e.g. everyone breaks the rules)

Typical external job PSFs are as follows:
a. Clarity of signs, signals, instructions and other information
b. System and equipment interface (labelling, alarms, error avoidance, error tolerance)

C. Difficulty and complexity of task

d. Routine or unusual
e. Divided attention
f. Procedures inadequate or inappropriate

g. Preparation for task (e.g. permits, risk assessments, checking)

h. Time available and time pressure

i Training and experience Tools appropriate for task

j- Usability of the operator interfaces

k. Levels of automation (meta-PSF impacting many of others such as overconfidence,

complacency, vigilance)

Typical internal personal PSFs are as follows:

a. Physical capability and condition

b. Fatigue (acute from temporary situation, or chronic)
C. Vigilance
d. Complacency and over-attention
e. Trust or overconfidence and mistrust
f. Stress and morale
g. Peer pressure
h. individual behaviour and character (e.g. anti-authority, impulsiveness, invulnerability,
machismo, shyness , hoarding (no sharing of) knowledge)
i. Work overload or under-load (it can be caused also by inadequate personal organization)
. Documents
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j- Competence to deal with circumstances (inept or too skilled)
k. Motivation vs. other priorities
L Deviation from procedures and rules.

Organizational and Management Factors (O&M) factors are important PSFs that are more and more
pointed out in human error prevention and reduction issues [14]. Carefully considering these factors
contributes to safety and mission success. To highlight them is a way to involve organizations and all
level of management in the process of human error reduction. The manager implication in human
error prevention and reduction is crucial because decision makers are most of the time in the best
position to argue and take remedial actions taking into account trade-off between finance and risks.

Symptoms on personal (e.g. operator) and management actions due to organizational issues are for

example:

a. Lack of personal (e.g. operator) commitment: widespread violations of routine procedures and
rules.

b. Lack of management commitment: management decisions that consistently put e.g.

“production” or “cost factors” before safety, or a tendency to focussing on the short-term and
being highly reactive. Postponing training due to crew resources scarcity is also a latent factor
for human error.

As illustrated in Figure 5-3 showing the “Human Factors Analysis and Classification System” HFACS
“organizational factors” can influence “management issues” (also referred to as “supervision”) which
in turn can influence “job and personal factors” (for further details see [15] or [16]).
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Organizational
Influences

L

]
Resource/Acquisition Organizational Climate| | Organizational Process

Management
[ I I 1
Inadequate Planned Inappropriate Failure to Correct Supervisory Violations
Supervision Operations Known Problem
Condition of Individuals Personel Factors
[ | | | ]
Physical Technological Cognitive Factors | | Psycho-Behavioral Adverse Physical Mental | | Perceptual Factors Coordimation/ | | Self-iposed Stress
Emimmnment Emironment Factors Physiological Linmtations Commmication’
States Plaming Factors
———
I Errors I I Violations I
|
[ [ ]
Skill-Based Judgment and Misperception
Errors Decision-Making Ermors Emrors

Figure 5-3: HFACS model

Decisions of upper-level management can directly have an effect on lower-level managers or
supervisors practices as well as the conditions and actions of the rest of personnel. Consequently,
organizational influences can result in a system failure, human error or an unsafe situation. Three
categories of possible negative organizational influences can be considered:

a. Resource and acquisition management: this category refers to the management, allocation and

maintenance of organizational resources (human or monetary) and equipment/facilities.

b. Organizational climate: this category refers to a broad class of organizational variables that
influence worker performance and in general is the usual environment within the organization.
This category is related with the Safety Culture or the definition of policies and rules.

C. Organizational process: this category refers to the formal process by which things are done in
the organization and includes definition of operations and procedures and control of activities.

On the other hand, four major categories of negative management and supervisory influences can be
considered, as showed in Figure 5-3:

a. Inadequate management and supervision: this category refers to those times when management
results are inappropriate, improper or cannot occur at all.

b. Planned inappropriate operations: this category affects to the appropriate planning of
operational schedule or selection of operators.

__ Documents

Document Sharing Hub

20

Full document details: PD CEN/TR 17602-30-03:2021


http://www.avadocuments.com/doc/pd-cen-tr-17602-30-03-2021
http://www.avadocuments.com/doc/pd-cen-tr-17602-30-03-2021

