PD CEN/TS 15480-5:2013

BSI Standards Publication

Identification card systems —
European Citizen Card

Part 5: General Introduction

NO COPYING WITHOUT BSI PERMISSION EXCEPT AS PERMITTED BY COPYRIGHT LAW

raising standards worldwide" oM « Pl -

Full document details: PD CEN/TS 15480-5:2013


http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013
http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013

PD CEN/TS 15480-5:2013 PUBLISHED DOCUMENT

National foreword
This Published Document is the UK implementation of CEN/TS 15480-5:2013.

The UK participation in its preparation was entrusted to Technical Committee
IST/17, Cards and personal identification.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions of a
contract. Users are responsible for its correct application.

© The British Standards Institution 2013
Published by BSI Standards Limited 2013
ISBN 978 0 580 80141 9

ICS 35.240.15

Compliance with a British Standard cannot confer immunity from
legal obligations.

This Published Document was published under the authority of the
Standards Policy and Strategy Committee on 31 May 2013.

Amendments issued since publication

Amd. No. Date Text affected

Documents

Document Sharing Hub

Full document details: PD CEN/TS 15480-5:2013


http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013
http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013

PD CEN/TS 15480-5:2013

TECHNICAL SPECIFICATION CEN/TS 15480-5
SPECIFICATION TECHNIQUE

TECHNISCHE SPEZIFIKATION April 2013

ICS 35.240.15

English Version

Identification card systems - European Citizen Card - Part 5:
General Introduction

Systémes de cartes d'identification - Carte Européene du Identifikationskartensysteme - Europaische Birgerkarte -
Citoyen - Partie 5 : Introduction générale (ECC-5) Teil 5: Allgemeine Einfuhrung (ECC-5)

This Technical Specification (CEN/TS) was approved by CEN on 12 February 2013 for provisional application.

The period of validity of this CEN/TS is limited initially to three years. After two years the members of CEN will be requested to submit their
comments, particularly on the question whether the CEN/TS can be converted into a European Standard.

CEN members are required to announce the existence of this CEN/TS in the same way as for an EN and to make the CEN/TS available
promptly at national level in an appropriate form. It is permissible to keep conflicting national standards in force (in parallel to the CEN/TS)
until the final decision about the possible conversion of the CEN/TS into an EN is reached.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United
Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2013 CEN  All rights of exploitation in any form and by any means reserved Ref. No. CEN/TS 15480-5:2013: E
worldwide for CEN national Members.

Documents

Document Sharing Hub

Full document details: PD CEN/TS 15480-5:2013


http://dx.doi.org/10.3403/30268701U
http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013
http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013

PD CEN/TS 15480-5:2013
CEN/TS 15480-5:2013 (E)

Contents Page
0T =TT o 3
L T 11T T o 4
1 8T o o - OSSP 5
1.1 Scope of CEN/TS 15480-5:2013 .......cooiiiieiiiiiirriisee e s s s s s s s sss e s ssn e s s smm e e s s mn e s s s mna s 5
1.2 5T 2o o T- e 1 LT O 033 - T3 e F- T o 5
2 NOIrMAtive referenNCeS ... e neseseseneseaes s nnesnsasnsnsnsnsnsmsmsnsmnnsnsmsmsnsmsnsnsmnnsnnnnnnnnnnnnnnn 5
3 Terms and definitioNs ... —————— 6
4 Symbols and abbreviations ... 6
5 Construction of the ECC standard............ s 7
6 Clarification of key concepts used in the ECC standard.............c.ccciiiinciciciceeee s 7
6.1 L L= o o T=Y = o 11 1 4 7
6.2 PriVACY ..eeeeeeeeeeeenennnnnnnnnnnnnnnnnnnnsnnnnnnannsnnmnnsmsnsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsmsssmsssmsssssssssssssssssssssssssssssssssssssssssssssssses 8
6.3 04 O S o 1 = T 8
0 FRe T € 7Y 3T - | 8
6.3.2 Types of profiles defined in the ECC standard...........ccccciiiiicciimimriininscccssesrre e sssscess s e s sssss s s ne s 9
6.3.3 Relationship between ECC Profiles........ccccccciimiiiiicciimmmeniiissccssesssss s ssssssssssssssssssssssssssssesssssssssmsnssses 10
6.3.4 Example of the usage of an ECC Card Profile...........ccccmiiiiccimriiriiisccceerr s ssssses s ee s ssssmene e 10
6.3.5 Example of the usage of an ECC Application Discovery Profile .........cccoooiiiiiiiiiieccceees 1
6.3.6 Example of usage of an ECC User Accessibility Profile ..........cccoucviiinniinnnincee e 11
7 Requirements and OptioNs .........cccccciriiiiiiiiininnsrisrrsrsr s s s s sssssssssssnsnsnsnsnnnnnnnnnnnnnnn 1
8 Part 1: Physical, electrical and transport protocol characteristics ...........cccoocmiiiiiiciiiicnininccnes 13
8.1 (€T 3 1= - | 13
8.2 Compliance with public administration requirements and citizen expectations......................... 14
8.3 e [=2 013 Y1 aTe T 1o TN = O O3 4 Vo [ - o S 14
9 Part 2: Logical data structures and card ServiCes ...........cccccrrriiiniriismmnnnsrr s 14
10 Part 3: European Citizen Card Interoperability using an application interface..........cccccccrrenn...e 15
0 O 7= T - | 15
10.2  Tools for SmartCard SUPPHIEIS .....ccviiicciimiiiiriiirccsserre e s rrsss s sssmne e e s e e s ssssssms e e nesessssssmnnn s e e e ssssssssnnnnnenesnnnsn 15
0T T I o o] E=30 o gl 41 =T [ = o S 16
10.4 Compatibility with other standards............cccciiiiiiiinii i ——————— 17
1 Part 4: Recommendations for European Citizen Card issuance, operation and use................... 17
Annex A (informative) Relationship between ECC standard parts and ISO standards .............ccccviunenn. 19
AA Mapping of ECC to ISO standards ..o s mne e 19
=71 o] e T | T o 37/ 20
Documents
2 Document Sharing Hub

Full document details: PD CEN/TS 15480-5:2013


http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013
http://www.avadocuments.com/doc/pd-cen-ts-15480-5-2013

PD CEN/TS 15480-5:2013
CEN/TS 15480-5:2013 (E)

Foreword

This document (CEN/TS 15480-5:2013) has been prepared by Technical Committee CEN/TC 224 “Personal
identification, electronic signature and cards and their related systems and operations”, the secretariat of
which is held by AFNOR.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the following
countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria, Croatia, Cyprus,
Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany,
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom.
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Introduction

Within the European Union there will be many integrated circuit cards issued by public bodies and
administrations, each of which can house a variety of applications in different combinations. The cardholder
can hold several multi-application public service cards and is concerned that:

— He or she knows or can find out which applications are on a card;
— Applications on a card may be read and dealt with by appropriate terminals;

— Security is appropriate for the application being used, while also being fit-for-purpose in protecting the
user's data on the card and ensuring privacy to the level required.

Different cards will have different capabilities. This presents application providers and scheme operators with
a number of challenges:

— Does the card have the specific minimum level of functionality, capability and security features necessary
to house the application to be loaded onto the card?

— Are there other applications on this card that would preclude this application being loaded (including for
example, surface printing requirements)?

— What are the features and functions of the card (that are being used) that the terminal will have to
support?

This Technical Specification provides mechanisms to resolve the above issues together with a formalised
approach that will allow different applications and services to co-exist and interoperate in a single card
environment.

This Technical Specification also recognises that there will be legacy systems in evidence as and when the
ECC card is being introduced. It provides a mechanism (described in CEN/TS 15480-3) by which legacy
systems can operate in an ECC environment until cards may be replaced by European Citizen Cards in
batches as the opportunity arises.
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1 Scope
1.1 Scope of CEN/TS 15480-5:2013

The scope of this Technical Specification is to provide a general description of the standard together with an
introduction to each part of the ECC standard.

Informative Annex A maps the relationship between the various parts of the ECC standard and other ISO/IEC
standards relating to the card platform.

1.2 Scope of the ECC standard

The European Citizen Card (ECC) standard addresses the difficulties presented to citizens when attempting to
access various public services using a smart card as an access token. The scope of the ECC standard covers
card capabilities and structures specified under the following headings:

— Specific definition of minimum features (for example, card surface print structure).
— Definition of optional features that may be required to provide the desired electronic services.

— Specification of discovery mechanisms to allow supported and in-use card capabilities and features to be
identified.

— Besides covering the hardware and software of the card, the ECC standard also addresses interfaces to
readers and servers through middleware components.

This simple concept can enable ECC cards to adopt a widely different set of personas, even though a
common application may be housed on cards used in different environments and in different ways.
Generically, we can consider ECC cards as being classed as one of the following groups, even though the
same application may be loaded (alongside others) in each environment. These groupings are:

— elD Verification token;
— Inter-European Union travel document;

— Provider of logical access to e-Government or local administration services or to private sector services
by housing personal credentials.

In order to support the above, it is noted that there will be certain minimum requirements upon any card
conforming to the ECC, specifically, the European Citizen Card will be at a minimum a smart card with
Identification, Authentication and electronic Signature (IAS) service capabilities. The ECC may act as a bridge
between different application requirements of an integrated circuit card and in so doing act to reduce the
number of different European specifications and standards required.

The ECC will be issued under the responsibility of a European National Public Administration in order to
provide a token supporting one of the above usage groupings by housing one or more relevant applications. In
addition, there is nothing to stop the ECC being used to support private applications and environments which
would therefore allow the ECC to be used in a shared public-private application scenario.

It is apparent that the ECC is intended to offer the card issuer/ service provider with a great deal of flexibility in
the services that the ECC provides, the authentication mechanisms supported and the local national specific

public policy with an special concern to protect the citizen privacy according to the applicable European
legislation.

2 Normative references

Not applicable.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

ECC Application Profile

set of ECC mandatory and optional features which is referred to by a unique registered identifier. An
Application Profile implements an interoperable ECC service

3.2

ECC Card Profile

profile made up of one or more ECC Application Profiles with their associated electrical interfaces and
possibly one or more ECC User Accessibility Profiles. In addition an ECC Card Profile may also include an
ECC Durability Profile. An ECC Card Profile is referred to by a unique registered identifier

3.3
ECC Conditional Feature
feature required by an ECC Application Profile

3.4
ECC Durability Profile
profile associated with an ECC, which provides information that relates to the card durability performance

3.5
ECC Layout Profile
optional profile which indicates card body requirements

3.6
ECC Mandatory Feature
card software feature required to claim compliance with the ECC standard

3.7
ECC Optional Feature
card software feature not required to claim compliance with an ECC

3.8

ECC User Accessibility Profile

set of card optional features not identified in any ECC Application Profile supported by the card and which
may improve the accessibility to services and/or the usability of the ECC. An ECC User Accessibility Profile is
referred to by a unique registered identifier

3.9

ECC Discovery Profile

set of features supported by the card-applications and personalised in different formats depending on card
issuer's choice. Once read by the terminal, this profile uncovers card-application services with their related

data references and the security rules applying to it. This profile allows ECC fitting in an ISO/IEC 24727
framework

4 Symbols and abbreviations
EF Elementary File
EF.DIR Elementary File Directory

ELC Elliptic Curve cryptography
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