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 Foreword 

This document (CEN/TS 16702-1:2014) has been prepared by Technical Committee CEN/TC 278 “Intelligent 
transport systems”, the secretariat of which is held by NEN. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights. 

This document has been prepared under a mandate given to CEN by the European Commission and the 
European Free Trade Association. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the following 
countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria, Croatia, Cyprus, 
Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, 
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, 
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom. 
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0 Introduction 

0.1 Overview 

In autonomous toll systems a Toll Service Provider (TSP) sends toll declarations to the Toll Charger (TC), i.e. 
statements that a vehicle was circulating within a toll domain. Compliance Check Communication (CCC) 
according to CEN ISO/TS 12813:2009 provides useful indications to a TC of whether the OBE is operating 
correctly or not. It assumes the OBE to be secure and the TSP to be trusted. It mainly focusses on the 
compliance of the Service User (SU) with the toll domain’s rules. 

This Technical Specification does not assume the OBE to be secure nor the TSP to be trusted and adds 
measures to deal with the associated risks. It specifies the requirements for Secure Monitoring Compliance 
Checking (SM_CC), a concept that allows the TC to check the trustworthiness of toll declarations produced by 
a TSP using an OBE operated by the SU, while respecting the privacy of the SU in accordance with the 
applicable regulations. Trustworthiness equals the confidence in the reliable operation of the Toll Service 
Provider’s EFC System and / or in case of errors gives technical indications about possible failures or 
manipulations which may be attributed to the SU and/or the TSP or an external party. An operational EFC 
System can use a combination of the CCC and SM_CC tools to keep misuse under control effectively. 

This Technical Specification is the first part in a set of two that together specify Secure Monitoring for 
Autonomous Toll Systems: This technical specification, “Secure Monitoring - Compliance Checking”, 
specifies the transactions between RSE of the TC over DSRC as well as transactions between the Toll 
Charger's and the Toll Service Provider's back end systems, for the purpose of Secure Monitoring. A second 
part, “Secure Monitoring – Trusted Recorder”, specifies requirements on a tamper-proof entity called a 
Trusted Recorder (TR) which can be part of the OBE. It also specifies the interface between OBE and TR. 
Most – but not all – available options for secure monitoring require the use of a TR to provide for integrity, 
authenticity and non-repudiation services. 

The SM_CC method is suitable: 

a) for use by Toll Chargers and Toll Service Providers that do not have to trust each other and only trust 
parts of each other’s equipment; 

b) for all types of toll regimes according to CEN ISO/TS 17575 (all parts); 

c) for providing evidence that can be used in court; 

d) for the application to local schemes as well as in interoperable sectors such as the European Electronic 
Toll Service (EETS). 

0.2 Processes 

SM_CC provides a TC operating an autonomous toll system with the tools to check whether or not the usage 
of a transport service by a vehicle in his toll domain is correctly recorded in what is called the itinerary. 

In the OBE, the registration of a vehicle’s road usage is represented by a so-called itinerary which is 
committed to in real-time or with a defined delay by a process called itinerary freezing. Itinerary freezing 
ensures that the integrity of the itinerary is undeniably committed to. After an itinerary is frozen, deletion or 
manipulation/replacement of itinerary data will invalidate the proof of integrity and can thus be detected. The 
freezing process comes in two variants: 

— real-time freezing: In this case the presence of a tamper proof trust anchor in the OBE is assumed. This 
trust anchor is called the Trusted Recorder (TR) and takes care of digitally signing itinerary records 
thereby committing to them in real-time. 
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— freezing per declaration: In this case, the itineraries are signed by the TSP back end and committed to 
by sending the signature to the TC using the standard EN ISO 12855:2012 message Toll Declaration. 

The road usage itself can be detected via (automatic or manual) observations. In order to be fully effective, the 
concept requires either unexpected or undetected observations, depending on the type of secure monitoring 
applied. 

SM_CC provides the TSP with tools to check the consistency of the Charge Reports obtained from his Front-
end and/or the related Toll Declarations with the itinerary. SM_CC is based on a double principle and related 
processes which are loosely coupled but need to be executed both: Checking of Itinerary Freezing (CIF) 
and Checking of Toll Declaration (CTD). 

 

Figure 1 — The sub-processes of Compliance Checking (UML use case diagram) 

For CIF the aim is to check the registered itinerary data against an observation of road usage. The concept 
ensures that such data cannot be corrected in case of an unexpected spot check observation or 
deleted/changed in case of an absence of checks. 

CIF can be done in real-time at the roadside using an SM_CC transaction via DSRC and / or with delay in the 
back end using the CTD transaction. CIF gives the TC confidence in that all road usage is registered as an 
itinerary in the freezing process. The frozen itineraries in turn are used as a reference for checking the 
plausibility of the Toll Declarations. 

It is mandatory that the TSP checks that the itinerary is plausible and that the Toll Declaration is consistent 
with the Itinerary. The Toll Chargers confidence that this process is carried out continuously can be 
established through the CTD Process, but it is also possible to achieve this through audits or other processes 
not described in this standard. 

CTD is a spot check operation in which the Toll Declaration is checked against the underlying detailed 
itinerary data (which is not necessarily part of the Toll Declaration) in order to verify that the aggregated fields 
that are reported (e.g. distance travelled in charging zone, aggregated fee etc.) have been computed 
correctly. CTD also aims to verify the integrity, the completeness and plausibility of the itinerary data. Since 
CTD requires the TC to analyse the detailed itineraries corresponding to the Toll Declaration of the SU it is 
desirable from a privacy perspective to limit the number of CTD transactions. 
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CIF and CTD can be executed independently, however to achieve the complete coverage of Secure 
Monitoring CIF needs to be complemented with CTD and vice-versa. 

0.3 Options 

For a derivation of the different types of Secure Monitoring from the available options, see Table 1. Annex E 
provides further background information on the use of and the rationale for these options. Annex F how this 
TS can be used for the EETS. 
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SM_CC-1 1. Real-time Freezing using a Trusted 
Recorder without trusted time source 

2. Unexpected observation 
3. Real-time Checking of itinerary 

freezing over DSRC 
Option: Occasional 
delayed (back end) Checking of 
Itinerary Freezing 

X     X X   

An itinerary record (IR) is evaluated on the spot 
by the TC and deleted together with the images 
in case of correctness. 
In case of delayed (back end) Checking of 
Itinerary Freezing: Observation data for those 
checks (images) are stored until itinerary records 
can be checked. 

SM_CC-2 1. Real-time Freezing using a Trusted 
Recorder with trusted time source 

2. Unexpected observation 
3. Delayed (back end) Checking of 

Itinerary Freezing 

X X     X   

Observation (images) data are stored until 
itinerary records can be checked. 

SM_CC-3a 1. Freezing per Declaration 
2. Undetected observation 
3. Delayed (back end) Checking of 

Itinerary Freezing 

          X 

Observation (images) data are stored until 
itinerary records can be checked. 
 

SM_CC-3b 1. Freezing per Declaration with High 
Frequency 

2. Unexpected observation 
3. Delayed (back end) Checking of 

Itinerary Freezing 

    X   X   

Observation (images) data are stored until 
itinerary records can be checked. 

Table 1 — Different types of Secure Monitoring 
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A TC or TSP that wants to operate under one (or many) types of Secure Monitoring needs to implement the 
required capabilities. 

Trusted Recorder capability: To equip the OBE with a TR (SM_CC-1) or even a TR with Trusted Time 
Source (SM_CC-2) is a TSP decision. Amongst other things, the TR needs to: 

1. have a high level protection against unauthorised disclosure and/or modification of stored data; 

2. be capable of secure cryptographic computations; 

3. include a secure monotonous transaction counter; 

4. be capable of enforcing a minimum time lock between records to be signed (frozen) or explicitly checking 
the correctness of their timestamp (in case of presence of a trusted time source). 

High communication availability: High communication availability (for SM_CC-3b) is in practice determined 
by the telecommunication coverage of the toll domain. This is primarily something the TSP can influence by 
contracting the appropriate service level with the mobile communications provider. 

CIF via DSRC: The possibility to perform CIF in real-time (SM_CC-1) depends on the capability to have this 
SM_CC transaction implemented over DSRC and for both TSP and TC to be equipped with DSRC 
transponders and transceivers respectively. 

Unexpected or undetected observations: An unexpected observation is not known to the driver or OBE 
beforehand but might well be after. The reason could for example be because the user observed a road side 
compliance checking equipment, or because a DSRC transaction took place which informs the OBE that it has 
been observed. An undetected observation, by contrast, is known neither before nor after to the driver and 
OBE. 

SM_CC-1: The OBE is equipped with a TR which freezes all itineraries in real-time. By performing a CIF 
transaction via DSRC, the RSE is able to check that the observed road usage of the vehicle is correctly 
accounted for in the last frozen itinerary record. Because itinerary records are consecutively numbered and 
can only be signed by the specific TR in the OBE, the TC can be confident that this itinerary record will be 
included in the itinerary data underlying the declaration. (Missing or altered records can be detected through 
CTD.) Consequently the observation data can be deleted immediately after the check, unless irregularities 
were detected. 

SM_CC-2: Here the OBE is equipped with a TR with trusted time source. This type is quite similar to SM_CC-
1 but does not require that CIF is performed in real-time over DSRC. The full effectiveness can be 
accomplished with unexpected observations in combination with delayed CIF in the back end using the CTD 
transaction. This is due to a trusted timestamp associated with a frozen record, as opposed to the previous 
implementation scenario SM_CC-1 where only the order of records can be guaranteed through the toll domain 
counter. With a trusted timestamp, attacks where (fake) itineraries are frozen afterwards are rendered 
ineffective as they will be recorded with the actual time of creation. 

SM_CC-3a: In this scenario no TR is needed, because the TSP performs freezing per declaration. An 
observation of the vehicle is checked for consistency with the itinerary in the back end using the CTD 
transaction. Observation data have to be stored until the toll declaration and requested underlying itinerary 
data are received from the TSP. It is noted that this approach will be effective against manipulation of charge 
and itinerary data by the SU (or TSP) only if observations are, at least occasionally, undetected by the SU (or 
TSP). Otherwise, the SU (or TSP) could always take care that his manipulation goes undetected by including 
correct data for the points of observation. 

SM_CC-3b: In case there is no confidence that observations can be performed undetected, freezing per 
declaration can still be effective if the reporting frequency for the declaration is high. It will be difficult to 
manipulate itinerary data while including detected observation points under the condition that the resulting 
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itinerary data still constitute a realistic pattern. However, it depends on the scheme details what reporting 
frequency would be sufficient. A high reporting frequency also imposes requirements and costs on mobile 
communications and TSP back end. 

0.4 Privacy aspects 

SM_CC enables different implementations to comply with applicable privacy laws (which may depend on 
vehicle categories involved and the road network covered). Different options for example regarding the 
content of itinerary data (context dependent and/or independent itineraries) and different ways to access the 
data for real-time or delayed checks can be selected in order to apply with legal requirements. With the 
different options provided, this concept also supports collection limitation and data minimization as main 
privacy principles from ISO/IEC 29100. 

In some cases generation and provision of additional data for SM_CC might be forbidden or might require 
modifications in legislation. It is in the responsibility of the TSP to ensure that toll domain specific privacy 
requirements are implemented in the OBE. As a consequence, SM_CC requires an OBE to be toll domain 
aware. 

NOTE For example, in the German truck tolling system collection and storage of itinerary data regarding trips outside 
the chargeable road network would not be allowed under the current Tolling Act (Bundesfernstraßenmautgesetz). This law 
also restricts storage of time stamps with tolling events to prevent derivation of concrete speed information. 

In some cases it might be necessary not to collect specific data within a specific toll domain, to select an 
appropriate sampling rate or at least to delete the data directly on the OBE after its generation. 

The TC may also be subject to toll domain specific requirements. For instance regulations for storage of 
observation data can be different between countries. In some countries it might be forbidden to store 
observation data without a suspicion of non-compliance or to store data that are related to vehicles that are 
not liable to toll. In an extreme case this would allow unexpected observations using DSRC with real-time CIF, 
but prohibit checks where roadside observations have to be stored until the corresponding toll declarations are 
received by the TC. 

The TC should also be aware that it might be forbidden for the TSP to provide any itinerary data that are 
collected outside the TC’s toll domain or outside the TC’s country. This would limit TC’s possibilities for 
delayed CIF. As one possible solution this concept provides the option that plausibility checks of the toll 
declaration against itineraries are performed by the TSP. This would require a high level of trust between the 
TC and the TSP. 
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1 Scope 

1.1 General scope 

This Technical Specification specifies transactions and data for Compliance Checking - Secure Monitoring. 
The scope of this technical specification consists of: 

— The concept and involved processes for Secure Monitoring. 

— The definition of new transactions and data. 

— The use of the OBE compliance checking transaction as specified in CEN ISO/TS 12813:2009, for the 
purpose of Compliance Checking - Secure Monitoring. 

— The use of back end transactions as specified in EN ISO 12855:2012, for the purpose of Compliance 
Checking – Secure Monitoring. This includes definitions for the use of optional elements and reserved 
attributes. 

— A specification of technical and organisational security measures involved in Secure Monitoring, on top of 
measures provided for in the EFC Security Framework. 

— The interrelations between different options in the OBE, TSP and TC domain and their high level impacts. 

Outside the scope of this Technical Specification are: 

— Information exchange between OBE and TR. 

— Choices related to compliance checking policies e.g. which options are used, whether 
undetected/unexpected observations are applied, whether fixed, transportable and/or mobile compliance 
checking are deployed, locations and intensity of checking of itinerary freezing and checking of toll 
declaration. 

— Details of procedures and criteria for assessing the validity or plausibility of Itinerary Records. 

— Choices concerning the storage location of itinerary records, and data retention policy. 

— Recommendations for a single specific implementation due to different applicable privacy laws. Instead, a 
set of options is provided. 

1.2 Relation to CEN/TS 16439 

Secure Monitoring can be regarded as a set of specific measures addressing a number of serious threats 
identified in the EFC Security Framework, namely: 

Threats assigned to the User agent: 

— Manipulating the system to not register road usage. 

— Manipulating the system to register the wrong (lower) road usage. 

— Manipulating the system to lose road usage data. 

Threats assigned to Toll Service Provider agent: 

— Modifying usage data reported from the OBE. 
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— Suppressing reporting of road use. 

— Faulty interpretation of usage data. 

— Wrongly configuring the front end. 

NOTE The Technical Specification EFC Security Framework (CEN/TS 16439:2013) analyses the general 
requirements of the stakeholders and provides a comprehensive threat analysis for an interoperable EFC scheme. A 
number of identified threats may result in less revenue of the toll charger, incorrect charging and billing and not meeting 
required service levels between Toll Service Provider and Toll Charger. The EFC Security Framework further specifies 
requirements to counter the identified threats. Some of these requirements can be fulfilled by implementing basic security 
measures that are specified in the same document, but more specific security measures are left to other standards and 
specifications or to local choices. 

Secure Monitoring makes use of basic cryptographic security measures and procedures provided for in the 
EFC Security Framework as far as possible. The relation between the EFC Security Framework and the 
Secure Monitoring technical specifications is illustrated in Figure 2. 

 

Figure 2 — Relation between the EFC Security Framework, Secure Monitoring - Compliance Checking 
and Secure Monitoring - Trusted Recorder 

Based on the threat analysis that has been carried out in the EFC Security Framework, Figure 2 specifies 
which attacks Secure Monitoring addresses. 
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1.3 Relation to other standards 

This Technical Specification complies with the allocation of roles and responsibilities as specified in 
ISO 17573:2010 Electronic fee collection – Systems architecture for vehicle related tolling. 

This Technical Specification defines transactions in the interfaces between the TSP Front end and the Toll 
Charger's road side equipment (RSE) as well as between the Toll Service Providers and the Toll Chargers 
back end. As these interfaces are also covered by CEN ISO/TS 12813:2009 (Compliance Checking 
Communication) and EN ISO 12855:2012 (Information Exchange between service provision and Toll 
Charging), SM_CC reuses these standards by specifying which options to choose and by defining the content 
of data fields. Extensions and additions are only specified in cases where it is not possible to specify the 
SM_CC with the tools available in these standards. 

The relation between this Technical Specification, the interfaces between TC and TSP and the 
aforementioned standards is illustrated in Figure 3 below. 

 

Figure 3 — Relation between Secure Monitoring – Compliance Checking, Compliance Checking 
Communication (CEN ISO/TS 12813:2009) and Information Exchange between service provision and 

Toll Chargers (EN ISO 12855:2012) 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated references, 
the latest edition of the referenced document (including any amendments) applies. 
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ISO/IEC 8824-1:2008, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic 
notation  

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules 
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)  

ISO/IEC 8825-2:2008, Information technology — ASN.1 encoding rules: Specification of Packed Encoding 
Rules (PER)  

ISO/IEC 8825-4:2008, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER) 

ISO/IEC 9797-1:2011, Information technology — Security techniques — Message Authentication Codes 
(MACs) — Part 1: Mechanisms using a block cipher 

ISO/IEC 11770-3:2008, Information technology — Security techniques — Key management — Part 3: 
Mechanisms using asymmetric techniques 

ISO 14813-6, Intelligent transport systems — Reference model architecture(s) for the ITS sector — Part 6: 
Data presentation in ASN.1 

ISO/IEC 18033-1:2005, Information technology — Security techniques — Encryption algorithms — Part 1: 
General 

ISO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms — Part 3: 
Block ciphers 

CEN ISO/TS 12813:2009, Electronic fee collection - Compliance check communication for autonomous 
systems (ISO/TS 12813:2009) 

EN ISO 12855:2012, Electronic fee collection - Information exchange between service provision and toll 
charging (ISO 12855:2012) 

EN ISO 14906:2011 + A1:2014, Electronic fee collection - Application interface definition for dedicated short-
range communication (ISO 14906:2011) 

CEN/TS 16439:2013 Electronic fee collection - Security framework 

CEN ISO/TS 17575-1:2010, Electronic fee collection - Application interface definition for autonomous systems 
- Part 1: Charging (ISO/TS 17575-1:2010) 

CEN ISO/TS 17575-3:2011, Electronic fee collection - Application interface definition for autonomous systems 
- Part 3: Context data (ISO/TS 17575-3:2011) 

NIMA TR8350.2, Third Edition – Amendment 1, January 2000, Department of Defense – World Geodetic 
System 1984, Its Definition and Relationships With Local Geodetic Systems, issued by National Imagery and 
Mapping Agency (NIMA), US Department of Defense 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 
attribute 
addressable package of data consisting of a single data element or structured sequences of data elements 

Full document details: PD CEN/TS 16702-1:2014

http://dx.doi.org/10.3403/30105371
http://dx.doi.org/10.3403/30161233
http://dx.doi.org/10.3403/30142149U
http://dx.doi.org/10.3403/30040714
http://dx.doi.org/10.3403/30204785
http://dx.doi.org/10.3403/30183051
http://dx.doi.org/10.3403/30183051
http://dx.doi.org/10.3403/30248541
http://dx.doi.org/10.3403/30248541
http://dx.doi.org/10.3403/30189887
http://dx.doi.org/10.3403/30261651
http://dx.doi.org/10.3403/30191598
http://dx.doi.org/10.3403/30191598
http://dx.doi.org/10.3403/30204642
http://dx.doi.org/10.3403/30204642
http://www.avadocuments.com/doc/pd-cen-ts-16702-1-2014
http://www.avadocuments.com/doc/pd-cen-ts-16702-1-2014


PD CEN/TS 16702-1:2014
CEN/TS 16702-1:2014 (E) 

16 

 

3.2 
authenticator 
data, possibly encrypted, that is used for authentication 

3.3 
back end 
computing and communication facilities of an actor (e.g. a Toll Charger or a Toll Service Provider) exchanging 
data with a Front or Back End 

3.4 
charge report 
information containing road usage and related information originated at the Front End 

3.5 
context data 
information defined by the responsible Toll Charger necessary to establish the toll due for using a vehicle on a 
particular toll context and to conclude the toll transaction 

3.6 
context dependent itinerary 
itinerary of which the syntax and semantics depend on the toll domain’s context data 

3.7 
context independent itinerary 
itinerary of which the syntax and semantics are independent of the toll domain’s context data 

3.8 
electronic fee collection 
fee collection by electronic means 

3.9 
freezing per declaration 
process that freezes the itinerary related to the toll declaration by sending a cryptographic commit or the 
whole itinerary to the Toll Charger 

3.10 
front end 
parts of the toll system where usage data for an individual user are collected, processed and delivered to the 
Back End 

3.11 
itinerary 
travel diary organized in one or more itinerary records enabling assessment of the correctness of the toll 
declaration 

3.12 
itinerary batch 
sequence of sequential itinerary records of the same type all pertaining to a defined set of toll domains 

3.13 
itinerary freezing 
registering an itinerary and undeniably committing oneself to it 

3.14 
itinerary sequence 
sequence of aggregated data committing to a number of underlying itinerary batches 
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3.15 
itinerary record 
atomic data element describing use of the road network or use of the vehicle 

3.16 
on-board equipment 
equipment located on-board a vehicle including nomadic devices with the function of exchanging information 
with external systems 

3.17 
real-time freezing 
freezing of each itinerary record as soon as its acquisition has terminated using a Trusted Recorder 

3.18 
secure monitoring compliance checking 
concept that allows a Toll Charger to rely on the trustworthiness of toll declarations produced by Toll Service 
Providers 

3.19 
time lock 
mechanism ensuring that a new operation can only be commissioned after a configurable period of time or 
processor clock cycles since the previous operation 

3.20 
toll declaration 
statement to declare the usage of a given EFC service to a Toll Charger 

3.21 
toll domain 
area or a part of a road network where a certain toll regime is applied 

3.22 
trusted recorder 
logical entity capable of cryptographic functions, used to provide the OBE with security services, including 
data confidentiality, data integrity, authentication and non-repudiation 

3.23 
undetected observation 
observation of road usage, performed by the Toll Charger, which is neither known to the driver or OBE before 
nor after the observation 

3.24 
unexpected observation 
observation of road usage, performed by the Toll Charger, which is unknown to the driver or OBE before but 
might be known after the observation 

4 Abbreviations 

For the purpose of this document, the following abbreviations apply throughout the document unless 
otherwise specified. 

CDIR Context Dependent Itinerary Record 

CIF Checking of Itinerary Freezing 

CIIR Context Independent Itinerary Record 

CRL Certificate Revocation List 
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CTD Checking of Toll Declaration 

DSRC Dedicated Short Range Communication 

EETS European Electronic Toll Service 

EFC Electronic Fee Collection 

FIFO First In - First Out 

FpD Freezing per Declaration 

GNSS Global Navigation Satellite System 

IR Itinerary Record 

LAC Localisation Augmentation Communication 

OBE On Board Equipment 

OBU On Board Unit 

PICS Protocol Implementation Conformance Statement 

PIF Proof of Itinerary Freezing 

RSE Road Side Equipment 

RTF Real-Time Freezing 

SAM Secure Application Module 

SM_CC Secure Monitoring Compliance Checking 

SM_TR Secure Monitoring Trusted Recorder 

SU Service User 

TC Toll Charger 

TC_SAM Toll Charger SAM 

TR Trusted Recorder 

TSP Toll Service Provider 

TSP_SAM Toll Service Provider SAM 

TTP Trusted Third Party 

UML Unified Modeling Language 

5 Processes 

5.1 Introduction and overview 

This clause introduces the conceptual framework of Secure Monitoring Compliance Checking in terms of 
requirements to a system and/or devices implementing it. It also describes the relations between different 
processes and information classes. 
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Figure 4 — The main stakeholders and processes of Secure Monitoring (UML use case diagram) 

The Secure Monitoring Compliance Checking processes shall regulate the interactions between the three 
stakeholders Toll Charger (TC), Toll Service Provider (TSP) and Service User (SU) in the following main 
processes: 

a) Itinerary Freezing: generate and freeze the itinerary; 

b) Checking of Itinerary Freezing: check the frozen itinerary for correctness against the observation; 

c) Checking of Toll Declaration: check the correctness of the Toll Declaration against the itinerary; 

and the following supporting processes: 

d) Claiming incorrectness: information from TC to TSP about a negative outcome of Checking of Itinerary 
Freezing and/or Checking of Toll Declaration; 

e) Providing EFC Context Data: TCs specification of itinerary characteristics such as format and periodicity; 

f) Key Management: issuing, storage and use of the cryptographic keys used for secure monitoring. 

5.2 Processes needed for different types of Secure Monitoring 

SM_CC provides the options described in Table 2 to the TSP. 
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Table 2 — Processes to be implemented by the TSP 

  Processes to be supported by the TSP 

Type of 
Secure 

Monitori
ng 

Itinerary 
Freezing in 
Real-Time 

(5.3 
excluding 

5.3.4) 

Itinerary 
Freezing in 
Real-Time 

with 
Trusted 

Time 
capability 

(5.3 
excluding 

5.3.4) 

Itinerary 
Freezing 

per 
Declaratio

n (5.3 
excluding 

5.3.3) 

Itinerary 
Freezing 

per 
Declaratio

n with 
High 

Frequency 
capability 

(5.3 
excluding 

5.3.3) 

CIF via 
DSRC 

(5.4.3 and 
5.4.4) 

CIF via TSP 
Back End / 
CTD (5.4.3 
and 5.4.4) 

SM_CC-1 X       X OPTIONAL 

SM_CC-2 X X       X 

SM_CC-
3a     X     X 

SM_CC-
3b     X X   X 

NOTE The same transaction is used to perform Checking of Itinerary Freezing and Checking of Toll Declaration, the 
processes only differ in the required steps in the TC back end. Checking of itinerary freezing is not done via the back end 
in case of SM_CC-1. Therefore the transaction needs only to be implemented if Checking of Toll Declaration process is to 
be performed (the alternative would be to ascertain correspondence between itineraries and Toll Declarations through 
other processes, for example TC audits of the TSP’s system). 

SM_CC provides the options described in Table 3 to the TC. 

Table 3 — Processes to be implemented by the TC 

  Processes to be supported by the TC     

Type of 
Secure 

Monitori
ng 

UNEXPEC
-TED 

observa-
tions 
(5.4.2) 

UNDETEC
-TED 

observa-
tions 
(5.4.2) 

CIF via 
DSRC (5.4.3 
and 5.4.4) 

CIF via 
TSP Back 
End (5.4.3 
and 5.4.4) 

CTD (5.5) 

SM_CC-1 X   X   OPTIONAL 

SM_CC-2       X OPTIONAL 

SM_CC-
3a   X   X OPTIONAL 

SM_CC-
3b X     X OPTIONAL 

In case of SM_CC-3b Itinerary Freezing per Declaration is done with a high frequency, which means that the 
Toll Charger also shall be able to receive and process them at a high frequency (one Toll Declaration every 
minute is a feasible time interval). 

In addition, both TSP and TC shall implement all supporting processes, Key management (see 5.8), Claiming 
incorrectness (see 5.6) and Providing EFC Context Data (see 5.7). 
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A TSP may, for example for interoperability reasons, implement procedures that cover several types of Secure 
Monitoring at once. By retrieving the EFCContextData (see 5.7) it can decide which procedures shall be 
activated for a certain toll domain. Likewise, a TC may implement several types of Secure Monitoring to allow 
the TSPs operating in its domain a wider range of options. 

Furthermore, if a TSP implements Itinerary Freezing in Real-Time it may alternatively implement Itinerary 
Freezing in Real-Time with Trusted Time Source (both procedures described in 5.3.3). 

If a TC implements Unexpected Observations, it may alternatively implement Undetected Observations (both 
procedures described in 5.4.2) if applicable regulations in the Toll Domain allows it. 

5.3 Itinerary Freezing 

5.3.1 Introduction 

The process Itinerary Freezing has two alternative implementations; itinerary freezing in real-time (in support 
of SM_CC-1 and SM_CC-2) and itinerary freezing per declaration (in support of SM_CC-3a/b). The chosen 
alternative shall operate in parallel to the basic processes for autonomous tolling implemented by the Front-
end in compliance with EN ISO 12855:2012. 

 

Figure 5 — The sub-processes of Itinerary Freezing (UML use case diagram) 

The TSP shall implement and operate the Generate Itinerary process (first process step in both 
implementations). The TSP may either implement the Real-time Freezing process or the Freezing per 
Declaration process or both, but operate only one at a time. 

5.3.2 Generate Itinerary 

The OBE shall either generate a context independent or a context dependent itinerary. Not creating itineraries 
is only an option in non-SM_CC toll domains. 

The OBE shall always generate a context independent itinerary from the same data as collected according to 
EN ISO 12855:2012, within the Toll Domain borders defined by the EFC Context Data, in the form of context 
independent itinerary records as defined in 6.2.3.4. The records shall be generated and completed periodically 
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according to a predefined scheme of distance and time. The OBE shall complete a record in case of a change 
of applicable Toll Domain or in case of shut down. 

NOTE 1 Context independent itinerary records can be generated based on sensor data collected by any type of 
autonomous OBE without the need for processing capabilities or contextual data. Context independent itinerary records 
are a viable option for both thin and smart clients. 

NOTE 2 SM_CC does not prevent the OBE from generating and signing intermediate usage data for production of 
charge data in the proxy, or from directly generating and signing charge data in form of charge reports. 

The OBE may alternatively generate a context dependent itinerary within the Toll Domain borders defined by 
the EFC Context Data. The itinerary shall have the form of context dependent itinerary records containing 
information about one or more of the following Charge Report options from CEN ISO/TS 17575-1:2010, 5.2: 

— One record per detected Charge Object. 

— One record per fixed (configurable, see 5.7) distance or period of time, containing the driven distance 
within that part of a trip. 

— One record per fixed (configurable, see 5.7) distance or period of time, containing the time elapsed within 
that part of a trip. 

— One record per fixed (configurable, see 5.7) distance or period of time, containing the number of detected 
events within that part of the trip. 

Within a record, the charge-relevant parameters shall have a fixed value. 

The records shall have the format as defined in 6.2.3 and with one of the options selected in accordance to 
the extended EFC Context data, see 6.7. An OBE does not necessarily have to support all types of context 
dependent itineraries. 

NOTE 3 Context dependent itinerary records are an option for smart clients only. Nevertheless also for smart clients it 
might be more efficient to make use of only context independent itinerary data, eliminating the need for adapting in case of 
switching the toll context. 

The OBE shall complete a record in case of a change of applicable Toll Domain or in case of shut down. 

The availability of context dependent itinerary data are under responsibility of the Toll Service Provider and 
subject to agreement between Toll Service Provider and Toll Charger. 

In case of overlapping Toll Domains, the OBE shall generate context independent and context dependent 
itinerary records of the applicable types as necessary for each of the Toll Domains. Nevertheless, the OBE 
may generate only a single itinerary record for those overlapping Toll Domains that use the same record type 
and the same periodicity. In this case it shall contain the identification of each pertinent Toll Domain. 
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5.3.3 Real-time freezing 

 

Figure 6 — The sub-processes of Itinerary Freezing in Real-Time (UML use case diagram) 

In the case of real-time freezing (in support of SM_CC-1 or SM_CC-2), the OBE shall freeze each itinerary 
record as soon as its acquisition has terminated. To achieve this the OBE shall obtain the toll domain counter, 
which is the record sequence number for the given Toll Domain, and the authenticator calculated over the 
itinerary record data, from the Trusted Recorder. Additionally, in case of a Trusted Recorder with trusted time 
source, the OBE obtains the necessary time information from the Trusted Recorder. 

In case of a change of date or shut down of the OBE, the last record shall be frozen accordingly. 

NOTE 1 The authenticator can be generated either using symmetric cryptography and an associated secret key or 
asymmetric cryptography and an associated key pair. Both choices have their pros and cons and the choice which method 
to use is left open to the Toll Service Provider. It is to be noted that which option is used also affects the implementation of 
the Toll Charger. 

The OBE shall store the last frozen itinerary record containing the information defined in 6.2 and in case of 
SM_CC-1 make it available on the DSRC interface for checking of itinerary freezing as defined in 6.3. 

The OBE shall store the itinerary records in itinerary batches defined in 6.2 according to a FIFO principle. 

NOTE 2 This Technical Specification does not impose requirements on the OBE’s or Toll Service Provider’s internal 
format of records and batches as long as the syntax and semantics applicable to the transactions is fulfilled. 

Toll Service Provider proxy/ back end shall retrieve the itinerary records from the OBE before deletion out of 
the FIFO memory if Toll Charger CIF or CTD requests are still allowed. The period of time during which a Toll 
Charger can perform such a delayed check is to be agreed with the Toll Service Provider. 

The Toll Service Provider shall check the integrity of the itinerary and generally assess its plausibility using 
time/distance evaluations and detecting holes in the itinerary as described in 5.5.3. The Toll Service Provider 
shall check the correctness of the Front-End’s Charge Report using the itinerary and optionally other available 
usage data similarly to what is described in 5.5.4. 

If all checks are OK the Toll Service Provider shall generate a Toll Declaration, sign it and send it to the Toll 
Charger using the TollDeclarationADU according to 8.6.5 of CEN/TS 16439:2013 (using the 
InformationExchangeSec mechanism). The checks and signature can be implemented as part of a trusted 
processing platform which can be audited/certified by the Toll Charger. 
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The further handling by the Toll Service Provider if any check is not OK is outside the scope of this Technical 
Specification. 

5.3.4 Freezing per declaration 

Freezing per Declaration can be done in two ways: 

— Sending an Itinerary Sequence Hash. Sending the Itinerary Sequence Hash implies a commitment to the 
content of the underlying itinerary records, yet without including these in the message. 

— Declaring detailed charge data (directly revealing the itinerary to the Toll Charger) in which case an 
Itinerary Sequence Hash is not needed. 

 

Figure 7 — The sub-processes of Itinerary Freezing per Declaration (UML use case diagram) 

In the case of freezing per declaration, the Toll Service Provider shall check the integrity of the itinerary and 
generally assess its plausibility using time/distance evaluations and detecting holes in the itinerary as 
described in 5.5.3. The Toll Service Provider shall check the correctness of the Front-End’s Charge Report 
using the itinerary and optionally other available usage data similarly to what is described in 5.5.4. 

If all checks are OK the Toll Service Provider shall send a Toll Declaration to the Toll Charger as defined in 
6.4. 
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5.4 Checking of Itinerary Freezing 

5.4.1 Introduction 

The checking of itinerary freezing process ascertains that the itinerary has been correctly registered and 
frozen. This is a tool to detect incorrect or incomplete itineraries and gives a basis to check the consistency of 
the Toll Declaration. Checking of Itinerary Freezing consists of three sub-processes: Observing a vehicle, 
Retrieving Proof of Itinerary Freezing (PIF) and Checking PIF against Observation. 

 

Figure 8 — The sub processes of Checking Itinerary Freezing (UML use case diagram) 

5.4.2 Observing a vehicle 

This process consists of a roadside observation of a vehicle in a certain location. The observation shall be 
recorded including Vehicle Registration Mark, time of observation, location and possibly any other dynamic 
parameters that affect the computation of a Toll Declaration (for example trailer on/off) and one or more 
images proving the observation. 

There are two types of observations: Unexpected and Undetected. An Unexpected observation is not known 
to the driver or OBE beforehand but might well be after. If the observation is Undetected, its occurrence is 
neither known before nor after to the driver and OBE. 

Undetected observations shall be performed in case of Freezing per declaration with low periodicity (in 
support of SM_CC-3a). Unexpected or Undetected observations shall be performed in case the itineraries are 
frozen in real-time using a Trusted Recorder (in support of SM_CC-1 and SM_CC-2) or in case of Freezing 
per declaration with high periodicity (in support of SM_CC-3b). 

NOTE 1 At time of writing, undetected observations are difficult to perform, especially with automatic means. But as 
technology advances this might become a realistic option. 

NOTE 2 An observation can of course also be expected. An example would be a highly visible road side installation 
which is operating continually and that is well known to many drivers. Since it is expected it does not have the typical 
properties of a spot check. Such an observation will ensure compliance of a vehicle in moment when it is passing the 
observing entity but neither before nor after. In practice it is likely that several observing entities will be expected to certain 
drivers and unexpected to others. Furthermore, even completely expected observations makes compliance checks based 
on trip logic possible. This however is outside of the scope of this specification. 
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5.4.3 Retrieving Proof of Itinerary Freezing (PIF) 

The retrieving proof of itinerary freezing process has two options: retrieving the proof in real-time from the 
OBE (in support of SM_CC-1) or with delay from the TSP back end (in support of SM_CC-2 or SM_CC-3a/b). 

 

Figure 9 — The sub processes of Retrieving Proof of Itinerary Freezing (UML use case diagram) 

In case of retrieving the PIF in real-time, the Toll Charger shall retrieve the last frozen itinerary record directly 
from the OBE using an RSE initiating a SM_CC transaction compliant to 6.3. 

In case of retrieving the PIF with delay, the Toll Charger shall request, within an agreed period of time from an 
observation, the frozen itinerary (one or more batches) corresponding to such observation to the Toll Service 
Provider using a Back End Data Checking transaction with indication of the observation compliant to 6.5. In 
the case that many TSPs offer services in the specific toll domain, the TC has to identify the relevant TSP 
corresponding to the observed vehicle. If the market shares are equally distributed between the different TSPs 
the Toll Charger may manage white lists of registered users with a specific Toll Service Provider. Otherwise 
the Toll Charger may use ad hoc requests using the Retrieve User Details (RetrieveUserDetailsADU) 
information exchange as specified in EN ISO 12855:2012, 6.14. 

NOTE  In case the Toll Declaration contains charge data which inherently reveal the vehicle’s itinerary, there is no 
need to retrieve a proof of itinerary freezing, see 5.3.4. 

For privacy reasons, the Toll Service Provider shall only provide batches relevant to the observation of the Toll 
Charger, using a Back End Data Checking transaction compliant to 6.5. 

Retrieving PIF via TSP back end implies that observations shall be saved until the back end data can be 
retrieved. This might be a legal problem in domains where a suspicion of non-compliance is needed in order 
to store observation data. 

The Toll Charger shall check the integrity of the Itinerary Record(s) by checking the Itinerary Record’s 
Authenticator as described in 7.1.2 or 7.1.3. 
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5.4.4 Checking PIF against Observation 

In case SM_CC-1 is supported, the Toll Charger shall check if the itinerary record obtained directly from the 
OBE corresponds to the local observation on the road. 

In order to protect privacy, the check should be done in real-time, preferably directly at the roadside. 

In case SM_CC-2 or SM_CC-3a/b implemented, the Toll Charger shall check if a record within the frozen 
itinerary obtained from the Toll Service Provider corresponds to the registered observation on the road. 

NOTE How and in which case sanctions are applied to the Service User and/or Toll Service Provider in case of non-
compliance is outside the scope of this Technical Specification. 

5.5 Checking of Toll Declaration 

5.5.1 Introduction 

The Toll Charger may use Checking of Toll Declaration to ensure that the Toll Declaration is plausible with the 
itinerary. This in turn gives assurance that the presence of a vehicle in a toll domain has been correctly 
accounted for by the Toll Service Provider in the Toll Declaration. 

 

Figure 10 — The sub processes of Checking of Toll Declaration (UML use case diagram) 

The Checking of Toll Declaration process consists of three sub-processes; Retrieve Itinerary Data, Check 
Itinerary Consistency and Checking Toll Declaration against Itinerary. 

5.5.2 Retrieve Itinerary Data 

The Toll Charger shall request all or a single sub-itinerary pertaining to a previously received Toll Declaration 
within an agreed period of time using the Back End Data Checking transaction as described in 6.5. 

The Toll Service Provider shall respond as described in 6.5. 
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For privacy reasons, the Toll Service Provider shall check if the number of requests for a certain vehicle in a 
certain period exceeds a maximum level threshold and deny the request if this is the case. The maximum 
threshold is to be agreed in advance between the Toll Service Provider and Toll Charger. 

NOTE In case of freezing per declaration in combination with the case where the Toll Declaration contains charge 
data which inherently reveal the vehicle’s itinerary, there is no need to retrieve itinerary data, see 5.3.4. 

5.5.3 Check Itinerary Consistency 

The Toll Charger shall check that the itinerary is plausible by checking: 

— the integrity of the single records by checking the correctness of the authenticator as described in 7.1.2 or 
7.1.3 

— that the records within the same batch are sequential in terms of toll domain counter value, and in terms 
of end and start position 

— that the records in consecutive batches are sequential in terms of counter value, and in terms of end and 
start position 

— the plausibility of the single records using time/distance evaluations 

— the plausibility of the overall itinerary using time/distance evaluations. 

NOTE In the case that a toll domain counter is used for more than one Toll Domain (e.g. a cluster of domains), 
records pertaining to the same Toll Domain may not be sequential due to records generated in the other Toll Domains 
(e.g. a vehicle travelling from country A to C via B and back to A via D, will generate records in A twice, but in between 
generate records in B, C and D). 

If any check produces a negative result, the Toll Charger shall send a claim to the Toll Service Provider (see 
5.6). 

5.5.4 Checking Toll Declaration against Itinerary 

If the complete set of itinerary batches is available, the Toll Charger can check that the aggregated data in the 
Toll Declaration, referred to as S in 6.4.3, correspond to or are plausible with these data. 

If only one itinerary batch is available, the Toll Charger can check that it corresponds to or is plausible with the 
itinerary batch sum (in the itinerary sequence). Furthermore, the Toll Charger can also check that the itinerary 
batch sums correspond to the Toll Declaration. 

If all checks are ok, the Toll Charger shall mark the Toll Declaration as checked incl. timestamp and signature 
and send it to the processes responsible for generation of Billing Details. 

If any check is negative, The Toll Charger shall send a claim to the Toll Service Provider (see 5.6). 

NOTE In addition, the checks generate results which also can be used for the calculation of charging metrics agreed 
between the Toll Service Provider and the Toll Charger in order to assess the charging performance parameter at the level 
of Toll Declarations. Examples are metrics that measure: a) the correctness or incorrectness of the generation of Toll 
Declarations as the probability that a Toll Declaration is correctly or incorrectly generated b) the overall level of late Toll 
Declarations as the proportion of Toll Declarations received by the TC in a defined period between the chargeable event 
and the receipt of the Toll Declaration against all Toll Declarations that are checked c) the ability of the TSP to correctly 
detect charge-relevant events to avoid undercharging as the probability that a chargeable event has been properly 
detected by the TSP d) the ability of the TSP to avoid overcharging as the probability that a chargeable event has been 
improperly detected by the TSP for vehicles not using the infrastructure. A precondition for this is that the collection of 
itinerary data outside the chargeable road network is allowed by local privacy laws of the specific toll domain. 
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5.6 Claiming incorrectness 

Claiming incorrectness is one of the supporting processes by which the Toll Charger shall inform the Toll 
Service Provider that Checking of Itinerary Freezing and/or Checking of Toll Declaration had a negative 
outcome. If data were missing or incorrect the Toll Service Provider shall send new itinerary data. 

Any further handling is outside the scope of this Technical Specification. 

Claiming incorrectness shall be carried out in accordance with 6.6. 

5.7 Providing EFC Context Data 

Providing EFC Context Data are one of the supporting processes. It is based on the EN ISO 12855:2012 as 
redefined by CEN/TS 16439:2013 but enhanced by this Technical Specification for use by a Toll Charger to 
specify SM_CC EFC Context Data. SM_CC EFC Context Data are used to specify the format and periodicity 
of the itinerary records as well as details of the generation of the Itinerary Sequence Hash and the sub 
itinerary. 

Providing EFC Context Data shall be done in accordance with 6.7. 

5.8 Key Management 

5.8.1 Introduction 

In general, key management is the management of trusted objects in an information security system. This 
includes aspects of the generation, exchange, storage, use, and replacement of keys. In the context of Secure 
Monitoring, key management deals with the confidentiality and the authorized use of the secure monitoring 
key(s) so as to guarantee that the security measures provide the needed integrity and non-repudiation 
characteristics. Key management as described in CEN/TS 16439:2013, Clause 9, applies to all security 
measures imported from that Technical Specification. For SM_CC, the following additional security targets 
apply: 

— Authenticators (MACs or signatures) for real-time freezing are generated by Trusted Recorders dedicated 
to OBEs. The Trusted Recorder is assumed to have a high resistance against read access to keys and 
against manipulation of the cryptographic processes it performs. 

— Toll chargers and Toll Service Provider need the possibility to check the correctness of an authenticator 
generated by a Trusted Recorder without compromising the non-repudiation characteristics of the 
authenticator. 

5.8.2 Requirements 

As one option, SM_CC can use a TR-specific secret SM_CC key to calculate the Itinerary Record 
authenticator using a symmetric cipher in the sense of ISO/IEC 18033-1 and as defined in 7.1.2. 

As an alternative option, SM_CC can use a pair of public and private SM_CC keys per TR to calculate the 
Itinerary Record authenticator using an asymmetric cipher in the sense of ISO/IEC 18033-1 and as defined in 
7.1.3. 

Two types of security components are relevant to SM_CC: 

— The Trusted Recorder is used for Real-time freezing in the OBE (see 5.3.3) 

— The SM_CC_Verification SAM is used at the Roadside (see 5.4.3) and the Back End (see 5.3.3) to verify 
Authenticators calculated using symmetric cryptography (MAC) 
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The Toll Charger and Toll Service Provider shall implement an appropriate key distribution process that 
provides trust that the secret and/or private keys are available in plain only inside the Trusted Recorder and in 
dedicated SAMs at the Toll Charger and Toll Service Provider with at least the same level of protection 
against disclosure as defined in CEN/TS 16439:2013, 9.2.3. 

The definition of requirements to the Trusted Recorder and the SM_CC_Verification SAM are outside the 
scope of this Technical Specification. Assumptions on properties of each device can be found in 7.3. 

NOTE 1 Requirements on the Trusted Recorder and the SM_CC Verification SAM can be found in WI 00278338, 
Electronic Fee Collection – Secure Monitoring – Trusted Recorder./ 

NOTE 2 It is conceivable to implement a scheme in which sufficient trust exists that SM_CC MACs can only be produced 
by an authentic TR. This requires that the TSP has no access to the SM_CC Key. Consequently, as TSP and TCs make 
use of SM_CC Verification SAMs in which the SM_CC Master Key is stored, it is necessary that this device can only be 
used for verification but not for generation of SM_CC MACs. 

Table 4 below gives an overview of the various keys used in the Secure Monitoring Compliance Checking 
(SM_CC) context in relation to the options described above. 

Table 4 — overview of keys in the SM_CC context 

Key usage In the Front-end at TSP at the TC 

SM_CC using secret key 
(symmetric 
cryptography) 

One single TR-specific 
Secret SM_CC key stored 
in TR (generation of MAC) 

One single Secret SM_CC 
master key stored in 
SM_CC_Verification SAM 
(verification of MAC) 

One single Secret SM_CC 
master key stored in 
SM_CC_Verification SAM 
(verification of MAC) 

SM_CC using key pair 
(asymmetric 
cryptography) 

Private SM_CC key stored 
in TR 

Public SM_CC keys 
(certificates) 

Public SM_CC keys 
(certificates) 

Key distribution Private TR key stored in 
TR - - 

6 Transactions 

6.1 Introduction 

This chapter describes the semantics of the itinerary data, the SM_CC DSRC Transactions and the Toll 
Service Provider Back End to Toll Charger Back End transactions that support the SM_CC procedures. The 
full syntax descriptions are provided in Annex A. 

All data that are being transmitted between actors shall be encoded according to ISO/IEC 8825-4:2008 (XER) 
except data sent between OBE and RSE which shall be encoded according to ISO/IEC 8825-2:2008 (PER). 
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