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European foreword

This document (CEN/TS 17261:2018) has been prepared by Technical Committee CEN/TC 224 “Personal
identification and related personal devices with secure element, systems, operations and privacy in a
multi sectorial environment”, the secretariat of which is held by AFNOR.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands,
Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and
the United Kingdom.
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Introduction

This document is concerned with the performance-based testing of biometric authentication for
automated access control systems (AACS), in particular for physical access control to controlled areas
of Critical Infrastructure as defined by the European Council Directive 2008/114/EC [7].

It is assumed that biometric recognition constitutes a second authentication factor alongside token-
based authentication and that the AACS requires the results of the biometric and token-based
authentication of the same individual before authorizing access. The biometric+token combination
emulates a biometric verification system. The token presentation constitutes the biometric claim
that the capture subject is the bodily source of the biometric reference associated with the token ID.
Accordingly, technical performance of the biometric authentication is assessed in terms of verification
metrics, i.e. False Accept Rate, False Reject Rate, Failure-to-Enrol Rate and throughput rates.
Technical performance requirements and evaluation methods should be identical irrespective of the
biometric technology.

Biometric subsystems should also be evaluated in terms of their vulnerability to defeat. This is to be
assessed through measuring a system'’s capacity to resist a direct attack on it or detect an intrusion
attempt by a knowledgeable attacker intent on defeating the biometric authentication. Since method
of attack is dependent on the biometric technology, vulnerability to defeat is assessed in a technology-
specific manner.

The results of an evaluation performed using this document relate to the system’s performance in
that the evaluation should not be used as a guarantee of the performance that would be expected on
any other site.
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