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European foreword

This document (CLC IEC/TS 63394:2024) consists of the text of IEC/TS 63394:2023 prepared by
IEC/TC 44 "Safety of machinery - Electrotechnical aspects".

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Technical Specification IEC/TS 63394:2023 was approved by CENELEC
as a European Technical Specification/Technical Report without any modification.

In the official version, for Bibliography, the following notes have to be added for the standard indicated:

IEC 60204-1:2016 NOTE Approved as EN 60204-1:2018

IEC 60947-5-3:2013 NOTE Approved as EN 60947-5-3:2013 (not modified)
IEC 60947-5-8:2020 NOTE Approved as EN IEC 60947-5-8:2021 (not modified)

NOTE Approved as EN 60947-7-1

NOTE Approved as EN 60947-7-2

NOTE Approved as EN 61000-6-7

IEC 61025:2004 NOTE Approved as EN 61025:2007 (not modified)
NOTE Approved as EN IEC 61496-1

IEC 61508-1:201d NOTE Approved as EN 61508-1:2010 (not modified)

IEC 61508-4:201Q NOTE Approved as EN 61508-4:2010 (not modified)

IEC 61508-5:201Q NOTE Approved as EN 61508-5:2010 (not modified)

IEC 61508-6:2010 NOTE Approved as EN 61508-6:2010 (not modified)

IEC 61508-7:201( NOTE Approved as EN 61508-7:2010 (not modified)

IEC 61800-5-2:2016 NOTE Approved as EN 61800-5-2:2017 (not modified)
IEC 61511 (series) NOTE Approved as EN 61511 (series)

IEC 61649:2008 NOTE Approved as EN 61649:2008 (not modified)
ISO 11161:2007 NOTE Approved as EN ISO 11161:2007 (not modified)
ISO 13855:2010 NOTE Approved as EN ISO 13855:2010 (not modified)
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the
relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available
here: www.cencenelec.eu.

Publication Year Title EN/HD Year
EC 62061 2021 Safety of machinery - Functional safety of ENIEC 62061 2021

safety-related control systems

IEC/TR 63074 2019 Safety of machinery - Security aspects related - -
to functional safety of safety-related control
systems

ISO 12100 2010 Safety of machinery - General principles for EN ISO 12100 2010
design - Risk assessment and risk reduction

ISO 13849-1 2015 Safety of machinery - Safety-related parts of - -
control systems - Part 1: General principles for

design

ISO 13850 2015 Safety of machinery - Emergency stop function EN ISO 13850 2015
- Principles for design

SO 13851 2019 Safety of machinery - Two-hand control devices EN ISO 13851 2019
- Principles for design and selection

SO 14118 2017  Safety of machinery - Prevention of unexpected EN ISO 14118 2018
start-up

ISO 14119 2013 Safety of machinery - Interlocking devices EN ISO 14119 2013

associated with guards - Principles for design
and selection
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY - GUIDELINES ON FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC TS 63394 has been prepared by IEC technical committee 44: Safety of machinery —
Electrotechnical aspects. It is a Technical Specification.

The text of this Technical Specification is based on the following documents:

Draft Report on voting

44/980/DTS 44/989/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT — The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

In the context of the safety of machinery, the sector standard , along with
ISO 13849-1, provides requirements and guidance to the manufacturers of machines to design,
develop and integrate a safety-related control system (SCS) or safety-related parts of control
systems (SRP/CS), respectively, including input devices and final elements whatever the
technology (mechanical, pneumatic, hydraulic and electrical technologies).

The following aspects are relevant:

— the classification of safety functions,
— the architecture of the realization of safety functions,
— the modes of operation of safety functions,

— the calculation based on the used technology.
Therefore, safety functions can be classified as follows:

— Safety functions that stop the dangerous movement(s) of the machine and that are mainly
performed by SCS or SRP/CS of machines for the protection of persons. Typical examples
are interlocking guards, sensitive protective equipment, two-hand control devices and
emergency stop.

— Safety functions that protect the integrity of the machine against its destruction and that in
a second step can have an impact on the protection of persons. Typical examples are
protective devices, devices for limiting pressure or temperature (also defined as
"safety-related parameters", e.g. position, speed, temperature or pressure, deviate from
limits defined in the control system).

— Other safety functions that are not covered by the two previous cases.

NOTE 1 The different kinds of safety functions are defined and in line with the classifications and definitions of
ISO 12100 and I1SO 13849-1.

The subsystem architectures to perform safety function(s) are considered.

NOTE 2 In IEC 62061:2021, information is introduced to map SIL (Safety Integrity Level) classification of
/IEC 61508 and classification of 1SO 13849-1 in terms of categories, architectures, designated
architectures and PL (Performance Level). In order to allow backward compatibility, these different criteria are
considered in this document.

Depending on the mode of operation of the safety function, criteria and calculations will be
considered in order to fulfil the requirements of this document and in order to be in line with
existing regulations (e.g. such as recommendations for use in Europe) and other requirements
already defined in existing standards, for example on test periodicity.

In order to consider mechanical, pneumatic, hydraulic and electrical technologies, applications
for the safety functions, architectures and mode of operation, the associated calculations are
evaluated.

NOTE 3 For example, most calculations inside standards are based on the exponential law that is typically
applicable to electronic technology. For mechanic or other technologies, Weibull distribution is applied and
exponential distribution is not used, except under restrictions.
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SAFETY OF MACHINERY - GUIDELINES ON FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

1 Scope

In the context of the safety of machinery, the sector standard , along with
ISO 13849-1, provides requirements to manufacturers of machines for the design, development
and integration of safety-related control systems (SCS) or safety-related parts of control
systems (SRP/CS), depending on technology used (mechanical, pneumatic, hydraulic or

electrical technoloiiesi to perform safety function(s). This document does not replace
ISO 13849-1 and |EC 62061. This document gives additional guidance to the application of
EC 62061 or ISO 13849-1. This document:

— gives guidelines and specifies additional requirements for specific safety functions based

on the methodology of ISO 12100, which are relevant in machinery and respecting typical
boundary conditions of machinery;

— considers safety functions which are designed for high demand mode of operation yet are
rarely operated, called rarely activated safety functions;

NOTE 1 IEC 62061:2021 completely covers high demand. However, other safety functions related to the
protection of the machine itself and indirectly of persons are considered more in detail in this document.

— gives additional information for the calculation of failure rates using other (non-electronic)
technologies based e.g. on Weibull distribution, because all the formula defined in
EC 62061 and ISO 13849-1 are based on exponential distribution.

Therefore, the basis for these guidelines and additional requirements is

— atypical classification of safety functions;

— a consideration of typical architectures used for designing safety functions;

— aconsideration of modes of operation of safety functions;

— the derivation and evaluation of PFH formulas for subsystems considering the used
technology.

NOTE 2 These guidelines can also be used for application of ISO 13849-1 for the design process of SRP/CS.

This document does not address low demand mode of operation according to IEC 61508.

This document does not take into account either layer of protection analysis (LOPA) or basic
process control system (BPCS), according to IEC 61511 as a risk reduction measure.

This document considers all lifecycle phases of the machine regarding functional safety, and
SCS or SRP/CS.

NOTE 3 The user of the machine needs information from the machine manufacturer for the safe operation of the
machine, e.g. useful lifetime of components, maintenance information, testing of safety functions if necessary.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62061:2021, Safety of machinery — Functional safety of safety-related control sﬁsgtr:nfjments
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IEC TR 63074:2019, Safety of machinery — Security aspects related to functional safety of
safety-related control systems

ISO 12100:2010, Safety of machinery — General principles for design — Risk assessment and
risk reduction

ISO 13849-1:2015, Safety of machinery — Safety-related parts of control systems — Part 1:
General principles for design

ISO 13850:2015, Safety of machinery — Emergency stop function — Principles for design

ISO 13851:2019, Safety of machinery — Two-hand control devices — Principles for design and
selection

ISO 14118:2017, Safety of machinery — Prevention of unexpected start-up

ISO 14119:2013, Safety of machinery — Interlocking devices associated with guards — Principles
for design and selection

3 Terms and definitions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

application software

software specific to the application, that is implemented by the designer of the SCS or SRP/CS,
generally containing logic sequences, limits and expressions that control the appropriate input,
output, calculations, and decisions necessary to meet the SCS or SRP/CS functional
requirements

[SOURCE: IEC 62061:2021, 3.2.59, modified — "or SRP/CS" added to the definition]

3.1.2
architectural constraint
set of architectural requirements that limit the SIL that can be claimed for a subsystem

[SOURCE: IEC 62061:2021, 3.2.46]

3.1.3
architecture
specific configuration of hardware and software elements in an SCS or SRP/CS

[SOURCE: |[EC 61508-4:201(, 3.3.4, modified — Terminology adapted to machinery]

Documents

Document Sharing Hub

Full document details: PD CLC IEC/TS 63394:2024


http://www.iso.org/obp
https://doi.org/10.3403/30364951?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024

- 14 - IEC TS 63394:2023 © IEC 2023

3.1.4

average frequency of a dangerous failure per hour

PFH

average frequency of dangerous failure of an SCS or SRP/CS to perform a specified safety
function over a given period of time

Note 1 to entry: The term PFH corresponds to the probability of dangerous failures per hour (PFHy) of
EC 62061:2008, IEC 62061:2005/AMD1:2012, and IEC 62061:2005/AMD2:2015.

Note 2 to entry: The term "average probability of dangerous failure per hour" PFH, is used in ISO 13894-1 and can
be considered to be identical to the PFH according to the IEC 61508 series.

[SOURCE: JEC 61508-4:2010, 3.6.19, modified — Terminology adapted to machinery, existing
notes deleted, new notes added]

3.1.5

common cause failure

CCF

failure, that is the result of one or more events, causing concurrent failures of two or more
separate channels in a multiple channel subsystem, leading to failure of a safety function

[SOURCE: |[EC 61508-4:2010, 3.6.10, modified — Abbreviated term added, system failure
replaced by failure of a safety function]

3.1.6

configuration management

discipline of identifying the components of an evolving system for the purposes of controlling
changes to those components and maintaining continuity and traceability throughout the
lifecycle

[SOURCE: |[EC 61508-4:201(d, 3.7.3, modified — Note removed]

3.1.7

continuous mode of operation

mode of operation where the safety function retains the machinery in a safe state as a part of
normal operation

Note 1 to entry: Continuous mode means that a safety function is performed continuously, i.e., the SCS is
continuously controlling the machine and a (dangerous) failure of its function can result in a hazard.

Note 2 to entry: The distinction between high demand and continuous mode is relevant for the qualification of
diagnostic measures (refer to IEC 62061:2021, 7.4.3 and 7.4.4). It is not relevant for target failure measure and SIL
assignment.

[SOURCE: |JEC 61508-4:201(0, 3.5.16, modified — The definition "continuous mode of operation"
taken from the broader definition of "mode of operation", notes added]

3.1.8

dangerous failure

failure of an SCS or SRP/CS, a subsystem, or a subsystem element that plays a part in
implementing the safety function that:

a) prevents a safety function from operating when required (demand mode) or causes a safety
function to fail (continuous mode) such that the machine is put into a hazardous or
potentially hazardous state; or

b) decreases the probability that the safety function operates correctly when required

[SOURCE: |[EC 61508-4:2010, 3.6.7, modified — Terminology adapted to machinery]
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3.1.9
demand
event that causes the SCS or SRP/CS to perform a safety function

Note 1 to entry: Demand mode means that a safety function is only performed on request (demand) in order to
transfer the machine into a specified state. The SCS or SRP/CS does not influence the machine until there is a
demand on the safety function.

Note 2 to entry: Demand rate (DR) or the frequency of demands is one of the main factor that is considered for
assessing the demand mode, low or high. For this particular purpose, the demand rate (DR) can be identified with
the rate of events, where harm would occur without intervention of the safety function. This rate may be lower than
an actual rate of triggering the safety function during operation.

Note 3 to entry: For an emergency stop function, the demand mode is not defined. To determine the achieved SIL,
the principle for evaluation of the selected demand mode of the other functions is usually applicable.

[SOURCE: IEC 62061:2021, 3.2.25, modified — "or SRP/CS" added)]

3.1.10

diagnostic coverage
DC
fraction of dangerous failures detected by automatic on-line diagnostic tests

Note 1 to entry: The fraction of dangerous failures is computed by using the dangerous failure rates associated with
the detected dangerous failures divided by the total rate of dangerous failures.

Note 2 to entry: The dangerous failure diagnostic coverage is computed using the following equation, where DC is

the diagnostic coverage, 4y, is the detected dangerous failure rate and Ay, .., is the total dangerous failure rate:

DC = 0D

=— 1
’1Dtota| ( )

Note 3 to entry: This definition is applicable providing the individual components have constant failure rates.

[SOURCE: |EC 61508-4:201d, 3.8.6, modified — The second part of the definition has been
moved to a note to entry]

3.1.11

diagnostic function

function intended to detect faults in the SCS or SRP/CS and initiate a specified fault reaction
function when a fault is detected

Note 1 to entry: This function is intended to detect faults that could lead to a dangerous failure of a safety function
and initiate a specified fault reaction function.

[SOURCE: IEC 62061:2021, 3.2.19, modified — "or SRP/CS" added]

3.1.12

diagnostic test interval

interval between on-line tests to detect faults in a subsystem that has a specified diagnostic
coverage

[SOURCE: |JEC 61508-4:201(, 3.8.7, modified — Replacing safety-related system by subsystem]

3.1.13

embedded software

software, supplied as part of a pre-designed subsystem, that is not intended to be modified and
that relates to the functioning of, and services provided by, the SCS or SRP/CS or subsystem,

as opposed to the application software Documents
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Note 1 to entry: Firmware and system software are examples of embedded software.

[SOURCE: IEC 62061:2021, 3.2.60, modified — "or SRP/CS" added]

3.1.14

failure

termination of the ability of an item (SCS or SRP/CS, a subsystem or a subsystem element) to
perform a required function

Note 1 to entry: Failures are either random (in hardware) or systematic (in hardware or software).
Note 2 to entry: After a failure, the item has a fault.
Note 3 to entry: "Failure" is an event, as distinguished from "fault”", which is a state.

Note 4 to entry: The concept of failure as defined does not apply to items consisting of software only.

[SOURCE: ISO 12100:2010, 3.34, modified — “(SCS or SRP/CS, a subsystem or a subsystem
element)” added and note 1 to entry added]

3.1.15

fault

abnormal condition that may cause a reduction in, or loss of, the capability of an SCS or
SRP/CS, a subsystem, or a subsystem element to perform a required function

Note 1 to entry: InIEC 60050-192:2015, 192-04-01 a fault of an item is described as inability to perform as required,
due to an internal state.

[SOURCE: |EC 61508-4:2010, 3.6.1, modified — Terminology adapted to machinery, note
shortened]

3.1.16

fault reaction function

function that is initiated when a fault within an SCS or SRP/CS is detected by the SCS or
SRP/CS diagnostic function

[SOURCE: IEC 62061:2021, 3.2.20, modified — "or SRP/CS" added to the definition]

3.1.17

fault tolerance

ability of an SCS or SRP/CS, a subsystem, or subsystem element to continue to perform a
required function in the presence of faults or failures

[SOURCE: |EC 61508-4:201d, 3.6.3, modified — Terminology adapted to machinery, note to
entry omitted]

3.1.18

full variability language

FVL

type of language that provides the capability to implement a wide variety of functions and
applications

Note 1 to entry: Typical example of systems using FVL are general-purpose computers.
Note 2 to entry: FVL is normally found in embedded software and is rarely used in application software.

Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

[SOURCE: IEC 61511-1:2016, 3.2.75.3, modified — First part of definition omitted and link to
process sector deleted]
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3.1.19

functional safety

part of the overall safety of the machine and the machine control system that depends on the
correct functioning of the SCS or SRP/CS and other risk reduction measures

[SOURCE: |EC 61508-4:2010, 3.1.12, modified — Using terms machine, machine control
system, SCS and SRP/CS]

3.1.20

hardware fault tolerance

HFT

property of a subsystem to potentially lose the safety function upon at least N+1 faults

Note 1 to entry: A hardware fault tolerance of N means that N+1 faults of a subsystem could cause a loss of the
safety function.

[SOURCE: IEC 62061:2021, 3.2.35]

3.1.21

hardware safety integrity

part of the safety integrity of an SCS or its subsystems relating to random hardware failures in
a dangerous mode of failure

Note 1 to entry: The term relates to failures in a dangerous mode, that is, those failures of a safety-related system
that would impair its safety integrity.

Note 2 to entry: Hardware safety integrity includes architectural constraints.

[SOURCE: JEC 61508-4:2010, 3.5.7, modified — Terminology adapted to machinery, note 1
shortened, note 2 added]

3.1.22
harm
physical injury or damage to health

[SOURCE: ISO 12100:2010, 3.5]

3.1.23
hazard
potential source of harm

Note 1 to entry: The term "hazard" can be qualified in order to define its origin (for example, mechanical hazard,
electrical hazard) or the nature of the potential harm (for example, electric shock hazard, cutting hazard, toxic hazard,
fire hazard).

Note 2 to entry: The hazard envisaged by this definition either

- is permanently present during the intended use of the machine (for example, motion of hazardous moving
elements, electric arc during a welding phase, unhealthy posture, noise emission, high temperature), or

- can appear unexpectedly (for example, explosion, crushing hazard as a consequence of an
unintended/unexpected start-up, ejection as a consequence of a breakage, fall as a consequence of
acceleration/deceleration).

Note 3 to entry: The French term "phénomene dangereux" should not be confused with the term "risque", which
was sometimes used instead in the past.

[SOURCE: ISO 12100:2010, 3.6]

3.1.24
hazardous situation
circumstance in which a person is exposed to at least one hazard
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Note 1 to entry: The exposure can result in harm immediately or over a period of time.

[SOURCE: ISO 12100:2010, 3.10]

3.1.25

hazard zone

danger zone

any space within and/or around machinery in which a person can be exposed to a hazard

[SOURCE: ISO 12100:2010, 3.11]

3.1.26

high demand mode of operation

mode of operation in which the frequency of demands of a safety function is greater than one
per year

Note 1 to entry: Continuous mode means that a safety function is performed continuously, i.e., the SCS is
continuously controlling the machine and a (dangerous) failure of its function can result in a hazard.

Note 2 to entry: The distinction between high demand and continuous mode is relevant for the qualification of
diagnostic measures (refer to IEC 62061:2021, 7.4.3 and 7.4.4). It is not relevant for target failure measure and SIL
assignment.

[SOURCE: |EC 61508-4:2010, 3.5.16, modified — The definition of "high demand mode of
operation" taken from the definition of "mode of operation", notes added]

3.1.27

limited variability language

LVL

type of language that provides the capability to combine predefined, application specific, library
functions to implement the safety requirements specifications

Note 1 to entry: A LVL provides a close functional correspondence with the functions required to achieve the
application.

Note 2 to entry: Typical examples of LVL are given in |EC 61131-3. They include ladder diagram, function block
diagram and sequential function chart. Instruction lists and structured text are not considered to be LVL.

Note 3 to entry: Typical example of systems using LVL: programmable logic controller (PLC) configured for machine
control.

3.1.28

low demand mode of operation

mode of operation in which the frequency of demands of a safety function is no greater than
one per year

[SOURCE: |EC 61508-4:2010, 3.5.16, modified — The definition of "low demand mode of
operation" taken from the broader definition of "mode of operation"]

3.1.29

machinery

machine

assembly, fitted with or intended to be fitted with a drive system consisting of linked parts or
components, at least one of which moves, and which are joined together for a specific
application

Note 1 to entry: The term "machinery" also covers an assembly of machines which, in order to achieve the same
end, are arranged and controlled so that they function as an integral whole.

[SOURCE: ISO 12100:2010, 3.1, modified — Note 2 to entry omitted]
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3.1.30

machine control system

MCS

system that responds to input signals from the machinery and/or from an operator and
generates output signals causing the machinery to operate in the desired manner

Note 1 to entry: The machine control system includes input devices and final elements.

[SOURCE: |JEC 61508-4:201(, 3.3.3, modified — The term defined has been changed, "process"
has been changed to "machinery"]

3.1.31

mean repair time

MRT

expected overall repair time after a fault has been detected in a safety function and machine
continues to operate

Note 1 to entry: MRT encompasses:

e the time spent before starting the repair; and

e the effective time to repair; and

e the time before the component is put back into operation.

Note 2 to entry: Depending on the type of detected fault and the fault reaction, the numerical values for MRT and
MTTR can be different.

[SOURCE: |[EC 61508-4:2010, 3.6.22, modified — Terminology adapted to machinery and more
details added to the definition, Note 1 made similar to IEC 62061:2021, 3.2.39, Note 2 added]

3.1.32

mean time to failure

MTTF

average value of expectation of the time to failure

[SOURCE: IEC 60050-192, 192-05-11, modified — "operating" removed from the term, "average
value" added to the definition, and Original notes removed]

3.1.33
mean time to dangerous failure
MTTFp

expectation of the mean time to dangerous failure

Note 1 to entry: Definition derived from IEC 60050-192:2015, 192-05-11 but restricted to dangerous failures.]

3.1.34

mean time to restoration

MTTR

expected time to achieve restoration after a fault has occurred in a safety function

Note 1 to entry: MTTR encompasses:

e the time to detect the failure (a); and

e the time spent before starting the repair (b); and

e the effective time to repair (c); and

e the time before the component is put back into operation (d).

The start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of (c).

[SOURCE: |[EC 61508-4:2010, 3.6.21, modified — Terminology adapted to machinery.and more
details added to definition] ocuments
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3.1.35
pre-designed SCS or subsystem
SCS or subsystem which meets the relevant requirements of a functional safety standard

[SOURCE: IEC 62061:2021, 3.2.5]

3.1.36

probability of dangerous failure on demand

PFD

safety unavailability (see IEC 60050-192) of an SCS or SRP/CS to perform the specified safety
function when a demand occurs from the machinery or machinery control system

Note 1 to entry: The [instantaneous] unavailability (as per IEC 60050-192) is the probability that an item is not in a
state to perform a required function under given conditions at a given instant of time, assuming that the required
external resources are provided. It is generally noted by U (t).

Note 2 to entry: The [instantaneous] availability does not depend on the states (running or failed) experienced by
the item before t. It characterizes an item which only has to be able to work when it is required to do so, for example,
an SCS working in low demand mode.

Note 3 to entry: If periodically tested, the PFD of an SCS is, in respect of the specified safety function, represented
by a saw tooth curve with a large range of probabilities ranging from low, just after a test, to a maximum just before
a test.

[SOURCE: |EC 61508-4:2010, 3.6.17, modified — Terminology adapted to machinery]

3.1.37

process safety time

period of time between a failure, that has the potential to give rise to a hazardous event,
occurring in the machinery or machinery control system and the time by which action has to be
completed in the machinery to prevent the hazardous event occurring

Note 1 to entry: It is foreseen that the safety function detects the failure and completes its action soon enough to
prevent the hazardous event taking into account any process lag (e.g. stopping times).

[SOURCE: |EC 61508-4:2010, 3.6.20, modified — Terminology adapted to machinery, note 1
added]

3.1.38

proof test

periodic test that can detect dangerous undetected faults and degradation in an SCS or SRP/CS
and its subsystems so that, if necessary, the relevant parts of the SCS or SRP/CS and its
subsystems can be restored to an "as new" condition or as close as practical to this condition

Note 1 to entry: A proof test is intended to confirm that relevant parts of an SCS or SRP/CS are in a condition that
assures the specified safety integrity.

Note 2 to entry: The effectiveness of the proof test will be dependent both on failure coverage and repair
effectiveness. In practice, detecting 100 % of the degradation that could lead to the hidden dangerous failures later
on is not easily achieved. For complex elements or safety features that are difficult to verify, a proof test coverage
of 100 % is usually not possible.

[SOURCE: |EC 61508-4:201d, 3.8.5, modified — Terminology adapted to machinery, notes 1, 3,
and 4 deleted, new note 1 added, and note 2 shortened]

3.1.39
protective measure
measure intended to achieve risk reduction

[SOURCE: ISO 12100:2010, 3.19, modified — bullet list removed]

Documents

Document Sharing Hub

Full document details: PD CLC IEC/TS 63394:2024


https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024

IEC TS 63394:2023 © IEC 2023 -21-

3.1.40

random hardware failure

failure, occurring at a random time, which results from one or more of the possible degradation
mechanisms in the hardware

[SOURCE: |[EC 61508-4:201(, 3.6.5, modified — Notes removed]

3.1.41

rarely activated safety function

safety function designed for high demand mode of operation where the frequency of demands
is presumed to be at least one time per year, but can be sometimes less than one time per year

Note 1 to entry: When estimating the demand mode of operation, the demand rate is assumed to be at least one
time per year: Nevertheless, it is possible that the safety function will not be demanded over the course of one year.
The term "rarely activated safety function" reflects this special circumstance.

3.1.42

ratio of dangerous failure
RDF
fraction of the overall failure rate of an element that can result in a dangerous failure

[SOURCE: IEC 62061:2021, 3.2.55]

3.1.43
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO/IEC Guide 51:2014, 3.9, modified — note to entry removed]

3.1.44

safe failure

failure of an SCS or SRP/CS, a subsystem, or a subsystem element that plays a part in
implementing the safety function that:

a) results in the spurious operation of the safety function to put the machine (or part thereof)
into a safe state or maintain a safe state; or

b) increases the probability of the spurious operation of the safety function to put the machine
(or part thereof) into a safe state or maintain a safe state

[SOURCE: |[EC 61508-4:2010, 3.6.8, modified — Terminology adapted to machinery]

3.1.45

safe failure fraction

SFF

fraction of the overall failure rate of a subsystem that does not result in a dangerous failure

Note 1 to entry: The diagnostic coverage (if any) of each subsystem in SCS is taken into account in the calculation
of the probability of random hardware failures. The safe failure fraction is taken into account when determining the
architectural constraints on hardware safety integrity (see IEC 62061:2021, 7.4).

Note 2 to entry: "No effect failures" and "no part failures" (see |EC 61508-4) is not used for SFF calculations.

[SOURCE: IEC 62061:2021, 3.2.54, modified — The abbreviated term "SFF" has been formatted
as a non-variable term]

3.1.46
safe state
state of the machine when safety is achieved

Documents

Document Sharing Hub

Full document details: PD CLC IEC/TS 63394:2024


https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30143466?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/02530708U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024

- 22 - IEC TS 63394:2023 © IEC 2023

Note 1 to entry: The safe state doesn’t include the restoration of initial equipment failures.

Note 2 to entry: |EC 62061 considers "fault reaction function" in the context of "safe state" of the machine. For
HFT = 0 and SFF < 60 %, when upon detection of a dangerous failure a "safe state" cannot be achieved, warnings
(or alarms) can be sufficient to inform the user exposed to the risk.

[SOURCE: IEC 62061:2021, 3.2.68, modified — Note 2 added]
3.1.47

safety
freedom from unacceptable risk

[SOURCE: |[EC 61508-4:2010, 3.1.11]

3.1.48

safety function

function implemented by an SCS or SRP/CS with a specified integrity level that is intended to
maintain the safe condition of the machine or prevent an immediate increase of the risk(s) in
respect of a specific hazardous event

Note 1 to entry: This term is used instead of "safety-related control function (SRCF)" of IEC 62061:2015. This
definition differs from 1ISO 12100 because this document addresses risk reduction performed by SCS or SRP/CS.

Note 2 to entry: A safety function is typically starting with a detection and evaluation of an "initiation event" and
ending with an output causing a reaction of a "machine actuator".

Note 3 to entry: Parts of machine operating function(s), e.g. the reaction of a machine actuator, can also be part of
safety function(s).

[SOURCE: JEC 61508-4:2010, 3.5.1, modified — Terminology adapted to machinery, other risk
reduction measures deleted, example deleted, notes added]

3.1.49

safety integrity

probability of an SCS or SRP/CS or its subsystem satisfactorily performing the required safety
function under all stated conditions within a stated period of time

Note 1 to entry: The higher the level of safety integrity of the item, the lower the probability that the item will fail to
carry out the required safety function.

Note 2 to entry: Safety integrity comprises hardware safety integrity and systematic safety integrity.

[SOURCE: |EC 61508-4:2010, 3.5.4, modified — Terminology adapted to machinery, notes 2, 3,
and 5 deleted]

3.1.50

safety integrity level

SIL

discrete level (one out of a possible three) for describing the capability to perform a safety
function where safety integrity level three has the highest level of safety integrity and safety
integrity level one has the lowest

[SOURCE: IEC 62061:2021, 3.2.24]

3.1.51

safety-related control system

SCS

part of the control system of the machine which implements a safety function by one or more
subsystems

[SOURCE: IEC 62061:2021, 3.2.3] Documents
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3.1.52

safety-related part of a control system

SRP/CS

part of a control system that responds to safety-related input signals and generates safety-
related output signals

Note 1 to entry: The combined safety-related parts of a control system start at the point where the safety-related
input signals are initiated (including, for example, the actuating cam and the roller of the position switch) and end at
the output of the power control elements (including, for example, the main contacts of a contactor).

[SOURCE: ISO 13849-1:2015, 3.1.1]

3.1.53
safety-related software
software that is used to implement safety functions in a safety-related system

[SOURCE: IEC 62061:2021, 3.2.63]

3.1.54
security
a) measures taken to protect a system

b) condition of a system that results from the establishment and maintenance of measures to
protect the system

c) condition of system resources being free from unauthorized access and from unauthorized
or accidental change, destruction, or loss

d) capability of a computer-based system to provide adequate confidence that unauthorized
persons and systems can neither modify the software and its data nor gain access to the
system functions, and yet to ensure that this is not denied to authorized persons and
systems

e) prevention of illegal or unwanted penetration of, or interference with, the proper and
intended operation of an industrial automation and control system

Note 1 to entry: Measures can be controls related to physical security (controlling physical access to computing
assets) or logical security (capability to login to a given system and application).

[SOURCE: IEC TS 62443-1-1:2009, 3.2.99]

3.1.55
sub-function
part of a safety function whose failure can result in a failure of the safety function

[SOURCE: IEC 62061:2021, 3.2.36, modified — Note to entry removed]

3.1.56

subsystem

entity of the top-level architectural design of a safety-related system where a dangerous failure
of the subsystem results in dangerous failure of a safety function

Note 1 to entry: This definition differs from common language where "subsystem"” may mean any sub-divided part
of an entity, the term "subsystem" is used in this document within a strongly defined hierarchy of terminology:
"subsystem" is the first level subdivision of a system. The parts resulting from further subdivision of a subsystem are
called "subsystem elements".

Note 2 to entry: A complete subsystem can be made up from a number of identifiable and separate subsystem
elements.

Note 3 to entry: The subsystem specification includes its role in the safety function and its interface with the other
subsystems of the SCS.

Documents

Document Sharing Hub

Full document details: PD CLC IEC/TS 63394:2024


http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024

- 24 — IEC TS 63394:2023 © IEC 2023

Note 4 to entry: One subsystem can be part of several safety functions, e.g. the same combination of contactors
can be used to de-energise a motor either in the event of detection of a person in a danger zone or also in the event
of opening an interlock guard.

[SOURCE: |EC 61508-4:201(, 3.4.4, modified — Cross references removed and notes added]

3.1.57
subsystem element
part of a subsystem, comprising a single component or any group of components

Note 1 to entry: A subsystem element may comprise hardware and software.

Note 2 to entry: Elements that are not directly necessary for the safety function are not included, but may support
it (for example, filters elements, protection against over-voltage).

Note 3 to entry: A subsystem element is the lowest level of detail to consider when ensuring that the requirements
of a sub-function are met.

[SOURCE: IEC 62061:2021, 3.2.6]

3.1.58

systematic failure

failure, related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures,
documentation or other relevant factors

Note 1 to entry: Corrective maintenance without modification will usually not eliminate the failure cause.
Note 2 to entry: A systematic failure can be induced by simulating the failure cause.

Note 3 to entry: Examples of causes of systematic failures include human error in
o the safety requirements specification;
e the design, manufacture, installation and/or operation of the hardware;

e the design and/or implementation of the software.

[SOURCE: |[EC 61508-4:2010, 3.6.6, modified — note 3 slightly changed, note 4 removed]

3.1.59

systematic safety integrity

part of the safety integrity of an SCS or SRP/CS or its subsystems relating to its resistance to
systematic failures in a dangerous mode of failure

Note 1 to entry: Systematic safety integrity cannot usually be quantified precisely.

Note 2 to entry: Requirements for systematic safety integrity apply to both hardware and software aspects of an
SCS or its subsystems.

[SOURCE: JEC 61508-4:2010, 3.5.6, modified — Terminology adapted to machinery, note 1
shortened, note 2 added]

3.1.60
target failure measure

intended PFH or PFD.,, to be achieved to meet a specific safety integrity requirement(s)

avg

Note 1 to entry: Target failure measure is specified in terms of:

— the average probability of a dangerous failure of the safety function on demand, (for a low demand mode of
operation);

— the average frequency of a dangerous failure [h""] (for a high demand mode of operation or a continuous mode
of operation).
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[SOURCE: |EC 61508-4:2010, 3.5.17, modified — "target probability of dangerous mode

failures” changed to "intended PFH or PFD,, ", bullet list moved to note 1, existing note deleted]

3.1.61

useful lifetime

minimum elapsed time between the installation of the SCS or SRP/CS or subsystem or
subsystem element and the point in time when component failure rates of the SCS or SRP/CS
or subsystem or subsystem element can no longer be predicted, with any accuracy

Note 1 to entry: Typically it will be 20 years or less unless the manufacturers of the SCS and its subsystems can
justify a longer lifetime by providing evidence, based on calculations, showing that reliability data is valid for the
longer lifetime.

[SOURCE: JEC 61131-6:2019, 3.57, modified — The term "worst case" omitted, terminology
adapted to machinery, note 1 added, example deleted]

3.1.62

validation

<of the safety function> confirmation by examination (e.g. tests, analysis) that the SCS or
SRP/CS meets the functional safety requirements of the specific application

[SOURCE: |EC 61508-4:2010, 3.8.2, modified — The domain "of the safety function" added,
Terminology adapted to machinery, notes deleted]

3.1.63

verification

confirmation by examination (e.g. tests, analysis) that the SCS or SRP/CS, its subsystems or
subsystem elements meet the requirements set by the relevant specification

Note 1 to entry: Initial verification of safety-related control system (SCS) according to |[EC 62061| or safety-related
parts of a control system (SRP/CS) according to ISO 13849-1 is performed before being placed into service. Initial
verification corresponds to the validation process described in IEC 62061:2021, Clause 9 or in ISO 13849-1:2015,
Clause 10.

Note 2 to entry: Periodic verification of safety-related control system (SCS) according to |JEC 62061 or safety-
related parts of a control system (SRP/CS) according to ISO 13849-1 is performed at regular intervals during the
operation of the SCS or SRP/CS. IEC 62061:2021, 6.9 "periodic tests" are part of periodic verification.

EXAMPLE: Verification activities include

e reviews on outputs (documents from all phases) to ensure compliance with the objectives and requirements of
the phase, taking into account the specific inputs to that phase;

e design reviews;
e tests performed on the designed products to ensure that they perform according to their specification;

e integration tests performed where different parts of a system are put together in a step-by-step manner and by
the performance of environmental tests to ensure that all the parts work together in the specified manner.

[SOURCE: IEC 62061:2021, 3.2.64, modified — "or SRP/CS", note 1 and note 2 added]

3.1.64
well-tried component
component for a safety-related application which has been either

a) widely used in the past with successful results in similar safety-related applications as given
as well-tried components in the informative annexes of ISO 13849-2, or

b) made and verified using principles which demonstrate its suitability and reliability for
safety-related applications

Note 1 to entry: 1SO 13849-2 lists a variety of components and the conditions for specific technologies under which
the component can be considered well-tried.
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Note 2 to entry: Newly developed components may be considered as equivalent to "well-tried" if they fulfil the
conditions of b).

Note 3 to entry: The decision to accept a particular component as being "well-tried" depends on the application,
e.g. owing to the environmental influences and can be impacted by product or manufacturer changes.

Note 4 to entry: Complex electronic components (e.g. PLC, microprocessor, application-specific integrated circuit)
cannot be considered as equivalent to "well tried".

Note 5 to entry: A well-tried component is not a proven in use component.

[SOURCE: IEC 62061:2021, 3.2.43]

3.1.65

well-tried safety principles

principles that have proved effective in the design or integration of safety-related control
systems in the past, to avoid or control critical faults or failures which can influence the
performance of a safety function

Note 1 to entry: Newly developed safety principles can be considered as equivalent to "well-tried" if they are verified
using principles which demonstrate their suitability and reliability for safety-related applications.

Note 2 to entry: Well-tried safety principles are effective not only against random hardware failures, but also against
systematic failures which may creep into the product at some point in the course of the product life cycle, e.g. faults
arising during product design, integration, modification or deterioration.

Note 3 to entry: Tables A.2, B.2, C.2 and D.2 in the informative annexes of ISO 13849-2:2012 address well-tried
safety principles for different technologies.

[SOURCE: IEC 62061:2021, 3.2.44]

3.2 Alphabetical list of terms, definitions and abbreviated terms

Terms used throughout this document are given in Table 1. Also included are some common
abbreviated terms related to machinery safety.

Table 1 — Terms used in this document

Term Definition number
application software 3.1.1
architectural constraint 3.1.2
architecture 3.1.3
average frequency of dangerous failure per hour (PFH) 3.1.4
common cause failure (CCF) 3.1.5
configuration management 3.1.6
continuous mode 3.1.7
dangerous failure 3.1.8
demand 3.1.9
diagnostic coverage (DC) 3.1.10
(SCS or SRP/CS) diagnostic function 3.1.11
diagnostic test interval 3.1.12
embedded software 3.1.13
failure 3.1.14
fault 3.1.15
(SCS or SRP/CS) fault reaction function 3.1.16
fault tolerance 3.1.17
full variability language (FVL) - _SM_c_u_m_ents
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Term Definition number
functional safety 3.1.19
hardware fault tolerance (HFT) 3.1.20
hardware safety integrity 3.1.21
harm 3.1.22
hazard 3.1.23
hazardous situation 3.1.24
hazard zone 3.1.25
high demand mode of operation 3.1.26
limited variability language (LVL) 3.1.27
low demand mode 3.1.28
machinery (machine) 3.1.29
machine control system (MCS) 3.1.30
mean repair time (MRT) 3.1.31
mean time to failure (MTTF) 3.1.32
mean time to dangerous failure (MTTF ) 3.1.33
mean time to restoration (MTTR) 3.1.34
pre-designed (SCS or subsystem) 3.1.35
probability of dangerous failure on demand (PFD) 3.1.36
process safety time 3.1.37
proof test 3.1.38
protective measure 3.1.39
random hardware failure 3.1.40
rarely activated safety function 3.1.41
ratio of dangerous failure (RDF) 3.1.42
risk 3.1.43
safe failure 3.1.44
safe failure fraction (SFF) 3.1.45
safe state 3.1.46
safety 3.1.47
safety function 3.1.48
safety integrity 3.1.49
safety integrity level (SIL) 3.1.50
safety-related control system (SCS) 3.1.51
safety-related parts of a control system (SRP/CS) 3.1.52
safety-related software 3.1.53
security 3.1.54
sub-function 3.1.55
subsystem 3.1.56
subsystem element 3.1.57
systematic failure 3.1.58
systematic safety integrity 3.1.59
target failure measure 3.1.60
useful lifetime 3.1.61
validation (of the safety function) 3mcum ents
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Term Definition number
verification 3.1.63
well-tried component 3.1.64
well-tried safety principles 3.1.65

4 Typical classification of safety functions in safety of machinery

4.1 General
4.1.1 Overview

The risk assessment process is realized by applying ISO 12100 to define safety functions.

NOTE Additional guidance given in all subclauses of this document are based on safety functions designed
according to |JEC 62061| or ISO 13849-1.

4.1.2 Risk assessment and risk reduction according to ISO 12100

ISO 12100 is a fundamental safety standard that provides an overall framework and guidance
for the design of machines that are safe for their intended use. It gives provisions:

— for identification of the hazards and for estimation and evaluation of the risks associated
with the machine;

— on how to remove hazards or provide sufficient risk reduction:

— and guidance on the documentation and verification of the risk assessment and risk
reduction achieved.

If the hazard cannot be removed and is necessary to reduce the risk associated with the hazard
by implementing protective measures, such protective measures shall be applied in the
following sequence, referred to as the three-step risk reduction strategy:

— Step 1: Inherently safe design measures;
— Step 2: Safeguarding and/or complementary protective measures;
— Step 3: Information for use.

ISO 12100 also provides a strategy for standards developers for the preparation of consistent
and appropriate type-B and type-C standards.

ISO 12100 is a type-A standard and, according to this classification, |EC 62061 and
ISO 13849-1, and ISO 13849-2 are type-B1 standards.

NOTE 1 1SO 12100 is the basis for a set of standards which has the following structure:

— Type-A standards (basic safety standards) giving basic concepts, principles for design and general aspects that
can be applied to machinery;

— Type-B standards (generic safety standards) dealing with one safety aspect or one type of safeguard that can
be used across a wide range of machinery:

e Type-B1 standards on particular safety aspects (for example, safety distances, surface temperature, noise);

e Type-B2 standards on safeguards (for example, two-hand controls, interlocking devices, pressure-sensitive
devices, guards);

— Type-C standards (machine safety standards) dealing with detailed safety requirements for a particular machine
or group of machines.

NOTE 2 Additional information on the relationship between ISO 13849-1 and ISO 12100 can be found in
ISO/TR 22100-2. This relationship is also valid for JEC 62061

NOTE 3 Many local regulations are referencing or linked to ISO 12100, |[EC 62061 or ISO 13849-1. Annex | gives
an overview of different regulatory approaches regarding safety of machinery. Documents
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When a type-C standard deviates from one or more technical provisions dealt with by this
document or by a type-B standard, the type-C standard takes precedence.

Annex A describes the basic approach of ISO 12100 in the context of functional safety.

4.1.3 Risk reduction and interconnection to SCS and SRP/CS

IEC 62061, ISO 13849-1, ISO 13849-2, and this document are used in the context of the
three-step risk reduction process as described in ISO 12100.

These standards provide requirements for the

— design of an SCS or SRP/CS and associated safety functions,

— calculation of the SIL or of the PL of the safety function based on the technology used,
— verification and validation of the SIL or PL reached,

— instructions for the safe use, and

— guidance for the determination of the safety integrity required.

Figure 1 shows the integration of SCS or SRP/CS within the risk reduction process as described

in ISO 12100.
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Figure 1 — Integration within the risk reduction process of ISO 12100

4.1.4 Basic assumptions for risk reduction in machinery
The following basic assumptions for applying risk reduction in machinery are:

— the non-safety-related parts of the machine control system (MCS) are not considered in the
context of any kind of risk reduction;

— for direct or indirect protection of persons the demand of safety functions is estimated and
high demand mode of operation is taken as the basis for evaluation;

— SCS or SRP/CS is the protective measure based on a control system to reduce risks;

— arestart of the machinery is allowed only if a safe condition is guaranteed.
4.2 Basic safety assumptions for the design and integration of the SCS or SRP/CS

For the design of the SCS or SRP/CS any of the technologies available (electric, hydraulic,
pneumatic, mechanical, etc.) individually or in combination may be used. Documents
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An SCS or SRP/CS is usually made up of one or more sensors (or push-buttons or switches),
a decision-making logic and one or more action devices.

Figure 2 shows a typical example of an SCS or SRP/CS decomposed into three subsystems
performing respectively the tasks of detection, evaluation, and initiating action.

Detection (e.g. sensors) P Evaluation (e.g. safety logic) » Action (e.g. contactors)

SCS or SRP/CS

Figure 2 — Decomposition of an SCS or SRP/CS

For the integration of an SCS or SRP/CS the following principles shall be applied:

— The SCS or SRP/CS is separated and independent from the non-safety-related parts of the
machine control system (MCS).

NOTE In a few exceptions the SCS or the SRP/CS can perform safety functions which also control the process,
e.g. two-hand control.

— The SCS or SRP/CS is only intended for direct or indirect protection of persons; it does not
take an active part in the machine process and is activated only when a dangerous situation
occurs.

— The reliability of the non-safety-related parts of the machine control system (MCS) are not
included in the evaluation of the safety function. It is the reliability of the SCS or SRP/CS
that is of concern.

— Upon detection of a dangerous fault in the SCS or SRP/CS the machine is brought to a safe
state. Restarting the machine process is accepted only after repair and restoration of the
SCS or SRP/CS.

4.3 Safety functions

4.3.1 General

SCS or SRP/CS that perform one or more protective measures are said to perform a safety
function.

When a safety function is activated, the machine shall be brought to a safe state before a
hazardous situation can occur.

4.3.2 Risk reduction process by safety functions

Figure 3 shows the Step 2 of the iterative risk reduction process of ISO 12100 by means of
safety functions as protective measures. Further information is given in Annex A.
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Risk reduction by protective measures
(from Step 2 of ISO 12100)

IEC 62061 or
ISO 13849-1,13849-2
and this document

Yes

Are
fixed guards
adequate to achieve
the risk reduction
needed?

Risk reduction by
safety functions

Specify safety functions to reduce
risk originated by failures of the
non-safety-related part of

(Indirect injury to persons)

Specify safety functions to reduce
risk originated by improper use
of the machine

(Indirect injury to persons)

Specify safety functions to reduce
risk originated by human
interaction with the machine

(Direct injury to persons)

. the MCS
;
1
1
1
1

Additional information are given in this document, Clause 4

- Requirements are given in
this document

- Applying the principle methodology of
IEC 62061 or ISO 13849-1, ISO 13849-2

safety function
rarely activated?
(see NOTE 2)

Yes

- Applying requirements of
IEC 62061 or ISO 13849-1, ISO 13849-2
- Additional guidance given in this document

IEC

MCS, machine control system

NOTE Depending on the protective measure selected, for the design of the SCS or SRP/CS application of additional
International Standards such as IEC 62046, |SO 13851, ISO 14119, ]SO 13856 can be necessary.

Figure 3 — Risk reduction process by safety functions

4.3.3 Typical classification of safety functions

In general, all safeguarding or complementary protective measures implemented according to
ISO 12100 can be classified into three types of safety functions:
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— Safety functions to reduce risks originated by man-machine interactions. They are employed
as a means of protection of the human body or parts of the body and are intended to work
immediately upon a specific initiating event. Their role is to ensure that the person is not
injured by the dangerous parts of the machine (safety functions for protection of persons,
see 4.5).

— Safety functions to reduce risks originated by failures of the MCS. They are employed as a
means of prevention and are intended to work before a specific initiating event takes place.
Their role is to ensure that the accident does not happen, or at least to slow down its
development or to limit to an acceptable level the deviation of the process (other safety
functions to prevent hazardous situations, see 4.6);

— Safety functions to reduce risks originated by improper use of the machine. They are
intended to reduce the risk of mechanical catastrophic failures originated by high stress or
excessive workload (safety functions for protection of the integrity of the machine, see 4.7).

Safety functions can be implemented individually or in combination according to the machine
and to the process.

For complex machines a person may be exposed to risks of translation, rotation, clamping due
to faults occurring in the MCS. Whether the faults can lead to a hazardous situation depends
on the mutual position of the person and of the dangerous movements of the machine.

The result of the risk assessment will determine which safety function, or combination of safety
functions need to be implemented and in which sequence.

4.4 Interrelation between ISO 12100 and JEC 62061 or ISO 13849-1
4.4.1 General

For the correct application of or ISO 13849-1, input information resulting from the
application of the overall risk assessment and risk reduction process for the particular machine
design is necessary. Based on this input information the SCS or SRP/CS can be appropriately
designed. Information resulting from a detailed design of the SCS or SRP/CS for its integration
into the machine design shall then be considered in the overall risk assessment and risk
reduction process according to ISO 12100.

4.4.2 Input information in accordance with |EC 62061 or ISO 13849-1

Table 2 gives an overview of the required input information for SCS or SRP/CS design

according to |[EC 62061 or ISO 13849-1.

This input information will be used to generate the safety requirements specification (SRS).

NOTE Table 2, Table 3, Table 4, Table 5 and Table 6 can be used as templates for documentation in which empty
fields can contain specific information related to the application.
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Table 2 — Input information for the safety requirements

— 33 -

specification (SRS)

Information on Main items to be considered Input Output
(clause of ISO 12100) information information
Source of Where
requirement information

can be found

Limits of the machine 1) use limits,

(1SO 12100:2010, 5.3) o
2) space limits,
3) time limits,

4) other limits (e.g. environmental conditions).

The risk associated 1)
with a particular

hazardous situation
(1SO 12100:2010, 5.4,

severity of harm;

2) probability of occurrence of that harm, which is
a function of;

5.5.2) e exposure of person(s) to the hazard,
e occurrence of a hazardous event,
e technical and human possibilities to avoid or
limit the harm.
Specifications for the 1) general prescription of the intended function of

the risk reduction / protective measure (relevant
functional requirements),

intended performance
of the related risk
reduction/protective

measure 2) specific safety-related characteristics for the

risk reduction / protective measure (e.g.
reaction time, operating modes, solicitation),

3) prescription of the environmental conditions
relevant for the risk reduction / protective
measure (e.g. space limitation, temperature,
humidity, vibration),

4) prescription of other machine and/or process
specific conditions (e.g. designated safety-
related components).

4.4.3 Output information from JEC 62061 or ISO 13849-1

Table 3 gives an overview of the required output information based on SCS or SRP/CS design

according to |[EC 62061 or ISO 13849-1.

Table 3 — Output information from SCS or SRP/CS
design on overall risk assessment

Information on Main items to be considered Input Output
(clauses of and information information
ISO 13849-1)
Source of Where
requirement information

can be found

Results of the verification and validation of
SCS according to |[EC 62061 or SRP/CS of
ISO 13849-1

Confirmation that the
intended risk reduction is
achieved by the technical
solution

(IEC 62061:2021, Clause 9)
(1SO 13849-1:2015, Clause 9)

Technical documentation for
integration/assembly of the technical solution
into the machine design

Technical documentation
(IEC 62061:2021, Clause 10)
(1SO 13849-1:2015, Clause 10)

Information for use
(IEC 62061:2021, Clause 10)
(1SO 13849-1:2015, Clause 11)

All relevant information to be given from the
machine designer to the machine user to
ensure the correct use SCS or SRP/CS and
interrelated risk reduction/protective
measures
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4.5 Safety functions for protection of persons

4.51 General

Guards and protective devices shall be used to protect persons whenever inherently safe design
measures do not remove hazards or sufficiently reduce risks. Complementary protective
measures involving additional equipment (for example, emergency stop equipment) may have
to be implemented.

NOTE |In Table 4, Table 5 and Table 6, the list of safety functions is based on ISO 12100 but other type-B standards
(e.g. 1SO 13849-1), type-C standards or other IEC International Standards also have similar definitions or

requirements.

4.5.2
devices

Safety functions for protection of persons based on guards and protective

Based on guards and protective devices, the safety functions designed to protect persons can
include, but are not limited to those in Table 4.

Table 4 — Safety functions for protection of persons

Safety functions Main items to be considered Demand rate Input Output
for protection of L A information information
Initiation by (low, high,
persons
rarely Source of Where
activated) requirement information
can be
found
Safety-related stopping Access to the hazard zone is required
during normal operation
Guards
— Interlocking Guard 1ISO 14119
(1SO 12100:2010, 6.3.2.3) 9
— Interlocking Guard with guard
locking
— Interlocking guard with a start
function
(with manual reset function)
Safety-related stopping Access to the hazard zone can be
) ) required during normal operation:
Protective devices
— Sensitive protective equipment IEC 61496
(1SO 12100:2010, 6.3.2.2) (SPE) IEC TS 62998-1
— Sensitive protective equipment IEC 62046
(SPE), muting
— Pressure-sensitive protective SO 13856
devices
Manually operated Access to the hazard zone is required
control system during normal operation
Manual handling — Device with reset (push button) 1ISO 11161
(1SO 12100:2010, 6.3.2.3) | — Hold-to-run control device EC 60947-5-8
— Two-hand control device SO 13851
Adjusting, teaching, Access to the hazard zone is required
retooling, fault finding, during specific operation, like machine
maintenance, cleaning setting, teaching, etc.
Manual control — Enabling device EC 60947-5-8
(1SO 12100:2010, 6.3.2.4) | — Limited movement control device EC 61800-5-2
for reduced speed or power/force
Documents
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4.6

4.6.1 General

— 35 —

Other safety functions to prevent hazardous situations

In addition to safety functions which protect persons directly due to interaction, other safety
functions exist, which can be indirectly important to prevent hazardous situations and which
shall be considered in addition to the safety functions for the protection of persons.

4.6.2

Other safety functions

Other safety functions can include, but are not limited to those listed in Table 5.

Table 5 — Other safety functions

Other safety functions Main items to be considered Demand Input Output
L rate information information
Initiation by
(low, high, Source of Where
rarely requirement | information
activated) can be
found
Local control function | Access to the hazard zone is required during
. normal operation or specific operation, like
Selecting of local machine setting, teaching, etc.
control
— Manual local control device (and
(1SO 13849-1:2015, procedure) (
5.2.4)
Safety-related Access to the hazard zone is required during
parameters normal operation or specific operation, like
) machine setting, teaching, etc.;
Selecting of parameters | ;,mplementary protective measures
(ISO 12100:2010, — Manual parameter selection device (and
6.3.2.7) procedure)
Requirements for Access to the hazard zone is required during
operating mode normal operation or specific operation, like
selection machine setting, teaching, etc.
Control and operating — Manual operating mode selection device
modes (and procedure)
(1SO 12100:2010,
6.2.11.10)
Emergency stop Additional complementary protective measure
functions to avert emergency situations (is considered
) ) as a safety function)
Emergency situations
— Emergency stop device ISO 13850
(ISO 12100:2010, gency stop
6.3.5.2)
Fluctuations, loss and | Access to the hazard zone is required during
restoration of power normal operation or specific operation, like
sources machine setting, teaching, etc.; general
consideration regarding control measures
Control measures related to energy sources
related to energy
sources — Energy control device (and procedure) SO 14118
(1SO 12100:2010,
6.2.11.5, 6.3.2.4,
6.3.5.4)
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4.7 Safety functions for protection of the integrity of the machine
4.7.1 General

When a machine requires continuous control by the operator (for example, mobile machines,
cranes) and an error of the operator can generate a hazardous situation, this machine shall be
equipped with the necessary devices to enable the operation to remain within specified limits,
in particular

— when the operator has insufficient visibility of the hazard zone,

— when the operator lacks knowledge of the actual value of a safety-related parameter
(distance, speed, mass, angle, etc.), and

— when hazards can result from operations other than those controlled by the operator.

Automatic protective measures triggered by such devices that take operation of the machinery
out of the control of the operator (for example, automatic stop of hazardous movement) should
be preceded or accompanied by a warning signal to enable the operator to take appropriate
action (see ISO 12100:2010, 6.3.2.7).

4.7.2 Safety functions for the protection of integrity of the machine

The following safety functions for the protection of integrity of the machine can include, but are
not limited to, those listed in Table 6.

Table 6 — Safety functions for the protection of integrity of the machine

Safety functions Main items to be considered Demand rate Input Output
for protection of L . information information
integrity of the Initiation by (low, high,
machine rarely Source of Where
activated) requirement | information
can be
found
Limited Hazards can result from operations and protective
Operation measures are triggered automatically

Other protective (independent of the operator)

devices — Devices to prevent collisions or interference
(IS0 12100:2010 with other machines

6.3.2.7) — Devices to ensure that components are in a
safe position before travelling

Operation to Hazards can result from operations which
remain within indirectly can harm persons and protective
specified limits measures are triggered automatically

) (independent of the operator)
Other protective

devices — Torque limiting devices, and breakage points
) to prevent excessive stress of components and
g%oz 172)100'2010’ assemblies

— Devices for limiting parameters of movement
(distance, angle, velocity, acceleration)

— Overloading and moment limiting devices

— Devices for limiting pressure or temperature

— Devices for monitoring emissions

4.8 Safety functions and Type-C standards

Type-C standards can define safety functions where technical requirements can deviate from
ISO 12100. In this case type-C standards take precedence.
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5 Demand mode of operation related to safety functions

5.1 General

Each safety function to be performed by an SCS (designed according to [EC 62061]) or SRP/CS
(designed according to ISO 13849-1) shall be considered to operate in either high demand
mode of operation (see 5.2) or low demand mode of operation (see 5.3).

NOTE 1 Information given in this Clause 5 is based on safety functions designed according to |[EC 62061 or
ISO 13849-1.

NOTE 2 Owing to the variety of machines, the demand rate of safety functions to protect persons is not known (it
varies between on time per hour and one time per year). Safety functions are therefore assumed to be in high demand
mode of operation.

Functions to protect the machine are typically demanded less than one time per year because
the machine is designed by incorporating some safety basic principles in order to comply with
the requirements of ISO 12100.

These protection functions can be classified as safety functions when the consequence of the
risk is a direct or indirect injury to persons in the environment of the machine.

NOTE 3 These protection/safety functions are assumed to be in high demand mode of operation because the
hazardous situation will be prevented immediately by e.g. stopping dangerous movements of the machine and also
because these safety functions in machinery are the only risk reduction measure and no other "layer of protection”
is considered.

Because of these differences between safety functions to protect persons against direct injuries
and protection functions to protect persons against indirect injuries, the test criteria of the
safety/protection functions can deviate from the those defined in IEC 62061:2021, 7.3.3.4.

NOTE 4 When a functional test for non-electronic technology is necessary to detect a possible accumulation of
faults or an undetected fault before the next demand, |EC 62061, 7.3.3.4 requires the following test intervals:

— at least every month for SIL 3;

— at least every 12 months for SIL 2.
5.2 High demand or continuous mode of operation
5.2.1 General

The machine control system (MCS) performing the manufacturing process is considered to be
independent of the SCS or SRP/CS. There may be an interaction, but no account is taken of
the machine control system to reduce the risk evaluation of SCS or SRP/CS and to be part of
risk reduction measures(s).

The interaction of the operator of a machine is assumed as not being part of any kind of
protection of layer view, as applied in low demand mode of operation (see Figure 4).

The following reasons are applied:

— Safety functions implemented for machines are mainly intended to protect persons;

— Operators do not need detail information of the design of the safety function and its related
SCS or SRP/CS;

— Safety functions can be manually operated, e.g. two-hand control;
— Demand rate of a safety function is high, at least one time per year;
— Reaction time of safety function is typically short.
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Risk SCS or SRP/CS performing Risk reduced
(hazard as initiation event) safety function (safe state of the machine)

(risk reduction measure)

Machine control system performing manufacturing process
(non-safety-related functions)

IEC
Figure 4 — High demand mode of operation

5.2.2 Approach of |JEC 62061 and ISO 13849-1

Design, integration and installation of SCS or SRP/CS are based on high demand or continuous
mode of operation. Evaluation of PFH or PFHp values for subsystems is based on high demand

or continuous mode of operation.

5.2.3 Rarely activated safety functions
5.2.3.1 General

Where high demand mode of operation is used, a high demand rate of a safety function is
assumed in terms of "average". Nevertheless, it can occur that the assumed demand of a safety
function is not performed in one year; this may occur when the machine manufacturer is
presuming the average demand rate to ensure the safety integrity as a kind of worst-case
consideration when determining the required safety integrity.

Those safety functions which are designed for high demand mode of operation but which
sometimes might not be demanded during one year are called "rarely activated safety
functions".

Rarely activated safety functions are designed, implemented and integrated as safety functions
in high demand mode of operation.

Rarely activated safety functions (see B.12.2.5) which are event triggered require measures
against fault accumulation and undetected faults.

Periodic verification is necessary to ensure the safety integrity of these not-yet-demanded
safety functions, see also 7.5.2.

For the demand mode of operation for rarely activated safety functions, additional information
is provided in Clause 6 and Clause 7 of this document.

5.2.3.2 Basic requirements

NOTE 1 For rarely activated safety functions the evaluation of PFH value based on the B,,/B,,, value will not limit
the reachable SIL or PL as MTTF is higher than 2 000 years or A, smaller than 5E-08, see IEC 62061:2021,
Table H.2.

The diagnostic test interval of a safety function is linked to the demand rate and the diagnostics
only occur when a safety function is demanded. Therefore, periodic verification procedures are
necessary to detect an accumulation of undetected faults, see Clause 7.

For safety functions protecting the machine a diagnostic test interval of up to 2 years may be
used if the following conditions are met to minimize the possibility of accumulation of faults or
an undetected fault before the next demand:

Documents

Document Sharing Hub

Full document details: PD CLC IEC/TS 63394:2024


https://doi.org/10.3403/03253831U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024
http://www.avadocuments.com/doc/pd-clc-iec-ts-63394-2024

IEC TS 63394:2023 © IEC 2023 -39 -

a) provide justification that environmental effects do not reduce the lifetime of the components,
e.g., corrosions, leakage, problems on sealings;

AND

b) for each subsystem SIL1/PL,c and SIL2/PL.d use a minimum architecture of
HFT = 1/ Category 3;
OR

c) for each subsystem SIL 3/PL, e use a minimum architecture of HFT = 1 / Category 3 and

apply additional design measures, i.e. diversity among channels or continuous fault
detection by use of dynamic signals.

EXAMPLE: "Continuous fault detection by use of dynamic signals" means that monitoring of speed is realized

by using sensors providing digital or analogic values (not binary) that are continuously compared with a nominal
value (speed), and not only at the moment where overspeed is given (event triggered).

When the simplified formulas of Annex H are used, T, shall be 17 520 hours (2 years).

NOTE 2 1SO 13849-1:2015, Annex K does not address the boundary conditions of the diagnostic test interval when
the test interval is higher than 1 year.

Figure 5 shows the overview of the process for determining high demand mode of operation.

Safety function

Functional
verification of
function at least
every two
years?

Activation
of safety function at
least 1/year?

Estimated No
demandrate

>1/year?

Yes

Are
- Yes requirements No >
of 5.2.3.2
met?
\i A
Safety function in Safety function in
high demand low demand
mode of operation mode of operation

IEC
Figure 5 — Process for determining high demand mode of operation
The "rarely activated safety function" shall be verified according to Clause 7.

5.2.3.3 Approach of |EC 62061 and ISO 13849-1
ISO 13849-1 and |JEC 62061 do not consider rarely activated safety functions.

5.3 Low demand mode of operation
5.3.1 General

This mode of operation is typically used in the process industry (see IEC 61511). The interaction
of the operator is assumed to be part of a kind of protection of layer view.
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— Safety instrumented functions (SIF) according to IEC 61511 implemented are mainly
intended to protect the process;

— Operators have detail information of the design of safety instrumented functions (SIF) and
the control system and the process control itself;

— The layers of protection approach is used and is based on the use and evaluation of the
control system performing the process control;

— Demand rate of safety instrumented functions (SIF) can be low and is expected to occur
over an interval in terms of one or several years;

— Reaction time of safety instrumented functions (SIF) is much higher than in high demand
mode of operation.

Risk Operator Safety-related control system Risk reduced

Basic Process Control System (BPCS) performing process

IEC

Figure 6 — Low demand mode of operation

5.3.2  Approach of |EC 62061 and ISO 13849-1
EC 62061 and ISO 13849-1 exclude low demand mode of operation.

NOTE A future amendment of |EC 62061 is planned to consider possible integration of low demand mode of
operation.

Annex J gives guidance on how to design safety instrumented functions (SIF) by combining
subsystems designed for low demand mode of operation and subsystems designed for high
demand mode of operation.

6 Design process of safety functions

6.1 General

This Clause 6 defines the basic design activities for SCS (designed according to JEC 62061|) or
SRP/CS (designed according to ISO 13849-1) performing a safety function.

NOTE Information given in this Clause 6 is based on safety functions designed according to JEC 62061 or
1ISO 13849-1.

The manufacturer of a machine will integrate some of the requirements based on the design
process into the information for use of the machine.

The principles of verification activities described in this Clause 6 are linked to the basic
requirements of proof-test as described in the IEC 61508 series. The term proof-test is not used
because it is strongly related to the IEC 61508 series and it is recommended to use a neutral
term in the context of machinery.

6.2 Design procedure

The SCS or SRP/CS performing a safety function is designed by using the methodology for high
demand mode of operation, see basic procedure detailed in Annex B.

NOTE See Annex F for guidelines for software design. Documents
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6.3 Evaluation of required safety integrity

Annex A gives an overview of different methodologies to evaluate the required safety integrity
of a safety function.

Table H.1 of IEC 62061:2021 shows for all technologies the PFH evaluation based on MTTFp,.

Table H.2 of IEC 62061:2021 shows for non-electronic technologies the relationship between
Byop and MTTFp. When the calculations are done according to Table H.2 of IEC 62061:2021

with a duty cycle (based on B4y criteria) lower than 1 time per 4 hours, then the evaluation of
PFH (Table H.1 of IEC 62061:2021) is not a limiting factor for reaching the required SIL.

NOTE Example of a single contactor, with a B,,, = 1 300 000 (cycles) and duty cycle of 1 time per hour leads to a
MTTF, = 1 484 years and PFH = 7,70E-08 << 1,0E-05 (SIL 1), and if the duty cycle is 1 time per day, MTTF, = 35
616 years and PFH = 3,20E-09 << 1,0E-05 (SIL 1).

6.4 Decomposition of a safety function

Safety functions will be performed by SCS or SRP/CS which is decomposed into subsystems,
see Clause 5.

Annex B gives an overview of the methodology of SCS or SRP/CS design.

6.5 Subsystem design
6.5.1 Architectural constraints

As the diagnostic test interval is linked to the demand rate, some diagnostics are only possible
when the safety function is demanded (see Annex D for examples of diagnostic coverage).
Based on accumulation of faults (see 6.5.2) the architectural constraints should be evaluated
depending on the mode of operation. In high demand mode of operation, the following Table 7
applies, based on IEC 62061:2021, Table 6.
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