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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
INDUSTRIAL COMMUNICATION NETWORKS –  

FIELDBUS SPECIFICATIONS –  
 

Wireless systems for industrial automation: process control  
and related applications 

 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

A PAS is a technical specification not fulfilling the requirements for a standard, but made 
available to the public. 

IEC/PAS 62734 has been processed by subcommittee 65 C: Industrial networks, of IEC 
technical committee 65: Industrial-process measurement, control and automation. 

This specification is based on ISA 100.11a-2011. 

The text of this PAS is based on the 
following document: 

This PAS was approved for 
publication by the P-members of the 
committee concerned as indicated in 

the following document 

Draft PAS Report on voting 

65C/650/PAS 65C/667A/RVD 

 
Following publication of this PAS, the technical committee or subcommittee concerned may 
transform it into an International Standard. 
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This PAS shall remain valid for an initial maximum period of 3 years starting from the 
publication date. The validity may be extended for a single period up to a maximum of 
3 years, at the end of which it shall be published as another type of normative document, or 
shall be withdrawn. 

A bilingual version of this publication may be issued at a later date. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

 
The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of patents from NIVIS LLC 
(US 20100027437 – Systems and Methods for Determining Link Quality, and US20100098204 
– Systems and Methods for Regulating Clock Precision in Distributed Devices). 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

NIVIS LLC 
1000 Circle 75 Pkwy 
Suite 300 
Atlanta  
GA 30339 
 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of a patent from Certicom 
Corporation. 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

Certicom Corporation 
4701 Tahoe Boulevard 
L4W 0B5-ON 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of a patent from General 
Electric Company. 

IEC takes no position concerning the evidence, validity and scope of this patent right. 

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences 
under reasonable and non-discriminatory terms and conditions with applicants throughout the 
world.  In this respect, the statement of the holder of this patent right is registered with IEC. 
Information may be obtained from: 

General Electric Company 
1 Research Circle 
12309 New York 

Attention is drawn to the possibility that some of the elements of this document may be the 
subject of patent rights other than those identified above. IEC shall not be held responsible for 
identifying any or all such patent rights. 
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of 
patents relevant to their standards. Users are encouraged to consult the data bases for the 
most up to date information concerning patents. 
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INDUSTRIAL COMMUNICATION NETWORKS –  
FIELDBUS SPECIFICATIONS –  

 
Wireless systems for industrial automation: process control  

and related applications  
 
 
 

1 Scope 

This Publicly Available Specification defines the OSI layer specifications (e.g., PhL, DL, etc.), 
security specifications, and management (including network and device configuration) 
specifications for wireless devices serving application classes 1 through 5 and optionally 
class 0 for fixed, portable, and moving devices. 

NOTE Usage classes are described in Annex C. 

It addresses the performance needs for periodic monitoring and process control where 
latencies on the order of 100 ms can be tolerated, with optional behavior for shorter latency.  

The specification addresses: 

• low energy consumption devices, and also those applications that have latency and 
latency variability constraints, with the ability to scale to address large installations; 

• wireless infrastructure, interfaces to legacy infrastructure and applications, security, and 
network management requirements in a functionally scalable manner; 

• robustness in the presence of interference found in harsh industrial environments and with 
legacy systems; 

• coexistence with other wireless devices anticipated in the industrial work space, such as 
IEEE 802.11x, IEEE 802.16x, cell phones, and other relevant standards; and 

• interoperability of ISA100 devices. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

NOTE See the bibliography for informative references. 

ISO/IEC 646:1991, Information technology – ISO 7-bit coded character set for information 
interchange 

ISO/IEC 9649-7:1995, Information technology – Open Systems Interconnection – 
Conformance testing methodology and framework – Part 7: Implementation Conformance 
Statements 

ISO/IEC 10118-2, Information technology – Security techniques – Hash-functions – Part 2: 
Hash-functions using an n-bit block cipher 

ISO/IEC 10731, Information technology – Open systems interconnection – Basic reference 
model – Conventions for the definition of OSI services 

ISO/IEC 19772, Information technology – Security techniques – Authenticated encryption 
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ANSI X9.63:2001, Public key cryptography for the financial services industry – Key agreement 
and key transport using elliptic curve cryptography. American Bankers Association, November 
20, 2001 

FIPS 197, Advanced encryption standard (AES), Federal Information Processing Standards 
Publication 197, US Department of Commerce/N.I.S.T, Springfield, Virginia, November 26, 
2001 

FIPS 198, The keyed-hash message authentication code (HMAC), Federal Information 
Processing Standards Publication 198, US Department of Commerce/N.I.S.T., Springfield, 
Virginia, March 6, 2002 

IEEE Std 802.15.4™:2006, Wireless medium access control (MAC) and physical layer (PhL) 
specifications for low rate wireless personal area networks (WPANs) 

IETF RFC 768, User Datagram Protocol 

IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification 

IETF RFC 2988, Computing TCP's Retransmission Timer 

IETF RFC 3610, Counter with CBC-MAC (CCM) 

IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP 

IETF RFC 4944, Transmission of IPv6 packets over IEEE Std 802.15.4 networks 
ftp://ftp.rfc-editor.org/in-notes/internet-drafts/draft-ietf-6LoWPAN-format-13.txt  

ISA 100.11a-2011, Wireless systems for industrial automation: Process control and related 
applications 

Standards for efficient cryptography, SEC 1: Elliptic curve cryptography, version 1.0, Certicom 
Research, September 20, 2000 

Standards for efficient cryptography, SEC 2: Recommended elliptic curve domain parameters, 
version 1.0, Certicom Research, September 20, 2000 

Standards for efficient cryptography, SEC 4: Elliptic curve Qu-Vanstone implicit certificate 
scheme, version 0.9, Certicom Research, November 14, 2007 

SEC1 (version 1.0), Elliptic Curve Cryptography  

3 Terms, definitions, abbreviated terms, acronyms and conventions 

For the purposes of this specification, the following terms, definitions, abbreviated terms, 
acronyms and conventions apply. 

3.1 (N)-layer and other terms and definitions from the open systems interconnection 
basic reference model 

NOTE All references are with respect to ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, unless 
otherwise identified. 

3.1.1  
acknowledgement [5.8.1.16] 
function of the (N)-layer that allows a receiving (N)-layer entity to inform a sending (N)-layer 
entity of the receipt of a PDU 
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3.1.2  
application-entity, AE [7.1.1.1] 
active element, within an application process, embodying a set of capabilities that is pertinent 
to OSI and that is defined for the application layer, that corresponds to a specific 
application-entity-type (without any extra capabilities being used) 

NOTE This is a slight specialization of (N)-entity, because the application layer includes non-OSI-relevant 
application functions. Each application-entity represents one and only one process in the open system 
interconnection environment. 

3.1.3  
application-management [8.1.1] 
functions in the application layer related to management of OSI application-processes 

3.1.4  
(N)-association [5.3.1.1] 
cooperative relationship among (N)-layer entity invocations 

3.1.5  
blocking [5.8.1.11] 
function performed by an (N)-entity to map multiple (N)-SDUs into one (N)-PDU 

3.1.6  
centralized-multi-endpoint-connection [5.8.1.2] 
multi-endpoint-connection where data sent by the entity associated with the central-
connection-endpoint is received by all other entities, while data sent by the other entities is 
received by only the central entity 

3.1.7  
concatenation [5.8.1.13] 
function performed by an (N)-entity to map multiple (N)-PDUs into one (N-1)-SDU 

NOTE Blocking and concatenation, though similar (they both permit grouping of data-units) may serve different 
purposes. For instance, concatenation permits the (N)-layer to group one or several acknowledgement (N)-PDUs 
with one (or several) (N)-PDUs containing user-data. This would not be possible with the blocking function only. 
Note also that the two functions may be combined so that the (N)-layer performs blocking and concatenation. 

3.1.8  
(N)-connection [5.2.1.1] 
association requested by an (N+1) layer entity for the transfer of data between two or more 
(N+1) entities 

3.1.9  
(N)-connection endpoint [5.3.1.3] 
terminator at one end of an (N)-connection within an (N)-service-access-point 

3.1.10  
(N)-connection-endpoint-identifier [5.4.1.5] 
identifier of an (N)-connection-endpoint which can be used to identify the corresponding 
(N)-connection at an (N)-SAP 

3.1.11  
(N)-connection-endpoint-suffix [5.4.1.6] 
that part of an (N)-connection-endpoint-identifier which is unique within the scope of an 
(N)-SAP 

3.1.12  
(N)-connection-mode-transmission [5.3.1.17] 
(N)-data-transmission in the context of an (N)-connection 
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3.1.13  
(N)-connectionless-mode-transmission [5.3.1.18] 
(N)-data-transmission not in the context of an (N)-connection and not required to maintain any 
logical relationship between (N)-SDUs 

3.1.14  
correspondent-(N)-entities [5.3.1.5] 
(N)-entities with an (N-1)-connection between them 

3.1.15  
(N)-data transmission [5.3.3.2] 
(N)-facility that conveys SDUs from one (N+1) layer entity to one or more (N+1) entities 

3.1.16  
deblocking [5.8.1.12] 
function performed by an (N)-entity to identify multiple (N)-SDUs which are contained in one 
(N)-PDU 

NOTE In the absence of error, deblocking is the reverse function of blocking. 

3.1.17  
decentralized-multi-endpoint-connection [5.8.1.3] 
multi-endpoint-connection where data sent by an entity associated with a connection-endpoint 
is received by all other entities 

3.1.18  
demultiplexing [5.8.1.5] 
function performed by an (N)-entity which identifies (N)-PDUs for more than one 
(N)-connection within an (N-1)-connection 

NOTE In the absence of error, demultiplexing is the reverse function of multiplexing. 

3.1.19  
(N)-entity [5.2.1.11] 
active element within an (N)-subsystem embodying a set of capabilities defined for the 
(N)-layer that corresponds to a specific (N)-entity-type (without any extra capabilities being 
used) 

3.1.20  
(N)-entity-invocation [5.2.1.12] 
specific utilization of part or all or all of the capabilities of a given (N)-entity (without any extra 
capabilities being used) 

3.1.21  
(N)-entity-type [5.2.1.10] 
description of a class of (N)-entities in terms of a set of capabilities defined for the (N)-layer 

3.1.22  
(N)-interface-control-information, (N)-ICI [5.6.1.4] 
information transferred between an (N+1)-entity and an (N)-entity to coordinate their joint 
operation 

3.1.23  
(N)-layer [4.2.1] 
subdivision of the OSI architecture, constituted by subsystems of the same rank (N) 
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3.1.24  
(N)-layer-management [8.1.6] 
functions related to the management of the (N)-layer partly performed in the (N)-layer itself 
according to the (N)-protocol of the layer (activities such as activation and error control) and 
partly performed as a subset of systems-management 

3.1.25  
multi-endpoint-connection [5.3.1.4] 
connection with more than two connection-endpoints 

3.1.26  
multiplexing [5.8.1.4] 
function performed by an (N)-entity in which one (N-1)-connection is used to support more 
than one (N)-connection 

NOTE The term multiplexing is also used in a more restricted sense to the function performed by the sending 
(N)-entity while the term demultiplexing is used to the function performed by the receiving (N)-entity. 

3.1.27  
peer-(N)-entities [5.2.1.3] 
entities within the same (N)-layer 

3.1.28  
(N)-protocol [5.2.1.9] 
set of rules and formats (semantic and syntactic) that determines the communication behavior 
of (N)-entities in the performance of (N)-functions 

3.1.29  
(N)-protocol-addressing-information, (N)-PAI [ISO/IEC 7498-3:1997, 3.4.20] 
those elements of (N)-PCI which contain addressing information 

3.1.30  
(N)-protocol-control-information, (N)-PCI [5.6.1.1] 
information exchanged between (N)-entities to coordinate their joint operation 

3.1.31  
(N)-protocol-data-unit, (N)-PDU [5.6.1.3] 
unit of data specified in an (N)-protocol and consisting of (N)-protocol-control-information and 
possibly (N)-user-data 

3.1.32  
(N)-protocol-version-identifier [5.8.1.18] 
identifier conveyed between correspondent (N)-entities which allows the selection of the 
version of an (N)-protocol 

3.1.33  
quality of service, QoS  
collective effect of service performance which determines the degree of satisfaction of a user 
of the service; the negotiated parameters for a link including: 

• Priority; 

• Time windows for control messaging;  

• Acceptability of out-of-order message delivery; and 

• Acceptability of message delivery in partial increments. 

NOTE 1 The quality of service is characterized by the combined aspects of service support performance, service 
operability performance, serveability performance, service integrity and other factors specific to each service. 

NOTE 2 ISO defines quality as the ability of a product or service to satisfy users’ needs. 
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3.1.34  
reassembling [5.8.1.10] 
function performed by an (N)-entity to map multiple (N)-PDUs into one (N)-SDU 

NOTE In the absence of error, reassembling is the reverse function of segmenting. 

3.1.35  
recombining [5.8.1.7] 
function performed by an (N)-entity which identifies (N)-PDUs for a single (N)-connection in 
(N-1)-SDUs received on more than one (N-1)-connection 

NOTE In the absence of error, recombining is the reverse function of splitting. 

3.1.36  
(N)-relay [5.3.1.6] 
(N)-function by means of which an (N)-entity forwards data received from one peer (N)-entity 
to another peer (N)-entity 

3.1.37  
reset [5.8.1.17] 
function that sets the corresponding (N)-entities to a predefined state with a possible loss or 
duplication of data 

3.1.38  
segmenting [5.8.1.9] 
function performed by an (N)-entity to map one (N)-SDU into multiple (N)-PDUs 

3.1.39  
(N)-selector [derived from ISO/IEC 7498-3:1997, 6.2.3] 
that part of an (N)-address that is specific to the addressed (N)-subsystem, i.e., which 
identifies one or more (N)-SAPs within an end open system once that end open system is 
unambiguously addressed 

3.1.40  
separation [5.8.1.14] 
function performed by an (N)-entity to identify multiple (N)-PDUs which are contained in one 
(N-1)-SDU 

NOTE In the absence of error, separation is the reverse function of concatenation. 

3.1.41  
sequencing  [5.8.1.15] 
function performed by the (N)-layer to preserve the order of (N)-SDUs that were submitted to 
the (N)-layer 

3.1.42  
(N)-service [4.2.2] 
capability of the (N)-layer and the layers beneath it, which is provided to (N+1) entities at the 
boundary between the (N)-layer and the (N+1) layer 

3.1.43  
(N)-service access point, (N)-SAP [7.3.3] 
point at which (N)-services are provided by an (N)-layer entity to an (N+1) layer entity 

3.1.44  
(N)-service-access-point-address, (N)-SAP-address [5.4.1.2] 
(N)-address that is used to identify a single (N)-SAP 
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3.1.45  
(N)-service-data-unit, (N)-SDU [5.6.1.4] 
amount of information whose identity is preserved when transferred between peer 
(N+1)-entities and which is not interpreted by the supporting (N)-entities 

3.1.46  
splitting [5.8.1.6] 
function within the (N)-layer by which more than one (N-1)-connection is used to support one 
(N)-connection 

NOTE The term splitting is also used in a more restricted sense to see the function performed by the sending 
(N)-entity while the term recombining is used to see the function performed by the receiving (N)-entity. 

3.1.47  
system management [8.1.4] 
functions in the application layer related to management of various OSI resources and their 
status across all layers of the OSI architecture 

3.1.48  
user application process (UAP)  
active process within the highest portion of the application layer that is the user of OSI 
services 

NOTE 1 The aspects of a UAP that need to be taken into account for the purpose of OSI are represented by one 
or more application-entities, of one or more application-entity-types. [7.1.2.2, 7.1.2.3] 

NOTE 2 The collection of UAPs is sometimes referred to as the user layer, even though ISO/IEC 7498-1, 7.1.2.1 
states that the application layer has no boundary with a higher layer. In the reference model, the application layer 
includes the UAPs. 

3.1.49  
(N)-user-data [5.6.1.2] 
data transferred between (N)-entities on behalf of the (N+1)-entities for which the (N)-entities 
are providing services 

3.2 Other terms and definitions 

3.2.1  
access control 
mechanism that restricts access to resources to only privileged entities 

3.2.2  
accountability 
property that ensures that the actions of an entity may be traced uniquely to that entity 

3.2.3  
alert 
event, such as the occurrence of an alarm or a return-to-normal condition, of potential 
significance to a correspondent UAP 

3.2.4  
application 
(verb) act of applying 

(noun) system or problem to which a computer is applied; program that provides functionality 
to end users 

(adjective) highest protocol layer in the ISO definition; types of applications according to 
criticality 
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3.2.5  
application process 
element that performs the information processing for a particular application 

3.2.6  
association 
relationship for a particular purpose 

3.2.7  
asymmetric key (cryptographic) algorithm 
public key cryptographic algorithm 

3.2.8  
authentication 
process that establishes the origin of information, or determines an entity’s identity 

NOTE In a general information security context: Verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information system 

3.2.9  
authentication code 
full or truncated cryptographic checksum based on an appropriate security function (see MIC, 
3.2.94) 

NOTE This is also known as a message authentication code (MAC). It is called a message integrity code (MIC) 
when used in contexts where the acronym MAC has an alternate definition, such as in local area network 
standards. 

3.2.10  
authorization 
access privileges that are granted to an entity; conveying an official sanction to perform a 
function or activity 

3.2.11  
availability 
timely, reliable access to information by authorized entities 

3.2.12  
backup 
copy of information to facilitate recovery, if necessary, during the cryptoperiod of a key 

3.2.13  
bandwidth 
depending on the context of the citation: 

• analog bandwidth (Hz); numerical difference between the upper and lower frequencies of a 
band of frequencies  

• digital bandwidth (bits); amount of data that can be passed along a communications 
channel within a given period of time 

3.2.14  
black channel 
communication channel of a safety system that provides no safety functionality in addition to 
its basic communication capability 

3.2.15  
blacklist 
list of RF channels upon which transmission is prohibited 

NOTE This may refer to a blacklist that is temporary, local, or network-wide, or loss of bandwidth. 
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3.2.16  
block cipher 
cryptographic primitive that uses a symmetric key to create a key-dependent pseudorandom 
permutation of a fixed-size bit string 

3.2.17  
broadcast 
transmission intended for all nodes 

NOTE 1 Broadcast reception may be limited to specific layers, i.e., MAC or network layer. 

NOTE 2 Many lower layer protocols do not provide an acknowledgement for broadcasts. 

3.2.18  
cipher 
cryptographic algorithm for encryption and decryption [IETF RFC 2828] 

3.2.19  
ciphertext 
data that has been transformed by encryption so that its semantic information content (i.e., its 
meaning) is no longer intelligible or directly available (see cleartext, plaintext) 

NOTE Relative to a PDU, ciphertext is information in a PDU that is subject to obscuration by encryption, in its 
post-encryption pre-decryption obscured form. 

3.2.20  
cleartext 
information in a PDU that is not subject to obscuration by encryption 

NOTE Relative to a PDU, cleartext is information in the PDU that is not subject to obscuration by encryption, that 
when present in the PDU is always present in its unobscured form. 

3.2.21  
coexistence 
ability of multiple systems to perform their tasks in a given environment where they may or 
may not be using a similar set of rules 

3.2.22  
compromise 
unauthorized disclosure, modification, substitution, or use of sensitive data (e.g., keying 
material and other security-related information) 

3.2.23  
confidentiality 
property that sensitive information is not disclosed to unauthorized entities 

NOTE In a general information security context, confidentiality preserves authorized restrictions on information 
access and disclosure, including means for preserving personal privacy and proprietary information. 

3.2.24  
construction option 
set of features that a device designer may choose to include in, or exclude from, a device 

3.2.25  
contract 
agreement between the system manager and a device in the network involving the allocation 
of network resources by the system manager to support a particular communication need of 
that device 
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3.2.26  
cryptanalysis 
a) operations performed in defeating cryptographic protection without an initial knowledge of 

the key employed in providing the protection 
b) study of mathematical techniques for attempting to defeat cryptographic techniques and 

information system security, including the process of looking for errors or weaknesses in 
an algorithm or in its implementation 

3.2.27  
cryptographic algorithm 
well-defined computational procedure that takes variable inputs including a cryptographic key 
and produces an output 

NOTE Example cryptographic algorithms are block and stream ciphers and keyed hashes. An unkeyed hash is not 
formally a cryptographic algorithm, although it may be a one-way function that has similar resistance to attack, and 
may be constructed from a cryptographic algorithm with a fixed key. The SHA family of hashes is so constructed. 

3.2.28  
cryptographic key (key) 
parameter used in conjunction with a cryptographic algorithm that determines its operation in 
such a way that an entity with knowledge of the key can reproduce or reverse the operation, 
while an entity without knowledge of the key cannot 

NOTE Examples include 

– transformation of plaintext data into ciphertext data 

– transformation of ciphertext data into plaintext data 

– computation of a digital signature from data 

– authentication of a digital signature 

– computation of an authentication code from data 

– verification of an authentication code from data and a received authentication code 

– computation of a shared secret that is used to derive keying material. 

3.2.29  
cryptographic key component (key component) 
one of at least two parameters that have the same format as a cryptographic key; which are 
combined in an appropriate security function to form a plaintext cryptographic key before use 

3.2.30  
cryptographic module 
set of hardware, software, and/or firmware that implements appropriate security functions 
(including cryptographic algorithms and key generation) and is contained within the 
cryptographic boundary 

3.2.31  
cryptoperiod 
time span during which a specific key is authorized for use or in which the keys for a given 
system or application may remain in effect [from NIST SP 800-57] 

3.2.32  
data authenticity 
property that sensitive data has not been modified in an unauthorized and undetected manner 

3.2.33  
data integrity 
property that data has not been modified in an undetected manner by natural causes 
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3.2.34  
data key, data authenticating key, data encrypting key, DK 
cryptographic key that is used to cryptographically protect data (e.g., encrypt, decrypt, 
authenticate) 

3.2.35  
decryption 
process of changing ciphertext into plaintext using a cryptographic algorithm and key 

3.2.36  
deployment option 
set of features that a device designer shall include in a device, but which the end-user or 
his/her agent (e.g., a network security manager) can elect to employ or not employ 

3.2.37  
derived key 
shared-secret symmetric key that is derived from a prior shared-secret symmetric key 

NOTE Such keys can be used to limit the cryptoperiod of any single key while meeting key archive requirements, 
provided that the independent key from which the derived key was derived (perhaps through many generations of 
derivation) has previously met those archive requirements. 

3.2.38  
destruction 
with regard to security, process of overwriting, erasing, or physically destroying a key so that 
it cannot be recovered 

3.2.39  
device security management object 
application software within a device that acts as a local peer of a security manager 

3.2.40  
digital signature 
result of a cryptographic transformation of data that, when properly implemented, provides the 
services of 

• source authentication; 

• data integrity; 

• signer non-repudiation when the cryptographic transformation uses asymmetric-key 
cryptography. 

3.2.41  
DL transaction 
any MPDU that is not an immediate acknowledgement MPDU, plus any immediate 
acknowledgement MPDUs that immediately follow the first MPDU and/or each other 

3.2.42  
duocast 
variant of unicast, wherein a second receiver is scheduled to overhear the DPDU and 
provides a second acknowledgement  

NOTE Duocast is shown graphically in Figure 84. 

3.2.43  
encrypted key 
cryptographic key that has been encrypted using an appropriate security function with a key 
encrypting key in order to disguise the value of the underlying plaintext key 
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3.2.44  
encryption 
process of changing plaintext into ciphertext using a cryptographic algorithm and key 

3.2.45  
entity 
individual (person), organization, device or process 

3.2.46  
ephemeral key 
cryptographic key that is generated for each execution of a key establishment process and 
that meets other requirements of the key type (e.g., unique to each message or session) 

NOTE In some cases ephemeral keys are used more than once, within a single session (e.g., broadcast 
applications) where the sender generates only one ephemeral key pair per message and the private key is 
combined separately with each recipient’s public key. 

3.2.47  
field devices 
physical devices designed to meet the rigors of plant operation that communicate via DPDUs 
conforming to this specification 

NOTE These include routing devices, sensors, and actuators. 

3.2.48  
field network 
configuration of two or more field devices interconnected by a protocol defined by this 
specification to transfer information 

3.2.49  
foreign protocol application communication (FPAC) 
optimized conveyance of PDUs or portions of PDUs from a first protocol within a second 
protocol by selective usage of caching, compression, address translation and proxy 
techniques 

3.2.50  
gateway 
device between communications compliant to this specification and other communications that 
acts as a protocol translator between the application layer of this specification and other 
application layers 

3.2.51  
hash-based message authentication code (HMAC) 
message authentication code that uses an appropriate keyed hash function 

NOTE This definition is generalized from NIST SP 800-57 part 1, which refers to the construction specified in 
FIPS 198a. 

3.2.52  
hash function 
function that maps a bit string of arbitrary size to a fixed size bit string 

NOTE 1 Appropriate hash functions satisfy the following two properties. 

– (One-way) It is computationally infeasible to find any input that maps to any pre-specified output; 

– (Collision resistant) It is computationally infeasible to find any two distinct inputs that map to the same output. 

NOTE 2 See the note of 3.2.27. 
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3.2.53  
hash value 
full or truncated result of applying a hash function to information 

3.2.54  
identity 
distinguishing character or personality of an individual or entity 

3.2.55  
independent key 
shared-secret symmetric key that is derived from a high entropy bit source and not from a 
prior key 

3.2.56  
infrastructure 
technical structures that support data communications within a facility; examples of 
infrastructure are a plant’s IT network, perhaps placed on ISO/IEC 8802-3 series or 
IEEE 802.11, PROFIBUS, or Fieldbus Foundation networks to field devices, etc.1 

3.2.57  
initialization vector, IV 
block of bits that is required to allow a cryptographic cipher in a streaming mode of operation 
to produce a unique stream independent from other streams produced under the same 
encryption key 

3.2.58  
interoperability 
ability of two or more devices to communicate using the communication protocol suite 
compliant with this specification 

3.2.59  
kerberos protocol 
a specific network authentication protocol that allows individuals communicating over an 
insecure network to prove their identity to one another in a secure manner 

3.2.60  
key agreement 
key establishment procedure where resultant keying material is a function of information 
contributed by two or more participants, so that no party can predetermine the value of the 
keying material independent of the other party’s contribution 

3.2.61  
key archive 
encryption system with a backup decryption capability that allows authorized persons (users, 
officers of an organization, and government officials), under certain prescribed conditions, to 
decrypt ciphertext with the help of information supplied by one or more trusted parties who 
hold special data recovery keys, which may but need not differ from the keys used to encrypt 
the information 

3.2.62  
key center 
centralized key distribution process, usually a separate computer system, that uses key-
encrypting keys (master keys) to encrypt and distribute session keys needed by a community 
of users 
___________ 
1  PROFIBUS and Fieldbus Foundation are the trademarks of various trade organizations. This information is 

given for the convenience of users of the standard and does not constitute an endorsement of the trademark 
holders or any of their products. Compliance to this profile does not require use of the registered trademark. 
Use of the trademarks requires permission of the trade name holder. 
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NOTE Key centers generally need certification, traceable to an accredited independent testing agency, that they 
meet the requirements of FIPS 140-2 for a Level 3 or Level 4 cryptographic module. 

3.2.63  
key confirmation 
procedure to provide assurance to one party that another party actually possesses the same 
keying material and/or shared secret 

3.2.64  
key de-registration 
marking of all keying material records and associations to indicate that the key is no longer in 
use 

3.2.65  
key derivation 
process by which one or more keys are derived from a shared secret and other information 

3.2.66  
key distribution 
transport of a key and other keying material from an entity that either owns the key or 
generates the key to another entity that is intended to use the key 

3.2.67  
key distribution center, KDC 
type of key center (used in symmetric cryptography) that implements a key distribution 
protocol to provide keys (usually, session keys) to two (or more) entities that wish to 
communicate securely 

3.2.68  
key encrypting key, KEK 
cryptographic key that is used for the encryption or decryption of other keys 

NOTE Best practice limits use of symmetric (secret) KEKs to key wrapping and not key transport. 

3.2.69  
key escrow 
encryption system with a backup decryption capability that allows authorized persons (users, 
officers of an organization, and government officials), under certain prescribed conditions, to 
decrypt ciphertext with the help of information supplied by one or more trusted parties who 
hold special data recovery keys, which may (but are not required to) differ from the keys used 
to encrypt the information 

3.2.70  
key establishment 
process by which cryptographic keys are securely distributed among cryptographic modules 
using manual transport methods (e.g., key loaders), automated methods (e.g., key transport 
and/or key agreement protocols), or a combination of automated and manual methods 
(consisting of key transport plus key agreement) 

3.2.71  
keying material installation 
installation of keying material for operational use 

3.2.72  
key management 
activities involving the handling of cryptographic keys and other related security parameters 
(e.g., IVs and passwords) during the entire life cycle of the keys, including their generation, 
storage, establishment, entry and output, and destruction 
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3.2.73  
key management archive 
repository containing keying material of historical interest 

3.2.74  
key management infrastructure 
framework and services that provide for the generation, production, distribution, control, 
accounting, and destruction of all cryptographic material, including symmetric keys, as well as 
public key signing and generation of its own static and ephemeral asymmetric key pairs 

NOTE 1 This includes all elements (hardware, software, other equipment, and documentation); facilities; 
personnel; procedures; standards; and information products that form the system that distributes, manages, and 
supports the delivery of cryptographic products and services to end users. 

NOTE 2 Key management services include key ordering, distribution, re-key, update of keying material attributes, 
certificate revocation, key recovery and the distribution, accounting, tracking, and control of software that performs 
either keying material security or cryptographic functions. 

3.2.75  
key manager 
key management infrastructure device that provides key management services 

3.2.76  
(asymmetric-key) key pair 
public key and its corresponding private key 

NOTE A key pair is used with asymmetric-key cryptographic algorithms. 

3.2.77  
key recovery 
mechanisms and processes that allow authorized entities to retrieve keying material from key 
backup or archive 

3.2.78  
key registration 
process of officially recording the keying material by a registration authority 

3.2.79  
key revocation 
process whereby a notice is made available to affected entities that keying material should be 
removed from operational use prior to the end of the established cryptoperiod of that keying 
material 

3.2.80  
key transport 
key establishment procedure whereby one party (the sender) selects and encrypts the keying 
material and then distributes the material to another party (the receiver) 

NOTE When used in conjunction with a public key (asymmetric) algorithm, the keying material is encrypted using 
the public key of the receiver and subsequently decrypted using the private key of the receiver. When used in 
conjunction with a symmetric algorithm, the keying material is wrapped with a key encrypting key shared by the two 
parties. 

3.2.81  
key update 
function performed on a cryptographic key in order to compute a new but related key 

3.2.82  
key usage period 
either the originator usage period or the recipient usage period of a symmetric key 
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3.2.83  
key wrapping 
method of encrypting keys (along with associated integrity information) that provides both 
confidentiality and integrity protection using a symmetric key 

3.2.84  
key wrapping key 
symmetric key encryption key 

3.2.85  
keying material 
data (e.g., keys and IVs) necessary to establish and maintain cryptographic keying 
relationships 

3.2.86  
label 
with regard to security, information associated with a key that identifies the key’s parameters, 
attributes or intended use 

3.2.87  
latency 
delay from when data is created at a data source device to when it is available to be 
consumed at the destination device) 

NOTE The designated points may be a) physical devices, or b) layer boundaries within multi-layer software (e.g., 
from sending transport to receiving transport functionality, or from sending application to sending modem). 

3.2.88  
lease 
gateway service access point per-session fine-grained communication resource allocation 

3.2.89  
least privilege 
security principle that restricts the access privileges (e.g., program execution privileges, file 
modification privileges) of authorized personnel and their cyber agents to the minimum 
necessary to perform their jobs 

3.2.90  
link 
momentary or persistent interconnecting path between two or more devices for the purpose of 
transmitting and receiving messaging 

3.2.91  
master key, MK 
cryptographic key that is used for deriving other keys 

NOTE Best practice prohibits MKs from being used as data keys, which could ease their cryptanalysis. 

3.2.92  
mesh topology 
network topology in which redundant physically-diverse routing paths are available between 
each pair of network nodes 

NOTE Wireless mesh topology may be used to extend coverage via multi-hop capability and may facilitate 
communication reliability by providing redundant paths between devices. 

3.2.93  
message authentication 
process of establishing that a message was formed by a member of an authorized group of 
communicants and that the message is unchanged since it was formed 
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NOTE This is also known as PDU authentication. 

3.2.94  
message integrity code, MIC 
usually-truncated message authentication code 

3.2.95  
multicast 
messaging from a source to a set of intended recipients 

NOTE 1 The set membership may be determinate or indeterminate, including null. 

NOTE 2 Broadcast is a special form of multicast, usually to an indeterminate set of intended recipients. See also 
unicast. 

NOTE 3 Multicast is not supported in this specification. 

3.2.96  
network management object 
application software within a device that acts as a local peer of a network manager 

3.2.97  
non-repudiation 
service that is used to provide assurance of the integrity and origin or delivery of data in such 
a way that the integrity and origin or delivery can be verified by a third party as having 
originated from or been delivered to a specific entity in possession of the private key of the 
claimed signatory 

NOTE In a general information security context, non-repudiation provides assurance that the sender of 
information is provided with durable proof of delivery or the recipient is provided with durable proof of the sender’s 
identity, so that the party that provided the non-repudiable proof cannot later deny having processed the 
information. 

3.2.98  
nonce 
number used once, a value that has (at most) a negligible chance of repeating 

3.2.99  
operational phase, operational use 
phase in the lifecycle of keying material whereby keying material is used for standard 
cryptographic purposes 

3.2.100  
operational storage 
normal storage of operational keying material during its cryptoperiod 

3.2.101  
originator usage period 
period of time during the cryptoperiod of a symmetric key during which cryptographic 
protection may be applied to data 

3.2.102  
password 
string of characters (letters, numbers and other symbols, possibly including spaces and other 
word-delimiting characters) that are used to authenticate an identity or to verify access 
authorization 

3.2.103  
PDU authentication 
see 3.2.93, message authentication 
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3.2.104  
period of protection 
period of time during which the integrity and/or confidentiality of a key needs to be maintained 

3.2.105  
plaintext 
data that is input to and transformed by an encryption process, or that is output by a 
decryption process 

NOTE Usually, the plaintext input to an encryption operation is cleartext. But in some cases, the input is 
ciphertext that was output from another encryption operation. 

3.2.106  
private key 
cryptographic key, used with a public key cryptographic algorithm, that is uniquely associated 
with an entity and that is not made public 

NOTE In an asymmetric (public) cryptosystem, the private key is associated with a public key. The private key is 
known only by the owner of the key pair and is used to: 

a) compute the corresponding public key; 

b) compute a digital signature that may be verified by the corresponding public key; 

c) decrypt data that was encrypted by the corresponding public key; or 

d) compute a piece of common shared data, together with other information. 

3.2.107  
pseudo-random bit generator 
process used to generate an unpredictable series of bits that are random in the sense that 
there is no way to describe the generators output that is more efficient than simply listing 
each entire output string 

NOTE Pseudo-random bit generators have provable properties. The unpredictability of their output depends on 
the unpredictability of their initial input and the rate at which new unpredictable (high entropy) input is included 
relative to the number of output bits generated. See the note in 3.2.137, true-random bit generator, for common 
sources of such unpredictability. 

3.2.108  
public key 
cryptographic key used with a public key cryptographic algorithm that is uniquely associated 
with an entity and that may be made public 

3.2.109  
public key certificate 
set of data that uniquely identifies an entity, contains the entity’s public key and possibly other 
information, and is digitally signed by a trusted party, thereby binding the public key to the 
entity 

NOTE Additional information in the certificate could specify how the key is used and its cryptoperiod. 

3.2.110  
public key (asymmetric) cryptographic algorithm 
cryptographic algorithm that uses two related keys, a public key and a private key, where the 
two keys have the property that determining the private key from the public key is 
computationally infeasible 

3.2.111  
recipient usage period 
period of time during the cryptoperiod of a symmetric key during which the protected 
information is processed 
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NOTE This period frequently extends beyond the originator’s period of permitted usage. 

3.2.112  
resilience 
trait describing a system’s ability to accommodate significant changes in its environment by 
taking extraordinary actions to maintain acceptable system performance 

3.2.113  
retention period 
minimum amount of time that a key or other cryptographic related information should be 
retained in an archive 

3.2.114  
robustness 
trait describing a system’s ability to tolerate significant changes in its environment and still 
maintain acceptable system performance in such as way as to not require extraordinary 
actions to be taken 

3.2.115  
secret key 
cryptographic key that is used with a symmetric key cryptographic algorithm that is uniquely 
associated with one or more entities and that is not made public 

3.2.116  
secure communications protocol 
communication protocol that provides the appropriate confidentiality, authentication, content 
integrity and message timing protection 

3.2.117  
security association 
secure transport layer association based on: 

1) source address 
2) source port 
3) destination address 
4) destination port 

3.2.118  
security domain 
system or subsystem that is under the authority of a single trusted authority 

NOTE Security domains may be organized (e.g., hierarchically) to form larger domains. 

3.2.119  
security manager 
application software that supervises various operational security aspects of a multi-device 
network, usually through interaction with device security management objects (DSMO) in the 
supervised device(s) 

NOTE A network security manager may be a dedicated device that is protected both physically and by 
construction. (See NIST FIPS 140-2 and the NIST/CSE Cryptographic Module Validation Program, 
http://csrc.nist.gov/cryptval/cmvp.htm). 

3.2.120  
security services 
mechanisms used to provide confidentiality, data integrity, authentication and/or non-
repudiation of information 
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3.2.121  
separation of duties 
security principle that divides critical functions among different staff members in an attempt to 
ensure that no one individual has enough information or access privilege to perpetrate 
damaging fraud 

3.2.122  
session 
gateway service access point context for gateway resource and communication resource 
management and usage 

3.2.123  
session key, SK, (also known as data key, DK) 
temporary cryptographic key that is used to authenticate or encipher data 

3.2.124  
signature generation 
use of a digital signature algorithm and a private key to generate a digital signature on data 

3.2.125  
signature authentication 
use of a digital signature algorithm and a public key to verify a digital signature 

3.2.126  
source authentication 
process of corroborating that the source of data is as claimed 

3.2.127  
split knowledge 
situation wherein a cryptographic key has been split into multiple key components, individually 
providing no knowledge of the original key other than possibly its size, which subsequently 
can be combined in any of a number of predefined groupings of the multiple specific keys to 
recreate the original key 

3.2.128  
static key 
key that is not an ephemeral key, which is intended for use for a relatively long period of time 
and is typically intended for use in many instances of a cryptographic key establishment 
scheme 

3.2.129  
stream cipher 
cryptographic primitive that uses a symmetric key and an initialization vector and that works 
with continuous streams of input rather than fixed blocks 

3.2.130  
subnet 
sub-network, a subset of a full network, either at data-link or network layer (layers 2 or 3 of 
the OSI Basic Reference Model) 

3.2.131  
superframe 
a collection of timeslots with a common repetition period and possibly other common 
attributes 
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3.2.132  
symmetric key 
single cryptographic key that is shared by both originator and recipient, for use with a 
symmetric key algorithm 

3.2.133  
symmetric key (cryptographic) algorithm 
cryptographic algorithm that that uses the same (usually secret) key for an operation and its 
inverse (e.g., encryption and decryption) 

3.2.134  
system initialization 
with regard to security, setting up and configuring a system for secure operation 

3.2.135  
system manager 
application software that supervises various operational aspects of a multi-device network 
other than security, usually through interaction with network management objects in the 
supervised device(s) 

NOTE 1 A network manager may supervise an entire multi-device network, or may act as a subordinate to another 
network manager, thereby supervising only a subset of the entire network. 

NOTE 2 A network manager need not be a dedicated device. 

3.2.136  
threat 
any circumstance or event with the potential to adversely impact plant operations (including 
function, image, or reputation), assets or individuals through an information system via 
unauthorized access, destruction, disclosure, modification of data, message delay, and/or 
denial of service 

3.2.137  
true-random bit generator 
process used to seed a pseudo-random bit generator with bits derived from assessing the 
state of one or more unpredictable physical processes 

NOTE 1 Sources of such bits include avalanche breakdown of a Zener diode, shot noise, thermal noise, 
radioactive decay, cosmic rays, etc. 

NOTE 2 Post-processing of such noise sources is required to whiten their output and to detect failures in the 
circuit providing the randomness. Only the post-processed bit stream is suitable for seeding a pseudo-random bit 
generator. 

3.2.138  
tunneling 
encapsulation of a first protocol within a second communication protocol to convey PDUs from 
the first protocol 

3.2.139  
type-of-service, ToS 
collective name given to a set of protocol elements and associated quality-of-service 
attributes that together form a subprotocol (e.g., real-time voice, time-critical data, and non-
time-critical data) with distinct functionality 

3.2.140  
unauthorized disclosure 
event involving the exposure of information to entities not authorized access to the 
information 
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