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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 90-4: Network engineering guidelines

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 61850-90-4, which is a technical report, has been prepared by IEC technical committee
57: Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1238/DTR 57/1330/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table. Documents
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
« amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

The growing success of the IEC 61850 series calls for guidelines for engineering Ethernet
networks. The IEC 61850 series specifies the basic requirements for the networks but not how
to achieve them. Instead, the IEC 61850 series of standards focuses on data modelling and
the interchange of that data, leaving out physical interconnection details that are nevertheless
needed for full interoperability.

This Technical Report provides definitions, guidelines and specifications for the network
engineering of IEC 61850-based substation automation.

This Technical Report addresses issues such as Ethernet technology, network topology,
redundancy, traffic latency and quality of service, traffic management by multicast and VLAN,
network-based clock synchronization and testing of the network. It does not address network-
based security.

The Technical Report is based on existing standards for semantics, services, protocols,
system configuration language and architecture. It is based on work done by IEC TC 57
WG 10 (Power system IED communication and associated data models) and IEC TC 57
WG 15 (Data and communications security), on IEC 61918 (/ndustrial communication
networks — Installation of communication networks in industrial premises), |IEC 62439
(Industrial communication networks — High-availability automation networks) and |IEC 61588
(Precision clock synchronization protocol for networked measurement and control systems),
on the work of the IEEE 802.1 Working Group, the UCA International Users Group 9-2LE and
the IEEE Power System Relaying Committee (PSRC), and on contributions by different
companies.

The contents of this Technical Report have been coordinated with the Working Groups
producing IEC 62439, IEC 62351 and with the IEEE PSRC.
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 90-4: Network engineering guidelines

1 Scope

This part of IEC 61850, which is a Technical Report, is intended for an audience familiar with
network communication and/or |IEC 61850-based systems and particularly for substation
protection and control equipment vendors, network equipment vendors and system
integrators.

This Technical Report focuses on engineering a local area network limited to the requirements
of IEC 61850-based substation automation. It outlines the advantages and disadvantages of
different approaches to network topology, redundancy, clock synchronization, etc. so that the
network designer can make educated decisions. In addition, this report outlines possible
improvements to both substation automation and networking equipment.

This Technical Report addresses the most critical aspects of IEC 61850, such as protection
related to tripping over the network. This Technical Report addresses in particular the
multicast data transfer of large volumes of sampled values (SV) from merging units (MUs). It
also considers the high precision clock synchronization and “seamless” guaranteed transport
of data across the network under failure conditions that is central to the process bus concept.

This Technical Report is not a tutorial on networking or on IEC 61850. Rather, it references
and summarizes standards and publications to assist the engineers. Many publications
discuss the Ethernet technology but do not address the networks in terms of substation
automation. Therefore, many technologies and options have been ignored, since they were
not considered relevant for a future-proof substation automation network design.

This Technical Report does not address network security.

This Technical Report does not address substation-to-substation communication, or
substation to control centre communication. Inter-substation communication involves WAN
technologies other than Ethernet, but when it uses Ethernet on layer 2, parts of this report can
be applied. For inter-substation communication which uses exclusively the routable Internet
Protocol, more adapted guidelines are in discussion within |[EC TC 57, especially in
documents IEC/TR 61850-90-1, IEC 61850-90-21, and IEC/TR 61850-90-5, which will be
addressed in the WAN engineering guidelines, IEC 61850-90-122.

This Technical Report does not dispense the responsible system integrator from an analysis
of the actual application configuration, which is the base for a dependable system.

1 Under consideration.
2 Under consideration. Documents
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60050 (all parts), International Electrotechnical Vocabulary (<available at:
http://www.electropedia.org/>)

IEC 60834-1, Teleprotection equipment of power systems — Performance and testing — Part 1:
Command systems

IEC 60870-2-2, Telecontrol equipment and systems - Part2: Operating conditions -
Section 2: Environmental conditions (climatic, mechanical and other non-electrical influences)

IEC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techniques — Surge immunity test

IEC 61000-6-2, Electromagnetic compatibility (EMC) — Part 6-2: Generic standards -
Immunity for industrial environments

IEC 61508-4, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 4: Definitions and abbreviations

IEC 61588:2009, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61754-2, Fibre optic connector interfaces — Part 2: Type BFOC/2,5 connector family

IEC 61754-20, Fibre optic interconnecting devices and passive components — Fibre optic
connector interfaces — Part 20: Type LC connector family

IEC 61800-3, Adjustable speed electrical power drive systems — Part 3: EMC requirements
and specific test methods

IEC 61850-3, Communication networks and systems for power utility automation — Part 3:
General requirements

IEC 61850-4, Communication networks and systems for power utility automation — Part 4:
System and project management

IEC 61850-5:2013, Communication networks and systems for power utility automation —
Part 5: Communication requirements for functions and device models

IEC 61850-6:2009, Communication networks and systems for power utility automation —
Part 6: Configuration description language for communication in electrical substations related
to IEDs

IEC 61850-7-1:2011, Communication networks and systems for power utility automation —
Part 7-1: Basic communication structure — Principles and models
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IEC 61850-7-2:2010, Communication networks and systems for power utility automation —
Part 7-2: Basic information and communication structure — Abstract communication service
interface (ACSI)

IEC 61850-7-3, Communication networks and systems for power utility automation — Part 7-3:
Basic communication structure — Common data classes

IEC 61850-7-4:2010, Communication networks and systems for power utility automation —
Part 7-4: Basic communication structure — Compatible logical node classes and data object
classes

IEC 61850-8-1:2011, Communication networks and systems for power utility automation —
Part 8-1: Specific communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1
and ISO 9506-2) and to ISO/IEC 8802-3

IEC 61850-9-2:2011, Communication networks and systems for power utility automation —
Part 9-2: Specific communication service mapping (SCSM) - Sampled values over
ISO/IEC 8802-3

IEC/TR 61850-90-1, Communication networks and systems for power utility automation —
Part 90-1: Use of IEC 61850 for the communication between substations

IEC/TR 61850-90-5, Communication networks and systems for power utility automation —
Part 90-5: Use of IEC 61850 to transmit synchrophasor information according to
IEEE C37.118

IEC 61869-9:__ 3, Instrument transformers - Part9: Digital interface for instrument
transformers

IEC 62351 (all parts), Power systems management and associated information exchange —
Data and communications security

IEC/TS 62351-6, Power systems management and associated information exchange — Data
and communications security — Part 6: Security for IEC 61850

IEC 62439-1:2010, Industrial communication networks — High availability automation networks
— Part 1: General concepts and calculation methods
Amendment 1:2012

IEC 62439-3:2012, Industrial communication networks — High availability automation networks
— Part 3: Parallel Redundancy Protocol (PRP) and High availability Seamless Redundancy
(HSR)

IEC 81346 (all parts), Industrial systems, installations and equipment and industrial products
— Structuring principles and reference designations

ISO/IEC 8326:1996, Information processing system — Open Systems Interconnection —
Session service definition

ISO/IEC 8649, Information technology — Open Systems Interconnection — Service definition
for the Association Control Service Element4

3 To be published.
4 Withdrawn. Documents
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ISO/IEC 8802-2, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 2:
Logical link control

ISO/IEC 8824-1, Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO 9506-1:2003, Industrial automation systems — Manufacturing Message Specification —
Part 1: Service definition

ISO 9506-2:2003, Industrial automation systems — Manufacturing Message Specification —
Part 2: Protocol specification

IEEE 802.1AB-2005, |EEE standard for Local and metropolitan area networks — Station and
Media Access Control Connectivity Discovery

IEEE 802.1D-2004, |/EEE standard for Local and metropolitan area networks — Common
specifications — Media Access Control (MAC) Bridges

IEEE 802.1Q-2011, IEEE standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges and Virtual Bridge Local Area Networks

IEEE 802.3, Local Area Network (LAN) protocols

IEEE 1344, |EEE Standard for Synchrophasors for Power Systems (replaced by
IEEE C37.118)

IEEE 1613-2009, [|EEE Standard - Environmental and Testing Requirements for
Communications Networking Devices Installed in Electric Power Substations

IEEE C37.118.1-2011, IEEE Standard for Synchrophasor Measurements for Power Systems
IEEE C37.118.2-2011, IEEE Standard for Synchrophasor Data Transfer for Power Systems

IEEE C37.238-2011, IEEE Standard Profile for Use of IEEE 1588 Precision Time Protocol in
Power System Applications

RFC 793: 1981, DARPA Internet Program, Transmission Control Protocol, Protocol
Specification, 1981

RFC 1006: 1987, Network Working Group, ISO Transport Service on top of the TCP Version:3
RFC 1305: 1992, Network Working Group, Network Time Protocol (Version 3)

RFC 2328: 1998, The Internet Society, OSPF Version 2

RFC 2661: 1999, The Internet Society, Layer Two Tunneling Protocol "L2TP"

RFC 3416: 2002, The Internet Society, Version 2 of the Protocol Operations for the Simple
Network Management Protocol (SNMP)

RFC 4330: 2006, The Internet Society, Simple Network Time Protocol (SNTP) Version 4 for
IPv4, IPv6 and OSI

RFC 4836: 2007, IETF Trust, Definitions of Managed Objects for IEEE 8OZBd\4fﬂ"lﬁents

Attachment Units (MAUS) 5 Sharine Hub
ocument Sharing Hu
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TIA/EIA 568A, Commercial building telecommunications cabling standard set (contains: TIA-
568-C.0, TIA-568-C.1, TIA-568-C.2, TIA-568-C.3 AND TIA-568-C.4 — with addendums and
erratas)

3 Terms, definitions, abbreviations and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191:1990, as
well as the following, apply.

3141

bridge

network device that connects network segments at the data link layer (layer 2) of the OSI
model, according to the principles of IEEE 802.1D Clause 7

Note 1 to entry: A bridge is often referred to as a “layer 2 switch”. In this document, the word “bridge” means the
logic used to forward a frame from one port to another at layer 2, while “switch” designates a device with additional
functionalities.

31.2
broadcast domain
set of all network nodes that receive a layer 2 frame with a broadcast destination address

Note 1 to entry: The broadcast domain is the entire layer 2 subnet.

313

broadcast storm

condition on a network where there is an abnormally huge broadcast traffic that consumes
resources and renders the network unable to transport normal traffic

314

bus

communication medium that supports broadcast, either physically (e.g. radio, multi-drop
cable) or logically (e.g. switched layer 2 network), as opposed to links that are point-to-point
connections

315

cut-through

basic operation of a bridge, in which frames on ingress are forwarded to the appropriate
egress port(s) before the whole frame has been received, on the basis of their header

Note 1 to entry: “Cut-through” is in contrast to “store-and-forward”.

3.1.6
doubly attached node
node that has two ports for the purpose of redundant operation

[SOURCE: IEC 62439-1:2010, 3.1.11]

317
layer 2
data link layer of the OSI model

Note 1 to entry: At layer 2, data packets are encoded and decoded into bits. Layer 2 is divided into sub layers:
Media Access Control (MAC) and Logical Link Control (LLC). The MAC sub layer controls how a network node
gains access to the media and the LLC sub layer handles flow control and error checking. Ethernet is a layer 2
technology.

[SOURCE: ISO/IEC 7498-1:1994] Documents
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3.1.8
layer 3
network layer of the OSI model

Note 1 to entry: At layer 3, data packets are routed depending on their IP address over any layer 2 technology,
e.g. Ethernet or wireless. The use of broadcast domains is limited at layer 3.

[SOURCE: ISO/IEC 7498-1:1994]

3.1.9
logical topology
actual path through which data pass through the network from one node to another node

Note 1 to entry: “Logical topology” is in contrast to “physical topology”, which is the set of all possible physical
paths.

3.1.10

managed switch

bridge that includes the basic bridge functionality as defined in IEEE 802.1D Clause 7.1 plus
a variety of configurable features such as: a user interface, SNMP management, redundancy
protocols, and VLAN support among others

Note 1 to entry: The IEEE standards use the term “bridge” instead of the more common term “switch” for layer-2
communication.

3.1.11

merging unit

1) logical device, a unit that generates SV traffic for eight process values (four voltage and
four currents) in a synchronized way, allowing to correlate these samples
[UCA 61850-9-2LE]

merging unit
2) physical device (IED in the meaning of IEC 61850-2) in which logical device merging unit
is implemented [IEC 61869-9]

Note 1 to entry: A SAMU is a particular case of a PIA that contains a Merging Unit Logical Device and that uses
standardized analog values as an input.

3.1.12
multicast domain
set of all nodes that receive a layer 2 frame with a given multicast destination address

Note 1 to entry: The multicast domain is equal to the broadcast domain unless multicast traffic filtering is applied.

3.1.13
node
network entity connected to one or more links

[SOURCE: IEC 62439-1:2010, 3.1.35]
3.1.14
PHY

physical layer device that interfaces to the media independent interface

Note 1 to entry: PHYs are usually integrated circuits that encode and decode the bit stream of data for
transmission and reception on the physical media and can do additional functions such as line supervision and
time-stamping.
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3.1.15

process interface

physical device that interfaces to the primary technology and that is attached to the process
bus

Note 1 to entry: A Pl-Analog (PIA) is a measuring device generating synchronized samples for current or voltage.

Note 2 to entry: A PI-Binary (PIB) is an Input/Output device for binary values that can issue control signals to the
primary technology such as trip signals or tap changer.

Note 3 to entry: See also: merging unit, 3.1.11.

Note 4 to entry: A PIA is not a SAMU according to IEC 61869-9 since it accepts also non-standard inputs.

3.1.16
physical topology
set of all possible paths between nodes

Note 1 to entry: “Physical topology” is in contrast to “logical topology”, which is the set of all actual paths.

3.1.17
process bus
communication network which connects IEDs at primary equipment level

Note 1 to entry: Originally, the process bus was specified as the carrier of the IEC 61850-9-2 traffic (SV), but it
can carry other traffic, such as IEC 61850-8-1 (MMS and GOOSE) or FTP.

3.1.18
QuadBox
four-port layer-2 bridge between two HSR rings

3.1.19

RedBox

layer 2 bridge between singly attached nodes and two PRP LANs or between an HSR LAN
and singly attached nodes

Note 1 to entry: RedBox is an abbreviation of “redundancy box”.

3.1.20
router
layer 3 interconnection device

[SOURCE: IEEE 610.7:1995]

3.1.21
singly attached node
node that has only one port to a LAN

[SOURCE: IEC 62439-1:2010, 3.1.55]

3.1.22

spanning tree protocols

family of protocols executed by the bridges which auto-configure a meshed network topology
into a tree topology at initialization and upon changes, including RSTP (rapid spanning tree
protocol, VLAN unaware) and MSTP (multiple spanning tree protocol, VLAN aware)
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3.1.23
station bus
communication network which connects IEDs at bay level and IEDs at station level

Note 1 to entry: Originally, the station bus was specified as the carrier of the IEC 61850-8-1 traffic (MMS and
GOOSE), but it can carry IEC 61850-9-2 (SV) and other traffic as well.

3.1.24

store-and-forward

basic operation of a bridge, in which frames on ingress are completely stored before
forwarding to the appropriate egress port(s)

Note 1 to entry: “Store-and-forward” is in contrast to “cut-through”.

3.1.25

switch

interconnection device between network parts, e.g. a simple repeater (hub), a layer 2
connecting device (bridge) or a layer 3 connecting device (router) or a combination thereof

Note 1 to entry: This document uses “switch” for a complex device, while bridge refers to the IEEE 802.1D
functionality. Electrical switches are designated as "switchgear", “circuit breaker” or “disconnector”.

3.1.26
switchgear
electrical, high power switching device, circuit breaker or disconnector

3.1.27
unmanaged switch
bridge that only has the basic IEEE 802.1D functionality

Note 1 to entry: An unmanaged switch has typically no configurability, has no SNMP support, has no user
interface and is not capable of supporting redundancy protocols, priorities, VLANs, or any other more advanced
layer 2 functions.

3.2 Abbreviations

AIS Air Insulated Switchgear (in open-air substation, as opposed to GIS)
APPID Application ID in GOOSE and SV messages
ASN.1 Abstract Syntax Notation
AVR Automatic Voltage Regulator
BC boundary clock
BCU Bay Control Unit
BMCA Best Master Clock Algorithm
BP Busbar protection
BPDU Bridge Protocol Data Unit
BPU Bay Protection Unit
CPU Central Processing Unit
CT Current Transformer (for measurement)
DAN Doubly Attached Node
DANH Doubly Attached Node using HSR
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DANP Doubly Attached Node using PRP

DANR Doubly Attached Node using RSTP

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

DMC Designated Master Clock

ECT Electronic Current Transformer

EHV Extra High Voltage

EIT Electronic Instrument Transformer

EMC Electro-Magnetic Compatibility

EMI Electro-Magnetic Interference

EVT Electronic Voltage Transformer

FEFI Far End Fault Indication

FMEA Failure Mode and Effect Analysis

FTP File Transfer Protocol

GIS Gas Isolated Switchgear (in underground or compact substation, as opposed to
AlIS)

GNSS Global Navigation Satellite System (comprises GPS, GLONASS, Galileo)

GMC Grandmaster Clock

GMRP Generic Multicast Registration Protocol

GolD GOOSE message identifier, string

GVRP Generic VLAN Registration Protocol

HC Hybrid Clock

HSR High-availability Seamless Redundancy HMI Human-Machine Interface

IANA Internet Assigned Numbers Authority, that manages the IP addresses
worldwide

ICD IED Capability Description, file that describes the objects in an IED

IED Intelligent Electronic Device

IRIG-B Inter-Range Instrumentation Group time code B

ICMP Internet Control Message Protocol

IP Internet Protocol

LAN Local Area Network

LLDP Link Layer Discovery Protocol

MAC Media Access Control

MC Multicast
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MC Master Clock
MIB Management Information Base (used by SNMP)
MMRP Multiple MAC Registration Protocol
MSTP Multiple Spanning Tree Protocol
MTBR Mean Time Between Repairs
MTTR Mean Time To Repair or Mean Time To Recovery
MTTF Mean Time To Fail
MU Merging Unit (Logical Device), merging unit (physical device)
MVRP Multiple VLAN Registration Protocol
NAT Network Address Translation
NTP Network Time Protocol, NTPv4
ocC Ordinary Clock
OAM Operation, Administration, Maintenance
(OR] Open System Interconnection
PCP Priority Code Point carried in the tag
PFD Probability to Fail on Demand
Pl Process Interface (Primary technology to/from process bus)
PIA Process Interface Analog
PIB Process Interface Binary
PICS Protocol Implementation Conformance Statement
P1O Process Interface Output (to the Primary Technology)
PMC Protection, Measurement and Control combined |IED
PPCP Port Priority Code Point, default port priority
PPS Pulse Per Second (1 PPS time synchronization)
PRP Parallel Redundancy Protocol
PTP Precision Time Protocol version 2
PVID Port VLAN identifier
PVMS Port VLAN member set
QB QuadBox
RB RedBox
RSTP Rapid Spanning Tree Protocol
SAN Singly Attached Node
SAMU Stand-Alone Merging Unit Documents
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SCADA Supervisory Control And Data Acquisition

SCD Substation Configuration Description

SCL Substation Configuration Language

SLD Single Line Diagram

SNMP Simple Network Management Protocol

SNTP Simple Network Time Protocol

STP Spanning Tree Protocol

SSH Secure SHell

SV Sampled (measurement) values

TC transparent clock

TCP Transmission Control Protocol

TLV Type-Length-Value, the ASN.1 structuring used e.g. in MMS and PTP
messages

UDP User Datagram Protocol

VID VLAN identifier

VLAN Virtual Local Area Network

VT Voltage Transformer (for measurement)

WAN Wide Area Network

3.3 Conventions

3.31 Network diagram symbols

The symbols shown in Figure 1 are used throughout this document in an effort to provide
diagrammatic consistency. These symbols are sometimes combined to create more advanced

network nodes. This allows the illustration of fairly complex concepts in a single, uncluttered
diagram.

Documents

Document Sharing Hub

Full document details: PD IEC/TR 61850-90-4:2013


http://www.avadocuments.com/doc/pd-iec-tr-61850-90-4-2013
http://www.avadocuments.com/doc/pd-iec-tr-61850-90-4-2013

— 26 —
edge ports

IED generic IED trunk port
IED setof IEDs edge ports
=] protection IED

P, protection (1=main1) (2=main2)

C control [ED

M measurement [ED

Pl process interface (PIA, PIB, P1O)

_ computer / SCADA

network clock
(NTP, GMC, MC, OC, HC)
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bridge with RSTP

protection IED with 2 explicit
redundant ports (DAN)

protection IED with 2 PRP ports
(DANP)

measurement IED with 2 HSR ports
(DANH)

control IED with 2 RSTP ports
(DANR)

RedBox-P (RSTP switch to PRP)

Redbox-H (RSTP switch to HSR, path A)

Quad box (HSR-HSR) path B

Quadbox-HP (HSR-PRP) path A

IP router or gateway

Figure 1 — Network symbols

3.3.2 Port and link symbols

To specify the ports and links, the symbols of Figure 2 are used in this document.

O 100BASE-TX (100 Mbit/s copper)
O  100BASE-FX (100 Mbit/s fibre)

® 1000BASE-LX (1 Gbit/s multimode fibre)

© 1000BASE-LX (1 Gbit/s single mode fibre)

Figure 2 — Port symbols

3.33 Bridges symbols

The bridges can be drawn as beams to simplify the drawings, as shown in Figure 3.
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¢ :'_': switch Q—E

I

Figure 3 — Bridge symbol as beam

To simplify even more crowded drawings, the bridges can be drawn as a line, although
switched Ethernet is not a bussed technology, as shown in Figure 4.

I:lDClE T} —a— {1

— —

end nodes

Figure 4 — Bridge symbol as bus

4 Overview of IEC 61850 networks

4.1 Logical allocation of functions and interfaces

IEC 61850-5 defines three different levels (station, bay, process) and the logical allocation of
functions and interfaces. This part is repeated here for convenience. Figure 5 depicts these
traffic types and flows.
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automatics
< |protection «<—>| control |
| remote protection

®

o
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Figure 5 — Levels and logical interfaces in substation automation systems

The cloud in Figure 5 symbolizes a WAN outside of a substation. The meaning of the
interfaces is detailed in Table 1.

Table 1 — IEC 61850-5 interface definitions

IEC 61850-5 Definition

Comment

Protection-data exchange between bay and station
level

The SCADA Gateway / HMI is not involved in

protection functions

Protection-data exchange between bay level and
remote protection (outside the scope of this part of
IEC 61850)

Tunnelled GOOSE defined in IEC/TR 61850-90-1

Data exchange within bay level

Relates to station bus

CT and VT instantaneous data exchange (especially
samples) between primary equipment and bay level

Relates to process bus so are not considered for

station bus

Control-data exchange between primary equipment
and bay level

Relates to process bus so are not considered for

station bus

Control-data exchange between bay and station level

Station bus to SCADA Gateway / HMI

communications

Data exchange between substation (level) and a
remote engineer’s workplace

IED and SCADA Gateway / HMI configuration,
monitoring from external like engineering PC

Direct data exchange between the bays especially for
fast functions such as interlocking

Relates to station bus

Data exchange within station level

SCADA gateway / HMI communications

10

Control-data exchange between substation (devices)
and a remote control centre (outside the scope of this
part of IEC 61850)

SCADA gateway / HMI to control centre

communications

11

Control-data exchange between substations, e.g.
binary signals for interlocking or other inter-
substation automatics

Substation to substation, see IEC/TR 61850-90-1
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4.2 |EC 61850 protocol stack
421 General

Figure 6 shows the basic IEC 61850 protocol stack. It is divided into a hard real time stack
supporting the services of Sampled Values, GOOSE and the Precision Time Protocol, and a
soft real-time stack supporting the network time synchronisation SNTP, the MMS
communication and ancillary services mentioned in IEC 61850-8-1. These protocols rely on
the services of the MAC layer, which may support 802.1Q VLANs and priorities, redundancy
and possibly data security (not shown).

SNTP
hard real-time stack soft real-time stack

ACSI Publisher - Subscriber Client - Server
services services

IEEE MMS
1588 1SO 9506-1:2003

ACSE
ISO/IEC 8649:1996

Presentation
ISO/IEC 8822:1994

sV GOOSE

Abstract Syntax
ISO/IEC 8824-1:2008
SNTP
session RFC 4330 IS0 Session
ISO/IEC 8326:1996

1SO Transport
RFC 1006

spanning
transport UDP RFC 768 TCP RFC 793 ICMP tree

IEEE 802.1D

netwark
| P || AR |

link | PT = 88-BA ‘ ‘ PT = 88-B8 ‘ ‘ PT = 88-F7 | I PT= 08-00 ” PT=08-06 |

VLAN | 802.1Q H 802.1Q H802.1Q(0pt)| ‘ VLAN & priority 802.1Q (optional) ||302.1Q(opt)|| 802.2 |

MAC | link redundancy entity (IEC 62439-3 PRP/HSR (PT = 88-2F) |

physical layer Ethernet B Ethernet A

Figure 6 — IEC 61850 protocol stack

4.2.2 IEC 61850 traffic classes
IEC 61850-8-1 and IEC 61850-9-2 define three kinds of traffic:

e MMS traffic defined in IEC 61850-8-1, which allows an MMS client such as the SCADA, an
OPC server or a gateway to access “vertically” all IED objects. This traffic flows both on
the station bus and on the process bus, although some process bus IEDs do not support
MMS.

e GOOSE traffic defined in IEC 61850-8-1, which allows IEDs to exchange data
“horizontally” between the bays or “vertically” between process level and bay level,
especially for the status signals and tripping signals, and often for interlocking. This traffic
flows normally over the station bus and/or the process bus.

e SV traffic defined in IEC 61850-9-2, which carries voltage and current samples. This traffic
flows normally on the process bus but can also flow over the station bus, for instance, for
busbar protection and phasor measurement.
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4.2.3 MMS protocol

The MMS protocol is a client-server (unicast) protocol operating at the network layer (layer 3).
Therefore, it operates with IP addresses and can cross routers. In one operating mode, the
MMS client (generally the SCADA or the gateway) sends a request for a specific data item to
the MMS server of an IED, identified by its IP address. The server returns the requested data
in a response message to the |IP address of the client. In another mode, the client can instruct
the server to send a notification spontaneously upon occurrence of an event (see Figure 7).

To ensure that no event is lost, MMS relies on the TCP protocol for error detection and
recovery.

An MMS server can support several clients simultaneously, each client is treated individually.

MMS client Hlj_ network —HIZI MMS server

\ 4

distance
network ;
Request ———--._._.__________b\. Indication
—

; processing
Confirmation 4——'—'—"‘/

Response

; 4/*«- Request

Indication

time
asynchronous event

Figure 7 — MMS protocol time/distance chart

424 GOOSE protocol

GOOSE messages are exchanged at layer 2 (link layer), taking advantage of the multicast
functionality provided by Ethernet. The GOOSE communication consists of a fast event-driven
transmission and of a slow cyclic transmission as shown in Figure 8 (time/distance chart) and
Figure 9 (time chart).
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Upon occurrence of a preconfigured event condition, an IED sends immediately a GOOSE
message carrying the values of the variables to be communicated for that event.

Since GOOSE messages are multicast, they are not acknowledged by the destination. To
overcome transient errors, the same GOOSE message is retransmitted several times in a row,
at interval T1, then T2, then T3 (application specific).

To assess the presence of the source, GOOSE messages are retransmitted at low rate TO.

Since GOOSE messages operate on layer 2, they do not leave the LAN and cannot cross
routers. They are identified by their source MAC address and an identifier in the message.

GOOSE operates on the publisher/subscriber principle. The new value received replaces the
former value, as opposed to being queued if the old value could not be processed in time.
However, overwriting is not prescribed, so queuing is also used.

GOOSE

publisher network

GOOSE
subscribers
TO: maximum retransmission

y
\— processing
delay in steady state (no

eventfor a long time). TO

<TO: retransmission delay in processing

steady state shortened by an <T0
event
event
§ v
T1: shortest retransmission T 4

3
;h\— processing
dela 4
y LQ— processing if not yet received

T2 —— processing if not yetreceived
T2, T3: increasing ;‘:\
retransmission delay —— processing if not yet received
(application-dependent) T3

r'y
\— processing if not yetreceived

TO: maximum retransmission TO
delay, return to steady state

A 4
/) .
| processing

Figure 8 — GOOSE protocol time/distance chart

Figure 9 explains the same GOOSE protocol with a time chart.
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[y
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Figure 9 — GOOSE protocol time chart

4.2.5 SV protocol

The Sampled Values protocol (specified in IEC 61850-9-2) is mainly used to transmit
analogue values (current and voltage) from the sensors to the IEDs.

The SV protocol, like GOOSE, uses layer 2 multicast, messages are identified by their MAC
addresses (and possibly VLAN ID) and an identifier (in the message body).

NOTE |IEC 61850-9-2 also foresees a unicast SV transmission, but it is seldom used.

Like for GOOSE, there is no retransmission protocol: a lost sample is overwritten by the next
successful one.

The SV messages, unlike GOOSE, are transmitted purely cyclically at high frequency.
UCA 61859-9-2LE prescribes a period of 250 us in a 50 Hz grid, respectively 208,3 us in a
60 Hz grid.

With a typical size of 160 octets, an SV message takes some 12 us at 100 Mbit/s (6 % of the
bandwidth at 4 800 SV messages per second [15]3). The period should accommodate a
maximum size FTP message of 123 pus at 100 Mbit/s (60 % of the bandwidth at 4 800 SV
messages per second), thus limiting the number of attached SV senders on a bus to around 6.
Therefore, SV messages must be kept small.

To avoid spurious jamming, all SV sources on the same bus should operate at the same
period and preferably implement a time division multiplex scheme as shown in Figure 10.

—|12 ps|«— |— 123 us «
svi|[sva2]| sva |[sva|// svi|[sva || sva|[sva] // SV1
7 7
- ~ I v . -~ I\ v J time
periodic phase sporadic phase periodic phase sporadic phase
< 208 us >l 208 us »
period period

Figure 10 — Example of SV traffic (4 800 Hz)

4.3 Station bus and process bus

The two main interfaces are the station bus and the process bus (see Figure 11). IEC 61850-5
uses the terms “station bus” and “process bus" with no precise definition. Common
understanding is:

e The station bus interconnects the whole substation and provides connectivity between
central management and the individual bays. It also connects the protection and control
devices within a bay, the different bays among themselves, and the bays with the SCADA
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or Grid Control gateway. The station bus connects up to hundreds of IEDs. In large
networks, the station bus is segmented, but all segments come together at the station
level. Several physically distinct station busses are often used, e.g. one per voltage level,
with or without horizontal connection.

The station bus typically carries GOOSE (layer2 multicast) traffic and TCP/UDP (unicast)
traffic (MMS, SNTP, SNMP, FTP, etc.), as well as non-IEC 61850 traffic such as video
surveillance.

The station bus typically provides only soft real-time quality of service, i.e. some jitter in
delivery time is acceptable.

e The station bus can also carry SV traffic (layer 2 multicast) e.g. for busbar protection, and
in this case, it provides the same quality of service as a process bus. It could then be
beneficial to separate the station bus into two networks, one dedicated to SV traffic and
the other to the soft real-time traffic.

e The process bus connects the primary measurement and control equipment to the IEDs. It
takes different topologies, from a fan of point-to-point links to a classical network.
The process bus is generally limited to a bay; in particular applications such as busbar
protection and differential protection, it spans several bays.
The process bus typically carries SV (multicast), GOOSE (multicast) and often MMS
(unicast) traffic.
The process bus is expected to provide hard real-time quality of service, i.e. the
transmission guarantees a worst case delivery time. How to provide it is not in the scope
of the standard.

NOTE The term “bus” is historical and only reminds that each “bus” is a broadcast domain.

Figure 11 shows a typical structure, the leftmost bay being equipped with a process bus,
attached to a Process I/O for analog values (PIA) and a Process I/O for binary values (PIB).

control center

!

SCADA engineering ﬂ.
station level ¢='u':>
gateway
firewall
L] L L]
horizontal traffic | (8-1 GOOSE) 2
=
station bus m ]
(9-28V)
IED ] _+ IED _+ IED IED
w =
° £
5 S _ﬂ IED g _+ IED _+ IED IED
bay level o = =
=) p >
~ |IED IED _+ IED _+ IED IED
Y Y} , A A A A A YY)
process bus
PIA PIO PIA PIO
process level
TTTT Tefe T11T 1314 , ,
| | | primary equipment | | | |
bay bay bay bay bay

Figure 11 — Station bus, process bus and traffic example

While it is possible to fit station bus and process bus into one network structure if sufficient
bandwidth is available (e.g. 1 Gbit/s), it is prudent to separate them for various ref3geiLEments
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to reduce the station bus load due to SV traffic or to avoid single points of failure when
coupling tightly process bus and station bus.

5 Network design checklist

51 Design principles

The network design has to satisfy the high-level system requirements and the detailed design
requirements. A suitable network design requires understanding all the functional and non-
functional requirements of the system. The network design could be dictated by application
requirements such as the mandatory use of GOOSE for the exchange of trip signals between
IEDs. The interfacing capability of the IEDs constrains the design. Establishing design
principles assists in resolving conflicting requirements (e.g. safety could be rated higher than
cost).

5.2 Engineering flow
The engineering process of a substation communication is a balance between the aspects of:

e application requirements;
e topology and design constraints;
e available products;

e costs.

There exist several engineering flows; one example is described in Figure 12. The highlighted
parts concern directly the network components.
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Application
requirements &
design criteria,
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Decide on primary technology (AlS, GIS, Hybrid GIS, etc.).
and instrumentation interface (CT, VT,...).
Select functionality (Logical Nodes & functional redundancy)

Allocate Logical Nodes (Protection & Control Functions) to the Single Line Diagram
Assign |IEDsto Logical Nodes,
Define data flows: GOOSE and SV exchange, MMS Reports

v

Select|EDs and their locations (inside main building,
close to primary equipment, mounted outdoor or in kiosk or in containers).
Include other equipment (video-surveillance,...) and communication section

v

Selectadditional data communications schemes and protocols (network-basedtime
synchronization, SNMP, FTP, video surveillance, etc.)

v

Select networking equipment, decide on device interconnections.
Selectthe network topology including redundancy (RSTP, PRP, HSR)
v
Configure network devices

(IP address and subnet mask, multicast addressesand domains, QoS parameters,
VLANS)

v

generate SCD with communication subsection

Y

- - Analyze whether network topology can provide performance and
Review network design reliability
A v

set up or simulate network, write test plan
including performance and failure mode tests

No

is designvalidated ?

Yes

C final communication network >

Figure 12 — Example of engineering flow

5.3 Checklist to be observed
5.3.1 Summary

A network for IEC 61850 based substations is designed taking into account several criteria, of
which the most important are listed here and detailed in 5.3.2 to 5.3.19:

e environmental issues;

e EMI immunity;

o form factor;

e physical media;

e substation application and network topology;

e redundancy;

e reliability, availability, maintainability;

e logical data flows and traffic patterns;
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e latency requirements for different types of traffic;
e performance;

e network management;

e network supervision;

e time synchronization and accuracy;

e remote connectivity;

e cyber security;

e scalability, upgradeability and future-proof;

e testing;

e cost.

These points are developed after the definition of the basic network architectures.

5.3.2 Environmental issues

High levels of pollution, salt, humidity, abrupt temperature changes, etc. impose using
hardened networking equipment or adequate protection in cabinets and sheltered locations.

Outdoor devices such as process bus interfaces close to primary equipment require special
enclosures or high grade of protection and adequate connectors. This limits the available
device choice or imposes relocation. The requirements apply to all involved components, not
only network devices.

The environmental conditions valid for substation equipment are defined in IEC 61850-3. This
aspect is not further developed.

5.3.3 EMI immunity

Network devices operate under EMI, caused e.g. by inductive load connection, lightning
strikes, electrostatic discharges from human contact, radio frequency interference due to
personnel using portable telephones, ground potential rise resulting from high current fault
conditions, etc. IEC 61850-3 specifies the immunity requirements. This aspect is not further
developed.

5.34 Form factor

The limitation of the room available for installations of networking equipment asks for devices
with small form factor or specific mounting options (DIN rail, etc.), thus limiting the equipment
choice. When using 19” rack mounted equipment, enough room needs to be left at the rear of
rack mounted equipment to ensure adequate air flow. This aspect is not further developed.

5.3.5 Physical media

The physical medium is chosen based on the EMI conditions, expected traffic, distances to
travel and cost. The medium is either copper wiring or optical fibre, while the data rate is
either 100 Mbit/s or 1 Gbit/s. Guidance is given in 6.3.

5.3.6 Substation application and network topology

The substation application, in particular the busbar protection, interlocking and inter-tripping,
the presence of a local or of a remote substation control system, the attachment method of
primary equipment, etc. determine the data flows. The application therefore influences the
network choice and topology.
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The topology of the substation, number of voltage levels, attachment method of the primary
equipment (conventional, merging unit or process interface), the electrical equipment
technology (AIS, GIS), the location of the cabinets and control system define the physical
topology of the network. Guidance is given in Clause 7 and in the case studies of Annex A,
Annex B, Annex C and Annex D.

5.3.7 Redundancy

The value of the protected equipment for the operation dictates the level of redundancy to be
observed. A usual requirement is the avoidance of any single point of failure, which implies
the introduction of redundancy.

Guidance is given in 7.2 and 13.1.

5.3.8 Reliability, availability, maintainability

Redundancy by itself does not ensure a high availability. Operation can be impaired by long
recovery times and lack of maintenance. Equipment must be installed so as to simplify
maintenance and reduce the MTTR (Mean Time To Repair).

Utilities want to estimate how often a substation or a bay shuts down due to a failure of the
IEDs and how often an electrical element is unable to operate when requested
(PFD = Probability to Fail on Demand, see IEC 61508-4).

Utilities want to estimate how often any component of the automation system fails
(MTTF = Mean Time To Fail) and how often a repair team must be sent to replace failed parts
(MTBR = Mean Time Between Repairs). The MTBR can exceed the MTTF when redundancy
is available.

The contribution of the network unavailability to the substation dependability must be
evaluated on a function-by-function basis.

Requirements apply to whole or parts of the network are defined as the desired MTTF, MTBR
and MTTR.

Methods such as FMEA allow the detection of weak points.
Guidance is given in 13.2.

5.3.9 Logical data flows and traffic patterns

The logical data flows depend on the application, and are defined by the SCD file, which
allows defining the steady-state traffic, while typical operations such as busbar transfer define
the burst traffic patterns. Guidance is given in 10.1.1.

5.3.10 Latency for different types of traffic

The protection and control application defines the latency requirements. This influences the
segmentation of the network and the allowed number of cascaded devices. This is detailed in
Clause 11.

5.3.11 Performance

To prevent or minimize overloads, the devices and network elements must handle the
foreseen traffic. This influences the choice of elements. Unnecessary traffic can be limited by
defining multicast domains or VLANs. Guidance is given in Clause 8.
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5.3.12 Network management

Network management concerns the configuration of the network and allocation of addresses,
while at the same time limiting the traffic through multicast or VLAN domains.

Network management tools set the bridge parameters, in particular multicast and VLAN filters.

5.3.13 Network supervision

Network supervision tools monitor the network to detect the presence or absence of devices,
link failures or degradation of performance. It allows creating network maps and monitoring
the status of the devices. Guidance is found in Clause 16.

5.3.14 Time synchronization and accuracy

The method of clock synchronization depends on the accuracy that a given application
requires. Timing accuracy for sampled measurement values is much higher than for simple
time-stamped events. Further details are found in Clause 14.

5.3.15 Remote connectivity

The substation state and events are communicated to external entities such as the control
centre, for instance over dedicated lines or through a public or private data network (out of
scope). A gateway maintains an image of the substation, so direct access to the IEDs is not
needed.

Some operators require that the IEDs be accessible from outside of the substation for
maintenance or upgrade. To this purpose, the IEDs have an external (public) IP address that
must be mapped to the internal (private) IP address within the substation. This mapping is
preferably performed by a dedicated gateway or router with firewall functionality. Remote
connectivity is not further considered in this document.

5.3.16 Cyber security

When the substation network is connected to the corporate WAN or remotely accessed, cyber
security must be ensured. The best way is not to allow external access except through
controlled gateways where this is needed. Even where the network is completely isolated and
no remote equipment is connected, security mechanisms in the networking equipment are
recommended, for instance syslogs, security audit trails, passwords, access control, port
security, and encryption since they also increase resiliency against configuration and
installation errors.

While encryption of messages may be requested outside of the substation, within the
relatively well-sheltered environment of a substation, security through authentication is
deemed sufficient. An extensive threat assessment is recommended before deploying security
measures, given the added complexity in implementation and management that it costs.

Provisions for security exist in |IEC 61850-8-1, IEC 61850-9-2, IEC/TR 61850-90-5 and
Annex K of IEC 61588:2009, but most work is at the experimental level. A particular problem
is to conciliate the overhead due to security with the high communication and short delays
required for real-time communication.

Details can be found in IEC/TS 62351-6, cyber-security is not further considered in this
document.
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5.3.17 Scalability, upgradeability and future-proof

To upgrade firmware or hardware, add new applications or new bays without significant
modifications of the core infrastructure, the network must provide reserve capacity (e.g. using
1 Gigabit Ethernet links between bridges where 100 Mbit/s would be sufficient) and must be
properly segmented. Selecting equipment with built-in support for upgrades supports future
extensions. This aspect is considered in the topologies of Clause 7.

5.3.18 Testing

Once the network has been designed, its compliance to the requirements needs to be tested,
first as a design verification, then during factory acceptance tests and finally at site
acceptance. Guidance is given in Clause 18.

NOTE Conformance testing is out-of-scope and specified in IEC 61850-10.
5.3.19 Cost

The network cost is conditioned by the available budget. Cost is usually divided into an
investment cost and a maintenance cost. The economic calculations need to consider the
materials and engineering costs derived from the complexity of the network design and
configuration, as well as the maintenance and replacement costs. For instance, saving
through cheaper copper cabling can be more than offset by costs of the time spent in fault
seeking. This aspect is not further developed.

6 Ethernet technology for substations

6.1 Ethernet subset for substation automation

There exist a large number of tutorials on Ethernet technology and Clause 6 is no
replacement for them. Substation automation however contemplates only a subset of the
Ethernet and Internet protocols and ignores legacy restrictions.

Therefore, engineers need to be aware only of a few options, which are summarized in
Clause 6.

Since most of Clause 6 can be applied to any industrial automation network, the application to
IEC 61850 or substations is contained in notes, which point to the corresponding detailed
application-specific explanations.

6.2 Topology

Ethernet is a “switched network”, consisting of “nodes” and “switches” connected by point-to-
point links, as shown in Figure 13.

Switches operating at layer 2 (only with MAC addresses) are named “bridges”, so “bridge” is
used whenever the layer-2 functionality of a switch is meant.

NOTE Hubs are signal repeaters and even simpler than unmanaged bridges, but they are not in use any more
since, unlike bridges, they cannot prevent collisions.

In Figure 13, the yellow “LAN” cloud considers the part of the network that is not a node, but
includes the bridges. Nodes are attached by edge links, while bridges are connected among
themselves with trunk links that carry a higher traffic than edge links and therefore require
more bandwidth. Meshing introduces redundant trunk links (as any of the trunk links in
Figure 13) and means such as RSTP exist to prevent “loops”, i.e. frames that circulate
indefinitely.
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Figure 13 — Ethernet local area network (with redundant links)

Nodes called “bridging nodes” incorporate bridge functionality for a limited number of ports
(normally two). These devices, in particular Doubly Attached Nodes in HSR (DANHSs),
combine the properties of nodes and bridges and allow to daisy-chain the devices, as shown
in Figure 13 (right side).

Switches are bridging nodes that have multiple ports and replicate the traffic received from
one port to one or more other ports if no filtering applies. They can have additional
functionalities, such as SNMP and clock synchronization.

Latency increases with the number of bridges in series multiplied by their forwarding delay, so
the number of hops is limited in any network. Some protocols such as RSTP limit the number
of bridges to about 40.

Figure 14 shows a bridge with connected links.

Figure 14 — Switch with copper (RJ45) ports)
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NOTE IEC 61850 does not precisely define the Ethernet technology in order to account for technical progress, but
switched Ethernet is implicit.

6.3 Physical layer
6.3.1 Data rate and medium

A network usually includes links with different speeds. For instance, it makes sense to
connect end nodes to bridges with cheaper 100 Mbit/s links and bridges-to-bridge (trunk links)
with 1 Gbit/s links. The distance that can be covered decreases with increasing data rate
since the product bandwidth x distance is a fundamental limit of each medium (optical fibre or
copper).

NOTE IEC 61850 considers two physical layers (copper and fibre) and two bit rates (100 Mbit/s and 1 Gbit/s).
Future extensions are possible. Special cases such as substation-to-substation communication require different
speeds or even LAN protocols. While copper can be used within cabinets, multimode optical fibres are the choice
where galvanic separation is needed. Specific applications characterized by large distances between IEDs, such as
substation-to-substation differential protection or wind towers separated by several kilometres require special
modems, radio connections or single mode fibre.

6.3.2 Full-duplex communication and auto-negotiation

Ethernet controllers operate in full-duplex mode, meaning that they can simultaneously send
and receive over the same link. Some older Ethernet controllers start by default in half-duplex
mode, a source of configuration error to be checked.

In full-duplex, the limitation to 100 m in IEEE 802.3 imposed by the signal propagation delays
of half-duplex does not apply any more, since no collisions are expected.

Ethernet controllers can detect the bit rate and duplex setting of the other party on a link
through auto-negotiation. This functionality is generally bound with the ability to detect correct
polarity of the cables, i.e. avoid using crossed cables. Caution is needed, since incorrect
settings cause duplex mismatch that leads to frame losses.

NOTE 1 Carrier extension to extend slot size to 512 bytes is only required in 1000BASE-X half duplex and does
not apply here.

NOTE 2 |EC 61850 assumes that communication is full-duplex and auto-negotiated, i.e. the peer ports are
configured to recognize automatically the polarity, the duplex setting and highest common speed.

6.3.3 Copper cabling at 100 Mbit/s
Copper cabling is a cost-effective medium, supported by most PCs, but it can only be used

when galvanic separation is not needed. Indeed, the transformer-coupling offers only a limited
voltage separation.

The recommended link cable is Cat5e, which contains two twisted pairs and allows spanning
about 100 m.

The preferred connector is RJ45 (of which only 4 pins are used) as shown in Figure 15.

Documents

Document Sharing Hub

Full document details: PD IEC/TR 61850-90-4:2013


http://www.avadocuments.com/doc/pd-iec-tr-61850-90-4-2013
http://www.avadocuments.com/doc/pd-iec-tr-61850-90-4-2013

PD IEC/TR 61850-90-4:2013
-42 - TR 61850-90-4 © IEC:2013(E)

1. TDX <3:2>
50 Mbit/s

TDX <3:2> 1
50 Mbit/s
RDX <3:2> | . RDX <3:2>
50 Mbit/s 2 | " 50 Mbit/s

r )
3

TDX <0:1> > " 1 TDX <0:1>
50 Mbit/s y 3 H | 50 Mbit/s
RDX <0:1> <| N . RDX<0:1>
50 Mbit/s 5 1 " 50 Mbit/s
two pairs of
Cat5UTP

H = Hybrid canceller transceiver
T= Transmit encoder
R = Receive decoder

full-duplex link

Figure 15 — RJ45 connector

NOTE 1 The RJ45 connector is popular, but not particularly robust, can fall out of the receptacle under vibrations
and does not withstand a shoe stepping on it. More robust connectors such as M12 are foreseen for outdoor
applications, but could not impose themselves in substations. The practical solution is to fasten the cables by
routing them through trays rather than using binders.

Only direct cables should be used (no crossover cables) since most bridges are capable of
recognizing the transmitter and receiver pair in the cable, a capability known as Auto-MDI(X).

Over distance less than 100 m, copper cables are more limited by EMC factors than by the
cable attenuation. This kind of cabling should only be used between devices that are
galvanically connected and where the EM disturbances are low.

There exist two kinds of cables: wires (single wire) for fixed installation on the wall side of the
sockets and cables (multi-wire, stranded wire or litz wire) between sockets and moving
equipment such as PCs. Wire is cheaper than litz for building installations, but its use is not
recommended since it is not vibration-proof and it cannot be inserted into an RJ45 plug.

NOTE 2 In IEC 61850, copper cabling is recommended within cabinets, e.g. to connect bridges directly with IEDs,
where disturbances are small and galvanical separation is uncritical.

6.3.4 Optical cabling at 100 Mbit/s (100BASE-FX)
6.3.4.1 Fibre

The 100BASE-FX technology uses a pair of fibres, allowing bridging 2 000 m for multimode
fibres and of 10 000 m for single mode fibres.

The recommended optical cable is a paired multimode 50 um (50/125) fibres.

The colour of the cables is not prescribed. In redundant installations, it is recommended to
use cables of different colours and darkness for each LAN, for instance orange and light blue
cables. HSR rings have been using yellow cables. Documents
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NOTE 1 Individual optical cables using ST connectors are still widely in use, which calls for labelling individually
the fibres. The move to paired cables and LC connectors relieves from identifying correctly the fibres.

NOTE 2 62,5 um (62,5/125) fibres provide a somehow lower bandwidth x distance performance than 50 um fibres,
so they are interchangeable with 50 um fibres in many, but not all applications. Keeping a homogeneous 50 um
fibre repair stock ensures appropriate fibre replacement.

NOTE 3 Single-mode fibres span 10 km or more, but require that the fibre, sender and receiver be matched. They

are typically used for trunk links between remote areas, when conditions dictate it since they are more costly, less
reliable and transmitter/receiver are special.

Multiple core fibre optic cables can be advantageous for star topologies and for reserving
spares.

6.3.4.2 Connector

The recommended connector type is LC (IEC 61754-20), as shown in Figure 16.

Figure 16 — LC connector

NOTE 1 ST-bayonet (IEC 61754-2) were the preferred connectors of IEEE 802.3 and are still widely used, but LC
connectors have a smaller form factor and avoid fibre inversion. Patch fibres with ST connector at one end and LC
at the other allow connecting bridges and nodes of different type.

NOTE 2 Apart from ST and LC connector there are also SC and MTRJ connectors which are not recommended.
SC has the same issue with identifying fibres as ST. MTRJ connector has more complex mechanical design than

LC and therefore is more susceptible to losses and poor performance, especially at higher bit rates such as
1 Gbit/s.

Figure 17 shows an example of a bridge with three ports connected by LC connectors.
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IR

Figure 17 — Switch with optical fibres (LC connectors)

NOTE In IEC 61850, optical cables are used whenever galvanic separation is needed, for instance between
remote cabinets or between buildings.

6.3.5 Optical cabling at 1 Gbit/s (1000BASE-LX)

1000BASE-LX is the recommended medium for the trunk links.
The 1 000 BASE-LX10 can use the same fibres as 100BASE-FX.

The recommended fibre type is 50 um (50/125) multimode (up to 550 m) or mono-mode (up to
10 000 m). The two kinds of fibre have different symbols.

6.3.6 Copper cabling at 1 Gbit/s
This cabling is not foreseen in IEC 61850-8-1 or in IEC 61850-9-2.

NOTE Copper wiring for 1 Gbit/s is possible with high-quality cables, but is not encouraged due to practical
problems, such as EMC and a link recovery time in the order of 500 ms after a disruption. Also, keeping two cable
types on stock which look similar can cause confusion. Use of optical links is encouraged instead.

6.4 Link layer
6.4.1 Unicast and multicast MAC addresses

Each frame carries a 48-bit source and destination address, the latter either unicast (single

destination), multicast (group of destinations) or broadcast (sent to all nodes on the local area

network). The |IEEE allocates the source addresses to the manufacturers and th i

addresses bands to the standardization bodies. Daﬂtﬁ?ﬁents
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Multicast addresses are recognized because the least significant bit of the first octet is set,
e.g. 01-1B-19-00-00-00 for PTP.

Some multicast addresses are reserved and may not be forwarded by bridges. These
addresses are listed in IEEE 802.1Q-2011 Table 8-1, these addresses are mainly reserved for
peer-to-peer traffic such as RSTP, LLDP or PTP.

A multicast domain is the set of all devices that receive a certain multicast address.

An Ethernet controller decodes the destination address of a received frame and only passes
the frame to its application if the destination address matches its own or if the multicast
address belongs to its table of subscribed addresses. However, not all Ethernet controllers
implement multicast filtering.

Setting the controller in promiscuous mode (e.g. for traffic monitoring) causes it to receive all
traffic, but burdens correspondingly the processor.

NOTE In IEC 61850, as Table 38 shows, the MMS and FTP traffic use unicast addresses; the GOOSE, the SV
and the PTP traffic use multicast addresses; few protocols such as ARP use broadcast addresses.

6.4.2 Link layer and bridges

All ports of the bridges are assumed to operate in full-duplex mode.
The bridges operate on the basis of the MAC addresses and partially on the Ethertype.

In principle, a bridge repeats a frame received on one port to all its other ports. This is
however restricted by several mechanisms:
e loop prevention (e.g. by executing RSTP);

e MAC address filtering, in which a bridge learns the MAC address of the devices attached
to a port and only replicates a unicast frame to that port — this mechanism cannot be
disabled;

e multicast or VLAN traffic filtering;
e redundancy control (e.g. HSR or PRP).

6.4.3 Bridging nodes

Bridging nodes implement a subset of the bridges functionality; they at least allow forwarding
of the traffic and can sometimes prevent loops.

NOTE In IEC 61850, the bridging nodes protocols considered are RSTP and HSR. PRP is not a bridging protocol.
6.4.4 Loop prevention and RSTP

Switched Ethernet allows more than one path from one source to a destination, creating
redundant paths, intentionally or not. This creates physical loops in the network. Such loops
would cause a ‘broadcast storm’ where broadcast or multicast frames would circulate
endlessly and create copies, consuming all available bandwidth and flooding the network.
This would also apply to unicast frames at initialization time. To prevent this, a protocol
executed by the bridges maintains a logical tree structure (without loops) and ensures that the
best path is used. This protocol also ensures recovery from the failure of a bridge or a link.

RSTP is the most widely used loop breaking protocol.

RSTP is executed by the bridges of the network and not by the end devices.
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RSTP converts an arbitrarily meshed network to a logical tree, by blocking ports that would
introduce loops on the physical level (see Figure 18).

Portrole Port state

O  root port (to root bridge) ‘ .
—++ discardin
® designated port (from root bridge) g

forwarding
O alternate
— edge port
trunk link
BPDU ™
with root path costs E>
alternate port ) alternate port
ernate d ted port P
(discarding) esignated po trunk link (discarding)

(forwarding)  rootport
(forwarding)

trunk (root) %

edge port

root port

edge link

root bridge

Figure 18 — RSTP principle

To this effect, bridges are assigned priorities and links are assigned costs depending on their
speed. Each bridge also has a unique MAC address. Each bridge sends peer-to-peer
messages to its neighbours, called BPDUs (Bridge Protocol Data Units) that indicate to its
neighbours its priority and the costs to reach the root bridge. BPDUs are periodically
exchanged between bridges to detect and correct network topology changes.

Initially, the bridges decide among themselves which bridge plays the role of root. The bridge
with the lowest bridge priority will be elected as root. In case two or more bridges have the
same priority, the bridge with the lowest MAC address is elected as the root bridge.

The Root Bridge sits at the top of the hierarchy (independently of its physical location).

The path costs consider the number of intermediate bridges to the root, the communication
speed of the link between the bridges.

When a bridge can reach the root through several of its ports, it chooses the port with the
cheapest costs as root port and blocks the other ports, which become “alternate ports”. The
port on the other side of the root port becomes the “designated port”. If path costs are equal,
the port number is used to break the tie.

In case a bridge detects that a link to its designated port becomes inactive (no more BPDUs
or physical link failure), the bridge unblocks the alternate port with the lowest costs to the root
and routes the traffic through this one. However, if the root node fails, a bridge without
connection to the root assumes that it is itself the new root and sends BPDUs announcing
zero costs to the root (itself). Since several nodes could react the same way at the same time,
when two nodes pretend to be root, the one with the lower priority and bridge MAC address
demotes the other.

RSTP assumes that the bridges are configurable. Assignment of the root bridgg_improves

performance and lowers the reconfiguration time in case of failure of a link or switchhOCUMents
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The use of RSTP as a redundancy protocol is detailed in 6.4.10.2.

NOTE IEC 61850 considers as loop breaking protocols RSTP and HSR (see 6.4.10.4) which is based on a
different principle.

6.4.5 Traffic control in the bridges
Traffic control serves different purposes:

e reducing the traffic that an end device handles, by letting the bridge send only the relevant
part of the traffic to the end device. End devices normally do not filter traffic except if their
hardware or controller is able to decode the MAC addresses;

e reducing traffic on shared (trunk) links and portions of the network;

e assigning priority to a class of traffic.
6.4.6 Unicast MAC address filtering

To reduce traffic, all bridges filter the unicast traffic towards the egress ports. To this effect, a
bridge learns the MAC address of the devices accessible over each port.

When the bridge receives a frame over an ingress port, it registers its MAC address into its
“filtering database”. It then searches its filtering database to find out if the MAC destination
address of the received frame has been registered and for which port. If it is registered, it
directs this unicast frame to that port only; otherwise it sends it to all ports.

Nodes on the other ports are therefore not disturbed by traffic not addressed to them after the
first frame exchange. The MAC address filtering is done automatically by the bridges and
cannot normally be disabled.

A bridge does not apply MAC address filtering to multicast traffic, since all nodes are the
destination.

Address filtering prevents a monitoring device connected to one port to gain access to the
whole traffic. For maintenance purpose, port mirroring is used.

NOTE 1 In IEC 61850, the MAC address filtering only reduces the MMS or other IP traffic, since the GOOSE and
SV traffic is multicast.

NOTE 2 The performance of MAC address filtering depends on the technology used by the bridge to learn the
MAC address of ingressing frames. Bridges that “hash” the 48-bit MAC addresses down to a lower number of bits
suffer from occasional hash collisions, causing some frames to be broadcast rather than unicast. Bridges using
CAMs (Content Addressable RAMs) or sorted-lists do not have this problem.

6.4.7 Multicast MAC address filtering
6.4.7.1 Principles of multicast filtering

By default, a bridge port forwards all multicast frames.

When multicast traffic is significant, multicast filtering can reduce the processor load of the
end devices by letting through only those multicast addresses the end device is interested in.
End devices normally have no multicast filtering ability, so the edge port on the bridge does
the filtering on their behalf.

To reduce multicast traffic, a port of a managed bridge has a configurable multicast filtering
table, which indicates which multicast addresses may egress from that port.

A multicast filter on a port is always associated with a VLAN, since the same multicast
address could appear on different VLANs, see 6.4.8. This reminds that a multicast domain is a
subset of a VLAN. Multicast filtering however does not require the use of Vngkﬁzﬁents
network, and can operate with the default VID =1 (management VLAN) throtgliout
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Multicast filtering can also be applied to trunk ports, to limit the traffic to multicast domains.

Therefore, it is important to assign correctly the multicast addresses at the engineering stage.

NOTE The assignment of multicast domains to substation automation regions is described in 12.3.
In [EC 61850-6, the multicast addresses an IED is subscribed to can be deduced from the SCD file and from the
CID.

6.4.7.2 Static multicast management

In static multicast management, the multicast filters of the ports of the bridges are set
explicitly at engineering time.

The bridges are configured using the manufacturer’s tools (until generic configuration tools
emerge). Configuration loading takes place e.g. via a serial line to the bridge, through a web
interface or through the SNMP protocol.

NOTE Clause 19 models bridges as IEC 61850 objects and provides means for a generic bridge configuration.
This allows to configure the bridges over MMS. For IEDs that support multicast filtering, the configuration can be
loaded through the CID file.

6.4.7.3 Dynamic multicast management

If the end devices are configured with the multicast addresses they are subscribed to, they
can claim filtering from the port of the bridge they are attached to using management
protocols via GMRP or MMRP, that build a multicast tree.

To this effect, all end devices need to implement at least a “simple applicant” functionality.

While this method allows a certain “plug-and-play”, the resulting network traffic can hardly be
predicted.

The use of dynamic multicast control protocols is not recommended for inexperienced staff.
Indeed, to ensure predictable operation, the whole traffic must be calculated before the plant
is ever put into operation. The introduction of dynamic multicast domains could overload the
network, especially when the network is being reconfigured after a failure or after reboot.
Indeed, such protocols initially operate with all multicast filters removed and establish the
traffic limitations as nodes announce their transmission needs.

NOTE Dynamic multicast management offers some benefits for a fast replacement of IEDs or bridges, but is more
complex to engineer, less predictive and more difficult to troubleshoot.

6.4.8 Virtual LANs (VLANS) traffic control
VLANSs is a method to separate types of traffic that share the medium, for instance:

e Management traffic;
e Substation automation traffic;
e Surveillance camera video traffic;

e Industrial automation traffic in mixed plants.

VLANSs just separate traffics, there are not intended to reduce trunk traffic. Usually, trunk links
have a higher bandwidth than edge links, so it is not necessary to segment them.

In principle, a device on VLAN 1 cannot even see that a device on VLAN 2 exists. Devices on
different VLANs influence each other only by the bandwidth they consume because they
nevertheless share the same physical medium. If necessary, communication between VLANs
takes place over a layer 3 router.
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