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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 13: Guidelines on security topics to be covered
in standards and specifications

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a Technical Report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62351-13, which is a Technical Report, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this Technical Report is based on the following documents:

Enquiry draft Report on voting
57/1678/DTR 57/1727/RVC

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This document provides guidelines on what security topics should be covered in standards
and specifications (IEC or otherwise) that are to be used in the power industry. These
guidelines cannot be prescriptive for every standard, since individual standards and
specifications may legitimately have very different focuses, but it should be expected that the
combination of such standards and specifications used in any implementation should cover
these security topics. These guidelines could therefore be used as a checklist for the
combination of standards and specifications used in implementations of systems.

The security requirements for human users and software applications are different from the
purely technical security requirements found in many communication and device standards.
For user security standards, more emphasis should be on “policy and procedures” and “roles
and authorization” rather than “bits and bytes” cryptographic technologies that should be
included in Information and Communications Technology (ICT). In addition, engineering
practices and system configurations should be taken into account, since no cryptography can
compensate for poor design.

Figure 1 illustrates the relationships between security requirements, threats, and attacks.

This document is structured into four sections:

o Clause 5: Security requirements for standards and specifications which do not address
specific cybersecurity technologies but where interactions between human users, software
applications, and smart devices should be secured.

e Clause 6: Security requirements for standards and specifications that address information
and communication technologies (ICT).

e Clause 7: Engineering design and configuration requirements that provide system
reliability, defence in depth, and other security threat mitigations.

e Clause 8: Security requirements related to the OSI reference model.
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Figure 1 — Security requirements, threats, and possible attacks
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POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 13: Guidelines on security topics to be covered
in standards and specifications

1 Scope

This part of IEC 62351, which is a Technical Report, provides guidelines on what security
topics could or should be covered in standards and specifications (IEC or otherwise) that are
to be used in the power industry, and the audience is therefore the developers of standards
and specifications.

These guidelines cannot be prescriptive for every standard, since individual standards and
specifications may legitimately have very different focuses, but it should be expected that the
combination of such standards and specifications used in any implementation should cover
these security topics. These guidelines are therefore to be used as a checklist for the
combination of standards and specifications used in implementations of systems.

Out-of-scope are explicit methods for cyber security in product development, implementations,
or operations.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC TS 62351-2, Power systems management and associated information exchange — Data
and communications security — Part 2: Glossary of terms

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TS 62351-2 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

o |EC Electropedia: available at http://www.electropedia.org/

e ISO Online browsing platform: available at http://www.iso.org/obp

3.1

end-to-end security

reliance on security policies, procedures, and technologies which guarantees secure data
exchange between a source (sender) and a sink (receiver), preventing third-parties from

unauthorized access and/or modifications of these data while transferred from one end to the
other through multiple devices
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4 Abbreviated terms and acronyms

Acronym Definition

NISTIR National Institute of Standards and Technology Internal Report
NIST National Institute of Standards and Technology

NERC North American Electric Reliability Corporation

ISO International Standards Organization

5 Security requirements for users and applications interacting with automation
systems

5.1

Risk assessment, security policies and security requirements

The following general cyber security considerations should be covered in the standards and
specifications as appropriate.

Do not re-invent security requirements if they can be found in well-established standards.
Instead, use normative references to standards as much as possible, with the selection of
alternatives or options normatively stated. Some high level security standards that focus
on the electric power industry (see Figure 21) include:

ISO/IEC TR 27019: Information technology — Security techniques — Information
security management guidelines based on ISO/IEC 27002 for process control systems
specific to the energy industry

IEC 62443 series based on [ISA99 series: Industrial communication networks —
Network and system security

ISA99 series: Security for Industrial Automation and Control Systems
NISTIR 7628: Guidelines for Smart Grid Cyber Security
NERC CIP 2-9: Critical Infrastructure Protection

IEC TS 62351-1: Power systems management and associated information exchange —
Data and communications security Part 1: Communication network and system security
— Introduction to security issues

IEC TR 62351-10: Power systems management and associated information exchange
— Data and communications security — Part 10: Security architecture guidelines

Figure 2 shows the applicability and scope of each of the standards as follows:

Guideline: The document provides guidelines and best practice for security
implementations. This may also comprise pre-requisites to be available for the
implementation.

Requirement: The document contains generic requirements for products, solutions or
processes. No implementation specified.

Realization: The document defines implementation of security measures (specific
realizations). Note, if distinction is possible, the level of detail of the document raises
from left to right side of the column.

Vendor: Standard addresses technical aspects relevant for products or components.

Integrator: Standard addresses integration aspects, which have implications on the
technical design, are relevant for vendor processes (require certain features to be
supported), or require product interoperability (e.g., protocol implementations).

See Bibliography for a more complete list of standards that include cybersecurity aspects, and for security

assessments of some of those standards.
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— Operator: Standard addresses operational and/or procedural aspects, which are mainly
focused on the service realization and provisioning on an operator site.

e Any discussions or explanations that are used to help with understandings of security
issues should be clearly identified as informative.

e Use “shall” or “must” (only to be used to indicate constraints or obligations defined outside
of a document) for normative statements, and use “should”, “could”, or “may” for
informative statements.

o Preferably normative and informative information should be in separate clauses, although
simple introductory informative sentences are reasonable in a normative clause.
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Figure 2 — Focus of different security standards and guidelines

e Start by identifying the major security threats and failure scenarios, including assessing
their likelihood and their possible impacts (risk assessment):

— Reference IEC TR 62351-12, Resilience and security recommendations for power
systems with distributed energy resources (DER) cyber-physical systems, which
describes security threats and their possible impacts, as well as providing
recommendations on how to mitigate these threats.

— Reference the SGIS Toolbox, NIST SP-800-30 Rev. 1, and other risk assessment
documents.

— ldentify examples of security breaches and failure scenarios, and develop use cases
that illustrate the failures and can be used to identify the most likely threats, impacts,
and mitigations.

— Which threats have highest likelihood? Which threats have the most serious impacts?
Which threats may not be preventable but could be mitigated? How can successful
attacks be coped with? What audit logs are needed to record possible or successful
attacks?

— Taking into account the possible cost of countermeasures, which threats are the most
important to prevent, mitigate, cope with, and log?
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