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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS -

Part 503: Market data exchanges guidelines for the |EC 62325-351 profile

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

« the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

* the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62325-503, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

DTS Report on voting
57/1370/DTS 57/1401/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62325 series, published under the general title Framework for
energy market communications, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

» transformed into an International standard,
* reconfirmed,

e withdrawn,

* replaced by a revised edition, or

*« amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This Technical Specification is part of the IEC 62325 series which defines protocols for
deregulated energy market communications.

The principal objective of the IEC 62325 series is to produce standards which facilitate the
integration of market application software developed independently by different vendors into a
market management system, between market management systems and market participant
systems. This is accomplished by defining message exchanges to enable these applications
or systems access to public data and exchange information independent of how such
information is represented internally.

The common information model (CIM) specifies the basis for the semantics for the message
exchange. The European style market profile specifications that support the European style
design electricity markets are defined in |JEC 62325-351. These electricity markets are based
on the European regulations, and on the concepts of third party access and zonal markets.
The IEC 62325-451-n International standards specify the content of the messages exchanged.

The purpose of this technical specification is to provide the guidelines to exchange the above
mentioned messages. A European market participant (trader, distribution utilities, etc.) could
benefit from a single, common, harmonized and secure platform for message exchange with
the European Transmission System Operators (TSOs); thus reducing the cost of building
different IT platforms to interface with all the parties involved.

This Technical Specification represents an important step in facilitating parties entering into
electricity markets other than their national ones; they could use the same or similar
information exchange system to participate in more than one market all over Europe.

This Technical Specification was originally based upon the work of the European Network of
Transmission System Operators (ENTSO-E) Working Group EDI.
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FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS -

Part 503: Market data exchanges guidelines for the |[EC 62325-351 profile

1 Scope
This technical specification is for European electricity markets.

This document specifies a standard for a communication platform which every Transmission
System Operator (TSO) in Europe may use to reliably and securely exchange documents for
the energy market. Consequently a European market participant (trader, distribution utilities,
etc.) could benefit from a single, common, harmonized and secure platform for message
exchange with the different TSOs; thus reducing the cost of building different IT platforms to
interface with all the parties involved. This also represents an important step in facilitating
parties entering into markets other than their national ones.

From now on the acronym “MADES” (MArket Data ExchangeS) will be used to designate
these Technical Specifications.

MADES is a specification for a decentralized common communication platform based on
international IT protocol standards:

e From a business application (BA) perspective, MADES specifies software interfaces to
exchange electronic documents with other BAs. Such interfaces mainly provide means to
send and receive documents using a so-called “MADES network”. Every step of the
delivery process is acknowledged, and the sender can request about the delivery status of
a document. This is done through acknowledgement, which are messages returned back
to the sender. This makes MADES networks usable for exchanging documents in business
processes requiring reliable delivery.

e MADES also specifies all services for the business application (BA); the complexities of
recipient localisation, recipient connection status, message routing and security are
hidden from the connecting BA. MADES services include directory, authentication,
encryption, signing, message tracking, message logging and temporary message storage.

The purpose of MADES is to create a data exchange standard comprised of standard
protocols and utilizing IT best practices to create a mechanism for exchanging data over any
TCP/IP communication network, in order to facilitate business to business information
exchanges as described in |JEC 62325-351 and the IEC 62325-451 series.

A MADES network acts as a post-office organization. The transported object is a “message” in
which the sender document is securely repackaged in an envelope (i.e. a header) containing
all the necessary information for tracking, transportation and delivery.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61970-2, Energy management system application program interface (EMS-API) — Part 2:
Glossary

IETF RFC 1738, Uniform resource locators (URL), http.'//www.ietf.org/rfc/rfn‘7’?8.txD°cument5
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IETF RFC 3110, RSA/SHA-1 SIGs and RSA KEYs in the domain name system
(DNS), http://www.ietf.org/rfc/rfc3110.txt

IETF RFC 4122, A universally unique identifier (UUID) URN namespace,
http://www.ietf.org/rfc/rfc4122. txt

ITU-T Recommendation X.509, Information technology - Open systems interconnection - The
directory: Public-key and attribute certificate frameworks, http://www.itu.int/rec/T-REC-
X.509/en

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61970-2 apply, as
well as the following.

NOTE General glossary definitions can be found in IEC 60050, International Electrotechnical Vocabulary.

3.1

advanced encryption standard
AES

symmetric cryptographic algorithm

3.2

distinguish encoding rule

DER

format for X.509 digital certificates

3.3

European style market profile

ESMP

European style market profile for which this Technical Specification is designed

3.4

market data exchange standard

MADES

standard described in this document for the European market style market profile

3.5
profile
basic outline of all the information that is required to satisfy a specific environment

3.6

transmission system operator

TSO

company responsible for operating, maintaining and developing the transmission system for a
control area and its interconnections
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4 High level concepts
4.1 What is MADES intended for?
Documents
—> TSO > TSO

Auction Market Market
Office Participant Participant

Figure 1 — MADES overall view

MADES'’ first intention is to provide TSOs with a standardized communication access point to
securely exchange documents with others parties involved in the European electricity market
as shown in Figure 1. These documents are mainly the ones used in the energy market and
described in |EC 62325-351 and the IEC 62325-451 series. Such parties include TSOs,
distribution system operators (DSO), balance responsible parties (BRP), capacity traders
(CT), market operators (MO), producers, transmission capacity allocators (TCA), etc.

The MADES enables each party to implement MADES access points (referred to as
endpoints) connected to his information system (IS), where he may securely send and receive
documents to and from other parties.

MADES is a market data exchange standard comprised of standard protocols and utilizing IT
best practices to create a mechanism for exchanging data over any TCP/IP communication
network, in order to facilitate business-to-business information exchanges.

New market rules induce new business processes and activities, and generally require new
information exchanges between parties. Experience shows that, for the exchanges to operate
according to the business goals, the chosen technical solution results from an agreement of
involved parties gathering various constraints, including implementation time scale, vendors’
offer, already existing communication links, integration capabilities of existing information
systems, confidentiality of exchanged information, legal risks, etc.

Where business processes require information to be exchanged between multiple systems or
multiple parties, solutions developed bilaterally may become extremely complex, with each
interface taking time, money and resources to be developed and be maintained. It is also a
noticeable consequence that some parties acting in several countries, such as traders, may
have to install different communication tools in order to interface with different trading
solutions. The future vision is a single interface between all parties in all areas of the
electricity market of Europe.

MADES can support any business process whatever the document types being transmitted
might be (e.g. XML, binary) and whatever the sequence for the exchanges.

MADES is independent of the physical underlying communication Infrastructure, which can be
any IP (Internet Protocol) network, such as Internet, a physical private infrastructure, or a
multi access-point virtual private network (VPN).
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MADES relies on and only on non-proprietary IT standards for communication protocols, data
integrity, signing and confidentiality (encryption), peer access point authentication, peer party
authentication, parties’ directory (e.g. HTTPS, SOAP, X.509), as shown in Figure 2.

" Business Logl.c_ : Market rules
] (processes and activities)
g2
@ Document Implementation Guide
m structureand content (e.g. ENTSO-E ESS XML)
—
Reliable Message Delivery
— Transparency
|—
g = Security MADES
= ? Integration
Es —
o ¢
< £
=3 Communication Protocols IT standards (e.g. HTTPS,
- SOAP)
.g. Int t, privat t k
Network Infrastructure } Siguar; srrir\l(;tépr::tsvsrrlle wore

Figure 2 — MADES scope

4.2 General overview

The purpose of the MADES standard is to specify a message delivery platform with the key
features shown in Figure 3.

Message Delivery

Security

Reliability =

i
- | (=

Integration

Figure 3 — MADES key features

1. Message delivery — A party (sender) connected to the communication network can
send a message to another party (recipient), which is connected or can connect to the

network.
2. Transparency — Any transported message can be tracked down to gather trustworthy
information about the state of delivery and traversal path.
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3. Security — Only the recipient of the message is capable of reading the message-
content. The sender of any message can be unambiguously verified.

Reliability — A message cannot get lost.

Integration — The MADES functions for sending and receiving messages can be
integrated with wide variety of technologies.

The first four key features (message delivery, security, transparency and reliability) are

capabilities of the communication system, while the other one (integration) is a design
characteristic of the components of the communication system.

4.3 Message delivery and transparency
4.3.1 Message delivery

The main feature of MADES is the message delivery function, as shown Figure 4.

Sender Recipient

Business Application
Business Application

Figure 4 — MADES message delivery overview

A message is transferred from a sender to a recipient. Both sender and recipient are business
applications (BAs). A BA connects to a MADES endpoint using a programming interface.

The sender and recipient view the MADES system only through the defined interface. The
document transported between sender and recipient can be any text or binary data. Alongside
with the document, a MADES message contains additional information, in a header (or
envelope), including information to securely identify, transport and route the message such as
a unique message ID, the identities of the sender and of the recipient, a business-type.

4.3.2 Transparency

The message path — from the sender’s endpoint to the recipient’s endpoint — goes through
some components of the MADES network. When a message traverses a component, the later
notifies the event and a new message (referred as an acknowledgement) is sent back to the
sender’s endpoint. All the events notified during the message delivery can be retrieved by the
sender’s BA.
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4.4 Security and reliability

MADES ensures a secure message transfer and a fully tracked delivery, as shown in Figure 5.

Q

Rellability

$ecure communication
protocol (HTTPS/TLS)

All components are
uniquely identfied and
authenticated

MADES Specifications
ﬂammma.::, Non Repudiation ?an::-m
can be always verified

Figure 5 — MADES security and reliability

A MADES communication system guarantees that any message accepted by the system will
not be lost. The sender can at any time check the delivery status of the messages (delivering,
delivered or failed).

The standard describes a logging mechanism to be implemented in all message handling
components to provide information about the message transfers; MADES describes non-
repudiation features, allowing the verification of a message and its header which includes the
sender, the recipient, the sending time, the delivery time, etc.

MADES defines the way to sign and encrypt the transported messages.

For the communication layer, the MADES components use the secure communication
protocols HTTPS. Information is transported encrypted. Moreover, both sides of
communication are authenticated using industry-standard PKI certificates.

The security features are detailed in 4.8.
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4.5 Main components

MADES describes three logical communication components and their interfaces, as shown in
Figure 6.

Message routing
Directory services

Endpointis )
connection point for Message interface
business applicatiors Message encryption
and users and signing
] Business Application

Business Application
EXE ‘0

Figure 6 — MADES components

From the users’ or business application (BA) point of view, the crucial component is the
endpoint, which provides the interface for the BAs to send and receive the messages. Actually
no graphical user interface is part of MADES; such an interface to provide a manual way for
sending and receiving messages is an application which can be integrated with the endpoint.

The node component serves as a central part of a MADES network. Each node contains a
directory with information on all the registered network components, whether endpoints or
nodes.
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4.6 Distributed architecture

A MADES network may consist of multiple interconnected nodes, each taking care of a part of
the network, as shown in Figure 7.

&4  Nodessynchronize

Endpointuploadsmessagesfor
endpointsregistered to the node

Erdpoint Endpones Endpointaccesshome node: inquiring
directory, downloading received
messages, uploading messagesfor
endpointsregisteredto the node

Figure 7 — MADES network distributed architecture

A MADES network may contain a large number of collaborating components with the nodes in
the centre. A MADES network has a distributed architecture; it does not have any single
central component. All nodes have equal responsibilities; each manages a part of the
network.

Each endpoint shall register with a home node. The components registered with a node are
referred as the registered components. Endpoints currently connected to a node are the
connected endpoints.

Directory information about all registered endpoints is regularly shared between the nodes,
using the node synchronization interface; so that endpoints registered with different home
nodes can exchange messages.

An endpoint can connect to any node to send messages, but it can only receive messages
from the home node.
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4.7 Components’ exposed interfaces

MADES standard specifies the interfaces between the components. All interfaces and
services are presented in Figure 8.

| SendM essage
| ReceiveMessage

A CheckMessageStatus
| Connectivity Test

Business Application
/7 | ConfirmReceivel essage

’
Va g
2/ T\ £
\ "‘
1 ™
Endpoint (IR

7
/

. / | GetNodeMversion
GetAuthenticationToken / 3 (—————I GetAllDirectoryData

/

UploadM essages
DownloadMessages |
ConfirmDownload (

SetComponentiyversion |
GetCertificate
GetComponent |

Figure 8 — MADES interfaces and services

Each arrow on Figure 8 shows a component (at the tail of the arrow) using the interface
exposed by the component at the tip of the arrow.

a) Endpoint interface > used by a business application (BA) — see 7.2.

b) An endpoint shall implement this interface for a BA to connect to a MADES network.
c) Node interface - used by the endpoints — see 7.3.

d) A node shall implement this interface to allow an endpoint to transfer the messages and to
query the node directory.

e) Node synchronization interface - used by the nodes — see 7.3.5.

f) A node shall implement this interface to synchronize directory data with the other nodes of
the MADES network.

4.8 Security features

4.8.1 Overview

Main goals of the MADES security definition are summarized by the following points:

e The security solution is transparent to the business applications (BAs) — no specific
implementation shall be required in the application to communicate securely.

e Any message shall be readable only by the recipient.

e The sender of any message shall be unambiguously identified.

e Non-repudiation of the messages — it shall be possible to unambiguously prove that the
sender sent the message and that the recipient received it.

e All communication routes shall be encrypted. The security solution complies with the
X.509 public key infrastructure.

The security issues are covered on two levels: transport-layer security and megssage-level
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On the transport-layer, MADES requires the communication between two components to
always be encrypted. Two components that exchange information shall first unambiguously
identify each other.

On the message-level, MADES requires that all messages shall be signed and encrypted, so
the sender of the message can be unambiguously identified and the message is only readable
by the intended recipient.

4.8.2 Transport-layer security

The transport—layer security of the communication between components relies on the
transport protocol layer. When communicating, components shall use a secure protocol
HTTPS providing the encryption of the communication route. Mutual authentication of
communicating components shall be handled using X.509 certificates; both the client and the
server shall authenticate themselves by their respective authentication X.509 certificates, as
shown in Figure 9.

-

(\ Server Certificate 1

Endpoint ~

v

-

Client Centificate Allroutes secured

by X.509 PKI

Figure 9 — MADES transport security overview

The communication (i.e. the IP connection) between components shall always be initiated by
the client. This provides higher security on client-side by not having to allow incoming
connections through firewalls, as shown in Figure 10.

Firewall

Communicationis
always initiated by
Endpoint

Figure 10 — MADES secure communication initiation
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4.8.3 Message-level security

The unambiguous identification of the sender of any message sent via the MADES network is
enabled by usage of digital signatures as shown in Figure 11.

= Message Signing =l Message Signature Verification
A o
Signer - - Signature
Check
Message Signed Message Signed Message ad H e
Private ke ; i :
¥ Message Signed using Pubiic key Message verified using

private part of sender's

o ) public part of sender's
signing cerificate

signing cerificate

Figure 11 — Message signature

On the sender’s endpoint, the message is signed using the sender’s private key of a signing
certificate. On the recipient’s endpoint, the message signature is verified using the sender’s
public key of the certificate.

Any message sent via the MADES shall be encrypted, so that only the intended recipient can
read the message-content as shown in Figure 12.

Message content symmetrically

encrypted using session key.
Session key asymmetrically Message content
encrypted and distributed with decrypted using
the message decrypted session key
= Message Encryption | |[=] Message Decryptian
E—} Message ~ Encrypted Session Key Encrypted Session Key Message — —}E
Encryptor H / Rt
Plain Message | A | A Plain
Message
Encrypted message Encrypted message
X509 Publics key Session key X509 Private key
of recipient's of recipient's
endpoint endpoint

Figure 12 — Message encryption and decryption

The content of the message (i.e. the document) is encoded with a randomly generated
session key, which is then itself encoded with the public key of the encryption certificate of
the recipient. The encoded key is transported together with the message.
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The receiver decodes the key with the private key of his encryption certificate, and then uses
the key to decode the document.

4.8.4 Non repudiation
4.8.4.1 Overview
The general behaviour is first presented in Figure 13, and then detailed in 4.8.4.2 and 4.8.3.

Foe. W
Message delivery
Document Compressed Encrypted
Message Content [ W e
. e e \ ; s ; .
Header : Header E Header

Msg ID H HEVET) H P Msgb

Date Date Date

:  Header : Header :
i MsglD : Msg ID H
: Date : : Date :
H : : H d

* .

, Decrypt \
; Message Fingerprint y 4z Fingerprint g Match n°1!
y Encrypted by sender / :

< Acknowledgement |||||
/ T R

............... . 3 R
i Header g i Header

c/':ﬂ 4,1»@

....................................

:. Header

Match n°3! i AckMmsgID i Ack Msg D ! AckMsgID
Reception date : Reception date ! Reception date
\ig'na' MsgID : { Original MsgID & i original MsgID
# 1 :
Decrypt f/ v
Fingerprint d
ger . AcknowledgementFingerprint Acknowledgement
Match n°21 <—%& <— ,// : encrypted by receiver fingerprint
Sender Recipient

Network

Figure 13 — Non repudiation

4.8.4.2 Message delivery

The message fingerprint uniquely identifies the document together with some header
information, such as the message unique ID (MsgID) and the sending date and time. The
document may have been previously compressed.

Both the fingerprint and the document are encoded and transported to the recipient. The
fingerprint is encoded in such a way that uniquely identifies the sender (signature), and the
document in such a way that only the recipient can read it (encryption).

The recipient decodes both the fingerprint and the document. He verifies (match n°1) that the
fingerprint, which he can regenerate from the message, matches the transported signed
fingerprint (signature verification). Then he stores the decoded message and the encoded
fingerprint. Both elements together with the signing certificate prove that the message was
sent by the sender.
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4.8.4.3 Acknowledgement

The recipient sends back a new message, the acknowledgement, using a similar process. The
new message contains the unique ID of the original message (Original Msg ID) and the
attached document is the fingerprint of the original message1.

The acknowledgement is signed but not encrypted and transported to the sender of the
original document.

When he receives the acknowledgement, the sender verifies (match n°2) that the
acknowledgement was sent by the recipient (signature verification). He also verifies that the
acknowledgement document is the original message fingerprint (match n°3).

The set, composed of the original message, the signed acknowledgement and the signing
certificate, proves that the recipient received the original message.

5 Components’ functions

5.1 Routing messages

A message shall be transported from the sender’s BA (business application) to the recipient’s
BA using the route shown in Figure 14.

Upload Download

Sender's Sender's Recipient's Recipient's
BA Endpoint Home Endpoint
Node

|

Message

Figure 14 — Delivery route of a business-message

The message is composed by the sender’s endpoint with information and document provided
by the sender’s BA. Then the message is transferred from component to component (from left
to right in Figure 14) until the recipient’s BA.

The message-content (also referred as the message-payload) is the document provided by
the sender’s BA. The composed message contains additional information (i.e. a header) used
for security, routing and delivery tracking.

The arrows in Figure 14 represent the IP connections between the components and each
arrow goes from a client to a server. Thus, a message is uploaded (or sent, or going out) on
the way from sender’s BA to the recipient’s node. It is downloaded (or received, or coming in)
on the way from the node to the recipient’'s BA. “Transfer” is the generic word used to mean
either upload or download.

The node, which the message goes through, shall be the home node of the recipient’'s
endpoint. Note that a reverse going message between the two BAs will not use the reverse
route if sender and recipient have different home nodes.

There are two types of messages:

1 There are several acknowledgements during the message delivery; the one referred to here i \V
endpoint of the recipient party after it correctly receives the message (event n°4 in Figure 19) ﬁa]btuments
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e Business-message — is a message composed by the sender’s endpoint from a send
request initiated by a sender’'s BA. The goal of MADES is to transport such business-
messages to the requested recipient’s endpoint.

e Acknowledgement — is an ancillary message used for tracking the end-to-end delivery
process of a business-message. The BAs do not know about those internal
acknowledgements, but a BA can request the endpoint about the delivery status of a
previously sent business-message.

5.2 Component and message unique identification (ID)

Each component shall have a unique ID in a MADES network. The identification scheme is a
network governance issue.

e The “component ID” (also referred as “component code”) is used to identify the component
when exchanging with other components.

e A BA shall use an endpoint ID to identify the recipient when sending a document.
Conversely the sender endpoint ID is provided to BA together with a received document.

e The IDs of the sender and the recipient are included in the header of each message.

When a component composes a message, it shall identify it with a UUID (Universal Unique
Identifier), as defined in IETF RFC 4122 (http://www.ietf.org/rfc/rfc4122.txt).

NOTE When delivering a document, a recipient’s endpoint supplies the BA with a guaranteed (i.e. authenticated)
sender’s identity: the component ID of the sender’s endpoint. However the sender’s identity is also often included
within the document itself, and it is up to the BA that analyses the document to check that both identities match.

5.3 Business-type of a business-message

A MADES network may support multiple and concurrent business processes.

A party “P” having an endpoint connected to the network can operate several BAs,
implementing functions to support internal activities and exchanges with others parties in
accordance to the roles he plays in the business processes.

The BAs request the endpoint to send documents to other parties. The endpoint supports
concurrent requests from the BAs.

Other parties, while fulfilling their own roles in these business processes, may also send
some documents to party “P”. For dispatching correctly the received documents between BAs,
each BA may indicate a business-type when requesting for downloading a possibly newly
received document.

So the business-type is mandatory text information provided by a sender’s BA, included in the
header of the business-message, transported with the message to the recipient’s endpoint,
and used by a recipient’'s BA to retrieve the only documents it shall process.

Each party is free to organise how he architectures activities, functions and BAs in his own
Information System, in a way transparent to the other parties. However the business-types
shall be agreed between all parties as part of the overall information exchange designZ.

5.4 Delivery-status of a business-message

The delivery process of each business-message is fully tracked. Tracking means that the
components taking part in the routing process notifies the sender’s endpoint with events about
the message. The reported events are:

2 Business-types can be compared to port numbers: competing applications in a machine use different port
numbers so that received information can be correctly routed. Used port numbers have to be ag 6
parties (e.g. 21:FTP, 22:SSH, 25:SMTP) but they are not part of IP protocol which accepts any nurne Euments
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e Delivery event — notifies that the business-message has been either:

a) transferred to a component; i.e. the component confirms it received the business-
message (“Transfer confirmation” is defined in 5.8);

b) accepted by a component; the component confirms that it received the business-
message and that the message successfully passed validation. It also means that the
message is ready to be transferred to the next component on the route to the
recipient’s endpoint (“Acceptance” is defined in 5.9).

e Failure event — notifies that a business-message cannot be delivered because:
a) the message was rejected, for it fails the validation;

b) or an unrecoverable error occurred when processing the message.

- Any time Failure

FAILED Error €—————— ———— -@——51’9"55 ——————————
Endpoint

Sender's
BA
Transferred to @

I
I
I
VERIFYING the sender's -
Endpoint :
I

I

I

|

4

Recipient's
Home
Node

Recipient's
Endpoint

Sender's

A
O,

ACCEPTED Accepted by the
sender's Endpoint

|

|

l

| Delivery
: Events
|

|

|

DELIVERING Accepted  _ ____________________ i
by the Node

Message delivery-status

DELIVERED Accepted by the € ]
recipient's Endpoint

RECEIVED Transferred to
arecipient's BA

— v

Time
Figure 15 — Reported events during the delivery of a business-message
Figure 15 shows the possible events and the components that issue them.

The delivery-status of a business-message expresses the knowledge of the sender’s endpoint
about the message delivery. The status can be requested at any moment by a sender’s BA
providing the message ID returned by the sender’s endpoint when the message was sent. The
possible values are provided in Table 1.
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Table 1 — Message delivery status

Message Notified event
delivery-status

The business-message has been transferred to the sender’s endpoint.

VERIFYING Some additional checks are in progress before the endpoint may accept it, e.g.:
the endpoint is waiting for signature by an external signing device (see 5.16.3), or
is waiting for the encryption certificate requested to the node directory.

The business-message has been accepted by the sender’s endpoint. Conditions

RECEFTED are met to transport the message in the network.

DELIVERING The business-message has been accepted by the node.

DELIVERED The business-message has been accepted by the recipient’s endpoint.
RECEIVED The business-message has been transferred to a recipient’s BA.
FAILED The message delivery has failed. So, the business-message will not be

transported any further.

The acknowledgement, which notifies that a message has been accepted by the recipient’s
endpoint or transferred to a recipient’'s BA, does not and shall not mean more that the
document (i.e. the content of the message) has been technically and securely delivered to the
endpoint or a BA of the Information System (IS) of the recipient party. So far, the content of
the document has not been analysed. The probable and further analysis may result in a
“functional acknowledgment”, the document being then accepted or rejected according to the
business rules. Such a functional acknowledgement can even be a new document that the
MADES network will be entrusted to deliver as a new business-message to the sender of the
original document.

5.5 Communication between components
5.5.1 Principle

To communicate, a client component establishes a secured communication channel with a
server component, and then issues requests through the channel.

The server component validates the request and replies. The client component receives back
a request status and validates the reply.

5.5.2 Establishing a secured communication channel between two components

A request from a client component to a server component shall only be processed after the
client has established a secured (i.e. encrypted) communication channel with the server.

The communication channel shall be secured using the HTTPS (HTTP over TLS) protocol. So
each peer, either client or server, verifies that the other peer is a valid and trusted network
component — see 5.16.6.

A client component shall be able to connect to a server component through a network proxy.

An endpoint administrator shall be able to configure a primary and a secondary URL to
connect to the home node.

An endpoint may connect to any node for uploading business-messages and
acknowledgements addressed to a recipient’s endpoint registered with the connected node.
The endpoint shall request by its home node directory the “routing information” for

establishing connection — see 7.3.4.3. Documents

Document Sharing Hub

Full document details: PD IEC/TS 62325-503:2014


http://www.avadocuments.com/doc/pd-iec-ts-62325-503-2014
http://www.avadocuments.com/doc/pd-iec-ts-62325-503-2014

PD IEC/TS 62325-503:2014
- 26 — TS 62325-503 © IEC:2014(E)

The node URLs (primary and possibly secondary) in directory should rather contain FQDNs
(Fully Qualified Domain Names) than IP addresses to ease integration with the network
architecture constraints of the parties.

Concerning primary and secondary URLs: the nodes are key components and thus require
high availability. Availability techniques may vary, and redundancy or switch-over mechanism
may not be seamless to other components. So a node administrator may provide two URLs to
access his node. Consequently, the components that connect to a node shall implement a
mechanism to dynamically select the one URL which gains effective access.

5.5.3 Token authentication of the client component

Apart for the node-node synchronization, the server shall always first identify the client, i.e.
know its component ID to authorise the requests.

To do so, the client shall request the server for an authentication-token providing its own
component ID — see 7.3.2.

The server provides back a token which:

e is a randomly generated string (e.g. a UUID);

e has a limited duration validity returned to the client. The later has to request for a new
token when expired or before the expiration time.

For every subsequent request (e.g. message transfer, directory query), the client shall always
provide the server with:

e the authentication-token;

e the signed authentication-token — “signed” means that the hash of the token is encoded
using the RSA algorithm — see 5.16.1;

o the ID of the authentication certificate used for signing the authentication-token.
For every received request, the server shall process the following checks:

o the authentication-token is a known and not expired token;

o the certificate used to sign is a valid and non-revoked certificate owned by the client — see
5.16.8;

e the signature of the authentication-token is correct.

NOTE Such a token-based client authentication is neither part of nor linked to the TLS authentication, and thus
not constrained by specifics of software products used for the implementation of the component (e.g. web servers,
applications servers).

5.5.4 Request authorisation

A node shall reject a request for downloading messages or a request on directory if the client
component is not one of its registered endpoints.

A node shall reject a transfer request (download or upload) when it is already and
concurrently processing the same request for the same client — see 5.8.

5.5.5 Request/Reply validation

The server shall validate data of any request and the client shall check the status and validate
data of any reply.

Validation prevents for foreseeable errors to occur and shall include:

1) Check that all mandatory request/reply elements are set. Documents
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2) Checks that all set elements do not contain any illegal characters, have the expected
format and size, and have values in expected list or range.

3) Check that the combination values of elements forms a valid set.
In case the request (or the reply) is a message transfer, the validation by the target
component shall include any additional check to ensure that the transferred messages can be

durably stored — see 5.6 (e.g. the size of the message-content does not exceed the maximal
allowed size).

5.6 Storing messages in components

A component shall contain an internal message-box where it durably stores messages.
Durable (or persistent) means that the message shall be recovered after a software crash or a
hardware failure, when the component restarts (reboot or switch to a backup component in a
redundant architecture).

The stored information about a message (either business-message or acknowledgement)
shall be: the content, the header.

The endpoints shall store the compressed (if requested — see 5.14.2) but non-encrypted
content of the message. The stored header shall include the message signature.

Within the message-box, a message shall be associated with additional information only used
locally by the component:

e Transfer timestamp — set by the component when the message is created/stored in the
message box, and used for priority management — see 5.13.

e State — see 5.7 for possible values and lifecycle.

e Priority — see 5.13.

e Receive timestamp (only used for a business-message), the time when the message was
accepted by the recipient’s endpoint — set when processing the acknowledgements of the
message — see 5.10.4

A component administrator shall be able to configure a purge strategy for each business-type.
A purge strategy indicates how the component manages a business-message that has
reached the final state (see 5.7). Possible strategies should include:

e Delete only the message-content (document).

e Delete the whole message and acknowledgements.

e Never delete the message.

A component administrator shall be able to (long term) archive messages and then delete the
correctly archived messages from the message-box.

5.7 Lifecycle of a message state within a component

A business-message has a local state in every component that processes it, and all these
states do not have the same values at the same time. The state is not transported data; it is
not part of the message header. The lifecycle of the state of a business-message within a
component is shown in Figure 16.
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Figure 16 — Lifecycle of the local state of a business-message within a component
Possible states of a business-message are listed in Table 2.

Table 2 — Business message status

Business-message o

The successful transfer of the business-message in the component has been confirmed
to the component which sent it and, before it may accept it, the message is currently

0 e passing some validation checks or pending (e.g. waiting for an external certificate to
perform security operations such as signature/encryption).
The business-message has been accepted by the component, and is pending for

Accepted
transfer to the next component on the message route.

Delivering The business-message has been successfully transferred to the next component.
After the business-message has been transferred to the next component, the message

) state is set to the status of the acknowledgements coming back and which inform about

Delivered the message delivery (see 5.10).

Received

Failed A business-message in the FAILED state is not delivered. A component shall set the
business-message state to FAILED when it sends a failure-acknowledgement for the
message.

After a message has been successfully transferred (i.e. downloaded) from a node, the state
within the node shall move to DELIVERED which is the final state (and not to DELIVERING).
The reason is the following: If a node is not the home node of the sender’s endpoint of a
business-message, no acknowledgement will ever inform about the rest of the message
delivery.

When a message is accepted by the recipient’s endpoint, the state within the endpoint shall
be directly set to DELIVERED, because the message has reached the destination endpoint
and does not have a next component.

The delivery-status of a business-message, as defined in 5.4, is the local state of the
message in the sender’s endpoint.
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5.8 Transferring a message between two components (Handshake)

The transfer handshake is the mechanism which ensures that no message can be lost while
passing from a component to another. A component (referred as “target component”) that
receives a message shall confirm to the sender component (referred as “source component”)
that the message has been transferred.

A component is responsible for the message delivery from the moment it sends the transfer
confirmation to the previous component until the moment it receives the transfer confirmation
from the next component.

The target component confirms a message transfer to tell the source component that it took
responsibility for the message, and that it should not transfer it again. It means that either:

o the message has been stored in a durable way,

e the processing of the message has generated an error that has been logged (e.g.
message inconsistency).

The handshake mechanism differs whether the transfer is an upload or a download, as shown
in Figure 17 and Figure 18. When downloading, the target component initiates the request
and an additional request is used to confirm the transfer to the source component.

Source component Targetcomponent
Prepare Upload request
upload ACCEPTED (messages)
request F~ 777777 > Authorize request

Validate request
Store messages

Time

Requestreply VERIFYING
(upload confirmation)

< Acceptance validation

DELIVERING

ACCEPTED

Figure 17 — Transfer handshake when uploading of a message
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Source component Targetcomponent
Requestfor
Authorizerequest| ACCEPTED |« download
Validate request
Download reply
Prepare reply (messages)
Validate reply
o Store messages
E
|_
Download
firmati
< contirmaton YE_RLFXINQ .1 Acceptance Validation
DELIVERING Reply
ACCEPTED
v

Figure 18 — Transfer handshake when downloading of a message

NOTE The use of the VERIFYING state is a component internal design issue. A target component can confirm the
transfer and set the message in the VERIFYING state before asynchronously processing the acceptance checks. A
target component can confirm the transfer after it processes synchronously the acceptance checks, so the
message state is directly set to ACCEPTED (or FAILED) — see 5.9.

The handshake mechanism applies whether a transfer request contains one or several
messages. Actually, the MADES interfaces for uploads and downloads can transfer bulk
messages, mixing business-messages and acknowledgements — see 7.3.3. When multiple
messages are transferred simultaneously, the confirmation shall apply to all the transferred
messages. Note that the BAs can only transfer (send or receive) business-messages one by
one with their endpoint.

A server component shall not authorize a transfer request from a client component while the
same request from the same client is currently being processed. This is necessary to fulfil the
correct delivery sequence of two messages with the same business-type — see 5.13. The bulk
transfer is intended to gain performance without the use of concurrent requests.

The source component shall change the message state to the next state (generally
DELIVERING) after it receives the transfer confirmation.

When the connection between the components is established or recovered after a failure, the
source component shall transfer all pending messages in the ACCEPTED state. Note that it
may happen that some of those messages have already been transferred, that the target
component already sent the confirmation, but that the source component did not receive it or
failed while processing it. So the target component may receive an already existing message
(recognized with the message ID). In this situation, it shall then just confirm the transfer and
log this duplicate transfer event.

5.9 Accepting a message

A component shall accept a transferred message after it passed the validation checks
described in Table 3.
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