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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with I1SO and IEC, also take part in the work. In the field of information technology, 1ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when the joint technical committee has collected data of a different kind from
that which is normally published as an International Standard (“state of the art”, for example), it may decide to
publish a Technical Report. A Technical Report is entirely informative in nature and shall be subject to review
every five years in the same manner as an International Standard.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 24772, was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 22, Programming languages, their environments and system software interfaces.
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Introduction

All programming languages contain constructs that are incompletely specified, exhibit undefined behaviour,
are implementation-dependent, or are difficult to use correctly. The use of those constructs may therefore
give rise to vulnerabilities, as a result of which, software programs can execute differently than intended by
the writer. In some cases, these vulnerabilities can compromise the safety of a system or be exploited by
attackers to compromise the security or privacy of a system.

This Technical Report is intended to provide guidance spanning multiple programming languages, so that
application developers will be better able to avoid the programming constructs that lead to vulnerabilities in
software written in their chosen language and their attendant consequences. This guidance can also be
used by developers to select source code evaluation tools that can discover and eliminate some constructs
that could lead to vulnerabilities in their software or to select a programming language that avoids
anticipated problems.

It should be noted that this Technical Report is inherently incomplete. It is not possible to provide a
complete list of programming language vulnerabilities because new weaknesses are discovered continually.
Any such report can only describe those that have been found, characterized, and determined to have
sufficient probability and consequence.

Furthermore, to focus its limited resources, the working group developing this report decided to defer
comprehensive treatment of several subject areas until future editions of the report. These subject areas
include:

e Object-oriented language features (although some simple issues related to inheritance are
described in 6.43 Inheritance [RIP])

e Numerical analysis (although some simple items regarding the use of floating point are described in
6.5 Floating-point Arithmetic [PLF])

e Inter-language operability
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Technical Report ISO/IEC TR 24772:2013(E)

Information Technology — Programming Languages — Guidance to avoiding
vulnerabilities in programming languages through language selection and
use

1. Scope

This Technical Report specifies software programming language vulnerabilities to be avoided in the development
of systems where assured behaviour is required for security, safety, mission-critical and business-critical software.
In general, this guidance is applicable to the software developed, reviewed, or maintained for any application.

Vulnerabilities are described in a generic manner that is applicable to a broad range of programming languages.

2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

SO 80000-2:2009, Quantities and units — Part 2: Mathematical signs and symbols to be use in the natural
sciences and technology
ISO/IEC 2382-1:1993, Information technology — Vocabulary — Part 1: Fundamental terms

3. Terms and definitions, symbols and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-1 and the following apply.
Other terms are defined where they appear in italic type.

3.1.1 Communication

3.1.1.1

protocol

set of rules and supporting structures for the interaction of threads

Note 1: A protocol can be tightly embedded and rely upon data in memory and hardware to control
interaction of threads or can be applied to more loosely coupled arrangements, such as message
communication spanning networks and computer systems.
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3.1.1.2

stateless protocol

communication or cooperation between threads where no state is preserved in the protocol itself (example HTTP
or direct access to a shared resource)

Note 1: Since most interaction between threads requires that state be preserved, the cooperating threads
must use values of the resources(s) themselves or add additional communication exchanges to maintain
state. Stateless protocols require that the application provide explicit resource protection and locking
mechanisms to guarantee the correct creation, view, access to, modification of, and destruction of the
resource — for example, the state needed for correct handling of the resource.

3.1.2 Execution model
3.1.2.1

thread

sequential stream of execution

Note 1: Although the term thread is used here and the context portrayed is that of shared-memory threads
executing as part of a process, everything documented applies equally to other variants of concurrency such
as interrupt handlers being enabled by a process, processes being created on the same system using
operating system routines, or processes created as a result of distributed messages sent over a network. The
mitigation approaches will be similar to those listed in the relevant vulnerability descriptions, but the
implications for standardization would be dependent on how much language support is provided for the
programming of the concurrent system.

3.1.2.2
thread activation
creation and setup of a thread up to the point where the thread begins execution

Note 1: A thread may depend upon one or more other threads to define its access to other objects to be
accessed and to determine its duration.

3.1.2.3
activated thread
thread that is created and then begins execution as a result of thread activation

3.1.24

activating thread

thread that exists first and makes the library calls or contains the language syntax that causes the activated thread
to be activated

Note 1: The activating thread may or may not wait for the activated thread to finish activation and may or
may not check for errors if the activation fails. The activating thread may or may not be permitted to
terminate until after the activated thread terminates.
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3.1.2.5

static thread activation

creation and initiation of a thread by program initiation, an operating system or runtime kernel, or by another
thread as part of a declarative part of the thread before it begins execution

Note 1: In static activation, a static analysis can determine exactly how many threads will be created and how
much resource, in terms of memory, processors, cpu cycles, priority ranges and inter-thread communication
structures, will be needed by the executing program before the program begins.

3.1.2.6

dynamic thread activation

creation and initiation of a thread by another thread (including the main program) as an executable, repeatable
command, statement or subprogram call

3.1.2.7
thread abort
request to stop and shut down a thread immediately

Note 1: The request is asynchronous if from another thread, or synchronous if from the thread itself. The
effect of the abort request (such as whether it is treated as an exception) and its immediacy (that is, how long
the thread may continue to execute before it is shut down) depend on language-specific rules. Immediate
shutdown minimizes latency but may leave shared data structures in a corrupted state.

3.1.2.8
termination-directing thread
thread (including the OS) that requests the abortion of one or more threads

3.1.2.9

thread termination

completion and orderly shutdown of a thread, where the thread is permitted to make data objects consistent,
release any acquired resources, and notify any dependent threads that it is terminating

Note 1: There are a number of steps in the termination of a thread as listed below, but depending upon the
multithreading model, some of these steps may be combined, may be explicitly programmed, or may be
missing:
e the termination of programmed execution of the thread, including termination of any synchronous
communication;
e the finalization of the local objects of the thread;
e waiting for any threads that may depend on the thread to terminate;
e finalization of any state associated with dependent threads;
e notification that finalization is complete, including possible notification of the activating task;
e removal and cleanup of thread control blocks and any state accessible by the thread or by other
threads in outer scopes.
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3.1.2.10
terminated thread
thread that has been halted from any further execution

3.1.2.11

master thread

thread which must wait for a terminated thread before it can take further execution steps (including termination
of itself)

3.1.2.12
process
single execution of a program, or portion of an application

Note 1: Processes do not normally share a common memory space, but often share

e processor,
e network,

e operating system,

o filing system,

e environment variables, or
e other resources.

Processes are usually started and stopped by an operating system and may or may not interact with other
processes. A process may contain multiple threads.

3.1.3 Properties

3.1.3.1

software quality

degree to which software implements the requirements described by its specification and the degree to which
the characteristics of a software product fulfill its requirements

3.1.3.2
predictable execution
property of the program such that all possible executions have results that can be predicted from the source code

3.1.4 Safety

3.14.1

safety hazard

potential source of harm

Note 1: IEC 61508-4: defines a “Hazard” as a “potential source of harm”, where “harm” is “physical injury or
damage to the health of people either directly or indirectly as a result of damage to property or to the
environment”. Some derived standards, such as UK Defence Standard 00-56, broaden the definition of
“harm” to include material and environmental damage (not just harm to people caused by property and

environmental damage).
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3.1.4.2
safety-critical software
software for applications where failure can cause very serious consequences such as human injury or death

Note 1: [EC 61508-4: defines “Safety-related software” as “software that is used to implement safety
functions in a safety-related system. Notwithstanding that in some domains a distinction is made between
safety-related (can lead to any harm) and safety-critical (life threatening), this Technical Report uses the term
safety-critical for all vulnerabilities that can result in safety hazards.

3.1.5 Vulnerabilities

3.1.5.1

application vulnerability

security vulnerability or safety hazard, or defect

3.1.5.2

language vulnerability

property (of a programming language) that can contribute to, or that is strongly correlated with, application
vulnerabilities in programs written in that language

Note 1: The term "property" can mean the presence or the absence of a specific feature, used singly or in
combination. As an example of the absence of a feature, encapsulation (control of where names can be
referenced from) is generally considered beneficial since it narrows the interface between modules and can
help prevent data corruption. The absence of encapsulation from a programming language can thus be
regarded as a vulnerability. Note that a property together with its complement can both be considered
language vulnerabilities. For example, automatic storage reclamation (garbage collection) can be a
vulnerability since it can interfere with time predictability and result in a safety hazard. On the other hand,
the absence of automatic storage reclamation can also be a vulnerability since programmers can mistakenly
free storage prematurely, resulting in dangling references.

3.1.5.3

security vulnerability

weakness in an information system, system security procedures, internal controls, or implementation that could
be exploited or triggered by a threat

3.2 Symbols and conventions

3.2.1 Symbols

For the purposes of this document, the symbols given in J]SO 80003-2 apply. Other symbols are defined where
they appear in this document.

3.2.2 Conventions

Programming language tokens and syntactic tokens appear in courier font.
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4. Basic concepts

4.1 Purpose of this Technical Report

This Technical Report specifies software programming language vulnerabilities to be avoided in the development
of systems where assured behaviour is required for security, safety, mission critical and business critical software.
In general, this guidance is applicable to the software developed, reviewed, or maintained for any application.

This Technical Report does not address software engineering and management issues such as how to design and
implement programs, use configuration management tools, use managerial processes, and perform process
improvement. Furthermore, the specification of properties and applications to be assured are not treated.

While this Technical Report does not discuss specification or design issues, there is recognition that boundaries
among the various activities are not clear-cut. This Technical Report seeks to avoid the debate about where low-
level design ends and implementation begins by treating selected issues that some might consider design issues
rather than coding issues.

The body of this Technical Report provides users of programming languages with a language-independent
overview of potential vulnerabilities in their usage. Annexes describe how the general observations apply to
specific languages.

4.2 Intended audience

The intended audience for this Technical Report are those who are concerned with assuring the predictable
execution of the software of their system; that is, those who are developing, qualifying, or maintaining a software
system and need to avoid language constructs that could cause the software to execute in a manner other than
intended.

Developers of applications that have clear safety, security or mission-criticality are expected to be aware of the
risks associated with their code and could use this Technical Report to ensure that their development practices
address the issues presented by the chosen programming languages, for example by subsetting or providing
coding guidelines.

It should not be assumed, however, that other developers can ignore this Technical Report. A weakness in a non-
critical application may provide the route by which an attacker gains control of a system or otherwise disrupts co-
hosted applications that are critical. It is hoped that all developers would use this Technical Report to ensure that
common vulnerabilities are removed or at least minimized from all applications.

Specific audiences for this International Technical Report include developers, maintainers and regulators of:

e Safety-critical applications that might cause loss of life, human injury, or damage to the environment.

e Security-critical applications that must ensure properties of confidentiality, integrity, and availability.

e Mission-critical applications that must avoid loss or damage to property or finance.

e Business-critical applications where correct operation is essential to the successful operation of the
business.

e Scientific, modeling and simulation applications which require high confidence in the results of possibly
complex, expensive and extended calculation.
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4.3 How to use this document

This Technical Report gathers descriptions of programming language vulnerabilities, as well as selected
application vulnerabilities, which have occurred in the past and are likely to occur again. Each vulnerability and its
possible mitigations are described in the body of the report in a language-independent manner, though
illustrative examples may be language specific. In addition, annexes for particular languages describe the
vulnerabilities and their mitigations in a manner specific to the language.

Because new vulnerabilities are always being discovered, it is anticipated that this Technical Report will be revised
and new descriptions added. For that reason, a scheme that is distinct from sub-clause numbering has been
adopted to identify the vulnerability descriptions. Each description has been assigned an arbitrarily generated,
unique three-letter code. These codes should be used in preference to sub-clause numbers when referencing
descriptions because they will not change as additional descriptions are added to future editions of this Technical
Report.

The main part of this Technical Report contains descriptions that are intended to be language-independent to the
greatest possible extent. Annexes apply the generic guidance to particular programming languages.

This Technical Report has been written with several possible usages in mind:

e Programmers familiar with the vulnerabilities of a specific language can reference the guide for more
generic descriptions and their manifestations in less familiar languages.

e Tool vendors can use the three-letter codes as a succinct way to “profile” the selection of vulnerabilities
considered by their tools.

e Individual organizations may wish to write their own coding standards intended to reduce the number of
vulnerabilities in their software products. The guide can assist in the selection of vulnerabilities to be
addressed in those standards and the selection of coding guidelines to be enforced.

e Organizations or individuals selecting a language for use in a project may want to consider the
vulnerabilities inherent in various candidate languages.

e Scientists, engineers, economists, statisticians, or others who write computer programs as tools of their
chosen craft can read this document to become more familiar with the issues that may affect their work.

The descriptions include suggestions for ways of avoiding the vulnerabilities. Some are simply the avoidance of
particular coding constructs, but others may involve increased review or other verification and validation
methods. Source code checking tools can be used to automatically enforce some coding rules and standards.

Clause 2 provides Normative references, and Clause 3 provides Terms, definitions, symbols and conventions.
Clause 4 provides the basic concepts used for this Technical Report.

Clause 5, Vulnerability Issues, provides rationale for this Technical Report and explains how many of the
vulnerabilities occur.

Clause 6, Programming Language Vulnerabilities, provides language-independent descriptions of vulnerabilities in
programming languages that can lead to application vulnerabilities. Each description provides:

e asummary of the vulnerability,
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e characteristics of languages where the vulnerability may be found,

e typical mechanisms of failure,

e techniques that programmers can use to avoid the vulnerability, and

e ways that language designers can modify language specifications in the future to help programmers
mitigate the vulnerability.

Clause 7, Application Vulnerabilities, provides descriptions of selected application vulnerabilities which have been
found and exploited in a number of applications and which have well known mitigation techniques, and which
result from design decisions made by coders in the absence of suitable language library routines or other
mechanisms. For these vulnerabilities, each description provides:

e asummary of the vulnerability,
e typical mechanisms of failure, and
e techniques that programmers can use to avoid the vulnerability.

Clause 8, New Vulnerabilities, provides new vulnerabilities that have not yet had corresponding programming
language annex text developed.

Annex A, Vulnerability Taxonomy and List, is a categorization of the vulnerabilities of this report in the form of a
hierarchical outline and a list of the vulnerabilities arranged in alphabetic order by their three letter code.

Annex B, Language Specific Vulnerability Template, is a template for the writing of programming language specific
annexes that explain how the vulnerabilities from clause 6 are realized in that programming language (or show
how they are absent), and how they might be mitigated in language-specific terms.

Additional annexes, each named for a particular programming language, list the vulnerabilities of Clauses 6 and 7
and describe how each vulnerability appears in the specific language and how it may be mitigated in that
language, whenever possible. All of the language-dependent descriptions assume that the user adheres to the
standard for the language as listed in the sub-clause of each annex.

5 Vulnerability issues

5.1 Predictable execution

There are many reasons why software might not execute as expected by its developers, its users or other
stakeholders. Reasons include incorrect specifications, configuration management errors and a myriad of others.
This Technical Report focuses on one cause—the usage of programming languages in ways that render the
execution of the code less predictable.

Predictable execution is a property of a program such that all possible executions have results that can be
predicted from examination of the source code. Achieving predictability is complicated by that fact that software
may be used:

e on unanticipated platforms (for example, ported to a different processor)
e in unanticipated ways (as usage patterns change),
e in unanticipated contexts (for example, software reuse and system-of-system integrations), and
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e by unanticipated users (for example, those seeking to exploit and penetrate a software system).

Furthermore, today’s ubiquitous connectivity of software systems virtually guarantees that most software will be
attacked—either because it is a target for penetration or because it offers a springboard for penetration of other
software. Accordingly, today’s programmers must take additional care to ensure predictable execution despite
the new challenges.

Software vulnerabilities are unwanted characteristics of software that may allow software to execute in ways that
are unexpected. Programmers introduce vulnerabilities into software by using language features that are
inherently unpredictable in the variable circumstances outlined above or by using features in a manner that
reduces what predictability they could offer. Of course, complete predictability is an ideal (particularly because
new vulnerabilities are often discovered through experience), but any programmer can improve predictability by
carefully avoiding the introduction of known vulnerabilities into code.

This Technical Report focuses on a particular class of vulnerabilities, language vulnerabilities. These are
properties of programming languages that can contribute to (or are strongly correlated with) application
vulnerabilities—security weaknesses, safety hazards, or defects. An example may clarify the relationship. The
programmer’s use of a string copying function that does not check length may be exploited by an attacker to
place incorrect return values on the program stack, hence passing control of the execution to code provided by
the attacker. The string copying function is the language vulnerability and the resulting weakness of the program
in the face of the stack attack is the application vulnerability. The programming language vulnerability enables
the application vulnerability. The language vulnerability can be avoided by using a string copying function that
does set appropriate bounds on the length of the string to be copied. By using a bounded copy function the
programmer improves the predictability of the code’s execution.

The primary purpose of this Technical Report is to survey common programming language vulnerabilities; this is
done in Clause 6. Each description explains how an application vulnerability can result. In Clause 7, a few
additional application vulnerabilities are described. These are selected because they are associated with language
weaknesses even if they do not directly result from language vulnerabilities. For example, a programmer might
have stored a password in plain text (see 7.20 Insufficiently Protected Credentials [XYM]) because the

programming language did not provide a suitable library function for storing the password in a non-recoverable
format.

In addition to considering the individual vulnerabilities, it is instructive to consider the sources of uncertainty that
can decrease the predictability of software. These sources are briefly considered in the remainder of this clause.

5.2 Sources of unpredictability in language specification

5.2.1 Incomplete or evolving specification

The design and specification of a programming language involves considerations that are very different from the
use of the language in programming. Language specifiers often need to maintain compatibility with older
versions of the language—even to the extent of retaining inherently vulnerable features. Sometimes the
semantics of new or complex features aren’t completely known, especially when used in combination with other
features.
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5.2.2 Undefined behaviour

It’s simply not possible for the specifier of a programming language to describe every possible behaviour. For
example, the result of using a variable to which no value has been assigned is left undefined by many languages.
In such cases, a program might do anything—including crashing with no diagnostic or executing with wrong data,
leading to incorrect results.

5.2.3 Unspecified behaviour

The behaviour of some features may be incompletely defined. The language implementer would have to choose
from a finite set of choices, but the choice may not be apparent to the programmer. In such cases, different
compilers may lead to different results.

5.2.4 Implementation-defined behaviour

In some cases, the results of execution may depend upon characteristics of the compiler that was used, the
processor upon which the software is executed, or the other systems with which the software has interfaces. In
principle, one could predict the execution with sufficient knowledge of the implementation, but such knowledge
is sometimes difficult to obtain. Furthermore, dependence on a specific implementation-defined behaviour will
lead to problems when a different processor or compiler is used—sometimes if different compiler switch settings
are used.

5.2.5 Difficult features

Some language features may be difficult to understand or to use appropriately, either due to complicated
semantics (for example, floating point in numerical analysis applications) or human limitations (for example,
deeply nested program constructs or expressions). Sometimes simple typing errors can lead to major changes in

behaviour without a diagnostic (for example, typing “=" for assignment when one really intended “==" for
comparison).

5.2.6 Inadequate language support

No language is suitable for every possible application. Furthermore, programmers sometimes do not have the
freedom to select the language that is most suitable for the task at hand. In many cases, libraries must be used to
supplement the functionality of the language. Then, the library itself becomes a potential source of uncertainty
reducing the predictability of execution.

5.3 Sources of unpredictability in language usage

5.3.1 Porting and interoperation

When a program is recompiled using a different compiler, recompiled using different switches, executed with
different libraries, executed on a different platform, or even interfaced with different systemes, its behaviour will
change. Changes result from different choices for unspecified and implementation-defined behaviour,
differences in library function, and differences in underlying hardware and operating system support. The
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problem is far worse if the original programmer chose to use implementation-dependent extensions to the
language rather than staying with the standardized language.

5.3.2 Compiler selection and usage

Nearly all software has bugs and compilers are no exception. They should be carefully selected from trusted
sources and qualified prior to use. Perhaps less obvious, though, is the use of compiler switches. Different switch
settings can result in differences in generated code. A careful selection of settings can improve the predictability
of code, for example, a setting that causes the flagging of any usage of an implementation-defined behaviour.

6. Programming Language Vulnerabilities

6.1 General

This clause provides language-independent descriptions of vulnerabilities in programming languages that can lead
to application vulnerabilities. Each description provides:

e asummary of the vulnerability,

e characteristics of languages where the vulnerability may be found,

e typical mechanisms of failure,

e techniques that programmers can use to avoid the vulnerability, and

e ways that language designers can modify language specifications in the future to help programmers
mitigate the vulnerability.

Descriptions of how vulnerabilities are manifested in particular programming languages are provided in annexes
of this Technical Report. In each case, the behaviour of the language is assumed to be as specified by the standard
cited in the annex. Clearly, programs could have different vulnerabilities in a non-standard implementation.
Examples of non-standard implementations include:

e compilers written to implement some specification other than the standard,
e use of non-standard vendor extensions to the language, and
e use of compiler switches providing alternative semantics.

6.2 Terminology

The following descriptions are written in a language-independent manner except when specific languages are
used in examples. The annexes may be consulted for language specific descriptions.

This clause will, in general, use the terminology that is most natural to the description of each individual
vulnerability. Hence terminology may differ from description to description.
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6.3 Type System [IHN]

6.3.1 Description of application vulnerability

When data values are converted from one data type to another, even when done intentionally, unexpected
results can occur.

6.3.2 Cross reference

JSF AV Rules: 148 and 183

MISRA C 2004: 6.1, 6.2, 6.3, 10.1, and 10.5

MISRA C++ 2008: 3-9-2, 5-0-3 to 5-0-14

CERT C guidelines: DCLO7-C, DCL11-C, DCL35-C, EXPO5-C and EXP32-C
Ada Quality and Style Guide: 3.4

6.3.3 Mechanism of failure

The type of a data object informs the compiler how values should be represented and which operations may be
applied. The type system of a language is the set of rules used by the language to structure and organize its
collection of types. Any attempt to manipulate data objects with inappropriate operations is a type error. A
program is said to be type safe (or type secure) if it can be demonstrated that it has no type errors [27].

Every programming language has some sort of type system. A language is statically typed if the type of every
expression is known at compile time. The type system is said to be strong if it guarantees type safety and weak if
it does not. There are strongly typed languages that are not statically typed because they enforce type safety
with runtime checks [27].

In practical terms, nearly every language falls short of being strongly typed (in an ideal sense) because of the
inclusion of mechanisms to bypass type safety in particular circumstances. For that reason and because every
language has a different type system, this description will focus on taking advantage of whatever features for type
safety may be available in the chosen language.

Sometimes it is appropriate for a data value to be converted from one type to another compatible one. For
example, consider the following program fragment, written in no specific language:

float a;
integer 1i;
a :=a + 1i;

The variable "1" is of integer type. It must be converted to the float type before it can be added to the data value.
An implicit conversion, as shown, is called coercion. If, on the other hand, the conversion must be explicit, for
example,"a := a + float (i)", thenthe conversion is called a cast.

Type equivalence is the strictest form of type compatibility; two types are equivalent if they are compatible
without using coercion or casting. Type equivalence is usually characterized in terms of name type equivalence—
two variables have the same type if they are declared in the same declaration or declarations that use the same
type name—or structure type equivalence—two variables have the same type if they have identical structures.
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There are variations of these approaches and most languages use different combinations of them [28]. Therefore,
a programmer skilled in one language may very well code inadvertent type errors when using a different
language.

It is desirable for a program to be type safe because the application of operations to operands of an inappropriate
type may produce unexpected results. In addition, the presence of type errors can reduce the effectiveness of
static analysis for other problems. Searching for type errors is a valuable exercise because their presence often
reveals design errors as well as coding errors. Many languages check for type errors—some at compile-time,
others at run-time. Obviously, compile-time checking is more valuable because it can catch errors that are not
executed by a particular set of test cases.

Making the most use of the type system of a language is useful in two ways. First, data conversions always bear
the risk of changing the value. For example, a conversion from integer to float risks the loss of significant digits
while the inverse conversion risks the loss of any fractional value. Conversion of an integer value from a type with
a longer representation to a type with a shorter representation risks the loss of significant digits. This can
produce particularly puzzling results if the value is used to index an array. Conversion of a floating-point value
from a type with a longer representation to a type with a shorter representation risks the loss of precision. This
can be particularly severe in computations where the number of calculations increases as a power of the problem
size. (It should be noted that similar surprises can occur when an application is retargeted to a machine with
different representations of numeric values.)

Second, a programmer can use the type system to increase the probability of catching design errors or coding
blunders. For example, the following Ada fragment declares two distinct floating-point types:

type Celsius is new Float;
type Fahrenheit is new Float;

The declaration makes it impossible to add a value of type Celsius to a value of type Fahrenheit without explicit
conversion.

6.3.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:
e Languages that support multiple types and allow conversions between types.

6.3.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Take advantage of any facility offered by the programming language to declare distinct types and use any
mechanism provided by the language processor and related tools to check for or enforce type
compatibility.

e Use available language and tools facilities to preclude or detect the occurrence of coercion. If it is not
possible, use human review to assist in searching for coercions.

e Avoid casting data values except when there is no alternative. Document such occurrences so that the
justification is made available to maintainers.
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e Use the most restricted data type that suffices to accomplish the job. For example, use an enumeration
type to select from a limited set of choices (such as, a switch statement or the discriminant of a union
type) rather than a more general type, such as integer. This will make it possible for tooling to check if all
possible choices have been covered.

e Treat every compiler, tool, or run-time diagnostic concerning type compatibility as a serious issue. Do not
resolve the problem by modifying the code by inserting an explicit cast, without further analysis; instead
examine the underlying design to determine if the type error is a symptom of a deeper problem.

e Never ignore instances of coercion; if the conversion is necessary, change it to a cast and document the
rationale for use by maintainers.

e Analyze the problem to be solved to learn the magnitudes and/or the precisions of the quantities needed
as auxiliary variables, partial results and final results.

6.3.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Language specifiers should standardize on a common, uniform terminology to describe their type systems
so that programmers experienced in other languages can reliably learn the type system of a language that
is new to them.

e Provide a mechanism for selecting data types with sufficient capability for the problem at hand.

e Provide a way for the computation to determine the limits of the data types actually selected.

e Language implementers should consider providing compiler switches or other tools to provide the highest
possible degree of checking for type errors.

6.4 Bit Representations [STR]

6.4.1 Description of application vulnerability

Interfacing with hardware, other systems and protocols often requires access to one or more bits in a single
computer word, or access to bit fields that may cross computer words for the machine in question. Mistakes can
be made as to what bits are to be accessed because of the “endianness” of the processor (see below) or because
of miscalculations. Access to those specific bits may affect surrounding bits in ways that compromise their
integrity. This can result in the wrong information being read from hardware, incorrect data or commands being
given, or information being mangled, which can result in arbitrary effects on components attached to the system.

6.4.2 Cross reference

JSF AV Rules 147, 154 and 155

MISRA C 2004: 3.5, 6.4, 6.5, and 12.7

MISRA C++ 2008: 5-0-21, 5-2-4 to 5-2-9, and 9-5-1

CERT C guidelines: EXP38-C, INTOO-C, INTO7-C, INT12-C, INT13-C, and INT14-C
Ada Quality and Style Guide: 7.6.1 through 7.6.9, and 7.3.1
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6.4.3 Mechanism of failure

Computer languages frequently provide a variety of sizes for integer variables. Languages may support short,
integer, long, and even big integers. Interfacing with protocols, device drivers, embedded systems, low level
graphics or other external constructs may require each bit or set of bits to have a particular meaning. Those bit
sets may or may not coincide with the sizes supported by a particular language implementation. When they do
not, it is common practice to pack all of the bits into one word. Masking and shifting of the word using powers of
two to pick out individual bits or using sums of powers of 2 to pick out subsets of bits (for example, using
28=2%+23+2" to create the mask 11100 and then shifting 2 bits) provides a way of extracting those bits.
Knowledge of the underlying bit storage is usually not necessary to accomplish simple extractions such as these.
Problems can arise when programmers mix their techniques to reference the bits or output the bits. Problems
can arise when programmers mix arithmetic and logical operations to reference the bits or output the bits. The
storage ordering of the bits may not be what the programmer expects.

Packing of bits in an integer is not inherently problematic. However, an understanding of the intricacies of bit
level programming must be known. Some computers or other devices store the bits left-to-right while others
store them right-to-left. The kind of storage can cause problems when interfacing with external devices that
expect the bits in the opposite order. One problem arises when assumptions are made when interfacing with
external constructs and the ordering of the bits or words are not the same as the receiving entity. Programmers
may inadvertently use the sign bit in a bit field and then may not be aware that an arithmetic shift (sign
extension) is being performed when right shifting causing the sign bit to be extended into other fields.
Alternatively, a left shift can cause the sign bit to be one. Bit manipulations can also be problematic when the
manipulations are done on binary encoded records that span multiple words. The storage and ordering of the
bits must be considered when doing bit-wise operations across multiple words as bytes may be stored in big-
endian or little-endian format.

6.4.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
e Languages that allow bit manipulations.

6.4.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Any assumption about bit ordering should be explicitly documented.

e The way bit ordering is done on the host system and on the systems with which the bit manipulations will
be interfaced should be understood.

e Bit fields should be used in languages that support them.

e Bit operators should not be used on signed operands.

e Localize and document the code associated with explicit manipulation of bits and bit fields.

6.4.6 Implications for standardization

In future standardization activities, the following items should be considered:
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e Forlanguages that are commonly used for bit manipulations, an AP/ (Application Programming Interface)
for bit manipulations that is independent of word size and machine instruction set should be defined and
standardized.

6.5 Floating-point Arithmetic [PLF]

6.5.1 Description of application vulnerability

Most real numbers cannot be represented exactly in a computer. To represent real numbers, most computers
use [7], or the US equivalent ANSI/IEEE Std 754 [35]. Furthermore the bit representation for a floating-
point number can vary from compiler to compiler and on different platforms, however, relying on a particular
representation can cause problems when a different compiler is used or the code is reused on another platform.
Regardless of the representation, many real numbers can only be approximated since representing the real
number using a binary representation may well require an endlessly repeating string of bits or more binary digits
than are available for representation. Therefore it should be assumed that a floating-point number is only an
approximation, even though it may be an extremely good one. Floating-point representation of a real number or
a conversion to floating-point can cause surprising results and unexpected consequences to those unaccustomed
to the idiosyncrasies of floating-point arithmetic.

Many algorithms that use floating point can have anomalous behaviour when used with certain values. The most
common results are erroneous results or algorithms that never terminate for certain segments of the numeric
domain, or for isolated values. Those without training or experience in numerical analysis may not be aware of
which algorithms, or, for a particular algorithm, of which domain values should be the focus of attention.

6.5.2 Cross reference

JSF AV Rules: 146, 147, 184, 197, and 202

MISRA C 2004: 1.5, 12.12, 13.3,and 13.4

MISRA C++ 2008: 0-4-3, 3-9-3, and 6-2-2

CERT C guidelines: FLPOO-C, FP0O1-C, FLPO2-C and FLP30-C
Ada Quality and Style Guide: 5.5.6 and 7.2.1 through 7.2.8

6.5.3 Mechanism of failure

Floating-point numbers are generally only an approximation of the actual value. Expressed in base 10 world, the
value of 1/3 is 0.333333... The same type of situation occurs in the binary world, but the numbers that can be
represented with a limited number of digits in base 10, such as 1/10=0.1 become endlessly repeating sequences
in the binary world. So 1/10 represented as a binary number is:

0.0001100110011001100110011001100110011001100110011...

Which is 0¥1/2 + 0*1/4 + 0*1/8 + 1*¥*1/16 + 1*1/32 + 0*1/64... and no matter how many digits are used, the
representation will still only be an approximation of 1/10. Therefore when adding 1/10 ten times, the final result
may or may not be exactly 1.

Accumulating floating point values through the repeated addition of values, particularly relatively small values,
can provide unexpected results. Using an accumulated value to terminate a loop can result in an unexpected
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number of iterations. Rounding and truncation can cause tests of floating-point numbers against other values to
yield unexpected results. Another cause of floating point errors is reliance upon comparisons of floating point
values or the comparison of a floating point value with zero. Tests of equality or inequality can vary due to
rounding or truncation errors, which may propagate far from the operation of origin. Even comparisons of
constants may fail when a different rounding mode was employed by the compiler and by the application.
Differences in magnitudes of floating-point numbers can result in no change of a very large floating-point number
when a relatively small number is added to or subtracted from it.

Manipulating bits in floating-point numbers is also very implementation dependent. Typically special
representations are specified for positive and negative zero and infinity. Relying on a particular bit representation
is inherently problematic, especially when a new compiler is introduced or the code is reused on another
platform. The uncertainties arising from floating-point can be divided into uncertainty about the actual bit
representation of a given value (such as, big-endian or little-endian) and the uncertainty arising from the rounding
of arithmetic operations (for example, the accumulation of errors when imprecise floating-point values are used
as loop indices).

6.5.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Alllanguages with floating-point variables can be subject to rounding or truncation errors.
6.5.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do not use a floating-point expression in a Boolean test for equality. Instead, use coding that determines
the difference between the two values to determine whether the difference is acceptably small enough
so that two values can be considered equal. Note that if the two values are very large, the “small
enough” difference can be a very large number.

e Use library functions with known numerical characteristics whenever possible.

e Unless the use of floating-point is simple, an expert in numerical analysis should check the stability and
accuracy of the algorithm employed.

e Avoid the use of a floating-point variable as a loop counter. If it is necessary to use a floating-point value
as a loop control, use inequality to determine the loop control (that is, <, <=, > or >=).

e Understand the floating-point format used to represent the floating-point numbers. This will provide
some understanding of the underlying idiosyncrasies of floating-point arithmetic.

e Manipulating the bit representation of a floating-point number should not be done except with built-in
language operators and functions that are designed to extract the mantissa and exponent.

e Do not use floating-point for exact values such as monetary amounts. Use floating-point only when
necessary such as for fundamentally inexact values such as measurements.

e Consider the use of decimal floating-point facilities when available.

6.5.6 Implications for standardization

In future standardization activities, the following items should be considered:
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e Languages that do not already adhere to or only adhere to a subset of [7] should consider
adhering completely to the standard. Examples of standardization that should be considered:
o Cshould consider requiring for floating-point arithmetic, rather than providing it as an
option, as is the case in ISO/IEC 9899:201]][4].
o Java should consider fully adhering to instead of a subset.
e languages should consider providing a means to generate diagnostics for code that attempts to test

equality of two floating point values.
e Languages should consider standardizing their data type to [SO/IEC 10967-1:1994 and ISO/IEC 10967-
2:2001.

6.6 Enumerator Issues [CCB]

6.6.1 Description of application vulnerability

Enumerations are a finite list of named entities that contain a fixed mapping from a set of names to a set of
integral values (called the representation) and an order between the members of the set. In some languages
there are no other operations available except order, equality, first, last, previous, and next; in others the full
underlying representation operators are available, such as integer “+” and “-” and bit-wise operations.

Most languages that provide enumeration types also provide mechanisms to set non-default representations. If
these mechanisms do not enforce whole-type operations and check for conflicts then some members of the set
may not be properly specified or may have the wrong mappings. If the value-setting mechanisms are positional
only, then there is a risk that improper counts or changes in relative order will result in an incorrect mapping.

For arrays indexed by enumerations with non-default representations, there is a risk of structures with holes, and
if those indexes can be manipulated numerically, there is a risk of out-of-bound accesses of these arrays.

Most of these errors can be readily detected by static analysis tools with appropriate coding standards,
restrictions and annotations. Similarly mismatches in enumeration value specification can be detected statically.
Without such rules, errors in the use of enumeration types are computationally hard to detect statically as well as
being difficult to detect by human review.

6.6.2 Cross reference

JSF AV Rule: 145

MISRA C 2004: 9.2 and 9.3
MISRA C++ 2008: 8-5-3

CERT C guidelines: INT09-C
Holzmann rule 6

Ada Quality and Style Guide: 3.4.2

6.6.3 Mechanism of failure

As a program is developed and maintained the list of items in an enumeration often changes in three basic ways:
new elements are added to the list; order between the members of the set often changes; and representation
(the map of values of the items) change. Expressions that depend on the full set or specific relationships between
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elements of the set can create value errors that could result in wrong results or in unbounded behaviours if used
as array indices.

Improperly mapped representations can result in some enumeration values being unreachable, or may create
“holes” in the representation where values that cannot be defined are propagated.

If arrays are indexed by enumerations containing non-default representations, some implementations may leave
space for values that are unreachable using the enumeration, with a possibility of unnecessarily large memory
allocations or a way to pass information undetected (hidden channel).

When enumerators are set and initialized explicitly and the language permits incomplete initializers, then changes
to the order of enumerators or the addition or deletion of enumerators can result in the wrong values being
assigned or default values being assigned improperly. Subsequent indexing can result in invalid accesses and
possibly unbounded behaviours.

6.6.4 Applicable language Characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that permit incomplete mappings between enumerator specification and value assignment, or
that provide a positional-only mapping require additional static analysis tools and annotations to help
identify the complete mapping of every literal to its value.

e Languages that provide a trivial mapping to a type such as integer require additional static analysis tools
to prevent mixed type errors. They also cannot prevent invalid values from being placed into variables of
such enumerator types. For example:

enum Directions {back, forward, stop};
enum Directions a = forward, b = stop, ¢ = a + b;

In this example, ¢ may have a value not defined by the enumeration, and any further use as that
enumeration will lead to erroneous results.

e Some languages provide no enumeration capability, leaving it to the programmer to define named
constants to represent the values and ranges.

6.6.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use static analysis tools that will detect inappropriate use of enumerators, such as using them as integers
or bit maps, and that detect enumeration definition expressions that are incomplete or incorrect. For
languages with a complete enumeration abstraction this is the compiler.

6.6.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Languages that currently permit arithmetic and logical operations on enumeration types could provide a
mechanism to ban such operations program-wide.

Documents

© 1SO/IEC 2013 — Al rights reserved 19
Document Sharing Hub

Full document details: PD ISO/IEC TR 24772:2013


http://www.avadocuments.com/doc/pd-iso-iec-tr-24772-2013
http://www.avadocuments.com/doc/pd-iso-iec-tr-24772-2013

PD ISO/IEC TR 24772:2013
ISO/IEC TR 24772:2013

e Languages that provide automatic defaults or that do not enforce static matching between enumerator
definitions and initialization expressions could provide a mechanism to enforce such matching.

6.7 Numeric Conversion Errors [FLC]

6.7.1 Description of application vulnerability

Certain contexts in various languages may require exact matches with respect to types [32]:

aVar := anExpression
valuel + value?2
foo(argl, arg2, arg3, .. , arglN)

Type-conversion seeks to follow these exact match rules while allowing programmers some flexibility in using
values such as: structurally-equivalent types in a name-equivalent language, types whose value ranges may be
distinct but intersect (for example, subranges), and distinct types with sensible/meaningful corresponding values
(for example, integers and floats). Explicit conversions are called type casts. An implicit type-conversion between
compatible but not necessarily equivalent types is called type coercion.

Numeric conversions can lead to a loss of data, if the target representation is not capable of representing the
original value. For example, converting from an integer type to a smaller integer type can result in truncation if
the original value cannot be represented in the smaller size and converting a floating point to an integer can
result in a loss of precision or an out-of-range value.

Type-conversion errors can lead to erroneous data being generated, algorithms that fail to terminate, array
bounds-errors, or arbitrary program execution.

6.7.2 Cross reference

CWE:
192. Integer Coercion Error
MISRA C 2004: 10.1-10.6, 11.3-11.5, and 12.9
MISRA C++ 2008: 2-13-3, 5-0-3, 5-0-4, 5-0-5, 5-0-6, 5-0-7, 5-0-8, 5-0-9, 5-0-10, 5-2-5, 5-2-9, and 5-3-2
CERT C guidelines: FLP34-C, INT02-C, INT08-C, INT31-C, and INT35-C

6.7.3 Mechanism of failure

Numeric conversion errors results in data integrity issues, but they may also result in a number of safety and
security vulnerabilities.

When the conversion results in no change in representation but a change in value for the new type, this may
result in a value that is not expressible in the new type, or that has a dramatically different order or meaning.
One such situation is the change of sign between the origin and destination (negative -> positive or positive ->
negative), which changes the relative order of members of the two types and could result in memory access
failures if the values are used in address calculations.
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Vulnerabilities typically occur when appropriate range checking is not performed, and unanticipated values are
encountered. These can result in safety issues, for example, when the Ariane 5 launcher failure occurred due to
an improperly handled conversion error resulting in the processor being shutdown [29].

Conversion errors can also result in security issues. An attacker may input a particular numeric value to exploit a
flaw in the program logic. The resulting erroneous value may then be used as an array index, a loop iterator, a
length, a size, state data, or in some other security-critical manner. For example, a truncated integer value may
be used to allocate memory, while the actual length is used to copy information to the newly allocated memory,
resulting in a buffer overflow [30].

Numeric type-conversion errors often lead to undefined states of execution resulting in infinite loops or crashes.
In some cases, integer type-conversion errors can lead to exploitable buffer overflow conditions, resulting in the
execution of arbitrary code. Integer type-conversion errors result in an incorrect value being stored for the
variable in question.

6.7.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that perform implicit type-conversion (coercion).

o Weakly typed languages that do not strictly enforce type rules.

e Languages that support logical, arithmetic, or circular shifts on integer values.
e Languages that do not generate exceptions on problematic conversions.

6.7.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e The first line of defense against integer vulnerabilities should be range checking, either explicitly or
through strong typing. All integer values originating from a source that is not trusted should be validated
for correctness. However, it is difficult to guarantee that multiple input variables cannot be manipulated
to cause an error to occur in some operation somewhere in a program [30].

e An alternative or ancillary approach is to protect each operation. However, because of the large number
of integer operations that are susceptible to these problems and the number of checks required to
prevent or detect exceptional conditions, this approach can be prohibitively labor intensive and expensive
to implement.

e Alanguage that generates exceptions on erroneous data conversions might be chosen. Design objects
and program flow such that multiple or complex casts are unnecessary. Ensure that any data type casting
that you must use is entirely understood to reduce the plausibility of error in use.

e The use of static analysis can often identify whether or not unacceptable numeric conversions will occur.

Verifiably in-range operations are often preferable to treating out of range values as an error condition because
the handling of these errors has been repeatedly shown to cause denial-of-service problems in actual
applications. Faced with a numeric conversion error, the underlying computer system may do one of two things:
(a) signal some sort of error condition, or (b) produce a numeric value that is within the range of representable
values on that system. The latter semantics may be preferable in some situations in that it allows the computation
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to proceed, thus avoiding a denial-of-service attack. However, it raises the question of what numeric result to
return to the user.

A recent innovation from ISO/IEC TR 24731-1 [13] that has been added to the C standard 9899:2011 [4] is the
definition of the rsize t type for the C programming language. Extremely large object sizes are frequently a
sign that an object’s size was calculated incorrectly. For example, negative numbers appear as very large positive
numbers when converted to an unsigned type like size t.Also, some implementations do not support objects
as large as the maximum value that can be represented by type size t. For these reasons, it is sometimes
beneficial to restrict the range of object sizes to detect programming errors. For implementations targeting
machines with large address spaces, it is recommended that RSIZE_MAX be defined as the smaller of the size of
the largest object supported or (SIZE MAX >> 1), even if this limit is smaller than the size of some legitimate,
but very large, objects. Implementations targeting machines with small address spaces may wish to define
RSIZE MAXas SIZE MAX, which means that there is no object size that is considered a runtime-constraint
violation.

6.7.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Languages should consider providing means similar to the ]SO/IEC 9899:2011 [4] definition of rsize t

type for C to restrict object sizes so as to expose programming errors.
e languages should consider making all type-conversions explicit or at least generating warnings for implicit
conversions where loss of data might occur.

6.8 String Termination [CJM]

6.8.1 Description of application vulnerability

Some programming languages use a termination character to indicate the end of a string. Relying on the
occurrence of the string termination character without verification can lead to either exploitation or unexpected
behaviour.

6.8.2 Cross reference

CWE:
170. Improper Null Termination
CERT C guidelines: STR03-C, STR31-C, STR32-C, and STR36-C

6.8.3 Mechanism of failure

String termination errors occur when the termination character is solely relied upon to stop processing on the
string and the termination character is not present. Continued processing on the string can cause an error or
potentially be exploited as a buffer overflow. This may occur as a result of a programmer making an assumption
that a string that is passed as input or generated by a library contains a string termination character when it does
not.
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Programmers may forget to allocate space for the string termination character and expect to be able to store an n
length character string in an array that is n characters long. Doing so may work in some instances depending on
what is stored after the array in memory, but it may fail or be exploited at some point.

6.8.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e lLanguages that use a termination character to indicate the end of a string.
e Languages that do not do bounds checking when accessing a string or array.

6.8.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Do not rely solely on the string termination character.
e Use library calls that do not rely on string termination characters such as strncpy instead of strcpy in
the standard C library.

6.8.6 Implications for standardization
In future standardization activities, the following items should be considered:

e Eliminating library calls that make assumptions about string termination characters.
e Checking bounds when an array or string is accessed.
e Specifying a string construct that does not need a string termination character.

6.9 Buffer Boundary Violation (Buffer Overflow) [HCB]

6.9.1 Description of application vulnerability

A buffer boundary violation arises when, due to unchecked array indexing or unchecked array copying, storage
outside the buffer is accessed. Usually boundary violations describe the situation where such storage is then
written. Depending on where the buffer is located, logically unrelated portions of the stack or the heap could be
modified maliciously or unintentionally. Usually, buffer boundary violations are accesses to contiguous memory
beyond either end of the buffer data, accessing before the beginning or beyond the end of the buffer data is
equally possible, dangerous and maliciously exploitable.

6.9.2 Cross reference

CWE:
120. Buffer copy without Checking Size of Input (‘Classic Buffer Overflow’)
122. Heap-based Buffer Overflow
124. Boundary Beginning Violation (‘Buffer Underwrite’)
129. Unchecked Array Indexing
131. Incorrect Calculation of Buffer Size
787. Out-of-bounds Write
805. Buffer Access with Incorrect Length Value
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JSF AV Rule: 15 and 25

MISRA C 2004: 21.1

MISRA C++ 2008: 5-0-15 to 5-0-18

CERT C guidelines: ARR30-C, ARR32-C, ARR33-C, ARR38-C, MEM35-C and STR31-C

6.9.3 Mechanism of failure

The program statements that cause buffer boundary violations are often difficult to find.

There are several kinds of failures (in all cases an exception may be raised if the accessed location is outside of
some permitted range of the run-time environment):

e Avread access will return a value that has no relationship to the intended value, such as, the value of
another variable or uninitialized storage.

e An out-of-bounds read access may be used to obtain information that is intended to be confidential.

e A write access will not result in the intended value being updated and may result in the value of an
unrelated object (that happens to exist at the given storage location) being modified, including the
possibility of changes in external devices resulting from the memory location being hardware-mapped.

e When an array has been allocated storage on the stack an out-of-bounds write access may modify
internal runtime housekeeping information (for example, a function's return address) which might change
a program’s control flow.

e Aninadvertent or malicious overwrite of function pointers that may be in memory, causing them to point
to an unexpected location or the attacker's code. Even in applications that do not explicitly use function
pointers, the run-time will usually store pointers to functions in memory. For example, object methods in
object-oriented languages are generally implemented using function pointers in a data structure or
structures that are kept in memory. The consequence of a buffer boundary violation can be targeted to
cause arbitrary code execution; this vulnerability may be used to subvert any security service.

6.9.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that do not detect and prevent an array being accessed outside of its declared bounds (either
by means of an index or by pointer?).

e Languages that do not automatically allocate storage when accessing an array element for which storage
has not already been allocated.

e Languages that provide bounds checking but permit the check to be suppressed.

e languages that allow a copy or move operation without an automatic length check ensuring that source
and target locations are of at least the same size. The destination target can be larger than the source
being copied.

1 Using the physical memory address to access the memory location.
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6.9.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use of implementation-provided functionality to automatically check array element accesses and prevent
out-of-bounds accesses.

e Use of static analysis to verify that all array accesses are within the permitted bounds. Such analysis may
require that source code contain certain kinds of information, such as, that the bounds of all declared
arrays be explicitly specified, or that pre- and post-conditions be specified.

e Sanity checks should be performed on all calculated expressions used as an array index or for pointer
arithmetic.

Some guideline documents recommend only using variables having an unsigned data type when indexing an
array, on the basis that an unsigned data type can never be negative. This recommendation simply converts an
indexing underflow to an indexing overflow because the value of the variable will wrap to a large positive value
rather than a negative one. Also some languages support arrays whose lower bound is greater than zero, so an
index can be positive and be less than the lower bound. Some languages support zero-sized arrays, so any
reference to a location within such an array is invalid.

In the past the implementation of array bound checking has sometimes incurred what has been considered to be
a high runtime overhead (often because unnecessary checks were performed). It is now practical for translators
to perform sophisticated analysis that significantly reduces the runtime overhead (because runtime checks are
only made when it cannot be shown statically that no bound violations can occur).

6.9.6 Implications for standardization
In future standardization activities, the following items should be considered:

e Languages should provide safe copying of arrays as built-in operation.

e languages should consider only providing array copy routines in libraries that perform checks on the
parameters to ensure that no buffer overrun can occur.

e lLanguages should perform automatic bounds checking on accesses to array elements, unless the compiler
can statically determine that the check is unnecessary. This capability may need to be optional for
performance reasons.

e Languages that use pointer types should consider specifying a standardized feature for a pointer type that
would enable array bounds checking.

6.10 Unchecked Array Indexing [XYZ]
6.10.1 Description of application vulnerability

Unchecked array indexing occurs when a value is used as an index into an array without checking that it falls
within the acceptable index range.
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6.10.2 Cross reference

CWE:
129. Unchecked Array Indexing
676. Use of Potentially Dangerous Function
JSF AV Rules: 164 and 15
MISRA C 2004: 21.1
MISRA C++ 2008: 5-0-15 to 5-0-18
CERT C guidelines: ARR30-C, ARR32-C, ARR33-C, and ARR38-C
Ada Quality and Style Guide: 5.5.1, 5.5.2, 7.6.7, and 7.6.8

6.10.3 Mechanism of failure

A single fault could allow both an overflow and underflow of the array index. An index overflow exploit might use
buffer overflow techniques, but this can often be exploited without having to provide "large inputs." Array index
overflows can also trigger out-of-bounds read operations, or operations on the wrong objects; that is, "buffer
overflows" are not always the result. Unchecked array indexing, depending on its instantiation, can be responsible
for any number of related issues. Most prominent of these possible flaws is the buffer overflow condition, with
consequences ranging from denial of service, and data corruption, to arbitrary code execution. The most
common situation leading to unchecked array indexing is the use of loop index variables as buffer indexes. If the
end condition for the loop is subject to a flaw, the index can grow or shrink unbounded, therefore causing a
buffer overflow or underflow. Another common situation leading to this condition is the use of a function's
return value, or the resulting value of a calculation directly as an index in to a buffer. Unchecked array indexing
can result in the corruption of relevant memory and perhaps instructions, lead to the program halting, if the
values are outside of the valid memory area. If the memory corrupted is data, rather than instructions, the
system might continue to function with improper values. If the corrupted memory can be effectively controlled, it
may be possible to execute arbitrary code, as with a standard buffer overflow.

Language implementations might or might not statically detect out of bound access and generate a compile-time
diagnostic. At runtime the implementation might or might not detect the out-of-bound access and provide a
notification. The notification might be treatable by the program or it might not be. Accesses might violate the
bounds of the entire array or violate the bounds of a particular index. It is possible that the former is checked and
detected by the implementation while the latter is not. The information needed to detect the violation might or
might not be available depending on the context of use. (For example, passing an array to a subroutine via a
pointer might deprive the subroutine of information regarding the size of the array.)

Aside from bounds checking, some languages have ways of protecting against out-of-bounds accesses. Some
languages automatically extend the bounds of an array to accommodate accesses that might otherwise have been
beyond the bounds. However, this may or may not match the programmer's intent and can mask errors. Some
languages provide for whole array operations that may obviate the need to access individual elements thus
preventing unchecked array accesses.

6.10.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
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e Languages that do not automatically bounds check array accesses.
e languages that do not automatically extend the bounds of an array to accommodate array accesses.

6.10.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Include sanity checks to ensure the validity of any values used as index variables.
e The choice could be made to use a language that is not susceptible to these issues.
e When available, use whole array operations whenever possible.

6.10.6 Implications for standardization
In future standardization activities, the following items should be considered:

e languages should consider providing compiler switches or other tools to check the size and bounds of
arrays and their extents that are statically determinable.

e lLanguages should consider providing whole array operations that may obviate the need to access
individual elements.

e Languages should consider the capability to generate exceptions or automatically extend the bounds of
an array to accommodate accesses that might otherwise have been beyond the bounds.

6.11 Unchecked Array Copying [XYW]

6.11.1 Description of application vulnerability

A buffer overflow occurs when some number of bytes (or other units of storage) is copied from one buffer to
another and the amount being copied is greater than is allocated for the destination buffer.

6.11.2 Cross reference

CWE:
121. Stack-based Buffer Overflow
JSF AV Rule: 15
MISRA C 2004: 21.1
MISRA C++ 2008: 5-0-15 to 5-0-18
CERT C guidelines: ARR33-C and STR31-C
Ada Quality and Style Guide: 7.6.7 and 7.6.8

6.11.3 Mechanism of failure

Many languages and some third party libraries provide functions that efficiently copy the contents of one area of
storage to another area of storage. Most of these libraries do not perform any checks to ensure that the copied
from/to storage area is large enough to accommodate the amount of data being copied.

The arguments to these library functions include the addresses of the contents of the two storage areas and the
number of bytes (or some other measure) to copy. Passing the appropriate combination of incorrect start
addresses or number of bytes to copy makes it possible to read or write outside of the storage allocated to the
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source/destination area. When passed incorrect parameters the library function performs one or more
unchecked array index accesses, as described in 6.10 Unchecked Array Indexing [XYZ].

6.11.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that contain standard library functions for performing bulk copying of storage areas.
e The same range of languages having the characteristics listed in 6.10 Unchecked Array Indexing [XYZ].

6.11.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Only use library functions that perform checks on the arguments to ensure no buffer overrun can occur
(perhaps by writing a wrapper for the Standard provided functions). Perform checks on the argument
expressions prior to calling the Standard library function to ensure that no buffer overrun will occur.

e Use static analysis to verify that the appropriate library functions are only called with arguments that do
not result in a buffer overrun. Such analysis may require that source code contain certain kinds of
information, for example, that the bounds of all declared arrays be explicitly specified, or that pre- and
post-conditions be specified as annotations or language constructs.

6.11.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Languages should consider only providing libraries that perform checks on the parameters to ensure that
no buffer overrun can occur.
e languages should consider providing full array assignment.

6.12 Pointer Casting and Pointer Type Changes [HFC]

6.12.1 Description of application vulnerability

The code produced for access via a data or function pointer requires that the type of the pointer is appropriate
for the data or function being accessed. Otherwise undefined behaviour can occur. Specifically, “access via a
data pointer” is defined to be “fetch or store indirectly through that pointer” and “access via a function pointer” is
defined to be “invocation indirectly through that pointer.” The detailed requirements for what is meant by the
“appropriate” type may vary among languages.

Even if the type of the pointer is appropriate for the access, erroneous pointer operations can still cause a fault.
6.12.2 Cross reference

CWE:
136. Type Errors
188. Reliance on Data/Memory Layout
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JSF AV Rules: 182 and 183

MISRA C2004:11.1,11.2,11.3,11.4,and 11.5
MISRA C++ 2008: 5-2-2 to 5-2-9

CERT C guidelines: INT11-C and EXP36-A
Hatton 13: Pointer casts

Ada Quality and Style Guide: 7.6.7 and 7.6.8

6.12.3 Mechanism of failure

If a pointer’s type is not appropriate for the data or function being accessed, data can be corrupted or privacy can
be broken by inappropriate read or write operation using the indirection provided by the pointer value. With a
suitable type definition, large portions of memory can be maliciously or accidentally modified or read. Such
modification of data objects will generally lead to value faults of the application. Modification of code elements
such as function pointers or internal data structures for the support of object-orientation can affect control flow.
This can make the code susceptible to targeted attacks by causing invocation via a pointer-to-function that has
been manipulated to point to an attacker’s malicious code.

6.12.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Pointers (and/or references) can be converted to different pointer types.
e Pointers to functions can be converted to pointers to data.

6.12.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
e Treat the compiler’s pointer-conversion warnings as serious errors.
e Adopt programming guidelines (preferably augmented by static analysis) that restrict pointer conversions.
For example, consider the rules itemized above from JSF AV [15], CERT C [11], Hatton [18], or MISRA C
[12].

e Other means of assurance might include proofs of correctness, analysis with tools, verification
techniques, or other methods.

6.12.6 Implications for standardization
In future standardization activities, the following items should be considered:

e lLanguages should consider creating a mode that provides a runtime check of the validity of all accessed
objects before the object is read, written or executed.

6.13 Pointer Arithmetic [RVG]
6.13.1 Description of application vulnerability

Using pointer arithmetic incorrectly can result in addressing arbitrary locations, which in turn can cause a program
to behave in unexpected ways.
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6.13.2 Cross reference

JSF AV Rule: 215
MISRA C 2004: 17.1,17.2,17.3,and 17.4

MISRA C++ 2008: 5-0-15 to 5-0-18
CERT C guidelines: EXP08-C

6.13.3 Mechanism of failure
Pointer arithmetic used incorrectly can produce:

e Addressing arbitrary memory locations, including buffer underflow and overflow.
e Arbitrary code execution.
e Addressing memory outside the range of the program.

6.13.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that allow pointer arithmetic.

6.13.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Avoid using pointer arithmetic for accessing anything except composite types.
e Prefer indexing for accessing array elements rather than using pointer arithmetic.
e Limit pointer arithmetic calculations to the addition and subtraction of integers.

6.13.6 Implications for standardization

[None]

6.14 Null Pointer Dereference [XYH]

6.14.1 Description of application vulnerability

A null-pointer dereference takes place when a pointer with a value of NULL is used as though it pointed to a valid
memory location. This is a special case of accessing storage via an invalid pointer.

6.14.2 Cross reference

CWE:
476. NULL Pointer Dereference
JSF AV Rule 174
CERT C guidelines: EXP34-C
Ada Quality and Style Guide: 5.4.5
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6.14.3 Mechanism of failure

When a pointer with a value of NULL is used as though it pointed to a valid memory location, then a null-pointer
dereference is said to take place. This can result in a segmentation fault, unhandled exception, or accessing
unanticipated memory locations.

6.14.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that permit the use of pointers and that do not check the validity of the location being
accessed prior to the access.
e languages that allow the use of a NULL pointer.

6.14.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
e Before dereferencing a pointer, ensure it is not equal to NULL.

6.14.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Alanguage feature that would check a pointer value for NULL before performing an access should be
considered.

6.15 Dangling Reference to Heap [XYK]

6.15.1 Description of application vulnerability

A dangling reference is a reference to an object whose lifetime has ended due to explicit deallocation or the stack
frame in which the object resided has been freed due to exiting the dynamic scope. The memory for the object
may be reused; therefore, any access through the dangling reference may affect an apparently arbitrary location
of memory, corrupting data or code.

This description concerns the former case, dangling references to the heap. The description of dangling
references to stack frames is [DCM]. In many languages references are called pointers; the issues are identical.

A notable special case of using a dangling reference is calling a deallocator, for example, free (), twice onthe
same pointer value. Such a “Double Free” may corrupt internal data structures of the heap administration,
leading to faulty application behaviour (such as infinite loops within the allocator, returning the same memory
repeatedly as the result of distinct subsequent allocations, or deallocating memory legitimately allocated to
another request since the first free () call, to name but a few), or it may have no adverse effects at all.

Memory corruption through the use of a dangling reference is among the most difficult of errors to locate.
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With sufficient knowledge about the heap management scheme (often provided by the OS (Operating System) or
run-time system), use of dangling references is an exploitable vulnerability, since the dangling reference provides
a method with which to read and modify valid data in the designated memory locations after freed memory has
been re-allocated by subsequent allocations.

6.15.2 Cross reference

CWE:
415. Double Free (Note that Double Free (415) is a special case of Use After Free (416))
416. Use After Free

MISRA C 2004: 17.1-6

MISRA C++ 2008: 0-3-1, 7-5-1, 7-5-2, 7-5-3, and 18-4-1

CERT C guidelines: MEMO01-C, MEM30-C, and MEM31.C

Ada Quality and Style Guide: 5.4.5, 7.3.3, and 7.6.6

6.15.3 Mechanism of failure

The lifetime of an object is the portion of program execution during which storage is guaranteed to be reserved
for it. An object exists and retains its last-stored value throughout its lifetime. If an object is referred to outside of
its lifetime, the behaviour is undefined. Explicit deallocation of heap-allocated storage ends the lifetime of the
object residing at this memory location (as does leaving the dynamic scope of a declared variable). The value of a
pointer becomes indeterminate when the object it points to reaches the end of its lifetime. Such pointers are
called dangling references.

The use of dangling references to previously freed memory can have any number of adverse consequences —
ranging from the corruption of valid data to the execution of arbitrary code, depending on the instantiation and
timing of the deallocation causing all remaining copies of the reference to become dangling, of the system's reuse
of the freed memory, and of the subsequent usage of a dangling reference.

Like memory leaks and errors due to double de-allocation, the use of dangling references has two common and
sometimes overlapping causes:

e An error condition or other exceptional circumstances that unexpectedly cause an object to become
undefined.
e Developer confusion over which part of the program is responsible for freeing the memory.

If a pointer to previously freed memory is used, it is possible that the referenced memory has been reallocated.
Therefore, assignment using the original pointer has the effect of changing the value of an unrelated variable.
This induces unexpected behaviour in the affected program. If the newly allocated data happens to hold a class
description, in an object-oriented language for example, various function pointers may be scattered within the
heap data. If one of these function pointers is overwritten with an address of malicious code, execution of
arbitrary code can be achieved.

6.15.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:
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