
BSI Standards Publication

Information technology — Cybersecurity — 
Overview and concepts

PD ISO/IEC TS 27100:2020

Full document details: PD ISO/IEC TS 27100:2020

http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020


National foreword

This Published Document is the UK implementation of 
ISO/IEC TS 27100:2020.

The UK participation in its preparation was entrusted to Technical 
Committee IST/33/1, Information Security Management Systems.

A list of organizations represented on this committee can be obtained on 
request to its committee manager.

This publication does not purport to include all the necessary provisions 
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2021 
Published by BSI Standards Limited 2021

ISBN 978 0 539 16601 9

ICS 35.030

Compliance with a British Standard cannot confer immunity from 
legal obligations.

This Published Document was published under the authority of the 
Standards Policy and Strategy Committee on 31 January 2021.

Amendments/corrigenda issued since publication

Date Text affected

PUBLISHED DOCUMENTPD ISO/IEC TS 27100:2020

Full document details: PD ISO/IEC TS 27100:2020

https://doi.org/10.3403/30432303
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020


Information technology — 
Cybersecurity — Overview 
and concepts

ISO/IEC TS
27100

First edition
2020-12-22

Reference number
ISO/IEC TS 27100:2020(E)

TECHNICAL 
SPECIFICATION

© ISO/IEC 2020

PD ISO/IEC TS 27100:2020

Full document details: PD ISO/IEC TS 27100:2020

http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020


﻿

ii� © ISO/IEC 2020 – All rights reserved

COPYRIGHT PROTECTED DOCUMENT

©  ISO/IEC 2020, Published in Switzerland
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form 
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior 
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of 
the requester.

ISO copyright office
Ch. de Blandonnet 8 • CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11
Fax +41 22 749 09 47
copyright@iso.org
www.iso.org

ISO/IEC TS 27100:2020(E)
PD ISO/IEC TS 27100:2020

Full document details: PD ISO/IEC TS 27100:2020

http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020


﻿

ISO/IEC TS 27100:2020(E)
﻿

Foreword.........................................................................................................................................................................................................................................iv
Introduction...................................................................................................................................................................................................................................v
1	 Scope.................................................................................................................................................................................................................................. 1
2	 Normative references....................................................................................................................................................................................... 1
3	 Terms and definitions...................................................................................................................................................................................... 1
4	 Concepts......................................................................................................................................................................................................................... 2

4.1	 Cyberspace.................................................................................................................................................................................................. 2
4.2	 Cybersecurity............................................................................................................................................................................................ 3

5	 Relationship between cybersecurity and relevant concepts................................................................................... 3
5.1	 Relationship between information security and cybersecurity.................................................................... 3
5.2	 Relationship between ISMS and cybersecurity............................................................................................................ 4

5.2.1	 Cyberspace as a field of risk sources for an ISMS................................................................................. 4
5.2.2	 ISMS in support of cybersecurity....................................................................................................................... 4

5.3	 Cybersecurity framework............................................................................................................................................................... 5
5.4	 Cybersecurity and safety................................................................................................................................................................. 5
5.5	 Cyber insurance....................................................................................................................................................................................... 5

6	 Risk management approach in the context of cybersecurity.................................................................................. 6
6.1	 General............................................................................................................................................................................................................ 6
6.2	 Threat identification........................................................................................................................................................................... 6
6.3	 Risk identification................................................................................................................................................................................. 7

7	 Cyber threats............................................................................................................................................................................................................. 7
7.1	 General............................................................................................................................................................................................................ 7
7.2	 General business organization................................................................................................................................................... 7
7.3	 Industrial organization and industrial automation and control systems............................................. 8
7.4	 Products, services, and supplier relationships............................................................................................................. 8
7.5	 Telecommunications services/internet service providers................................................................................ 9
7.6	 Public authorities................................................................................................................................................................................... 9
7.7	 Critical infrastructure..................................................................................................................................................................... 10
7.8	 Individual person................................................................................................................................................................................ 10

8	 Incident management in cybersecurity.....................................................................................................................................10
8.1	 General......................................................................................................................................................................................................... 10
8.2	 Incident management within an organization..........................................................................................................11
8.3	 Cross-organizational coordination...................................................................................................................................... 11
8.4	 Technical support by product and service supplier..............................................................................................11

Annex A (informative) A layered model representing cyberspace.....................................................................................13
Bibliography..............................................................................................................................................................................................................................17

© ISO/IEC 2020 – All rights reserved� iii

Contents� Page

PD ISO/IEC TS 27100:2020

Full document details: PD ISO/IEC TS 27100:2020

http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020
http://www.avadocuments.com/doc/pd-iso-iec-ts-27100-2020


﻿

ISO/IEC TS 27100:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part 
in the work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for 
the different types of document should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC 
list of patent declarations received (see patents.iec.ch). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see  www.iso.
org/iso/foreword.html. 

This document was prepared by Joint Technical Committee ISO/IEC JTC  1, Information technology, 
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Cybersecurity is a broad term used differently through the world.

Cybersecurity concerns managing information security risks when information is in digital form in 
computers, storage and networks. Many of the information security controls, methods, and techniques 
can be applied to manage cyber risks.

ISO/IEC  27001 provides requirements for information security management systems. The 
focus of ISO/IEC  27001 is on security of information, and associated risks, within environments 
predominantly under the control of a particular organization. Cybersecurity focuses on the risks in 
cyberspace, an interconnected digital environment that can extend across organizational boundaries, 
and in which entities share information, interact digitally and have responsibility to respond to 
cybersecurity incidents.
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