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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through 
ISO technical committees. Each member body interested in a subject for which a technical committee 
has been established has the right to be represented on that committee. International organizations, 
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely 
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the 
ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent 
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a) 
patent(s) which may be required to implement this document. However, implementers are cautioned that 
this may not represent the latest information, which may be obtained from the patent database available at 
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC215, Health informatics, Subcommittee SC 1, 
Genomics Informatics.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.

iv

﻿
© ISO 2023 – All rights reserved

Full document details: PD ISO/TS 8376:2023

https://www.iso.org/directives-and-policies.html
http://www.iso.org/patents
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
http://www.avadocuments.com/doc/pd-iso-ts-8376-2023
http://www.avadocuments.com/doc/pd-iso-ts-8376-2023


ISO/TS 8376:2023(en)

Introduction

0.1	 Rationale

In a world where international travel and trade is essential, a pathogen affecting one region or country 
can rapidly spread around the globe. One of the most important tools in responding to infectious disease 
is genomic surveillance, the process of constantly monitoring pathogens, and analysing their genetic 
similarities and differences.

Genomic surveillance is transforming public health action by providing a deeper understanding of 
pathogens, their evolution and proliferation. Alongside clinical, epidemiological and other multi-source 
data, genomic data for potentially dangerous pathogens informs risk assessments, enables governments or 
non-governmental organizations (NGOs) to track emerging or spreading infectious diseases, and supports 
tailored recommendations for prevention. For example, governments can use genomic surveillance to guide 
policy or public health measures, academic and research organizations can interrogate the pathogen and 
understand its impact, and individuals can be better informed about potential risks.

To make use of pathogen genomics data, it must be interpreted using contextual data, such as sample 
metadata, laboratory methods, patient demographics, clinical outcomes, and epidemiological information, 
underscoring the importance of incorporating a variety of data in surveillance tools. Due to the importance 
of contextual data in the interpretation of pathogen data collected by a network of independent data 
acquisition nodes, when this document refers to “data”, it means both genomic and contextual data. Similarly, 
all derivatives such as “data access” and “data sharing” include contextual data as well.

The focus of this document is genomic surveillance of pathogens; however, it is important to consider the 
role of multi-source data when building federated surveillance systems, including health records and 
administrative data, in understanding the clinical significance of a given pathogenic variant or prevention 
strategies. Scientists are also increasingly looking at the environment, including human host genetics, to 
identify biomarkers that can explain susceptibility to as well as severity of disease.

The emergence of SARS-CoV-2 and impact of the COVID-19 pandemic crystalized the need for coherent 
regional, national and global genomic surveillance systems. The world needs timely, high quality and 
geographically representative data in as close to real-time as possible. To realize the benefits of genomic 
surveillance data needs to be shared across jurisdictions, both within and between countries, through 
networks, systems and platforms.

Sharing pathogen genome data is critical for preventing, detecting and responding to epidemics at national 
and international level, as well as monitoring and responding to endemic diseases and tracking antimicrobial 
resistance. However, genomic surveillance presents challenges, in terms of the infrastructure, capacities 
and capabilities needed, and the harmonization across systems and countries to be able to compare and use 
the data effectively. Digital systems for genomic surveillance are becoming increasingly available, however, 
they are not being built on common design principles and rarely use standards that enable them to interact 
as nodes in a national interoperable digital network and even less so in a highly dynamic international 
ecosystem.

The generation of high-quality pathogen genomic data that can be shared quickly and effectively in a global 
system requires capacity and infrastructure. Building upon current and new advances in genomic data 
sharing digital systems and platforms and to enable future effective, quality, safe, understood, timely and 
accurate genomics data sharing and surveillance, a common set of design principles, services requirements 
and standards must be rapidly determined, quickly adopted through consensus and widely published to 
realize such large-scale interoperability. As countries and organizations begin to build a stronger global 
architecture for health emergency preparedness and response, global standards are critical to support 
interoperability and collaboration, particularly in a federated model.
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0.2	 Importance of sharing data and benefits to regional, national, and international response

The COVID-19 pandemic underscores the importance of interoperable solutions to facilitate rapid data 
sharing and data governance to support critical pandemic response activities. In a globalized world, 
successful pandemic response depends on nation states and regions rapidly communicating accurate 
information, including pathogen identification, incidence, transmission patterns and mortality to the 
international community. This information allows regional and national jurisdictions, as well as international 
organizations, to implement targeted and comprehensive control measures as quickly as possible, protecting 
at the utmost the health and safety of the citizens or populations they serve.

The importance of sharing data to address global health priorities, including informing responses to 
outbreaks and epidemics, is now widely recognized. In the context of COVID-19, widespread mandates for 
data sharing were established by several international stakeholders including national governments, global 
health NGOs, scientific journals, research funders, and research institutions. In epidemics and pandemics, 
the case for such practices is especially urgent and required to develop much-needed vaccines, therapeutics 
and diagnostics.

For example, researchers in China sequenced the SARS-CoV-2 genome — the virus that causes COVID-19 in 
humans — and made the data publicly available through an open access platform in January 2020, which 
sped up the development of critical diagnostic assays. As the virus spread and mutated, becoming more 
virulent and more transmissible, data from around the world enabled countries to rapidly change public 
policy and enabled vaccine development at an unprecedented pace or scale.

Further, widespread public and private data sharing across domains and borders during the COVID-19 
pandemic generated insights never seen before at this scale. Through linkages between viral genomic and 
other types of data (such as policy or mobility data), public health bodies and decision makers could model 
the potential impact of border or workplace closures.

0.3	 Level of interoperability

This document is intended to highlight the requirements for interoperability between networks, systems 
and platforms required to share data within and between organizations and countries. It focuses on the 
technical, structural and syntactic levels of interoperability, while acknowledging the importance of semantic 
interoperability. It does not however address business, organization, or other types of interoperability 
that aim to address differences in organizational perspectives within the genomic surveillance domain. 
It does not describe methods or best practices for data management, which might need to be harmonized 
to make use of data shared within systems. The problem spaces, use cases and data access patterns in 
which genomic data plays a key role also continue to grow, resulting in a need to build an accompanying 
framework of extensible biomedical workflow profiles, which would then provide the specific contexts of 
system interoperability. Such frameworks and profiles are not the topic of this document.

Additionally, this document does not model, represent or manage genomic surveillance as a system, 
framework, or domain; nor does it provide a data model or information model for genomic surveillance; nor 
is it intended as a generic system architecture for genomic surveillance knowledge level interoperability. It 
is understood such generic and formal genomic surveillance modelling work is seen as a potential valuable 
and useful standards activity and would be greatly aided and founded in the formal system-oriented, 
architecture-centric, ontology-based and policy-driven approach as standardized in ISO 23903. Modelling 
genomic surveillance for multi-domain interoperability requires the advancement from data models, 
information models and Information Communication Technology (ICT) domain knowledge perspectives to 
the knowledge perspective of genomic surveillance with an abstract, domain-independent representation 
for genomic surveillance systems. Such work can generate an ISO 23903 interoperability and integration 
reference architecture instance. That said, the model and framework for formally modelling and managing 
genomic surveillance and its behaviour and creating an interoperability and integration reference 
architecture instance is beyond the scope of this document. It is recognized and acknowledged that 
should such genomic surveillance standard modelling processes and the associated, explicit, formalized 
ISO 23903-based integration and reference architecture instance for genomic surveillance knowledge level 
interoperability and harmonization be an agreed, completed and published ISO specification, it may require 
adaptation or revision of this document.
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