Railway Group Standard
GE/RT8403

Issue  One

Date December 2011

ERTMS Key
Management

Synopsis

This document mandates requirements
for the management of cryptographic
keys on the mainline railway to facilitate
secure ERTMS data radio
communication. ERTMS exchanges
information between trackside
equipment and trains and vice versa in
the form of data messages. When radio
is used for these data messages a
secure connection is required, and
corresponding keys must be available
on either side of the connection.
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Issue

Date

Comments

One

December 2011

Supports national deployment of the European
Rail Traffic Management System (ERTMS).

Superseded documents

This Railway Group Standard does not supersede any other Railway Group documents.

Supply

The authoritative version of this document is available at www.rgsonline.co.uk.
Uncontrolled copies of this document can be obtained from Communications, RSSB,
Block 2, Angel Square, 1 Torrens Street, London EC1V 1NY, telephone 020 3142 5400 or
e-mail enquirydesk@rssb.co.uk. Other Standards and associated documents can also be

viewed at www.rgsonline.co.uk.
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Part 1 Purpose and Introduction
11 Purpose
1.1.1 This document mandates requirements for arrangements for the management of
ERTMS keys on the mainline railway.
1.2 Introduction
121 Background
1.2.1.1 ERTMS exchanges information between trackside equipment and trains and vice
versa in the form of data messages; these data messages include movement
authorities and other information which is fundamental to operation in ERTMS.
1.2.1.2 Data messages can be sent by radio. Particularly when using radio, it is
important that the right data messages go to the correct train and to the correct
trackside equipment.
1.2.1.3 When aradio link is being set up between the trackside equipment and a train, a
process is used to determine that the trackside equipment and the train are
genuinely what they claim to be so that the data messages can be routed
correctly.
1.2.1.4 The process uses a complex mathematical algorithm to establish the
communication link which requires the trackside equipment and the train to
exchange secret numbers. Only when the secret numbers match the
expectations of both the trackside equipment and the train can a communication
link be created between the trackside equipment and a train so that information,
such as movement authorities, can be sent.
1.2.1.5 These secret numbers are known as cryptographic keys and are essentially long
numbers.
1.2.1.6 Sothat ERTMS can work, arrangements are required to provide that the
cryptographic keys are installed in the correct trackside equipment and trains,
and that they remain secret. To achieve this, when the cryptographic keys are
created or deleted, they are protected themselves by other cryptographic keys.
1.2.2 Scope
1.2.2.1 This document is only applicable when ERTMS-fitted trains are operating on
ERTMS-fitted infrastructure and when data radio communication is used.
1.2.2.2 GE/RT8403 ERTMS Key Management sets out national arrangements for the
generation, distribution, request and deletion of cryptographic keys for the
mainline railway so that the requirements in the HS CCS TSI and CR CCS TSI
can be implemented. GE/RT8403 therefore complements (and does not
duplicate or supersede) the requirements in the HS CCS TSl and CR CCS TSI.
1.2.2.3 The national arrangements in GE/RT8403 also include:
a) Establishment of a single key management area (ERTMS Key
Management Domain) for the mainline railway.
b) Establishment of a single administrator for the ERTMS Key Management
Domain.
1.2.2.4 Appendix A gives an overview of, and Appendix B sets out the functional
principles for, the GB ERTMS Key Management System.
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1.2.3 Supporting documents
1.2.3.1 The following Railway Group documents support this Railway Group Standard:
GE/GN8603 Guidance on ERTMS Key Management
1.3 Approval and authorisation of this document

1.3.1 The content of this document was approved by Control, Command and Signalling
Standards Committee on 25 August 2011.

1.3.2 This document was authorised by RSSB on 19 October 2011.
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