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Part 1 Introduction 

1.1 Purpose of this document 

1.1.1 This document is a standard on the Management of Safety Related Control, Command and 
Signalling (CCS) System Failures, for members of RSSB to use if they so choose. 

1.2 Background 

1.2.1 The requirements in GERT8106 issue two set out requirements for infrastructure managers 
and railway undertakings to share information about safety related failures of CCS 
systems.  The requirements are also relevant to the development of a cross-industry 
Defect Recording Analysis and Corrective Action System (DRACAS). 

1.2.2 GERT8106 issue two was notified as a National Safety Rule (NSR).  However, the 
requirements had been identified as not being valid as NSRs in accordance with the rule 
management tool included in Annex 3 of the final report of the European Rail Agency’s 
Task Force on National Safety Rules.  GERT8106 issue two was therefore formally 
‘redundant’ as an NSR, and therefore also as a Railway Group Standard.  As a 
consequence, it has been withdrawn. 

1.2.3 GERT8106 issue two has therefore been replaced by this Rail Industry Standard (RIS-
0707-CCS Rail Industry Standard for the Management of Safety Related Control, 
Command and Signalling System Failures), which reproduces the relevant text of 
GERT8106 issue two in its entirety as Annex A. 

1.3 Application of this document 

1.3.1 A member of RSSB may choose to adopt all or part of this document through internal 
procedures or contract conditions.  Where this is the case the member of RSSB will specify 
the nature and extent of application. 

1.3.2 Therefore compliance requirements and dates have not been specified since these will be 
the subject of internal procedures or contract conditions. 

1.3.3 The Standards Manual does not currently provide a formal process for deviating from RISs.  
However, a member of RSSB, having adopted a RIS and wishing to deviate from its 
requirements, may request a Standards Committee to provide observations and comments 
on their proposed alternative to the requirement in the RIS.  Requests for opinions and 
comments should be submitted to RSSB by e-mail to proposals.deviation@rssb.co.uk.  
When formulating a request, consideration should be given to the advice set out in the 
‘Guidance to applicants and members of Standards Committee on deviation applications’, 
available from RSSB’s website. 

1.4 Health and safety responsibilities 

1.4.1 Users of documents published by RSSB are reminded of the need to consider their own 
responsibilities to ensure health and safety at work and their own duties under health and 
safety legislation.  RSSB does not warrant that compliance with all or any documents 
published by RSSB is sufficient in itself to ensure safe systems of work or operation or to 
satisfy such responsibilities or duties. 

1.5 The structure of this document  

1.5.1 The requirements of this RIS are the requirements set out in Annex A 

1.6 Approval and authorisation of this document 

1.6.1 The content of this document was approved by Control Command and Signalling 
Standards Committee on 14 April 2016. 

1.6.2 This document was authorised by RSSB on 26 July 2016. 
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Annex A. Text of GERT8106 Management of Safety Related 
Control, Command and Signalling System Failures, 
issue two 
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Part 1 Purpose and Introduction 

1.1 Purpose 

1.1.1 This standard mandates the requirements for sharing information relating to 
reported safety related failures of control, command and signalling (CCS) 
systems between infrastructure managers and railway undertakings when the 
complete system includes both a trainborne CCS equipment sub-system and an 
infrastructure equipment CCS sub-system.  This is to ensure that sufficient, timely 
and relevant information about failures is available to support a failure 
management process, with the aim of establishing the cause of each failure so 
that the necessary corrective action is taken. 

1.1.2 The purpose of this standard is to ensure that: 

a) Necessary information about safety related failures of these CCS systems is 
shared by railway undertakings and infrastructure managers 

b) Shared information is correctly communicated so that it can be used by 
railway undertakings and infrastructure managers when decisions are taken 
to return assets to operational use following completion of failure 
investigations 

c) Implementation of new CCS systems and each duty holder's responsibility 
for the equipment in their control is supported by a defect reporting analysis 
and corrective action system (DRACAS). 

1.2 Introduction 

1.2.1 Background 

1.2.1.1 GE/RT8000, the Rule Book, sets out the requirements for managing safe railway 
operations when failure symptoms are detected in CCS systems.  Compliance 
with the Rule Book requires that: 

a) Detected failure symptoms are correctly reported to the signaller by the 
infrastructure manager and railway undertaking personnel 

b) The appropriate action is taken to protect the operational railway during 
times of failure, for example disconnection or application of a restriction to 
defective equipment 

c) CCS systems are only returned to normal operational use when it is safe to 
do so.   

1.2.1.2 Safety related failures of CCS systems, where complete systems are made up of 
equipment that is wholly operated by a single infrastructure manager or railway 
undertaking, are managed by the system operator.   

1.2.1.3 Where CCS systems include an infrastructure manager CCS sub-system and a 
railway undertaking CCS sub-system, a failure symptom detected in either of the 
sub-systems can result from an equipment malfunction anywhere within the 
complete system.  A full list of these systems is given in Appendix A.  Safety 
related failures of these CCS systems are managed by the operators of both sub-
systems.   

1.2.1.4 The information that is shared by infrastructure managers and railway 
undertakings is specified in this standard.   

1.2.1.5 The requirements of this standard are in addition to those contained in 
GE/RT8047 Reporting of Safety Related Information.  GE/RT8047 relates to 
information reported to the Safety Management Information System (SMIS). 
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1.2.1.6 The requirements of this standard are in addition to those contained in 
GE/RT8250 Reporting High Risk Defects, to notify other infrastructure managers 
and railway undertakings when notification of a safety related failure is required.  

1.2.1.7 The requirements of this standard are in addition to those contained in 
GO/RT3437 Defective On-Train Equipment. 

1.2.1.8 The requirements of this standard are in addition to those contained in 
GO/RT3119 Accident and Incident Investigation. 

1.2.2 Principles 

1.2.2.1 A set of processes is required by railway undertakings and infrastructure 
managers for establishing the primary and root causes of reported safety related 
failures of the CCS system to enable the necessary corrective action to be taken.  
This is so that the system is fit for service when it is returned to normal 
operational use. 

1.2.2.2 Railway undertakings are responsible, as part of their safety management 
system, for managing failures that could have been caused by defective 
trainborne equipment.  

1.2.2.3 Infrastructure managers are responsible, as part of their safety management 
system, for managing failures that could have been caused by defective 
infrastructure equipment. 

1.2.2.4 The information to be shared about failures is to be managed consistently by 
railway undertakings and infrastructure managers.  Appendices B1 and B2 
present a typical example of the information sharing involved in the failure 
management process set out in Part 2. 

1.2.2.5 The information shared by infrastructure managers and railway undertakings is to 
be accurate, traceable, relevant, complete and comprehensible.  This is so that 
infrastructure managers and railway undertakings have the necessary information 
to take safety related decisions about whether or not to return CCS equipment to 
normal operational use.  

1.2.2.6 The final decision to return CCS equipment to normal operational use (such that 
all or part of the CCS system is returned to normal operational use) is the sole 
responsibility of the infrastructure manager or railway undertaking that operates 
the equipment, having established that it is safe to do so. 

1.2.2.7 The figure in non-mandatory Appendix C shows typical infrastructure manager 
and railway undertaking organisational structures and the communication links 
that would support the requirement to share information about CCS system 
failures.    

1.2.2.8 The infrastructure manager and railway undertaking processes should include the 
main interactions between and within organisations, so that sufficient information 
about failure investigations is made available to establish the causes of CCS 
system failures.   

1.2.3 Related requirements in other documents 

1.2.3.1 The following Railway Group Standard contains requirements that are relevant to 
the scope of this document, to ensure the reporting of failures: 

GE/RT8000 Rule Book 
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Part 2 Requirements for managing information about 
control, command and signalling (CCS) system 
failures 

2.1 Classification of CCS system failures 

2.1.1 Classifying reported failures  

2.1.1.1 Safety related failures of CCS systems that include an infrastructure manager 
CCS sub-system and a railway undertaking CCS sub-system, shall be classified 
by the infrastructure manager and the railway undertaking using the 
classifications specified in Appendix A, unless: 

a) The failure symptom was detected by the infrastructure manager and it is 
confirmed that it is an infrastructure equipment failure and no trainborne CCS 
equipment is involved, or 

b) The failure symptom was detected by the railway undertaking and it is 
confirmed that it is a trainborne equipment failure and no infrastructure CCS 
equipment is involved. 

2.1.1.2 Failures shall be initially classified before commencement of failure investigation 
so that an appropriate failure response plan is implemented. 

2.1.1.3 If it is not possible to confirm the appropriate failure classification from the 
reported failure symptom, the highest of the considered classifications shall be 
used until further evidence justifies a different classification. 

2.1.1.4 If a reported failure symptom is not included in Appendix A, the failure shall be 
classified as safety related (high risk) unless a lower initial classification can be 
justified from the failure symptoms.  In this case the railway undertaking or 
infrastructure manager shall submit a proposal defining the classification. 

2.1.1.5 The process for submitting a proposal for a change to Railway Group Standards 
is set out in RGSC 01 Railway Group Standards Code.  

2.1.2 Updating failure classifications as a result of failure investigation 

2.1.2.1 When failure investigation by either party finds evidence that justifies a different 
failure classification to the classification originally used, that party shall share 
information about the evidence with the other party before the failure 
classification is updated.  

2.1.2.2 When failure investigation by either party concludes that a CCS system failure 
has not occurred (for example, due to operator error or an erroneous report), and 
information has been received from the other party that a failure has not 
occurred, the failure shall be reclassified as ‘not a failure’, subject to the following 
criteria being met:   

a) The evidence arising from failure investigation shows that the failure symptom 
was not the result of a CCS infrastructure equipment failure or a CCS 
trainborne equipment failure, and 

b) The failure symptom was not the result of a systematic failure, for example, 
due to a design error. 

2.2 Communication of information about CCS system failures 

2.2.1 Requirements for communication systems 

2.2.1.1 Infrastructure managers and railway undertakings shall implement one or more 
dedicated failure reporting facilities that are contactable 24 hours a day, for the 
purpose of communicating information about safety related failures. 
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2.2.1.2 Infrastructure managers and railway undertakings shall provide details to each 
other of: 

a) The failure reporting facility to be used when information about safety related 
failures is to be communicated between organisations, and 

b) The methods of communication to be used for transfer of information 
between organisations. 

2.2.1.3 Infrastructure managers and railway undertakings shall implement 
communication systems that are capable of sending and receiving information 
about CCS system and equipment failures between the failure reporting facilities 
in normal, degraded and emergency operational situations.   

2.2.1.4 The communication systems shall be capable of transmitting all of the information 
required to manage safety related failures of CCS systems and equipment in the 
required formats and media, including written, verbal and electronic information.   

2.2.1.5 Infrastructure managers and railway undertakings shall put arrangements in place 
to ensure that: 

a) A specified sequence of activities is consistently implemented to support 
investigation, resolution and closure of safety related failures 

b) The requirement for information to be shared with other infrastructure 
managers and railway undertakings is correctly followed 

c) Information about safety related failures is correctly transmitted to other 
infrastructure managers and railway undertakings using the agreed methods 
of communication and at the earliest opportunity. 

2.2.1.6 Where information is to be shared automatically between electronic databases: 

a) Railway undertaking databases shall be capable of pushing data that meets 
the requirements of 2.2.3.5  

b) Infrastructure manager databases shall be capable of pushing data that 
meets the requirements of 2.2.3.6 

c) Railway undertaking and infrastructure manager database management 
activities shall include provision of an error log to record whenever electronic 
data transfer is unsuccessful. 

2.2.1.7 Infrastructure managers and railway undertakings shall check that information 
received is correct, accurate, complete and comprehensible.  

2.2.1.8 Whenever transmission of the information is unsuccessful, or the received 
information is incomprehensible, corrupted or is suspected to be incorrect or 
incomplete, the infrastructure managers and railway undertakings concerned 
shall repeat the transfer of information to ensure that the transfer of information is 
correctly completed. 

2.2.2 Identification of safety related failures 

2.2.2.1 In order to ensure that information about safety related failures is traceable to the 
corresponding failure record, infrastructure managers and railway undertakings 
shall identify each reported failure using a failure specific alphanumeric failure 
identifier.  
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2.2.2.2 Infrastructure managers and railway undertakings shall share details about how 
the failure identifiers are structured.  The failure identifier(s) shall support 
traceability of each failure record to: 

a) The infrastructure manager or railway undertaking owning the failure record 

b) The date of the failure 

c) The failure reference. 

2.2.2.3 The failure identifier(s) shall be applied by the infrastructure manager and railway 
undertaking whenever a safety related failure is reported, including reported 
allegations of safety related failures, and safety related failures found during in-
service maintenance and testing. 

2.2.2.4 The failure identifier(s) shall be incorporated into all information about safety 
related CCS failures that is shared between infrastructure managers and railway 
undertakings. 

2.2.2.5 Infrastructure managers and railway undertakings shall use the failure identifier(s) 
to ensure that information that is sent and received is assigned to the correct 
failure record. 

2.2.3 Communicating information about safety related failures 

2.2.3.1 Infrastructure managers and railway undertakings shall ensure that, when 
reported safety related failures of the CCS system is suspected to involve any 
railway equipment under the control of the other party, details are brought to the 
attention of that party at the earliest opportunity. 

2.2.3.2 Information about the action being taken and the expected duration of the initial 
failure investigation shall be shared by the infrastructure manager and railway 
undertaking at the earliest opportunity after the failure has been reported. 

2.2.3.3 Infrastructure managers and railway undertakings shall share information as soon 
as it is available:  

a) About the conclusions of the initial failure investigation, and   

b) When the result of any follow-up investigation has implications at the 
technical interface that can impact on another infrastructure manager or 
railway undertaking. 

2.2.3.4 An example of a typical failure investigation, showing when information is shared, 
is set out in Appendices B1 and B2.  An example failure data collection form is 
set out in Form RT8106 which is available on www.rssb.co.uk. 

2.2.3.5 Railway undertakings shall share the following information with the infrastructure 
manager: 

a) The failure identifier assigned by the railway undertaking 

b) The failure classification applied by the railway undertaking 

c) The system description, for example TPWS 

d) The reported failure symptom 

e) The time and date of the failure 

f) The train head-code, when the train is in service at the time of failure 

g) The rolling stock and vehicle type 
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