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FOREWORD

This report was prepared by RTCA Special Committee 205 (SC-205) and EUROCAE Working
Group 71 (WG-71) and approved by the RTCA Program Management Committee (PMC) on
December 13, 2011.

RTCA, Incorporated is a not-for-profit corporation formed to advance the art and science of
aviation and aviation electronic systems for the benefit of the public. The organization functions as a
Federal Advisory Committee and develops consensus-based recommendations on contemporary
aviation issues. RTCA’s objectives include but are not limited to:

* coalescing aviation system user and provider technical requirements in a manner that helps
government and industry meet their mutual objectives and responsibilities;

* analyzing and recommending solutions to the system technical issues that aviation faces as it
continues to pursue increased safety, system capacity, and efficiency;

* developing consensus on the application of pertinent technology to fulfill user and provider
requirements, including development of minimum operational performance standards for electronic
systems and equipment that support aviation; and

« assisting in developing the appropriate technical material upon which positions for the
International Civil Aviation Organization and the International Telecommunication Union and other
appropriate international organizations can be based.

The organization’s recommendations are often used as the basis for government and private sector
decisions as well as the foundation for many Federal Aviation Administration Technical Standard
Orders.

Since the RTCA is not an official agency of the United States Government, its recommendations
may not be regarded as statements of official government policy unless so enunciated by the U.S.
government organization or agency having statutory jurisdiction over any matters to which the
recommendations relate.
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[lustration provided by Pat Neilan, UK CAA

CONSENSUS n. Collective opinion or concord; general agreement or accord. [Latin, from
consentire, to agree]
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1.0 INTRODUCTION

The rapid increase in the use of software in airborne systems and equipment used on aircraft and
engines in the early 1980s resulted in a need for industry-accepted guidance for satisfying
airworthiness requirements. DO-178, "Software Considerations in Airborne Systems and Equipment
Certification", was written to satisfy this need.

This document, now revised in the light of experience, provides the aviation community with
guidance for determining, in a consistent manner and with an acceptable level of confidence, that the
software aspects of airborne systems and equipment comply with airworthiness requirements. As
software use increases, technology evolves, and experience is gained in the application of this
document, this document will be reviewed and revised. Appendix A provides the background of this
document.

1.1 Purpose

The purpose of this document is to provide guidance for the production of software for airborne
systems and equipment that performs its intended function with a level of confidence in safety that
complies with airworthiness requirements. This guidance includes:

* Objectives for software life cycle processes.

* Activities that provide a means for satisfying those objectives.

* Descriptions of the evidence in the form of software life cycle data that indicate that the objectives
have been satisfied.

* Variations in the objectives, independence, software life cycle data, and control categories by
software level.

* Additional considerations (for example, previously developed software) that are applicable to
certain applications.

* Definition of terms provided in the glossary.

In addition to guidance, supporting information is provided to assist the reader’s understanding.

1.2 Scope

This document discusses those aspects of certification that pertain to the production of software
for airborne systems and equipment used on aircraft, engines, propellers and, by region, auxiliary
power units. In discussing those aspects, the system life cycle and its relationship with the software
life cycle is described to aid in the understanding of the certification process. A complete description
of the system life cycle processes, including the system safety assessment and validation processes,
or the certification process is not intended.

The guidance contained in this document does not define or imply the level of involvement of a
certification authority in a certification process. To understand certification authority involvement,
the applicant should refer to applicable regulations and guidance material issued by the relevant
certification authority.

Since certification issues are discussed only in relation to the software life cycle, the operational
aspects of the resulting software are not discussed. For example, the certification aspects of user-
modifiable data are beyond the scope of this document.

This document does not attempt to define firmware. Firmware should be classified as hardware or
software and addressed by the applicable processes. This document assumes that durtﬁ%[}ée lj}gﬁeemn ts
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definition, functions have been allocated to either software or hardware. Other documents exist that
provide guidance for development assurance for functions that are allocated to implementation in
hardware. This document provides guidance for functions that are allocated to software.

Note: This allows an efficient method of implementation and development assurance to be
determined at the time the system is specified and functions allocated. All parties should agree with
this system decision at the time the allocation is made.

Matters concerning the structure of the applicant’s organization, the commercial relationships
between the applicant and its suppliers, and personnel qualification criteria are beyond the scope of
this document.

1.3 Relationship to Other Documents

In addition to the airworthiness requirements, various national and international standards for
software are available. In some communities, compliance with these standards may be required.
However, it is outside the scope of this document to invoke specific national or international standards,
or to propose a means by which these standards might be used as an alternative or in addition to this
document.

It is recognized that projects may be obliged, through contract or other means, to comply with
additional standards as applied by, for example, the engine or aircraft manufacturer. Such standards
may be derived from general standards produced or adopted by the manufacturer for its activities.
Such standards should be considered by the planning process and considered, as appropriate, when
applying supplier oversight.

1.4 How to Use This Document

The following points should be noted when using this document:

a. This document is intended to be used by the international aviation community. To aid such use,
references to specific national regulations and procedures are minimized. Instead, generic terms are
used. For example, the term "certification authority" is used to denote the organization or person
granting approval on behalf of the country responsible for certification of the product (for example,
an aircraft, engine). Where a second country or group of countries validates or participates in this
certification, this document may be used with due recognition given to bilateral agreements or
memoranda of understanding between the countries involved.

b. This document recognizes that the guidance herein is not mandated by law, but represents a
consensus of the aviation community. It also recognizes that alternative methods to the methods
described herein may be available to the applicant. For these reasons, the use of words such as "shall"
and "must" is avoided.

c. If an applicant adopts this document as a means of compliance, the applicant should satisfy all
applicable objectives. This document should apply to the applicant and any of its suppliers, who are
involved with any of the software life cycle processes or the outputs of those processes described
herein. The applicant is responsible for oversight of all of its suppliers.

d. The applicant should plan a set of activities that satisty the objectives. This document describes
activities for achieving those objectives. The applicant may plan and, subject to the approval of the
certification authority, adopt alternative activities to those described in this document. The applicant
may also plan and conduct additional activities that are determined to be necessary.

e. The applicant should address any additional considerations in its software plans and standards.

f. The applicant should perform the planned activities and provide evidence as indicﬁeg 61 ljection
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11 to substantiate that the objectives have been satisfied.

g. Explanatory text is included to aid the reader in understanding the topic under discussion. For
example, section 2 provides information necessary to understand the interaction between the system
life cycle and software life cycle. Similarly, section 3 provides a description of the software life cycle
and section 10 an overview of the certification process.

h. Section 11 contains the data generally produced to aid the software aspects of the certification
process. The names of the data are denoted in the text by capitalization of the first letter of each word
in the name (for example, Source Code).

i. Section 12 discusses additional considerations including guidance for the use of previously
developed software, tool qualification, and the use of alternative methods to those described in
sections 2 through 11. Section 12 may not apply to every project.

j. Annex A specifies the applicability of the objectives, activities, and software life cycle data for
each software level as well as the variation in the independence and control categories for each
software level. In order to fully understand the guidance, the full body of this document should be
considered.

k. In cases where examples are used to indicate how the guidance might be applied, either
graphically or through narrative, the examples are not to be interpreted as the preferred method.

In these cases, the examples are considered supporting information.

1. A list of items does not imply the list is all-inclusive.

m. Notes in this document are supporting information used to provide explanatory material,
emphasize a point, or draw attention to related items which are not entirely within context.

n. Major sections are numbered as X.0 throughout this document. It should be noted that references
to an entire section are identified as “section X”’; whereas, references to the content between section
headers X.0 and X.1 are referenced as “section X.0”.

0. One or more supplements to this document exist and extend the guidance in this document to a
specific technique. Supplements are used in conjunction with this document and may be used in
conjunction with one another. Unless alternatives are used (see 1.4.1), if a supplement exists for a
specific technique, the supplement should be used to add, delete, or otherwise modify objectives,
activities, explanatory text, and software life cycle data in this document to address that technique, as
defined appropriately in each supplement. It is the responsibility of the applicant to ensure that the
supplement’s use is acceptable to the appropriate certification authority. As part of the software
planning process, the applicant should review all potentially relevant supplements and identify those
that will be used. The information in supplements should be used with and in the same way as this
document. Annex A of each supplement identifies how the objectives of this document are revised
relative to the specific technique addressed by the supplement.

p. Compliance is achieved when all applicable objectives have been satisfied by performing all
planned activities and capturing the related evidence.

1.5 Document Overview

Figure 1-1 is a pictorial overview of this document’s sections and their relationship to each other.
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SYSTEM ASPECTS RELATING TO SOFTWARE DEVELOPMENT — SECTION 2

SOFTWARE LIFE CYCLE — SECTION 3

SOFTWARE LIFE CYCLE PROCESSES

SOFTWARE PLANNING PROCESS — SECTION 4

SOFTWARE DEVELOPMENT PROCESSES — SECTION 5

SOFTWARE REQUIREMENTS PROCESS

SOFTWARE DESIGN PROCESS

SOFTWARE CODING PROCESS

INTEGRATION PROCESS

INTEGRAL PROCESSES

SOFTWARE VERIFICATION PROCESS - SECTION 6

SOFTWARE CONFIGURATION MANAGEMENT PROCESS — SECTION 7

SOFTWARE QUALITY ASSURANCE PROCESS — SECTION 8

CERTIFICATION LIAISON PROCESS - SECTION 9

OVERVIEW OF CERTIFICATION PROCESS — SECTION 10

SOFTWARE LIFE CYCLE DATA — SECTION 11

ADDITIONAL CONSIDERATIONS — SECTION 12

Figure 1-1 Document Overview
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6
2.0 SYSTEM ASPECTS RELATING TO SOFTWARE DEVELOPMENT

This section discusses those aspects of the system life cycle processes necessary to understand the
software life cycle processes. System life cycle processes can be found in other industry documents
(for example, SAE ARP4754A).

Discussed in this section are:

* System requirements allocation to software (see 2.1).

* The information flow between the system and software life cycle processes and between the
software and hardware life cycle processes (see 2.2).

* The system safety assessment process, failure conditions, software level definitions, and software
level determination (see 2.3).

* Architectural considerations (see 2.4).

* Software considerations in system life cycle processes (see 2.5).

* System considerations in software life cycle processes (see 2.6).

The term “system” in the context of this document refers to the airborne system and equipment
only, not to the wider definition of a system that might include operators, operational procedures, etc.

2.1 System Requirements Allocation to Software

As part of the system life cycle processes, system requirements are developed from the system
operational requirements and other considerations such as safety-related, security, and performance
requirements. The safety-related requirements result from the system safety assessment process, and
may include functional, integrity, and reliability requirements, as well as design constraints.

The system safety assessment process determines and categorizes the failure conditions of the
system. Within the safety assessment process, safety-related requirements are defined to ensure the
integrity of the system by specifying the desired immunity from, and system responses to, these
failure conditions. These requirements are identified for hardware and software to preclude or limit
the effects of faults, and may provide fault detection, fault tolerance, fault removal, and fault
avoidance.

The system processes are responsible for the refinement and allocation of system requirements to
hardware and/or software as determined by the system architecture.

System requirements allocated to software, including safety-related requirements, are developed
and refined into software requirements that are verified by the software verification process activities.
These requirements and the associated verification should establish that the software performs its
intended functions under any foreseeable operating condition. System requirements allocated to
software may include:

a. Functional and operational requirements.

b. Interface requirements.

c. Performance requirements.

d. Safety-related requirements, including safety strategies, design constraints and design methods,
such as, partitioning, dissimilarity, redundancy, or safety monitoring. In cases where the system is a
component of another system, the requirements and failure conditions for that other system may also
form part of the system requirements allocated to software.

e. Security requirements.

f. Maintenance requirements.

g. Certification requirements, including any applicable certification authority regulations, issue
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papers, etc.
h. Additional requirements needed to aid the system life cycle processes.
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Figure 2-1 Information Flow Between System and Software Life Cycle Processes
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2.2 Information Flow Between System and Software Life Cycle Processes

Figure 2-1 is an overview of the information flow between system life cycle processes and the
software life cycle processes. This information flow includes the system safety aspects. Due to
interdependence of the system safety assessment process and the system design process, the flow of
information described in these sections is iterative.

2.2.1 Information Flow from System Processes to Software Processes

The following data is passed to the software life cycle processes by the system processes either as
part of the requirements allocation or during the development life cycle:

a. System requirements allocated to software.

b. System safety objectives.

c. Software level for software components and a description of associated failure condition(s), if
applicable.

d. System description and hardware definition.

e. Design constraints, including external interfaces, partitioning requirements, etc.

f. Details of any system activities proposed to be performed as part of the software life cycle. Note
that system requirement validation is not usually part of the software life cycle processes. The system
life cycle processes are responsible for assuring any system activities proposed to be performed as
part of the software life cycle.

g. Evidence of the acceptability, or otherwise, of any data provided by the software processes to
the system processes on which any activity has been conducted by the system processes. Examples
of such activity are the system processes’ evaluations of:

1. Derived requirements provided by the software processes to determine if there is any impact
on the system safety assessment and system requirements.

2. Issues raised by the software processes with respect to the clarification or correction of system
requirements allocated to software.

h. Evidence of software verification activities performed by the system life cycle processes, if any.

Any evidence provided by the system processes (see 2.2.1.f and 2.2.1.g) should be considered by
the software processes to be Software Verification Results (see 11.14).

2.2.2 Information Flow from Software Processes to System Processes

The software life cycle processes analyze the system requirements allocated to software as part of
the software requirements process. If such an analysis identifies any system requirements as
inadequate or incorrect, the software life cycle processes should capture the issues and refer them to
the system processes for resolution. Furthermore, as the software design and implementation evolves,
details are added and modifications made that may affect system safety assessment and system
requirements.

To aid the evaluation of the evolving design and changes to the design, the software life cycle
processes should make data available to the system processes including the system safety assessment
process. This data will facilitate analyses and evaluations to establish the effect on the system safety
assessment and system requirements. It may be advantageous for such analyses and evaluations to be
performed jointly by the systems and software processes. Such data includes:

a. Details of derived requirements created during the software life cycle processes.

b. A description of the software architecture, including software partitioning.
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c. Evidence of system activities performed by the software life cycle processes, if any.

d. Problem or change documentation, including problems identified in the system requirements
allocated to software and identified incompatibilities between the hardware and the software.

e. Any limitations of use.

f. Configuration identification and any configuration status constraints.

g. Performance, timing, and accuracy characteristics.

h. Data to facilitate integration of the software into the system.

1. Details of software verification activities proposed to be performed during system verification,
if any.

2.2.3 Information Flow between Software Processes and Hardware Processes

Data is passed between the software life cycle process and the hardware life cycle process either
as part of the system requirements allocation or during the development life cycles.

Such data includes:

a. All requirements, including derived requirements, needed for hardware/software integration,
such as definition of protocols, timing constraints, and addressing schemes for the interface between
hardware and software.

b. Instances where hardware and software verification activities require coordination.

c. Identified incompatibilities between the hardware and the software.

2.3 System Safety Assessment Process and Software Level

This section provides a brief introduction to how the software level for software components is
determined and how architectural considerations may influence the allocation of a software level. It
is not the intent of this document to prescribe how these activities are performed; this has to be
established and performed as part of the system life cycle processes.

The software level of a software component is based upon the contribution of software to potential
failure conditions as determined by the system safety assessment process by establishing how an error
in a software component relates to the system failure condition(s) and the severity of that failure
condition(s). The software level establishes the rigor necessary to demonstrate compliance with this
document.

Development of software to a software level does not imply the assignment of a failure rate for that
software. Thus, software reliability rates based on software levels cannot be used by the system safety
assessment process in the same way as hardware failure rates.

Only partitioned software components (see 2.4.1) can be assigned individual software levels by the
system safety assessment process. If partitioning between software components cannot be
demonstrated, the software components should be viewed as a single component when assigning
software levels (that is, all components are assigned the software level associated with the most severe
failure condition to which the software can contribute).

The applicant should establish the system safety assessment process to be used based on
certification authority guidance. The software level for each software component of the system should
then be assigned based on this process and agreed with the certification authorities.

2.3.1 Relationship between Software Errors and Failure Conditions

Figure 2-2 shows a sequence of events in which a software error leads to the failure condition at
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aircraft level. A software error may be latent and, thus, not immediately produce a failure. This model
is intentionally a simple, linear representation. In actual operation, the sequence of events that leads
from a software error to a failure condition may be complex and not easily represented by a sequence
of events, as shown in Figure 2-2.

It is important to realize that the likelihood that the software contains an error cannot be quantified
in the same way as for random hardware failures.

System Boundary

Software Boundary

Latent Software ‘ Fault ‘ ‘ System Failure ‘ Failure Condition
Error in Data or y (Effect at Aircraft
Executable Code - Level)

Figure 2-2 Sequence of Events for Software Error Leading to a Failure Condition

Architectural considerations (see 2.4) and/or system external factors may also be considered as part
of the system safety assessment process when identifying the failure condition categories and
assigning the software level to each software component.

2.3.2 Failure Condition Categorization

For a complete definition of failure condition categories, the applicant should refer to applicable
regulations and guidance material issued by the relevant certification authority. The failure condition
categories listed in Table 2-1 are valid for large transport aircraft based on established advisory
material for the system safety assessment process, and are included to assist in the use of this
document.
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Table 2-1 Failure Condition Category Descriptions

Category Description

Catastrophic Failure Conditions, which would result in multiple fatalities,
usually with the loss of the airplane.

Hazardous Failure Conditions, which would reduce the capability of the
airplane or the ability of the flight crew to cope with adverse
operating conditions to the extent that there would be:

o A large reduction in safety margins or functional capabilities;

o Physical distress or excessive workload such that the flight
crew cannot be relied upon to perform their tasks accurately
or completely, or

« Serious or fatal injury to a relatively small number of the
occupants other than the flight crew.

Major Failure Conditions which would reduce the capability of the
airplane or the ability of the crew to cope with adverse operating
conditions to the extent that there would be, for example, a
significant reduction in safety margins or functional capabilities,
a significant increase in crew workload or in conditions
impairing crew efficiency, or discomfort to the flight crew, or
physical distress to passengers or cabin crew, possibly including
injuries.

Failure Conditions which would not significantly reduce
airplane safety, and which involve crew actions that are well
within their capabilities. Minor Failure Conditions may include,
for example, a slight reduction in safety margins or functional
capabilities, a slight increase in crew workload, such as routine
flight plan changes, or some physical discomfort to passengers
or cabin crew.

Minor

No Safety Effect | Failure Conditions that would have no effect on safety; for
example, Failure Conditions that would not affect the
operational capability of the airplane or increase crew workload.

2.3.3 Software Level Definition

This document recognizes five software levels, Level A to Level E. For the example failure
condition categories listed in section 2.3.2, the relationships between these software levels and failure
conditions are:

a. Level A: Software whose anomalous behavior, as shown by the system safety assessment process,
would cause or contribute to a failure of system function resulting in a catastrophic failure condition
for the aircraft.

b. Level B: Software whose anomalous behavior, as shown by the system safety assessment process,
would cause or contribute to a failure of system function resulting in a hazardous failure condition
for the aircraft.

c. Level C: Software whose anomalous behavior, as shown by the system safety assessment process,
would cause or contribute to a failure of system function resulting in a major failure condition for the
aircraft.

d. Level D: Software whose anomalous behavior, as shown by the system safety assessment process,
would cause or contribute to a failure of system function resulting in a minor failure condition for the

Documents
O 4L RIS dRSring Hub

Full document details: RTCA DO-178C: Software Considerations in Airborne Systems and Equipment Certification


http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification
http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification

12

aircraft.

e. Level E: Software whose anomalous behavior, as shown by the system safety assessment process,
would cause or contribute to a failure of system function with no effect on aircraft operational
capability or pilot workload. If a software component is determined to be Level E and this is
confirmed by the certification authority, no further guidance contained in this document applies.

The applicant should always consider the appropriate certification guidance and system
development considerations for categorizing the failure condition severity and the software level.

2.3.4 Software Level Determination

The system safety assessment process determines the software level(s) appropriate to the software
components of a particular system based upon the failure condition which may result from anomalous
behavior of the software. The impact of, both loss of function and malfunction should be analyzed.
External factors such as adverse environmental conditions as well as architectural strategies (as
described in section 2.4) may be considered when identifying the failure condition categories and
determining the software level.

Note 1: The applicant may want to consider planned functionality to be added during future
developments, as well as potential changes in system requirements allocated to software that may
result in a more severe failure condition category and higher software level. It may be desirable to
develop the software to a level higher than that determined by the system safety assessment process
of the original application, since later development of software life cycle data for substantiating a
higher software level application may be difficult.

Note 2: For airborne systems and equipment mandated by operating regulations, but which do not
affect the airworthiness of the aircraft, for example, a flight data recorder, the software level needs to
be commensurate with the intended function. In some cases, the software level may be specified in
equipment minimum performance standards.

If the anomalous behavior of a software component contributes to more than one failure condition,
then the software component should be assigned the software level associated with the most severe
failure condition to which the software can contribute, including combined failure conditions.

2.4 Architectural Considerations

This section provides information on several architectural strategies that may limit the impact of
failures, or detect failures and provide acceptable system responses to contain them. These
architectural techniques are typically identified during system design and should not be interpreted
as the preferred or required solutions.

A serial implementation is one in which multiple software components are used for a system
function such that anomalous behavior of any of the components could produce the failure condition.
In this implementation, the software components will have the software level associated with the most
severe failure condition category of the system function.

In implementations where anomalous behavior of two or more partitioned software components is
needed in order to cause the failure condition, this may be taken into consideration by the system
safety assessment process when assigning the software level for these software components.

The system safety assessment process needs to establish that sufficient independence exists
between software components with respect to both function (that is, high-level requirements) and
design (for example, common design elements, languages, and tools).

If partitioning and independence between software components cannot be demﬂl‘s)t&ated the

uments

© 2011 RTCA, Inc. Document Sharing Hub

Full document details: RTCA DO-178C: Software Considerations in Airborne Systems and Equipment Certification


http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification
http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification

13

software components should be viewed as a single software component when assigning software
levels (that is, all components are assigned the software level associated with the most severe failure
condition to which the software can contribute).

2.4.1 Partitioning

Partitioning is a technique for providing isolation between software components to contain and/or
isolate faults and potentially reduce the effort of the software verification process. Partitioning
between software components may be achieved by allocating unique hardware resources to each
component (that is, only one software component is executed on each hardware platform in a system).
Alternatively, partitioning provisions may be made to allow multiple software components to run on
the same hardware platform. Regardless of the method, the following should be ensured for
partitioned software components:

a. A partitioned software component should not be allowed to contaminate another partitioned
software component’s code, input/output (I/O), or data storage areas.

b. A partitioned software component should be allowed to consume shared processor resources
only during its scheduled period of execution.

c. Failures of hardware unique to a partitioned software component should not cause adverse effects
on other partitioned software components.

d. Any software providing partitioning should have the same or higher software level as the highest
level assigned to any of the partitioned software components.

e. Any hardware providing partitioning should be assessed by the system safety assessment process
to ensure that it does not adversely affect safety.

The software life cycle processes should address the partitioning design considerations. These
include the extent and scope of interactions permitted between the partitioned components and
whether the protection is implemented by hardware or by a combination of hardware and software.

2.4.2 Multiple-Version Dissimilar Software

Multiple-version dissimilar software is a system design technique that involves producing two or
more components of software that provide the same function in a way that may avoid some sources
of common errors between the components. Multiple-version dissimilar software is also referred to
as multi-version software, multi-version independent software, dissimilar software, N-version
programming, or software diversity.

Software life cycle processes completed or activated before dissimilarity is introduced into a
development, remain potential error sources. System requirements may specify a hardware
configuration that provides for the execution of multiple-version dissimilar software.

The degree of dissimilarity, and hence the degree of protection, is not usually measurable.
Probability of loss of system function will increase to the extent that the safety monitoring associated
with dissimilar software versions detects actual errors using comparator differences greater than
threshold limits. Dissimilar software versions are usually used, therefore, as a means of providing
additional protection after the software verification process objectives for the software level, as
described in section 6, have been satisfied.

Dissimilar software verification methods may be reduced from those used to verify single version
software if it can be shown that the resulting potential loss of system function is acceptable as
determined by the system safety assessment process.
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Verification of multiple-version dissimilar software is discussed in section 12.3.2.

2.4.3 Safety Monitoring

Safety monitoring is a means of protecting against specific failure conditions by directly
monitoring a function for failures that would result in a failure condition. Monitoring functions may
be implemented in hardware, software, or a combination of hardware and software.

Through the use of monitoring techniques, the software level of the monitored software may be
assigned a software level associated with the loss of its related system function. To allow this
assignment, there are three important attributes of the monitor that should be determined:

a. Software level: Safety monitoring software is assigned the software level associated with the
most severe failure condition category for the monitored function.

b. System fault coverage: Assessment of the system fault coverage of a monitor ensures that the
monitor's design and implementation are such that the faults which it is intended to detect will be

detected under all necessary conditions.
c. Independence of function and monitor : The monitor and protective mechanism are not rendered
inoperative by the same failure that causes the failure condition.

2.5 Software Considerations in System Life Cycle Processes

This section provides an overview of those software-related issues (not necessarily mutually
exclusive) that should be considered, as appropriate, by the system life cycle processes:

a. Parameter data items.

b. User-modifiable software.

c. Commercial-Off-The-Shelf (COTS) software.

d. Option-selectable software.

e. Field-loadable software.

f. Software considerations in system verification.

2.5.1 Parameter Data Items

Software consists of Executable Object Code and/or data, and can comprise one or more
configuration items. A data set that influences the behavior of the software without modifying the
Executable Object Code and is managed as a separate configuration item is called a parameter data
item. That is, when discussing parameter data items and Executable Object Code, it is implied that
the parameter data items are not part of the Executable Object Code.

A parameter data item comprises a structure of individual elements where each element can be
assigned a single value. Each element has attributes such as type, range, or set of allowed values.

Examples of parameter data items include configuration tables and databases but not aeronautical
data as they are beyond the scope of this document. Parameter data items may contain data that can:

a. Influence paths executed through the Executable Object Code.

b. Activate or deactivate software components and functions.

c. Adapt the software computations to the system configuration.

d. Be used as computational data.

e. Establish time and memory partitioning allotments.

f. Provide initial values to the software component.

Depending on how the parameter data item is to be used in the airborne system, the following
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should be addressed:

* User-modifiable software guidance.

» Option-selectable software guidance. In cases where the parameter data item activates or
deactivates functions, the guidance for deactivated code should be addressed as well.

* Field-loadable software guidance. Of particular concern is detection of corrupted parameter data
items, as well as incompatibility between the Executable Object Code and parameter data items.

The parameter data item should be assigned the same software level as the software component
using it.

For more information regarding verification of parameter data items, see 6.6.

2.5.2 User-Modifiable Software

A user-modifiable component is that part of the software that may be changed by the user within
the modification constraints without certification authority review, if the system requirements provide
for user modification. A non-modifiable component is that which is not intended to be changed by
the user. The potential effects of user modification are determined by the system safety assessment
process and used to develop the software requirements, and then, the software verification process
activities. Designing for user-modifiable software is discussed further in section 5.2.3. A change that
affects the non-modifiable software, its protection, or the modifiable software boundaries is a
software modification and is discussed in section 12.1.1.

Guidance for user-modifiable software includes:

a. The user-modifiable software should not adversely affect safety, operational capabilities, flight
crew workload, any non-modifiable software components, or any software protection mechanism
used. Unless this can be established, the software may not be classified as user-modifiable. The safety
impact of displaying information based on user-modifiable software should also be considered.

b. When the system requirements provide for user modification, then users may modify software
within the modification constraints without certification authority review.

c. The system requirements should specify the mechanisms that prevent the user modification from
affecting system safety whether or not they are correctly implemented. The software that provides the
protection for user modification should be at the same software level as the function it is protecting
from errors in the modifiable component.

d. If the system requirements do not include provision for user modification, the software should
not be modified by the user unless compliance with this document is demonstrated for the
modification.

e. At the time of the user modification, the user should take responsibility for all aspects of the
user-modifiable software, for example, software configuration management, software quality
assurance, and software verification.

f. The applicant should provide the necessary information to enable the user to manage the software
in such a way that the safety of the aircraft is not compromised.

2.5.3 Commercial-Off-The-Shelf Software

COTS software included in airborne systems or equipment should satisfy the objectives of this
document.
If deficiencies exist in the software life cycle data of COTS software, the data should be augmented
to satisfy the objectives of this document. The guidance in section 12.1.4, Upgrading a Development
Baseline, and section 12.3.4, Product Service History, may be relevant in this instance
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2.5.4 Option-Selectable Software

Some airborne systems and equipment may include optional functions that may be selected by
software-programmed options rather than by hardware connector pins. The option-selectable software
functions are used to select a particular configuration within the target computer. See 4.2.h, 5.2.4, and
6.4.4.3.d.2 for guidance on deactivated code.

When software programmed options are included, a means should be provided to ensure that
inadvertent selections involving non-approved configurations for the target computer within the
installation environment cannot be made.

2.5.5 Field-Loadable Software

Field-loadable airborne software refers to software that can be loaded without removing the system
or equipment from its installation. The safety-related requirements associated with the software
loading function are part of the system requirements. If the inadvertent enabling of the software
loading function could induce a system failure condition, then a safety-related requirement for the
software loading function is specified in the system requirements.

System safety considerations relating to field-loadable software include:

* Detection of corrupted or partially loaded software.

* Determination of the effects of loading the inappropriate software.

» Hardware/software compatibility.

* Software/software compatibility.

* Aircraft/software compatibility.

* Inadvertent enabling of the field-loading function.

* Loss or corruption of the software configuration identification display.

Guidance for field-loadable software includes:

a. Unless otherwise justified by the system safety assessment process, the detection mechanism for
partial or corrupted software loads should be assigned the same failure condition or software level as
the most severe failure condition or software level associated with the function that uses the software
load.

b. If a system recovers to a default mode or safe state upon detection of a corrupted or inappropriate
software load, then each partitioned component of the system should have safety-related requirements
specified for recovery to and operation in this mode. Interfacing systems may also need to be reviewed
for proper operation with the default mode.

c. The software loading function, including support systems and procedures, should include a
means to detect incorrect software and/or hardware and/or aircraft combinations and should provide
protection appropriate to the failure condition of the function. If the software consists of multiple
configuration items, their compatibility should be ensured.

d. If software is part of an airborne display mechanism that is the means for ensuring that the
aircraft conforms to a certified configuration, then that software should either be developed to the
highest software level of the software to be loaded, or the system safety assessment process should
justify the integrity of an end-to-end check of the software configuration identification.

2.5.6 Software Considerations in System Verification

Guidance for system verification is beyond the scope of this document. However, the software life
cycle processes aid and interact with the system verification process and may be able to satisfy some
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system verification process objectives. Software design details that relate to the system functionality
need to be made available to aid system verification.

2.6 System Considerations in Software Life Cycle Processes

Credit may be taken from system life cycle processes for the satisfaction, or partial satisfaction, of
the software objectives as defined in this document. In such cases, the system activities for which
credit is being sought should be shown to meet the applicable objectives of this document with
evidence of the completion of planned activities and their outputs identified as part of the software
life cycle data.
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3.0 SOFTWARE LIFE CYCLE

This section discusses the software life cycle processes, software life cycle definition, and
transition criteria between software life cycle processes. This document does not prescribe preferred
software life cycles and interactions between them. The separation of the processes is not intended to
imply a structure for the organization(s) that perform them. For each software product, the software
life cycle(s) is constructed that includes these processes.

3.1 Software Life Cycle Processes

The software life cycle processes are:

a. The software planning process that defines and coordinates the activities of the software
development and integral processes for a project. Section 4 describes the software planning process.

b. The software development processes that produce the software product. These processes are the
software requirements process, the software design process, the software coding process, and the
integration process. Section 5 describes the software development processes.

c. The integral processes that ensure the correctness and control of, and confidence in the software
life cycle processes and their outputs. The integral processes are the software verification process, the
software configuration management process, the software quality assurance process, and the
certification liaison process. It is important to understand that the integral processes are performed
concurrently with the software planning and development processes throughout the software life
cycle. Sections 6 through 9 describe the integral processes.

3.2 Software Life Cycle Definition

A project defines one or more software life cycle(s) by choosing the activities for each process,
specifying a sequence for the activities, and assigning responsibilities for the activities.

For a specific project, the sequencing of these processes is determined by attributes of the project,
such as system functionality and complexity, software size and complexity, requirements stability,
use of previously developed software, development strategies, and hardware availability. The usual
sequence through the software development processes is requirements, design, coding, and
integration.

Figure 3-1 illustrates the sequence of software development processes for several components of a
single software product with different software life cycles. Component W implements a set of system
requirements by developing the software requirements, using those requirements to define a software
design, implementing that design into Source Code, and then integrating the component into the
hardware. Component X illustrates the use of previously developed software used in a certified
product. Component Y illustrates the use of a simple, partitioned function that can be coded directly
from the software requirements. Component Z illustrates the use of a prototyping strategy. Usually,
the goals of prototyping are to better understand the software requirements and to mitigate
development and technical risks. The initial requirements are used as the basis to implement a
prototype. This prototype is evaluated in an environment representative of the intended use of the
system under development. Results of the evaluation are used to refine the requirements.

The processes of a software life cycle may be iterative, that is, entered and re-entered. The timing
and degree of iteration varies due to the incremental development of system functions, complexity,
requirements development, hardware availability, feedback to previous processes, and other attributes

of the project.
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The various parts of the selected software life cycle are tied together with a combination of
incremental integration process and software verification process activities.

System Requirements

Allocated to Software .
Software Components:
ComponentW ........ R-D-C-I
Component X ........ R-I
-
ComponentY ........ R-C-I
P >
Component Z ........ R-C-I-C-I-R-D-C-I
|
Legend: Software Product

R Requirements C Coding
D Design I Integration

Note: For simplicity, the software planning and integral processes are not shown.

Figure 3-1 Example of a Software Project Using Four Different Development Sequences

3.3 Transition Criteria Between Processes

Transition criteria are used to determine whether a process may be entered or re-entered. Each
software life cycle process performs activities on inputs to produce outputs. A process may produce
feedback to other processes and receive feedback from others. The definition of feedback includes
how information is recognized, controlled, and resolved by the receiving process. An example of a
feedback is problem reporting.

The transition criteria will depend on the planned sequence of software development processes and
integral processes, and may be affected by the software level. Examples of transition criteria that may
be chosen are: the software verification process reviews have been performed, the input is an
identified configuration item, and a traceability analysis has been completed for the input.

Not every input to a process need be complete before that process can be initiated, if the transition
criteria established for the process are satisfied.

If a process acts on partial inputs, the inputs to the process should be examined to ensure that they
meet transition criteria. Also, subsequent inputs to the process should be examined to determine that
the previous outputs of the software development and software verification processes are still valid.
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4.0 SOFTWARE PLANNING PROCESS

This section discusses the objectives and activities of the software planning process. This process
produces the software plans and standards that direct the software development processes and the
integral processes. Table A-1 of Annex A is a summary of the objectives and outputs of the software
planning process by software level.

4.1 Software Planning Process Objectives

The purpose of the software planning process is to define the means of producing software that
will satisfy its requirements and provide the level of confidence that is consistent with the software
level. The objectives of the software planning process are:

a. The activities of the software development processes and integral processes of the software life
cycle that will address the system requirements and software level(s) are defined (see 4.2).

b. The software life cycle(s), including the inter-relationships between the processes, their
sequencing, feedback mechanisms, and transition criteria are determined (see 3).

c. The software life cycle environment, including the methods and tools to be used for the activities
of each software life cycle process has been selected and defined (see 4.4).

d. Additional considerations, such as those discussed in section 12, have been addressed, if
necessary.

e. Software development standards consistent with the system safety objectives for the software to
be produced are defined (see 4.5).

f. Software plans that comply with sections 4.3 and 11 have been produced.

g. Development and revision of the software plans are coordinated (see 4.3).

4.2 Software Planning Process Activities

Effective planning is a determining factor in producing software that satisfies the guidance of this
document. Activities for the software planning process include:

a. The software plans should be developed that provide direction to the personnel performing the
software life cycle processes. See also 9.1.

b. The software development standards to be used for the project should be defined or selected.

c. Methods and tools should be chosen that aid error prevention and provide defect detection in the
software development processes.

d. The software planning process should provide coordination between the software development
and integral processes to provide consistency among strategies in the software plans.

e. The means should be specified to revise the software plans as a project progresses.

f. When multiple-version dissimilar software is used in a system, the software planning process
should choose the methods and tools to achieve the dissimilarity necessary to satisfy the system safety
objectives.

g. For the software planning process to be complete, the software plans and software development
standards should be under change control and reviews of them completed (see 4.6).

h. If deactivated code is planned, the software planning process should describe how the
deactivation mechanism and deactivated code will be defined and verified to satisfy system safety
objectives.

i. If user-modifiable software is planned, related processes, tools, environment, and data items
substantiating the design (see 5.2.3) should be specified in the software plans and stangdards.
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J- When parameter data items are planned, the following should be addressed:
1. The way that parameter data items are used.
2. The software level of the parameter data items.
3. The processes to develop, verify, and modify parameter data items, and any associated tool
qualification.
4. Software load control and compatibility.
k. The software planning process should address any additional considerations that are applicable.
1. If software development activities will be performed by a supplier, planning should address
supplier oversight.
Other software life cycle processes may begin before completion of the software planning process
if transition criteria for the specific process activity are satisfied.

4.3 Software Plans

The software plans define the means of satisfying the objectives of this document. They specify
the organizations that will perform those activities. The software plans are:

* The Plan for Software Aspects of Certification (see 11.1) serves as the primary means for
communicating the proposed development methods to the certification authority for agreement, and
defines the means of compliance with this document.

* The Software Development Plan (see 11.2) defines the software life cycle(s), software
development environment, and the means by which the software development process objectives will
be satisfied.

* The Software Verification Plan (see 11.3) defines the means by which the software verification
process objectives will be satisfied.

» The Software Configuration Management Plan (see 11.4) defines the means by which the
software configuration management process objectives will be satisfied.

* The Software Quality Assurance Plan (see 11.5) defines the means by which the software quality
assurance process objectives will be satisfied.

Activities for the software plans include:

a. The software plans should comply with this document.

b. The software plans should define the transition criteria for software life cycle processes by
specifying:

1. The inputs to the process, including feedback from other processes.
2. Any integral process activities that may be required to act on these inputs.
3. Availability of tools, methods, plans, and procedures.

c. The software plans should state the procedures to be used to implement software changes prior
to use on a certified product. Such changes may be as a result of feedback from other processes and
may cause a change to the software plans.

4.4 Software Life Cycle Environment Planning

Planning for the software life cycle environment defines the methods, tools, procedures,
programming languages, and hardware that will be used to develop, verify, control, and produce the
software life cycle data (see 11) and software product. Examples of how the software environment
chosen can have a beneficial effect on the software include enforcing standards, detecting errors, and
implementing error prevention and fault tolerance methods. The software life cycle environment is a
potential error source that can contribute to failure conditions. Composition of this softﬁagéi{j Ig:ﬁ/cele
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environment may be influenced by the safety-related requirements determined by the system safety
assessment process, for example, the use of dissimilar, redundant components.

The goal of error prevention methods is to avoid errors during the software development processes
that might contribute to a failure condition. The basic principle is to choose requirements development
and design methods, tools, and programming languages that limit the opportunity for introducing
errors, and verification methods that ensure that errors introduced are detected. The goal of fault
tolerance methods is to include safety features in the software design or Source Code to ensure that
the software will respond correctly to input data errors and prevent output and control errors. The
need for error prevention or fault tolerance methods is determined by the system requirements and
the system safety assessment process.

The considerations presented above may affect:

a. The methods and notations used in the software requirements process and software

design process.

b. The programming language(s) and methods used in the software coding process.

c. The software development environment tools.

d. The software verification and software configuration management tools.

e. The need for tool qualification (see 12.2).

4.4.1 Software Development Environment

The software development environment is a significant factor in the production of high quality
software. The software development environment can also adversely affect the production of software
in several ways. For example, a compiler could introduce errors by producing a corrupted output or
a linker could fail to reveal a memory allocation error that is present. Activities for the selection of
software development environment methods and tools include:

a. During the software planning process, the software development environment should be chosen
to reduce its potential risk to the software being developed.

b. The use of tools or combinations of tools and parts of the software development environment
should be chosen to achieve the necessary level of confidence that an error introduced by one part
would be detected by another. An acceptable environment is produced when both parts are
consistently used together. This selection includes the assessment of the need for tool qualification.

c. The software verification process activities or software development standards, which include
consideration of the software level, should be defined to reduce potential software development
environment-related errors.

d. If certification credit is sought for use of the tools in combination, the sequence of operation of
the tools should be specified in the appropriate plan.

e. If optional features of software tools are chosen for use in a project, the effects of the options
should be examined and specified in the appropriate plan. This is especially important for compilers
and autocode generators.

f. Known tool problems and limitations should be assessed and those issues which can adversely
affect airborne software should be addressed.

4.4.2 Language and Compiler Considerations

Upon successful completion of verification of the software product, the compiler is considered
acceptable for that product. For this to be valid, the software verification process needs to consider
particular features of the programming language and compiler.
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The software planning process considers these features when choosing a programming language
and planning for verification. Activities include:

a. Some compilers have features intended to optimize performance of the object code. If the test
cases give coverage consistent with the software level, the correctness of the optimization need not
be verified. Otherwise, the impact of these features on structural coverage analysis should be
determined. Additional information can be found in section 6.4.4.2.

b. To implement certain features, compilers for some languages may produce object code that is
not directly traceable to the Source Code, for example, initialization, built-in error detection, or
exception handling (see 6.4.4.2.b). The software planning process should provide a means to detect
this object code and to ensure verification coverage, and should define the means in the appropriate
plan.

c. If anew compiler, linkage editor, or loader version is introduced, or compiler options are changed
during the software life cycle, previous tests and coverage analyses may no longer be valid. The
verification planning should provide a means of reverification that is consistent with sections 6 and
12.1.3.

Note: Although the compiler is considered acceptable once all of the verification objectives are
satisfied, the compiler is only considered acceptable for that product and not necessarily for other
products.

4.4.3 Software Test Environment

Software test environment planning defines the methods, tools, procedures, and hardware that will
be used to test the outputs of the integration process. Testing may be performed using the target
computer, a target computer emulator, or a host computer simulator.

Activities include:

a. The emulator or simulator may need to be qualified as described in section 12.2.

b. The differences between the target computer and the emulator or simulator, and the effects of
these differences on the ability to detect errors and verify functionality, should be considered.
Detection of those errors should be provided by the software verification process and specified in the
Software Verification Plan.

4.5 Software Development Standards

Software development standards define the rules and constraints for the software development
processes. The software development standards include the Software Requirements Standards, the
Software Design Standards, and the Software Code Standards. The software verification process uses
these standards as a basis for evaluating the compliance of actual outputs of a process with intended
outputs. Activities for development of the software standards include:

a. The software development standards should comply with section 11.

b. The software development standards should enable software components of a given software
product or related set of products to be uniformly designed and implemented.

c. The software development standards should disallow the use of constructs or methods that
produce outputs that cannot be verified or that are not compatible with safety-related requirements.

d. Robustness should be considered in the software development standards.

Note 1: In developing standards, consideration can be given to previous experience. Constraints
and rules on development, design, and coding methods can be included to control complexity.
Defensive programming practices may be considered to improve robustness.
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Note 2: If allocated to software by system requirements, practices to detect and control errors in
stored data, and refresh and monitor hardware status and configuration may be used to mitigate
single event upsets.

4.6 Review of the Software Planning Process

Reviews of the software planning process are conducted to ensure that the software plans and
software development standards comply with the guidance of this document and means are provided
to execute them. Activities include:

a. Methods are chosen that enable the objectives of this document to be satisfied.

b. Software life cycle processes can be applied consistently.

c. Each process produces evidence that its outputs can be traced to their activity and inputs, showing
the degree of independence of the activity, the environment, and the methods to be used.

d. The outputs of the software planning process are consistent and comply with section 11.
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5.0 SOFTWARE DEVELOPMENT PROCESSES

This section discusses the objectives and activities of the software development processes. The
software development processes are applied as defined by the software planning process (see 4) and
the Software Development Plan (see 11.2). Table A-2 of Annex A is a summary of the objectives and
outputs of the software development processes by software level. The software development
processes are:

* Software requirements process.

* Software design process.

* Software coding process.

* Integration process.

Software development processes produce one or more levels of software requirements. High-level
requirements are produced directly through analysis of system requirements and system architecture.
Usually, these high-level requirements are further developed during the software design process, thus
producing one or more successive, lower levels of requirements. However, if Source Code is
generated directly from high-level requirements, then the high-level requirements are also considered
low-level requirements and the guidance for low-level requirements also apply.

Note: The applicant may be required to justify software development processes that produce a
single level of requirements.

The development of software architecture involves decisions made about the structure of the
software. During the software design process, the software architecture is defined and low-level
requirements are developed. Low-level requirements are software requirements from which Source
Code can be directly implemented without further information.

Each software development process may produce derived requirements. Some examples of
requirements that might be determined to be derived requirements are:

* The need for interrupt handling software to be developed for the chosen target computer.

» The specification of a periodic monitor’s iteration rate when not specified by the system
requirements allocated to software.

* The addition of scaling limits when using fixed point arithmetic.

High-level requirements may include derived requirements, and low-level requirements may
include derived requirements. In order to determine the effects of derived requirements on the system
safety assessment and system requirements, all derived requirements should be made available to the
system processes including the system safety assessment process.

5.1 Software Requirements Process

The software requirements process uses the outputs of the system life cycle processes to develop
the high-level requirements. These high-level requirements include functional, performance, interface,
and safety-related requirements.

5.1.1 Software Requirements Process Objectives

The objectives of the software requirements process are:

a. High-level requirements are developed.

b. Derived high-level requirements are defined and provided to the system processes, including the
system safety assessment process.
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5.1.2 Software Requirements Process Activities

Inputs to the software requirements process include the system requirements, the hardware
interface and system architecture (if not included in the requirements) from the system life cycle
processes, and the Software Development Plan and the Software Requirements Standards from the
software planning process. When the planned transition criteria have been satisfied, these inputs are
used to develop the high-level requirements.

The primary output of this process is the Software Requirements Data (see 11.9).

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:

a. The system functional and interface requirements that are allocated to software should be
analyzed for ambiguities, inconsistencies, and undefined conditions.

b. Inputs to the software requirements process detected as inadequate or incorrect should be
reported as feedback to the input source processes for clarification or correction.

c. Each system requirement that is allocated to software should be specified in the high-level
requirements.

d. High-level requirements that address system requirements allocated to software to preclude
system hazards should be defined.

e. The high-level requirements should conform to the Software Requirements Standards, and be
verifiable and consistent.

f. The high-level requirements should be stated in quantitative terms with tolerances where
applicable.

g. The high-level requirements should not describe design or verification detail except for specified
and justified design constraints.

h. Derived high-level requirements and the reason for their existence should be defined.

1. Derived high-level requirements should be provided to the system processes, including the
system safety assessment process.

j- If parameter data items are planned, the high-level requirements should describe how any
parameter data item is used by the software. The high-level requirements should also specify their
structure, the attributes for each of their data elements, and, when applicable, the value of each
element. The values of the parameter data item elements should be consistent with the structure of
the parameter data item and the attributes of its data elements.

5.2 Software Design Process

The high-level requirements are refined through one or more iterations in the software design
process to develop the software architecture and the low-level requirements that can be used to
implement Source Code.

5.2.1 Software Design Process Objectives

The objectives of the software design process are:

a. The software architecture and low-level requirements are developed from the high-level
requirements.

b. Derived low-level requirements are defined and provided to the system processes, including the
system safety assessment process.

Documents
O 4L RIS dRSring Hub

Full document details: RTCA DO-178C: Software Considerations in Airborne Systems and Equipment Certification


http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification
http://www.avadocuments.com/doc/rtca-do-178c-software-considerations-in-airborne-systems-and-equipment-certification

