
INTRODUCTION
Physics of Failure CAE modeling combines dynamic stress 
analysis of usage and environmental conditions with failure 
mechanism models to perform a durability simulation on a 
virtual model of an electronic module in order to identify failure 
susceptibilities and calculate reliability behavior over time. 
Finding problems on the CAE screen allows corrective actions 
to be implemented quickly at low cost without impacting 
program schedules or budgets.

PoF/RP analysis was first performed using traditional numerical 
CAE tools such as Finite Element Analysis (FEA). This 
approach, known as stress-to-strength interference analysis, 
has long been used in mechanical, structural, construction, and 
civil engineering. The use of PoF modeling enables a physics 
based view of product reliability and durability that identifies 

optimization opportunities early in the design cycle. This 
approach provides greater insight for creating highly reliable, 
robust products faster and at lower cost.

The large amount of time and high level of expertise needed to 
create FEA models for automotive electronic modules has 
limited their use [1]. CAE Apps have now been developed that 
automate PoF analysis tasks that allow non-CAE experts to 
perform expert level evaluations. This paper introduces and 
provides examples of a PoF CAEs App analysis tool suite for 
Electrical and Electronic (EE) equipment. The functions of the 
Sherlock ADA™ (Automated Design Analysis), a powerful PoF 
CAE App tool suite that automates durability simulation and 
reliability assessment, will be reviewed and demonstrated.
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ABSTRACT
Quality, Reliability, Durability (QRD) and Safety of vehicular Electrical/Electronics (E/E) systems traditionally have resulted 
from arduous rounds of Design-Built-Test-Fix (DBTF) Reliability and Durability Growth Testing. Such tests have historically 
required 12-16 or more weeks of Accelerated Life Testing (ALT), for each round of validation in a new product development 
program. Challenges have arisen from:

•	 The increasing number of E/E modules in today's vehicle places a high burden on supplier's test labs and budgets. 
•	 The large size and mass of electric vehicle power modules results in a lower test acceleration factors which can extend each 

round of ALT to 5-6 months. 
•	 Durability failures tend to occur late in life testing, resulting in the need to: perform a root cause investigation, fix the problem, 

build new prototype parts and then repeat the test to verify problem resolutions, which severely stress program budgets and 
schedules.

To resolve these challenges, automakers and E/E suppliers are moving to Physics of Failure (PoF) based durability 
simulations and reliability assessment solutions performed in a Computer Aided Engineering (CAE) Environment. When 
PoF knowledge is converted into math models and integrated into CAE durability simulations and reliability assessments 
tools, it can be determined if and when a device will be susceptible to failure mechanisms over its life cycle.
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PHYSICS OF FAILURE / RELIABILITY 
PHYSICS BASICS
PHYSICS of FAILURE (PoF) is a formalized, enhanced form of 
failure analysis, often performed in a research format. The 
objective is to identify the ultimate root cause mechanisms, 
processes, triggers and propagation factors that result in failure 
of materials, components and systems [2].

RELIABILITY PHYSICS (RP) is the science-based application 
of PoF research into engineering and product development 
procedures and tools for producing failure free products and 
achieving comprehensive product integrity. RP is most 
effectively used as part of a “Design for Reliability” effort where 
knowledge of potential failure mechanisms guides designers to 
avoid problems and optimize a design to produce robust, highly 
reliable and durable products [3].

PoF/RP modeling integrates reliability into the design activity 
via a science-based process for evaluating the ability of 
materials, structures, and technologies to endure stress. The 
primary issues evaluated in PoF modeling are overstress and 
wearout-related failures. 

•	 OVERSTRESS FAILURES such as electrical overstress, 
fractures, yield and buckling occur when the stresses of 
the application exceed the strength of a device's materials. 
Overstress causes imminent failures. Items that are well 
designed for the loads of their application, rarely experience 
overstress failures. They occur only under conditions that 
are beyond a device's design intent (i.e. acts of god or war); 
such as being involved in a crash, struck by lightning or 
submerged in a flood. Load-stress analysis determines if the 
strength limits of a design and its components are adequate 
for the application. Understanding the overstress yield 
limits of a design is essential for determining if the design is 
suitable for its application. 

•	 WEAROUT FAILURES are related to gradual stress driven 
damage accumulation of materials over time (also known 
as Stress Aging). This covers failure mechanisms such as 
fatigue, delamination and thermal degradation, along with 
corrosion and oxidation. PoF analysis for wear out failures 
involves performing a durability simulation that produces a 
detailed reliability verses time plot. The basic concepts in 
Stress-Strength analysis are: 
◦◦ LOAD - the amplitude of a condition that causes a 

change(s) in material properties of the structure or 
components which the load acts upon [4]. 

◦◦ STRESS - the average per unit area internal forces 
inflicted on a material or structure due to load [5]. 

◦◦ STRAIN - the measure of the change that occurs to a 
material under stress [5].

In mechanical, civil and structural engineering, CAE structural 
stress analysis for optimizing performance, durability and 
reliability requirements is a standard part of the engineering 
process, that helps to design products and parts right on the 

first attempt. CAE analysis tools also accelerate and improve 
the engineering process while reducing the need for physical 
prototype and durability testing which reduces product 
development time and costs [6].

By contrast, E/E engineers primarily use CAE tools for circuit, 
functional and software analysis. E/E Engineers place far less 
emphasis on structural analysis tools in electronics. However, 
as E/E technical advancements produced increasingly smaller 
components that handle ever increasing amounts of power and 
heat, the micro-structural integrity of wire bonds, micro-
terminals and solder joints in E/E devices have become 
increasingly important.

Without the tools and skills for CAE modeling, achieving 
structural integrity, durability and reliability in E/E products, 
remained dependent on Design-Build-Test-Fix (D-B-T-F) 
reliability growth processes. These are essentially trial and 
error experiments with prototype parts that employ a variety of 
environmental stress and usage durability testing. The time 
and cost of building and testing prototype E/E modules has 
been a limiting factor in efforts to accelerate the product 
development-validation process of automotive E/E equipment 
in high reliability and harsh environment applications. 
Furthermore, timing requirements may dictate that prototype 
modules use surrogate or non- production components which 
can yield different test results than the final production intent 
design. POF/RP modeling allows the engineer to simulate and 
evaluation the production intent part behavior of their design.

CAE APPS
The term “App” refers to “ready to use” application software 
programs that perform “specific” tasks for the user. Apps differ 
from general purpose application programs such as 
spreadsheets, databases or word processor programs that are 
blank canvases enabling users to create documents, organize 
data, perform an analysis or create their own applications. 
Ready to use specific function Apps spares the user from 
needing to have both functional expertise as well as the 
programing skills required to create and run their own models.

Engineering Apps are starting to appear to provide a way to 
resolve the shortage of CAE expertise and reduce the time 
needed to create custom models and simulations. CAE stress 
and structural analysis and PoF modeling was originally 
performed using classical numerical Finite Element Analysis 
(FEA) for mechanical stress issues and Computational Fluid 
Dynamics (CFD) for thermal stress issues. These multi-use 
analysis tools require a significant amount of expertise and 
time to create and run a custom model for each new product. 
This burden limited CAE techniques from expanding into new 
areas, especially electronics where circuit boards hold 
hundreds to thousands of E/E components that each need to 
be modeled. A further constraint is that E/E engineers are 
rarely trained in mechanical structural analysis, material 
mechanics and stress analysis CAE methods.
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The CAE software industry has started to develop CAE Apps 
and analysis templates as have individual companies that have 
developed their own, in-house CAE tools. This new generation 
of CAE solutions provide common, application specific, 
reusable, semi-automated interface for solving frequently 
encountered problems and performing regularly needed 
product optimization tasks that allow non-CAE experts to 
rapidly perform expert level evaluations [1].

A PoF/RP CAE APP for Electronics
A knowledge based CAE App tool suite called Sherlock ADA™ 
(Automated Design Analysis) has been developed to perform a 
stress analysis based durability simulation on a virtual model of 
an E/E module. It then calculates the durability life and 
reliability of various failure mechanisms for the electronic 
component and structural elements on the circuit board(s) of 
the module. This is similar to the way structural durability 
analysis is performed for vehicle, aircraft and other structural or 
mechanical systems.

The Sherlock program, from DfR Solutions, is the result of over 
20 years of PoF research to identify how and why E/E 
components and materials fail. Math models of these failure 
mechanisms have been developed, calibrated, validated and 
incorporated into the Sherlock program. The App was designed 
to enable non-CAE experts, to quickly create and perform PoF/
RP analysis. This is achieved by a high degree of automation 
and preloaded libraries of: component models, material 
properties, design templates, analysis wizards and 
environmental profiles for specific applications. The automation 
enables E/E engineers, Printed Circuit Board (PCB) designers 
and quality/reliability personnel to incorporate virtual reliability 
growth into the design process.

There are 5 steps in preforming a durability simulation and 
reliability assessment in the Sherlock CAE App. 

1.	Project Creation & Design Capture. 
2.	Life Cycle Characterization. 
3.	Load Transformation. 
4.	PoF Durability Simulation, Reliability/Risk Assess. 
5.	Review Results

Step 1 - Project Creation & Design Capture
This initial step defines the analysis project, its reliability and 
durability objectives and provides the information needed to 
create a virtual model of each Print Circuit Board Assembly(s) 
(PCBAs) in an E/E module. The CAE model is automatically 
created from standard PCBA Computer Aided Design (CAD) 
files. These are the same files sent to PCB fabricators and 
assemblers for use in Computer Aided Manufacturing (CAM) 
processes. The older Gerber file format, the newer OBD++ 
CAD-to-CAM format or the IPC-2581 PCB Data Exchange 
standard can be used to create the virtual PCBA model.

One of the most useful items produced during model creation 
is the PCB stack up analysis which identifies the size and 
materials of each of the copper conducting and insulating layer 
in a multilayer PCB. The Sherlock program has a library of 48 
Categories of Material Properties and Characteristics of over 
400 PCB Laminates Materials from 20 Global material 
producers. The board layer geometry info is combined with the 
material property library to calculate the overall thermal and 
mechanical performance of the circuit board. The stack up 
analysis is important because a PCB is the foundation that 
supports and connects all the components in an electronic 
device. Knowing the material properties and performance of an 
actual PCB is needed to determine how the circuit board will 
react to environmental conditions and how it will transmit stress 
to its individual electronic component.

The program also has a library of dimensions and material 
properties of standard E/E components that uses the PCBA's 
Bill of Material (BOM) E/E part list to create and position virtual 
component models individual EE components that populate the 
PCBA. Once the ECAD files are imported, the program 
automatically self generates the FEA models needed for 
structural analysis as shown in Figure 1.

Figure 1. Standard PCBA CAD/CAM data exchange files are uses to 
automatically create a virtual model of a circuit board assembly (upper) 
and finite element mesh (lower).
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