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ABSTRACT

Modern vehicles utilize various functionalities that require security solutions such as secure in-vehicle communication and ECU

authentication. Cryptographic keys are the basis for such security solutions. We propose two approaches for secure and efficient

invehicle key management. In both approaches, an ECU acting as a Key Master in the vehicle is required. The first approach is based
on SHE. The Key Master generates and distributes new keys to all ECU based on the SHE key update protocol. The second approach
performs key establishment based on key derivation. The Key Master sends a trigger in form of a counter and all ECUs derive new
keys based on the received counter value and pre-shared keys. It is thus possible to handle in-vehicle key management without the

need for an OEM backend to manage all keys. This reduces cost and complexity of the solution. It avoids using the same keys in a

vehicle for long periods of time since keys can be updated regularly within the vehicle without any external interaction. We have

implemented the approaches on a test bench and performed an evaluation. Approach 1 is more secure and takes roughly 32 ms per key
to load into SHE. Approach 2 is more efficient and takes roughly 5 ms to generate all new keys on the ECUs.

CITATION: Sugashima, T., Oka, D., and Vuillaume, C., "Approaches for Secure and Efficient In-Vehicle Key Management," SAE Int. J.
Passeng. Cars — Electron. Electr. Syst. 9(1):2016, doi:10.4271/2016-01-0070.

INTRODUCTION

Modern vehicle systems have transitioned from being isolated,
standalone systems to interconnected systems with external
interfaces. As a consequence, vehicles are now the target of cyber
security attacks. There already exist several works presenting security
vulnerabilities on vehicle systems, threat and risk analysis methods
and relevant security countermeasures such as SecOC in
AUTOSAR([1]. The foundation for security solutions is often strong
cryptography and as such the management of cryptographic keys is
extremely important to ensure a high level of security.

For example, each ECU in a vehicle may require one or several
cryptographic keys. The challenge is how to load such keys in a
secure and efficient manner. One existing approach is that keys in the
ECUs are managed by an OEM backend and loaded into the ECUs
during, for example, production. However, in some cases, it is better
to manage the keys for the in-vehicle network in each vehicle itself
rather than on an OEM backend. Therefore, we are proposing
approaches for in-vehicle key management. The focus is on key
establishment of symmetric keys among ECUs within a vehicle.

The proposed approaches require a Key Master in the vehicle which is
responsible for the in-vehicle key management. Each ECU in the
vehicle can then load new keys that are either generated and distributed
by the Key Master or derived on each ECU based on a trigger from the
Key Master. These approaches have the following advantages:
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. Improve security strength, by separating the necessary key
management to be handled on an OEM backend and on the
invehicle network, and making it easy to have different, short-
lived session keys within each vehicle

*  Enable faster assembly as it is not necessary to generate
and load all keys onto the ECUs during production and thus
reducing the time needed to be connected to the OEM backend

*  Enable replacement of ECUs at dealer locations without the
need to be connected to the OEM backend to download keys

*  Reduce cost and complexity as it is not necessary to manage all
keys in one central location on an OEM backend.

management by key master

Figure 1. In-vehicle key management

The main contributions of this paper are:
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. We propose approaches for secure and efficient in-vehicle key
management, which handle key management of ECUs in each
vehicle itself rather than on an OEM backend.

. We have designed simple protocols based on key distribution
and key derivation approaches, respectively, where a Key
Master in a vehicle generates and distributes new keys to ECUs
or triggers each ECU to derive new keys.

. We have implemented the protocols on a test bench and
performed an evaluation of the results in terms of performance
and security.

RELATED WORK

HIS, a car consortium consisting of several major German auto
manufacturers, has developed an implementation specification for
secure hardware called SHE (secure hardware extension)[2][3]. SHE
provides various security functionalities such as MAC generation and
verification based on a hardware AES engine and loading of
symmetric keys into secure key storage [4]. To be able to support
security use cases where SHE functionality is not sufficient, Bosch
has developed a Bosch HSM (hardware security module)
specification [5]. HSM provides further support for security
functionalities as it has in addition to a hardware AES engine, a
dedicated secure CPU and secure memory allowing it to be
programmable to support a vast range of use cases. The AUTOSAR
specification 4.2.1 includes CSM (crypto services manager) and
describes how cryptographic keys can be used to support use cases
such as to protect the in-vehicle communication. For example, the
SecOC module provides functionality to enable MAC generation and
verification for in-vehicle CAN communication [1]. There are some
APIs for key management in AUTOSAR CSM such as key derivation
and key generation [6]. However, there is at this time no clearly
defined APIs for, e.g., key distribution, session key activation and
loading keys into key storage. Thus, AUTOSAR does not explicitly
specify how keys should be managed within the vehicle.

Furthermore, there exist an international standard which provides
mechanisms for key establishment and key management [7]. These
mechanisms are based on symmetric key and asymmetric key
techniques, respectively.

PROBLEM STATEMENT

There are many use cases which require cryptographic keys in ECUs
to be used. A few representative use cases are listed in Table 1.

From Table 1, it is clear that for some use cases it is more suitable
and even required to use in-vehicle key management. In particular,
in-vehicle message authentication requires extensive in-vehicle key
management for the following reasons. First, it is much easier to
manage just the relevant keys within each vehicle rather than
managing all keys in an OEM backend. Second, in the SecOC, a
freshness value is included in the authentication of messages [1], and
to prevent replay attacks, the same pair of freshness value and key
can never be used twice. To ensure that they are never used twice,
there are two possibilities:
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. Storing the current freshness value in non-volatile memory
(NVM) when turning the ignition off so that it is possible to
increment and continue using the freshness value with the same
key.

. Distributing new session keys when turning the ignition on, in
which case the freshness value can be reset.

The former approach might be difficult in practice as writing the
freshness value in NVM while the ECU is in shutdown sequence may
cause the write operation to fail, and might lead to situations where
the freshness values are out of sync. The latter approach is more
robust, but requires key management.

Table 1. Representative use cases

Suitable Key Management
Use Case
OEM Backend In-Vehicle

In-vehicle message v
authentication *1
ECU authentication v
A X

uthenticated ECU key v v
updates
UDS “security access”
. v

2
ECU reprogramming *3 v

*1; In-vehicle message is verification MACs for Secure On-board
Communication (SecOC) in AUTOSAR([1]. In this case,
cryptographic keys are used only in a vehicle.

*2; Using keys to generate and verity responses in the Challenge and
Response protocol (service $27) [8].

*3; Update program; RSA for signature and AES for encryption are
used [9].

Using an OEM backend to manage all keys required in ECUs is a
costly and complex endeavor. Moreover, since all the necessary keys
in the ECUs typically need to be loaded into the ECUs during
production, it is a time-consuming process. Furthermore, in general,
vehicles are in the field a very long time. If the keys cannot be
updated frequently, there is a risk that the same keys are used for long
periods of time and thus susceptible to various attacks. For example,
if a key is compromised, the key must be renewed. If an OEM
backend is used, the vehicle is required to establish a wireless
connection to the OEM backend which may not be possible for all
vehicles or is required to be taken to a workshop. Even if the vehicle
is at a workshop, the dealer technician may not be able access the
OEM backend due to lack of network connectivity. In addition, if all
ECU keys are managed by an OEM backend, corresponding keys are
required to be sent to each ECU. In this case, it will take a long time
to distribute all keys to all relevant ECUs. In-vehicle key
management would solve these problems.

Threats to the in-vehicle key management approaches we consider in
this paper are as follows:

. Attacker distributes own keys to ECUs
. Attacker illegitimately obtair s I¢ g‘timaplgfg um ents
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. Attacker forces ECUs to establish/share keys which were used
in the past (replay attack)

KEY MANAGEMENT PROPOSAL

In this section, we propose two key establishment approaches: 1) key
distribution based on SHE [2], and 2) key establishment based on key
derivation. For both these approaches, a Key Master is required in the
vehicle, e.g., a Central Gateway ECU could play this role. Our
suggested approaches would be especially suitable for in-vehicle
message authentication.

Approach 1 - Key Distribution Based on SHE

ECUs enabled with SHE functionality allow for ECU key loading

- refer to [4] for details about the SHE load key command. The
typical use case using the key update protocol in SHE would require
an external entity to generate keys and the messages relevant to key
loading (M1, M2, M3) to be able to load the keys onto the SHE-
enabled ECUs. The M1, M2 and M3 contain among other the target
UID (unique identifier) in M1, the new key encrypted with another
key in M2, and a MAC calculated over this data in M3. The receiving
ECU replies with the messages M4 and M5 which provide digital
evidence that the new key has been loaded properly. M4 contains
information which key was updated, and M5 is a MAC calculated
over M4. A SHE-enabled ECU cannot be used to securely load keys
onto other SHE-enabled ECUs because SHE is implemented in
hardware and cannot be programmed; therefore, there is a need for a
(non-SHE) Key Master in the vehicle.

The SHE-based approach is depicted in Figure 2. In our proposal, the
Key Master generates new keys and sends the corresponding M1,
M2, and M3 to each ECU. M2 and M3 are created using a pre-shared
MASTER _ECU_KEY. Using a wildcard value for UID, all ECUs’
keys can be updated at the same time based on the same set of M1,
M2 and M3, i.e., broadcast key distribution. Alternatively, keys can
be loaded into each ECU individually by specifying the target UID.
M1, M2 and M3 are 16 bytes, 32 bytes and 16 bytes respectively. The
Key Master needs to generate keys and corresponding M1, M2, M3
for each Key 1, Key_2 etc. that must be loaded into an ECU. Once
the keys have been loaded into the memory slots in SHE, the
respective keys can be used at will by SHE. MASTER_ECU_KEY
also can be updated by same sequence.

Typically, M4 and M5 are generated by the ECU in the SHE key
update protocol. M4 and M5 are 32 and 16 bytes, respectively and
only used to provide verification that the new key was properly
loaded,; if this verification is not required, M4 and M5 can be
discarded. However if verification is necessary, since M4 and M5 are
large in size and we are concerned about performance, we suggest
that the ECU replies to the Key Master with an 8-byte Res value
instead. The Res value provides the same verification that the new
key was properly loaded, albeit with a shorter message length so that
it would fit into one CAN frame. The Res value can be calculated by
using the generate MAC function on SHE using the newly created
key over the UID of the ECU. The value can then be truncated to 8
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bytes and returned to Key Master. Including the unique UID in the
calculation of Res allows the Key Master to identify which ECUs
have properly loaded the keys.

Additionally, it would be possible for the ECU to trigger a key update
by initially sending a specific request to the Key Master.

pre-shared
UID_A
M1, M2, M3 | MASTER_ECU_KEY
N
[ KkeyMaster |— = ecu| Key_1kKey_2,..
— ore- ‘Res pre-shared
UID_A pre-shared uID_B
UiD_B € \ MASTER_ECU_KEY
MASTER_ECU_KEY Res >

ECU Key_1, Key_2, ...

Figure 2. Broadcast key distribution based on SHE

Approach 2- Key Establishment Based on Key Derivation
The second approach is based on key derivation and illustrated in
Figure 3. The Key Master and all ECUs have a pre-shared 4-byte
counter cnt and a pre-shared key that will be used to protect the
counter value (e.g., Key_0). Additionally, all ECUs have pre-shared
keys that will be used as session keys (Key 1, Key 2 etc.) stored in
secure key storage in SHE. The Key Master increments the counter
and adds a 4-byte MAC generated using the pre-shared key Key 0
over the counter value. The 8-byte message is then sent to all ECUs
as a trigger to update the keys. Each ECU first verifies the MAC of
the received message and that the received counter value is higher
than the local counter value, and if so stores it as its local counter
value. Each ECU then derives session keys (SKey 1, SKey 2 etc.)
using KDF (key derivation function) and the locally stored 4-byte
counter and respective pre-shared key (Key 1, Key 2 etc.). In this
paper, we assume SHE-enabled ECUs, and therefore we use CMAC
as KDF. Each ECU stores the derived session keys in RAM. For SHE
to be able to use a specific key, that key needs to be loaded into SHE
as a RAM_KEY. There is only one RAM_KEY slot in SHE;
therefore, every time a specific session key needs to be used by SHE,
it needs to be first loaded as a RAM_KEY.

Since this approach is performance-focused, Res values are not
calculated. However, if the Key Master needs to confirm that the
session keys have been loaded properly, the same method as in
Approach 1 could be used.

increment ent ent!

cnt —> cnt' cnt' | CMAC(Key_0,cnt')  Pre-shared Key 0 v
| Key Master | — : ECU I Key_1 [KDF-> skey 1
,——I Key 2 SKey 2

pre-shared ¢nt
Key 0 pre-shared .t

Key 1 D SKey 1

Key_2 KDF=> SKey_2

[=]
=]
~

b

Figure 3. Key establishment based on key derivation

Requirements for the key management approaches are shown in
Table 2 and Table 3.
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