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FOREWORD

This SAE Aerospace Information Report (AIR) by the G-11AT (Automation and Tools)
subcommittee of the SAE G-11 RMS Committee, examines in detail the failure mode,
effects and criticality analysis (FMECA) and how it relates to concurrent
engineering. FMECA is probably the most labor intensive analysis performed by any
of the RMS disciplines. The report outlines the FMECA process and the users of
the FMECA as it is currently performed and indicates the various requirements
which the analysis satisfies. Suggestions are made on which parts of the current
process could be automated and how this may be accomplished. Finally a set of
recommendations are given for integrating FMECA automation into the concurrent
engineering process.
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1. SCOPE:

This AIR by the G-11AT (Automation and Tools) subcommittee, examines the
failure mode, effects and criticality analysis (FMECA) requirements and
procedures as performed on current and earlier vintage engineering programs.
The subcommittee has focused on these procedures in relation to the concurrent
engineering (CE) environment to determine where it may be beneficial, to both
FMECA analysts and users, to automate some or all of the FMECA processes.

Its purpose is to inform the reader about FMECAs and how the FMECA process
could be automated in a concurrent engineering environment. There is no
intent on the part of the authors that the material presented should become
requirements or specifications imposed as part of any future contract.

The report is structured to include the following subjects:

A FMECA overview

The current FMECA process

FMECA in the concurrent engineering environment
FMECA automation

The benefits of automation

o QO Ow

2. REFERENCES:

The following publications form a part of this specification to the extent
specified herein. The latest issue of all SAE Technical Reports shall apply.

2.1 SAE Publications:
Available from SAE, 400 Commonwealth Drive, Warrendale, PA 15096-0001.

2.1.1 Reliability, Maintainability & Supportability Guidebook (Ref. ISBN
1-56091-039-9). By SAE G-11 RMS Committee.

2.1.2 ARP926 Fault/Failure Analysis Procedure, (SAE Aerospace Recommended
Practice) Revised 11-15-79. By: SAE S-18 Ad Hoc Committee to update ARP926.

2.2 Military Publications:

Available from Standardization Documents Order Desk, Building 4D, 700 Robbins
Avenue, Philadelphia, PA 19111-5094.

2.2.1 Procedures for Performing a Failure Mode, Effects and Criticality Analysis
(Ref. Mil-Std-1629A). By Department of Defense.

2.2.2 Reliability Program for Systems and Equipment Development and Production
(Ref. Mii1-Std-785B). By Department of Defense.

2.2.3 Military Standard System Safety Program Requirements (Ref. Mil-Std-882B).
By Department of Defense.
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2.2.4 Potential Failure Mode and Effects Analysis in Design (Design FMEA) and for
Manufacturing and Assembly Processes (Process FMEA) Instruction Manual by
Ford Motor Company, September 1988.

2.3 Other Publications:

2.3.1 Memorandum for Secretaries of the Military Departments-- Subject:
Concurrent Engineering - A Total Quality Management Process. By: Dr. R.
Costello, OSD/USD(A), 9 March 1989,

2.3.2 Results of the Aeronautical Systems Division Critical Process Team on
Integrated Product Development. By: Lavern J. Menker, Deputy Chief of
Staff, Integrated Engineering & Technical Management, November 1990.

2.3.3 Nonelectronic Parts Reliability Data 1991 (NPRD-91). By Reliability
Analysis Center, Rome Laboratory, Griffiss AFB, NY 13441-5700, 1 May 1991.

2.4 List of Acronyms:

Al Artificial Intelligence

AFSC Air Force Systems Command

BIT Built-in Test

CAA Civil Aviation Authority

CAD Computer Aided Design

CAE Computer Aided Engineering

CALS Computer-aided Acquisition and Logistics Support
CDR Critical Design Review

CE Concurrent Engineering

CID Change in Design

DOD Department of Defense (U.S.)

FAA Federal Aviation Administration (U.S.)

FMEA Failure Mode and Effects Analysis

FMECA Failure Mode, Effects and Criticality Analysis
G-11 SAE RMS Committee

G-11CR SAE G-11 Computerijzation of RMS Subcommittee
ILS Integrated Logistics Support

1PD Integrated Product Development

IPT Integrated Product Teams

JAA Joint Airworthiness Approval

LCC Life Cycle Cost

LCN Logistic Support Analysis Control Number

LSA Logistic Support Analysis

LSAR Logistic Support Analysis Record

M Maintainability

MIL-HDBK U.S. Military Handbook
MIL-STD U.S. Military Standard

MTBF Mean Time between Failures

NASA National Aeronautics and Space Administration
00DB Object Oriented Data Base

PC Personal Computer

PDR Preliminary Design Review

PHS&T Packaging, Handling, Storage and Transportation
QA Quality Assurance
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2.4 (Continued):

R Reliability

RCM Reliability Centered Maintenance

RLA Repair Level Analysis

R&M Reliability and Maintainability

RMS Reliability, Maintainability and Supportability
RPN Risk Priority Number

S Supportability

SAE Society of Automotive Engineers

STEP STandard for the Exchange of Product data
Us United States

USAF United States Air Force

USN United States Navy

WuC Work Unit Code

3. TECHNICAL REQUIREMENTS:
3.1 FMECA Overview:

Failure mode and effects analysis (FMEA) is a logical, structured analysis of
a system, subsystem, piece part, or function. Identified in the analysis are
potential failure modes, their causes and the effects associated with the
failure mode’s occurrence at the piece part, subsystem and system levels and
its severity rating. FMECA is an extension of the FMEA task, where each
failure mode is evaluated for its "criticality", i.e. an assessment of the
severity of the event at the "system" level and the probability of its
occurrence.

A FMECA provides a basis for the recognition of failure modes developed from
historical "lessons learned" data bases of similar equipment and the
unacceptable effects which limit the achievement of design requirements.
FMECA is best performed as early as possible in the design process in order
to verify adequacy of the design, change the design if not adequate, and/or
jncorporate appropriate controls. Problems discovered during the design
phase are much easier and less costly to correct than if they are identified
after hardware has been produced. In addition, FMECA also provides:

a. A common communication tool between product designers, manufacturing
engineers, test engineers, reliability and maintainability (R&M)
engineers, and logistic support analysts.

b. A means of identifying potential single point failure modes.

c. A means for identifying the types of test and testing environments needed
to certify whether a design or process is suitable.

d. The basis for the evaluation and/or certification of changes in design,
process, or materials.

e, A means of identifying Reliability Critical Items.
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3.1 (Continued):

The FMECA process is addressed in this document in terms of its structure,
the requirements of the user and potential opportunities for automation, in
order to better adapt the FMECA into an integrated product development
environment, encompassing design, manufacturing, quality and product
assurance, These automation alternatives are discussed in the report
together with recommendations and the benefits to be gained by the user from
automating.

Paragraph 3.2 examines the current FMECA process in a largely manual
environment. It identifies the types of data needed for the analysis,
sources of that data, who uses it and for what. The last part of paragraph
3.2 describes the difficulties with the current process that may be
alleviated by automation within a concurrent engineering environment. Since
all of the sources of information normally needed for the FMECA are
represented on a concurrent engineering design team, that environment
facilitates the analysis - in fact, FMECA plays a central role in the CE
process. Paragraph 3.3 gives a general overview of concurrent engineering
and how FMECA will fit into that environment. The availability of data in a
CE environment is conducive to automating much of the FMECA. Many
possibilities and approaches for doing this are addressed in paragraph 3.4.
Prioritization of tasks for automation will depend on the individual
company’s situation and needs.

It should be pointed out that many of the approaches and techniques described
in the report are more applicable to large companies with sizable FMECA tasks
to perform. Several off-the-shelf computer programs are available to help
smaller companies document the FMECA analysis. Some of these do as little as
enhance formatting and editing the FMECA report while others have features
designed to improve the quality of the analysis.

3.2 The Current FMECA Process:

Failure modes are often determined by subjective assessment based on the past
records of similar existing systems. The effects of failure mode interaction
and propagation are estimated from analysis of comparable systems. This
qualitative and rather abstract approach makes it difficult to draw a
decisive conclusion on the criticality of specific design items. To make
matters worse, it is often difficult to find data for comparable systems
which reflect the current materials technology or state of the design art.
Also, the FMECA is often not conducted until the design is nearing
completion, which lessens its impact as a tool for improving the product.

3.2.1 FMECA Needs: A FMECA must meet the needs of multiple users. The users
served by this reliability tool can be broken into two major groups,
internal users and customer/ contract users. Typical internal users are:

Design

Reliability

System safety
Maintainability/human factors

a0 o
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3.2.1 (Continued):

e. Logistics support
f. Quality assurance
g. Manufacturing

h. Systems

i. Testability

J-

Internal Regulatory Agency Representative
Typical customer/ contract users are:

a. Prime contractors
b. Government agencies (e.g. FAA, USAF, USN, US Army, NASA)

Each of these users has different needs that must be served by the FMECA.
The following sections contain brief descriptions of the users, their
functional responsibilities and their perceived FMECA needs.

3.2.1.1 Internal Users:

3.2.1.1.1 Design: Design has overall responsibility for product engineering,
analysis, and detailed design. The fundamental reason for doing a
FMECA is to improve the product design. Therefore the most important
FMECA user is the design engineer, since the design engineer uses the
FMECA to address potential failure modes, causes, and effects,
developed from previous "lessons learned", and designs the product to
remove, mitigate, or compensate for unacceptable failure modes or
failure mode effects.

In most companies the design engineer is a major contributor to the
FMECA by providing schematics, logic diagrams, drawings and other
detailed product input to the FMECA analyst. The essence of producing
a meaningful FMECA, which impacts the product design and benefits the
end-user, is a close working cooperation between the reliability
engineer (who has overall responsibility for coordinating all FMECA
data elements) and the design engineer (who has the detailed product
knowledge and the ability to make the design changes dictated by the
analysis).

3.2.1.1.2 Reliability: Reliability engineering is responsible for providing
analyses to assess the probability of the product successfully
performing its intended function in a specified operating environment
over a given period of time. FMECA provides reliability engineering
with a direct interface to the designer, to ensure that the product
meets or exceeds reliability goals and requirements. Reliability
engineering has the overall responsibility for developing and
maintaining the FMECA data base. This entails coordinating input from
design engineering with that of the R, M & S functions into the
complete FMECA format. The completed FMECA is the basis for future
design and cost trade-off analyses of major hardware items.
Documentation supporting changes in design (CID’s) compares potential
failure modes and compensating provisions of the proposed new design to
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3.2.1.1.2 (Continued):

those of the baseline design. Reliability engineering is responsible
for the FMECA input to the LSA and failure rate predictions for the
failure modes of the hardware design.

3.2.1.1.3 System Safety: System safety engineering provides analyses which prove
that a product can be safely operated and maintained in its intended
operating environment. Safety is responsible for developing system and
subsystem hazard analyses which identify potential Category I and II
hazards (see Mil-Std 882B for detailed definitions) and indicate the
piece parts and/or subassemblies which could cause them. The FMECA is
a source for identifying failure modes and causes which can lead to
these hazards. The criticality analysis portion of the FMECA
identifies and quantifies hazard probabilities within these categories.
The FMECA requirements for safety engineering, therefore, are similar
to those of the LSAR except that generally they only consider the two
most serious hazard categories. A close working cooperation should
exist between the reliability engineer and the safety engineer since
FMECA and hazard analyses are closely related.

3.2.1.1.4 Maintainability: Maintainability engineering works with design to
ensure the product can be maintained and operated by the end-user in
the most efficient, safe, and cost-effective manner. This function
entails analysis of removal, replacement, teardown and build-up of the
product, including the time to perform maintenance tasks, the necessary
skills required and coordination with integrated logistic support (ILS)
on the required support equipment and technical documentation.
Maintainability uses the FMECA to identify potential maintenance tasks,
for which detailed task analyses are needed. FMECA failure rates
(including false alarm rates) are used to estimate personnel
requirements in terms of maintenance manhours per operating hour.
FMECA also provides maintainability with a 1ist of potential preventive
maintenance tasks derived from the compensating provisions and the
estimated frequency of required repair tasks. FMECA can also highlight
potential maintenance induced failure modes and causes. A close
working relationship should exist between the maintainability engineer,
human factors engineer, reliability engineer, and the ILS engineer in
development of the FMECA.

3.2.1.1.5 Integrated Logistics Support (ILS): ILS has responsibility for
ensuring that the product can be supported in the most effective manner
by the end-user. This includes spare parts provisioning, support
equipment, technical publications, facilities, maintenance personnel,
training, and PHS&T (packaging, handling, storage and transportation).
ILS also has management responsibility for logistic support analysis
(LSA), the logistic support analysis record (LSAR) and associated
analyses such as reliability centered maintenance (RCM) and repair
level analysis (RLA). FMECA data are input to the logistics data base
(LSAR for military programs) to identify the need for maintenance tasks
and other logistics requirements, such as spares, support equipment,
and publications.
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3.2.1.1.5 (Continued):

The scope of FMECA failure modes required by logistics includes failure
modes induced as a result of the manner in which the product is
operated or maintained. Close cooperation between reliability
engineering and logistics is needed to develop induced failure modes,
causes and rates.

3.2.1.1.6 Quality Assurance (QA): QA participates in defining a system’s
"critical item" list specifying those items requiring special
considerations during procurement, fabrication, assembly, or test.
FMECA provides QA with a list of potential critical parts which require
these special quality considerations. QA subsequently implements the
required procedures.

3.2.1.1.7 Manufacturing: Manufacturing engineering also participates in defining
the critical item 1ist considering items which have special
producibility concerns. FMECA provides manufacturing engineering with
failure modes and effects which will be used to refine the
manufacturing process to prevent manufacturing defects or recommend
design changes to reduce potential failure modes.

3.2.1.1.8 Systems: Systems engineering uses the FMECA as a "window" on the
design to facilitate trade studies involving the various disciplines
which contribute to product development. In the early design phases,
failure modes identified in the functional FMECA may require system
level design changes to control or mitigate their effects. Changes in
technology, such as utilizing computer control instead of analog,
electronic or hydraulic control systems, may eliminate or reduce the
system effects of some component failure modes and they may introduce
new failure modes. When systems built using "old technology" are
upgraded the potential failure modes and their effects identified in
the FMECA are key inputs for ensuring compatibility between the old
system and its replacement.

3.2.1.1.9 Testability: FMECA provides testability engineers with information on
expected failure modes and causes, against which to match fault
detection and isolation features. In a CE environment, testability
engineering, in consultation with design, uses the FMECA to ensure that
the detectability of all failures has been considered, that appropriate
tests are developed and that built-in test (BIT) will detect and
isolate all important failure modes. The FMECA may also be used to
develop both built-in and off-1ine diagnostic routines.

3.2.1.1.10 Testing: The failure modes identified in the FMECA may be used to
develop test sequences to simulate component failures during testing
to verify that the system responds correctly. A functional FMECA may
alse be used to develop appropriate tests for a module or product.
Test results are input to the FMECA to verify design considerations
and address new failure modes precipitated by testing.

Documents

Document Sharing Hub

Full document details: SAE AIR4845A


http://www.avadocuments.com/doc/sae-air4845a
http://www.avadocuments.com/doc/sae-air4845a

SAE INTERNATIONAL AIR4845™A 10 OF 52

3.2.1.1.11 Internal Regulatory Agency Representative: A company’s internal
regulatory agency representative (such as the FAA designated
engineering representative) ensures that all regulatory requirements
are met. FMECA provides the internal regulatory agency representative
with critical component 1ists and assurance that potential reliability
problems and safety risks are addressed in the design consistent with
the regulatory agency’s reguirements.

3.2.1.2 Customers/ Contract Users:

3.2.1.2.1 Prime Contractors: The prime contractor is responsible to the ultimate
end-item user (such as a government agency or an airframe company) for
assuring that all the subsystems, and the interfaces between
subsystems, have been thoroughly analyzed for their potential failure
modes, causes and the effects on the prime’s system design. The prime
contractor assembles all the subsystem FMECAs and analyzes the "system”
effects caused by failure of the subsystem. The prime also generates
any interface FMECAs needed to cover all potential failure modes of the
system.

3.2.1.2.2 Government Agencies: Government agencies (such as the FAA, CAA, JAA,
USAF, USN, US Army and NASA) are responsible for assuring that the
users receive a system which is cost-effective, reliable, safe, and
easy to maintain and use. FMECA is one of the analyses specified by
government agencies for their readiness reviews and certification
procedures to document that the designer has considered historical
failure modes and causes and designed the product to minimize the
effects of these failure modes. FMECA data are also required in the
LSAR, to indicate maintenance tasks which must be performed and
substantiates the need for support equipment and other logistic support
elements.

Government agencies usually require access to the FMECA data base
either via paper on older products or electronically on newer products.

3.2.2 FMECA Requirements: FMECA data are generally required by contract in the
aerospace, defense, and nuclear power industries. It is also developed in
different format and under other titles in the construction, automotive,
medical technology, and consumer product industries. The Tevel of detail,
format and schedule are specified by the customer in the data item
description or contract wording. These aspects are discussed in the
following sections.

3.2.2.1 FMECA Type: The type of FMECA performed depends on the type of equipment
for which the FMECA is being performed, the level of detail available for
the equipment and the phase of the equipment’s life cycle at which the
FMECA is required. It can range from "functional™ in the case of a
control system logic where functions are initially the only things
defined, to detailed "piece part", in the case where the hardware design
is defined. It can also range from the system indenture level when
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3.2.2.1 (Continued):

considering failures of the top level item, down to piece parts when that
level of indenture is specified. A system level FMECA usually consists
of a collection of subsystem FMECAs. A subsystem FMECA is usually
bounded at the interface with other subsystems. The system integrator is
responsible for any required coordination between the system and
subsystem designers.

3.2.2.2 FMECA Indenture Level: The level of analysis (or the indenture level)
applies to the level of indenture at which failures are postulated. The
FMECA can be accomplished at various levels of indenture from system to
piece part level depending upon the information available and the needs
of the program, and customer requirements. The lower the indenture level
the higher the level of detail since more failure modes will be
considered. In general the FMECA needs to be performed only to the level
necessary to identify opportunities for design improvement. For example,
product features involving new technologies or critical functions would
Tikely benefit from more in-depth analysis.

3.2.2.3 Schedule (Timing and Dates): The FMECA should commence as a functional
or interface analysis, as soon as conceptual designs are available, to
provide timely feedback to designers. The time-phasing of the FMECA
effort is important and should be identified to assure that analysis
results will be available to support the project decision points during
system development. Refinements should be made as the design matures to
reflect observed results of development testing and field service.

3.2.2.4 FMECA Methodology: Variations in design complexity and available data

generally dictate the FMECA analysis approach to be used. There are two
primary approaches. The first is the functional approach which
recognizes that every item is designed to perform a number of functions
that can be classified as outputs. These functions are listed and their
failure modes analyzed. The other is the hardware approach which Tists
individual hardware items and analyzes their possible failure modes. For
complex systems a combination of the two approaches may be used.

3.2.2.4.1 Functional Approach: The functional approach is typically used for
subsystems or components, such as control system components, where
functionality is more readily understood than the specific hardware,
especially early in the design cycle. The functional approach is often
referred to as the "black box" approach where segments of hardware are
modeled functionally to allow early resolution of system output issues.

3.2.2.4.2 Hardware Approach: The hardware approach is normally used when
hardware items can be uniquely identified from schematics, drawings,
and other engineering and design data. It is utilized when detail is
required at the piece-part or “"bottom-up" level. The hardware approach
is commonly used for design engineering’s input to the FMECA.
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3.2.2.5 Procedure: Each failure mode should be treated independently as its
effects are analyzed. When redundant or back-up systems exist, the
analysis should be broadened to include the failure conditions which
result in the perceived need for such items and how the failure condition
will be detected when the redundant or back-up system is employed.
Possible design changes or special control measures should be considered
and defined for all important failure modes. A1l single point failure
modes identified during the analysis will be uniquely identified to
maintain their design visibility.

3.2.2.6 Documentation: FMECA documentation requirements are generally specified
by the customer and take the form of a FMECA worksheet. Typical FMECA
worksheet formats and the required analysis data are shown in
MIL-STD-1629A (reproduced in this report as Figures 1 through 3).
Customers may tailor these worksheets as necessary to accommodate their
own requirements. As a minimum the FMECA worksheets should contain the
following information:

Identification number

Nomenclature

Function

Functional failure

Failure mode and causes

Failure effects (local, next higher level, top)
Criticality severity class

Failure detection method

Design compensating provisions

Failure rate (or MIBF) by failure mode

= TWU OO TR

Header information should also be provided which gives a brief
description of the item.

3.2.3 FMECA in the Current Design Process: The major FMECA purpose is assessing
reliability and maintainability features of the product design and
influencing design improvements. The FMECA influences design for
reliability and safety, by identifying failure modes that require
elimination or mitigation because of their system effects. It also
influences design by determining whether designed-in redundancy or standby
capabilities are needed and if they can be successfully utilized. The
FMECA influences design for maintainability by determining whether any
designed-in fault detection and isolation capability satisfies the
maintenance concept and requirements.
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