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1. SCOPE:

This SAE Aerospace Information Report (AIR) provides an overview of the issues relating to
the support and supportability of software in computer-based systems. It has general
applicability to all sectors of industry and commerce and to all types of equipment that
contain software. The software support issues and activities summarized in this report are
reasonably easy to comprehend. The reader should not be mislead into believing
development of supportable software is easy to achieve. The target audience for the
document includes software acquisition organizations, developers, supporters, and end-use
customers.

2. REFERENCES:

[COOGAN]Coogan, C., “Re-engineering Supportability: A New View of an Old Problem,”
Communications in RMS, Volume 2, Number 2, July 1995, pp 56-59.

[DS00-60UK]Defence Standard 00-60, “Integrated Logistic Support,” Issue 2, March 1998.
“Logistic Support Analysis Application to Software Aspects of Systems,” Part 3.

[MIL1388USAIMIL-STD-1388-1A, “Logistic Support Analysis,” Notice 4, January 21, 1993.
MIL-STD-1388-2B, “DOD Requirements for a Logistic Support Analysis Record,” March 28,
1991 (Inactive).

3. TOPICS:
3.1 Software Support in the System Context:

Software supportability is a measure of how well software support activities can be
conducted by assighed support personnel using available support environments within
allocated schedule and cost constraints. All life ¢cycle activities that are necessary to
define, acquire, conduct, and sustain software support should be accomplished within the
context of the total system. The system is ultimately what must be supported. Any
software support concept must be derived to complement system support during
operational use. Support of software during the system’s operational use will require a
profile of changes to the software: correcting defects, enhancing functional and
performance operation, and adapting to improvements in the environment. There will also
be a profile of software support activities that are more closely associated with the
services of delivery, recovery, help desk assistance, training, and information exchange
associated with customer/supplier interfaces.

In [COOGAN], several systems supportability principles were outlined. These principles of
supportability do not explicitly include or exclude software, but the following paragraphs

provide a context for software supportability principles within this context of system
supportability.
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3.1.1 Principle 1. Software Supportability is a Systems Performance Parameter. Software
support is an essential element of the overall suppott for any system that has a software
content. The support and supportability of software should be viewed as an integral
component, in both functional and physical terms, of the equipment or system in which
the software operates. Hence, although software has technical characteristics that are
distinct from hardware, any assessment of software support requirements should be
considered in the light of what is necessary over the full life-cycle for the complete
system to meet availability, reliability, maintainability, and performance requirements.
The composite system supportability should be a measurable, allocable, and predictable
parameter for the overall performance effectiveness of systems or equipment.

3.1.2 Principle 2. Software Supportability is a Life-of-System Concern: Software support
covers all activities undertaken to allow continued use of software within a system after it
has been fielded. Software should be capable of being supported during operational
use so that day-to-day operating needs can be met. Hence, software should be
designed for supportability during development so as to anticipate and facilitate the
introduction of changes throughout the life of the software. The acquisition and
sustainment of software support during operational use are essential to meeting system
effectiveness requirements. Thus, software supportability is a concern to be addressed
throughout the life of the encompassing system. One purpose of this overview is to
highlight the need for all projects to consider software supportability as a life-of-system
issue and to identify the key issues that should be addressed by all target audiences.

3.1.3 Principle 3: Management of Software Support Requires a Wide Range of Information:
Standards such as [MIL1388USA] and [DS00-60UK] have been used to both direct
analysis activities and specify information requirements. With the recent trend to
transition such standards from government specifications to industry best practices and
guidelines, the need for consistent, system-specific software supportability information
will be even more important to achieve necessary system suppeortability. These
standards have rarely been applied to software support and its management. An
oppeortunity now exists for software support to be properly defined within the context of
the appropriate system logistic support analysis tasks by adequately defined information
for the software support activities. Such information should cover the following support
conhcerns:

a. Support Concept: a strategy or model for how software support of a system is to be
accomplished, including the locations, activities, facilities, and resources that will be
required.

b. Support Areas: a grouping of major software support task activities by operational
field support (e.g., installation, backup, failure reporting, recovery, data loading and
unloading, training); modification support (e.g., maintenance tasks, configuration
management); and, logistic management support (e.g., problem reporting &
corrective action, configuration control of releases, release distribution, operational
field help desk).
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3.1.3 (Continued):

¢. Supportability Characteristics: attributes of software processes (e.g., development,
transition, operation, support), products (e.g., documentation, source code, test
suites), and environment resources (e.g., facilities, support systems, support
personnel) that enhance the capability to support software.

The support concept, support areas, and suppotrtability characteristics provide a
comprehensive view of the information necessary to adequately define, acquire,
implerment, and sustain the suppott infrastructure for the software components of a
system.

3.1.4 Principle 4. Software Supportability Analysis Methods Apply to Public and Private
Sector Systems: Existing methods and techniques for supportability analysis can and
should be applied to both public (e.g., government) systems and private (e.g., industry)
systems. Typical analysis methods include: Failure Mode, Effect, and Criticality
Analysis; Fault Tree Analysis; Reliability Centered Maintenance; Level of Repair
Analysis; Safety Hazard Analysis; and so forth. The methods and techniques used will
vary based on the system and, specifically, the influence of the software components
and their desirable support concept, support areas, and supportability characteristics.
The application of such methods and technigues may require some interpretation to be
most effectively applied to a system that includes both hardware and software
components. New methods and techniques to address certain software-specific support
issues and hardware-software component trade-offs are needed for both public and
private systems.

3.2 Background on the Need for Supportable Software:

In order to ensure a system can meet operational expectations at a time when operational
change is standard and timely support task response is critical, the software components
of a system must be adequately supported. In many cases, the only responsive method to
meet constantly changing threats or enterprise business modifications is to modify the
system’s software components. Since software is such a pervasive part of systems, there
must be provisions to ensure any loss of software operational capability can be restored in
a timely manner. And, with cost such an important part of effective business
management, software support cost must be optimized. This section reviews some of
these issues that focus on the need for supportable software.

3.2.1 Software Functionality is Fundamental to Most Systems: Software is now the
predominant means by which functionality is provided in modern business, industrial and
military systems. This functionality may be of a nature whereby it is highly visible to a
human operator or it may be internal to the system with no visible externally observable
effect. However, there are very few, if any, business sectors where the use of software
is not integrated at some point into operating processes.
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