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1. SCOPE AND FIELD OF APPLICATION:

This SAE Aerospace Recommended Practice (ARP) establishes overall system electromagnetic
compatibility (EMC) control requirements. EMC includes the following:

Electromagnetic Environmental Effects (Es)

Electrostatic Discharge (ESD)

Electromagnetic Interference (EMI)

Electromagnetic Vulnerability (EMV)

Electromagnetic Pulse (EMP)

Hazards of Electromagnetic Radiation to Ordnance (HEROQ)
Hazards of Electromagnetic Radiation to Personnel (HERP)
Hazards of Electromagnetic Radiation to Fuels (HERF)
High Intensity Radiated Fields (HIRF)

Lightning Protection

Static Electricity

TEMPEST

—xRTTS@™0 00T

This document is intended to be used for the procurement of land, sea, air, or space systems by any
procurement activity. Tailoring of specific requirements is hecessary and Appendix A has been
provided for guidance.

2. APPLICABLE DOCUMENTS:
The following publications form a part of this specification to the extent specified herein. The
applicable issue of the publications, or their successors, should be the issue in effect on the date of the
purchase order. Inthe event of conflict between the text of this specification and references cited

herein, the text of this specification takes precedence. Nothing in this specification, however,
supersedes applicable laws and regulations unless a specific exemption has been obtained.

2.1  ANSI Publications:
Available from ANSI, 11 West 42nd Street, New York, NY 10036-8002.

ANSI C95.1 Safety Levels With Respect to Human Exposure to Radio frequency Electromagnetic
Fields, 300 kHz to 100 GHz
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2.2 U.S. Government Publications:

Available from DODSSP, Subscription Services Desk, Building 4D, 700 Robbins Avenue,
Philadelphia, PA 19111-5094.

MIL-STD-461

MIL-STD-462
MIL-STD-1385

MIL-STD-1512

MIL-STD-1686

MIL-STD-1757
MIL-STD-1795
MIL-STD-1818
MIL-STD-2169
MIL-HDBK-238
DOD-HDBK-263

MIL-HDBK-419

Electromagnetic Emission and Susceptibility, Requirements for the Control of
Electromagnetic Interference

Electromagnetic Interference Characteristics, Measurement of

Preclusion of Ordnance Hazards in Electromagnetic Field; General
Requirements

Electro-explosive Subsystems, Electrically Initiated Test Methods and Design
Requirements

Electrostatic Discharge Control Program for Protection of Electrical and
Electronic Parts, Assemblies and Equipment Excluding Electrically Initiated
Explosive Devices (Metric)

Lightning Qualification Test Techniques for Aerospace Vehicles and Hardware
Lightning Protection of Aerospace Vehicles and Hardware

Electromagnetic Effects Requirements for Systems

High Altitude Electromagnetic Pulse (HEMP) Environment

Electromagnetic Radiation Hazard

Electrostatic Discharge Control Handbook for Protection of Electrical and
Electronic Parts, Assemblies and Equipment (Excluding Electrically Initiated
Explosive Devices) Metric

Grounding, Bonding, and Shielding for Basic Theory - Volume 1 Electronic
Equipments and Facilities Applications - Volume 2

2.3 Applicable References:

NACSIM 5100A

2.4 Definitions:

Compromising Emanations Laboratory Test Requirements, Electromagnetics

241 EMCAB (Electromagnetic Compatibility Advisory Board). The EMCAB is an EMC Advisory Board,
established by the procuring activity for the control, review, advice, technical consultation and other
assistance as may be required on EMC matters during the design and procurement of major

systems.

2.4.2 EME (Electromagnetic Environment). The power and time distribution, in appropriate frequency
ranges, of the electromagnetic levels which may be encountered by an equipment, subsystem or
system when performing its assighed mission. The EME is normally expressed in terms of field
strength or power density.

2.4.3 EMC (Electromagnetic Compatibility): Ability of electronic/electrical equipments, subsystems, and
systems to operate in their intended operational environments without suffering or causing
unacceptable degradation due to EMI.
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2.4.4 EMI (Electromagnetic Interference): Conducted or radiated electromagnetic disturbance which
interrupts, obstructs, or otherwise degrades or limits the effective performance of electronics/
electrical equipments.

245 EMP (Electromagnetic Pulse). The radiated electromagnetic field which is generated by a nuclear
detonation.

2.46 HERPHERF AND HERO (Hazards of Electromagnetic Radiation to Personnel, Fuel and
Ordnance): The potential for electromagnetic radiation to produce harmful biological effects in
Personnel (HERP), to cause spark ignition of such volatile combustibles as aircraft Fuels (HERF),
or to adversely affect Ordnance (HEROQ).

2.4.7 LIGHTNING: An electrical discharge in the atmosphere caused by static potential differences
within a cloud, between clouds or between a cloud and the ground.

N
B
oo

UNACCEPTABLE RESPONSE: The response of a system or subsystem/equipment to EMI which

is beyond its design tolerances and is unacceptable due to its impact on the system safety or
performance of its mission.

249 UNDESIRED RESPONSE: The response of a system or subsystem/equipment to EMI which is
beyond its design tolerance but may be acceptable since it does not compromise system safety or
mission performance.

2.4.10 HIRF (High Intensity Radiated Fields): HIRF represents the electromagnetic environment that
exists due to the transmission of electromagnetic energy into free space. The HIRF envelope is
the characterization of this electromagnetic environment in air space in which civil aircraft are
permitted to operate.

3. REQUIREMENTS:
3.1 System EMC Control Program:

An integrated EMC control program should be established for the system at the concept stage and
implemented throughout the system life cycle. The program should include the necessary approach,
planning, technical design and management controls required to meet the requirements of this
document. The requirements of this document should be tailored to meet the needs of the procuring
activity. Appendix A is provided for guidance. Close coordination should be maintained throughout
the program with system safety, maintainability, and reliability activities.

3.1.1 Electromagnetic Compatibility Advisory Board (EMCAB): If specified, an EMCAB may be
established to monitor the EMC control program, provide means of expediting solution of EMC
problems and establish high level channels of coordination. Details of a typical EMCAB operation,
responsibilities and members are contained in Appendix B. The details of the organization and
functioning of the EMCAB should be included in the EMC Control Plan unless otherwise specified.
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3.2 System EMC Control Plan:

The details of the system EMC control program should be included in the system EMC control plan.
The initial submittal of the control plan should be submitted very early in the program for review and
approval by the procuring activity. The control plan should be prepared and submitted in accordance
with the requirements of the procuring document. The control plan should include but not be limited
to the elements of the overall program as specified herein and the control plan data item description.
It should be updated as required by the contract. All of the information required, but not available at
the time of original submission, should be included in supplements or revisions.

3.3 System EMC Control Requirements:

The electromagnetic compatibility of the system should be controlled by design to meet the
applicable system EMC requirements in the contract. This requires the electromagnetically
compatible operation of all subsystems/equipments when performing their intended functions in the
specified electromagnetic environment (EME). Equipment design and installation should utilize good
electromagnetic protection design practices.

3.3.1 System EMC Performance Evaluation Requirements: The system should be evaluated during the
earliest design stage to establish an overall approach to achieve the required level of EMC
performance. This evaluation should include:

Definition of the expected operating electromagnetic environment (EME)
Establishment of criticality categories

Determination of system EMC operational degradation criteria
Determination of need for establishment of safety margins

Performance of supporting analyses

© 00T

The results of this evaluation should be included in the EMC control plan. They should also be
used to tailor subsystem/equipment EMC requirements.

3.3.1.1 Criticality Categories: All subsystems/equipments installed in or associated with the system
should be assigned to one of the following EMC criticality categories. These assignments should
be based on the impact of an electromagnetic interference (EMI) or susceptibility malfunction or
degradation of performance on the assigned mission.

a. Category | (critical) - EMC problems that could result in personal injury or loss of life, loss of
system, mission abort, costly operational delays or unacceptable reduction in system
effectiveness.

b. Category Il (essential) - EMC problems that could result in damage to the system or reduction
in system effectiveness that would endanger success of the mission.

c. Category lll (nonessential) - EMC problems that result only in annoyance, minor discomfort
or loss of performance that does not reduce desired system effectiveness.

These assighnments, along with the degradation criteria of 3.3.1.2, should be used to assess the
need for EMC safety margins. See 3.3.1.3
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3.3.1.2 Degradation Criteria: Degradation criteria should be established by the developing activity for
each subsystem/equipment after consultation with the procuring activity. These criteria should
be used to evaluate system or subsystem/equipment EMC malfunctions or undesirable
responses. When available, the results of subsystem/equipment laboratory interference tests
should be used in establishing or defining the criteria.

3.3.1.3 Safety Margins: Consideration should be given to establishing safety margin for subsystems/
equipments assigned to criticality categories | and Il. Safety margins should be used only when
required by the procuring activity or when an identified EMC problem justifies their use. System
performance requirements, tolerances, repeatability and instrumentation requirements should be
considered in establishing the safety margins.

3.3.1.4 Analyses and Prediction: Analyses and predictions should be performed to achieve system
EMC, to specify degradation criteria and safety margins and to identify potential problem areas in
the design, development, testing and production of the system. System EMC analyses should
include mission EMC requirements, intended/expected operational EME and system EMI

allocations to subsystem/equipment based on EMC criticality categories, degradation criteria,
safety margins and the EME.

Subsystem/equipment analyses should include EMI emissions and susceptibility characteristics
based on the EMI allocations established at the system level and applicable subsystem/
equipment requirements.

3.3.2 Intrasystem EMC Control (Electromagnetic Interference): Unless otherwise specified,
subsystems/equipments should be designed to meet the requirements of MIL-STD-461. The
requirements of MIL-STD-461 should be tailored for subsystems/equipments based on the results
of the EMC analyses required by 3.3.1.4 herein. Each subsystem/equipment should be designed
to be electromagnetically compatible with all other subsystems/equipments contained in the
system when operated in accordance with system mission requirements.

3.3.3 Intersystem EMC Control. The system design should be compatible with the external EME as
specified in the system specification. Consideration should be given to the intended mission
profiles, and the degree to which the external environment can reduce the desired effectiveness of
the system. The system and its subsystems/equipments should meet all performance
requirements when operating in the defined EME (friendly or hostile). Mission and safety
requirements should be met during operations when electromagnetic energy is coupled to the
system through equipment, subsystems/equipments, ground support equipment (GSE) and
external electrical power, as applicable.
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3.3.4 Bonding and Grounding: Bonding provisions should be incorporated in the design of the system
and subsystem/equipment to achieve the required level of electromagnetic compatibility as well as
safety from such hazards as ESD, lightning, EMP, etc.

A plan for system grounding to achieve proper system operation should be established at the
beginning of the program and necessary design criteria flowed down to subsystem /equipment
designers.

Corrosion control should be implemented at all bond junctions to preclude degradation of the bond
over the life of the system.

A complete description of the bonding and grounding requirements should be included in the EMC
control plan.

[« 8

3.3.5 Electromagnetic Pulse: The system should be designed to operate as required by the detaile

specification when subjected to the EMP environment as defined in MIL-STD-2169.

3.3.6 Personnel Hazards: The system design should include provisions for protection of personnel from
electromagnetic, electrostatic and electric shock hazards. Where possible, protection provisions
should be designed into associated subsystems/equipments. When protection by design is not
feasible, adequate safety precautions should be included in operating and maintenance manuals.

3.3.7 Radiation Hazards: The system should be designed to protect personnel, ordnance and fuel from
damaging effects of electromagnetic or electrostatic energy as defined herein.

3.3.7.1 HERP: Personnel should be protected against HERP to the requirements of MIL-HDBK-238 and
ANSI C95.1. System/equipment must also comply with all local and regional laws and
regulations where applicable.

3.3.7.2 HERO: Ordnance and EEDs should be protected against HERO in accordance with the
requirements of MIL-STD-1385 or MIL-STD-1512 as appropriate.

3.3.7.3 HERF: The system should be protected from hazards to fuel from the EME, the lightning threat,
static discharges and arcing. All electromagnetic environmental hazards during loading,
removal, storage and shipment must be considered.
3.3.8 Static Electricity: The system and subsystems/equipment should be desighed to prevent static
electricity from degrading system effectiveness. P-Static dischargers should be used on aircraft if
not in conflict with other system requirements.

3.3.8.1 Electrostatic Discharge (ESD) Protection: Subsystems/equipment should be protected from
ESD by implementation of DOD-HDBK-263 and MIL-STD-1686.
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3.3.8.2 Conductive Coatings: Consideration should be given to applying conductive coatings to all
nonmetallic materials (such as radomes) on the external surface of airborne vehicles that are
exposed to airflow unless otherwise indicated by other system requirements. In typical
applications, coating resistivity should measure greater than 50 megohms per unit area at any
given point.

3.3.9 Commercial Subsystems/Equipments: When commercial off-the-shelf subsystems/equipments
are considered for use in a system, the following rules should be used in selecting and utilizing the
equipment in the system:

a. The equipment may be considered adequate if the system requirements are not significantly
more stringent than those to which the equipment was designed, and interference test reports
are available to adequately demonstrate compliance; however, compliance with the
requirements relating to subsystems/equipments shall not relieve the developing activity of the
responsibility of providing system compatibility.

b. When compliance with interference requirements cannot be substantiated due to unavailability
of test reports, either laboratory interference tests or a predictive analysis may be performed for
qualification of the subsystem as negotiated with the procuring activity.

c. After evaluation of the data, if it is determined that more stringent requirements are necessary,
it should be the responsibility of the developing activity to implement these requirements, or
select another equipment with adequate characteristics as negotiated with the procuring
activity.

3.3.10 Procuring Activity Furnished Subsystem/Equipments: Procuring activity furnished equipment
(PFE) required for use in the system should be acceptable from an EMI viewpoint provided that the
interference and susceptibility requirements as outlined below are met:

a. New subsystem/equipment designs should have met, as a minimum, the appropriate
requirements of MIL-STD-461 and be supported by approved qualification test reports.

b. When compliance with EMI specifications cannot be substantiated, the developing activity may
perform laboratory tests for qualification of the subsystem to the requirements as negotiated
with the procuring activity.

¢. PFE which is not compatible and for which external suppression measures are ineffective, may
be modified in accordance with the terms of the procuring document if approved by the
procuring activity. If such procedures are not specified in the procuring document, the
developing activity should advise the procuring activity, by letter, of subsystems/equipments
that cannot meet the requirement and details concerning the modifications required.
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3.3.11 Subsystem/Equipment Installation: The developing activity is responsible for the proper
installation engineering of all subsystems/equipments to achieve a compatible system installation.
The installation design should consider the results of the system EMC performance evaluation
performed per 3.3.1.

Where it is demonstrated that an electromagnetic incompatibility caused by PFE cannot be
eliminated either by proper installation, control of the system EME, or by reasonable modification to
the subsystem/equipment as permitted by the procuring document, the procuring activity may
consider waiving the requirement applicable to the particular equipment upon request from the
developing activity if allowed by the terms of the procuring document.

3.3.12 Lightning Protection: The developing activity is responsible for developing lightning protection for
the system in accordance with the applicable requirements of MIL-STD-1795 and MIL-HDBK-4189.
The performance of the system during and after the lightning event should be specified by the
procuring activity.

3.3.13 Electromagnetic Spectrum Conservation: The developing activity should conserve the use of the
electromagnetic spectrum by limiting system and subsystem/equipment intended radio frequency
emissions occupied bandwidth to the minimum amount required to perform the specified system
mission. The developing activity should collect and provide the necessary information and obtain
(in conjunction with the procuring activity) all required frequency authorizations.

3.3.14 Wiring and Cabling: Wiring and cabling should be designed to minimize coupling, and obtain
optimum separation and use of available wiring space. Cable design should include provisions for
proper termination of individual wire shields and should use a conductive finish consistent with
shield termination requirements between elements of the shield ground path (i.e., connector parts).
When overall shields are required, use a connector backshell that provides for peripheral
termination of the shield.

3.3.15 TEMPEST: When required by the contract, the system and applicable subsystems/equipments
should be designed to meet the requirements of NACSIM 5100A.

4. QUALITY ASSURANCE PROVISIONS:
4.1 Responsibility for Inspection:

Unless otherwise specified, the developing activity is responsible for the performance of all
inspection requirements as specified herein. Except as otherwise specified, the developing activity
may utilize its own facilities or any other facilities suitable for the performance of the inspection
requirements specified herein, unless disapproved by the procuring activity. The procuring activity
reserves the right to perform any of the inspections set forth in the specification where such
inspections are deemed necessary to assure supplies and setvices conform to prescribed
requirements.
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42 EMC Test Plan and Test Procedure:

An EMC test plan should be prepared by the developing activity and submitted for review and
approval by the procuring activity. The test plan should provide for a system EMC testand a
production acceptance EMC test. The test plan should include, but not be limited to, a description of
the test sample, all necessary test equipment, facilities (customer, contractor or other) to be used,
methods for determining compliance with applicable requirements, rf ambient profiles, sketches and
diagrams of set-ups, test frequencies or frequency ranges, personnel (customer, contractor and
other) required, consideration for regulations such as FCC or FAA, etc, expected accuracy of
measurements, test sample operation during test and a test schedule.

When safety margins have been established, appropriate subsystem/equipment input and output
monitoring criteria should be included in the test plan.

A test procedure should be prepared by the developing activity and submitted for review and
approval by the procuring activity. The test procedure should provide the step-by-step procedures
required to demonstrate the compliance of the test sample with the requirements of this document,
as may be amended by the procurement document, and the approved test plan. The procedure

should address both the system EMC test and the production acceptance EMC test.
43 Tests:

4.3.1 Subsystem/Equipment EMC Tests: Subsystems/Equipments should have been tested to show
compliance with applicable requirements of MIL-STD-461 or have substantiating data showing
compliance with system EMC requirements.

432 System EMC Test: The developing activity should perform a complete system EMC test in
accordance with the approved test plan and test procedure to demonstrate compliance with the
requirements of this specification on the system designated and approved by the procuring activity.
The system tested should be typical of the production configuration and should preferably be the
first article. Some requirements may be adequately demonstrated at the subsystem/equipment
level. These selections should be so indicated in the test plan and the results of such tests should
be discussed in the system test report.

4.3.2.1 Anychanges or modifications required as a result of the EMC test should be incorporated into
the system in accordance with the terms of the procuring document. The developing activity
should then perform the minimum retesting deemed necessary by the procuring activity to
demonstrate that the modifications enable the system to comply. The retest should be performed
on a system acceptable to the procuring activity.

4.3.3 Production Acceptance EMC Test: Where required or appropriate, each production system should
be given a limited EMC test as outlined in the developing activity’s approved test plan and test
procedure to ensure production compliance with the EMC requirements. This test may be included
as part of the overall system acceptance test or at the subsystem/equipment level as specified in
the approved test plan.
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4.4 Test Conditions:

All outstanding approved engineering orders, engineering change proposals (ECPs), modifications,
and configuration changes should be incorporated and installed prior to start of test. All exceptions
to these should be approved by the procuring activity and all such requests should identify that
portion of the system that is not per the approved production configuration.

The following criteria should be complied with throughout all phases of the test program as specified
in the approved test plan and test procedure.

441 All subsystems/equipments should be in accordance with the requirements of 3.3.2, or 3.3.9 or
3.3.10, or have approved deviation requests.

442 The EMC test plan and procedure for the system should have been approved and all required
changes incorporated prior to start of tests.

4.4.3 External electrical power (where required) supplied to the system under test should meet the
power quality requirements of the applicable specification.

4.4.4 Tests should not be conducted in any area or at any time when the EME at the test site would affect
the validity of the tests. The ambient EME at the test site should be monitored, measured,
analyzed, or controlled to the extent necessary to ensure that this ambient environment does not
degrade test results or mask interference from the system. When possible, all support or site
equipment that generates interference that is unacceptable should be suppressed, removed, or not
operated. All ambient signals that may degrade test results should be identified and recorded.

4.45 During tests, all electronic subsystems/equipments under the control of test personnel should be
adjusted, within the limits of the subsystem specification, for maximum indication of interference or
suscenptibility consistent with normal operation.

446 Tests should be designed to indicate compatible operation, undesirable responses, unacceptable
responses, or malfunctioning while all applicable subsystems/equipments are operated. It should
be the responsibility of the developing activity to determine, conclusively and correctly, the causes
of all such indications of noncompatibility.

447 Eachsubsystem/equipment should be monitored by appropriate means to adequately evaluate the
effects of system operation and, where required, to demonstrate applicable safety margins. Where
possible, approved support equipment intended for use with the system should be used to monitor
subsystems/equipments and provide data records. If the procuring activity agrees, special
instrumentation may be used. All records should be provided with time or event correlation.

4.4.8 The overall system should be operated in representative normal modes of operation and under
representative specified or simulated mission electromagnetic environments.
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