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1. SCOPE

This SAE Aerospace Recommended Practice (ARP) provides recommendations for the development of aircraft and
systems, taking into account aircraft functions and operating environment. It provides practices for ensuring the safety of
the overall aircraft design, showing compliance with regulations, and assisting a company in developing and meeting its
own internal standards. These practices include validation of requirements and verification of the design implementation for
safety, certification, and product assurance.

The guidelines in this document were developed in the context of U.S. Title 14 Code of Federal Regulations (14 CFR)
Part 25 and European Union Aviation Safety Agency (EASA) Certification Specification (CS) CS-25. They may be
applicable in the context of other regulations, such as 14 CFR Parts 23, 27, 29, 33, and 35, and CS-23, CS-27, CS-29,
CS-E, and CS-P.

This document addresses the development cycle for aircraft and systems that implement aircraft and system functions. It
does not include detailed information on the following subjects and references:

e Software development; refer to RTCA DO-178C/EUROCAE ED-12C.

o Electronic hardware development; refer to RTCA DO-254/EUROCAE ED-80.

e Integrated modular avionics development; refer to RTCA DO-297/EUROCAE ED-124.

e Airworthiness security process; refer to RTCA DO-326A/EUROCAE ED-202A.

o Safety assessment processes; refer to ARP4761A/EUROCAE ED-135.

e A process for accomplishing in-service safety assessment is described in ARP5150A and ARP5151A or in other
documents such as the guidance material of EASA Part 21 (GM21) when required by applicable regulation. In this
document, wherever references to ARP5150A/ARP5151A are made, the reader should understand this also implies

EASA Part 21 (GM21).

e Master Minimum Equipment List (MMEL) or Configuration Deviation List (CDL) development; refer to applicable
regulatory guidance from the applicable Certification Authority.

o Aircraft structure and aerodynamics development.

Figure 1 outlines the relationships between the various development documents, which provide guidelines for safety
assessment, electronic hardware and software life cycle processes, and the system development process described herein.
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Safety Assessment of Aircraft in

Safety Assessment Process . .
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Guidelines & Methods
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Figure 1 - Guideline documents covering development and in-service/operational phases
1.1 Purpose

The guidelines herein are industry best practices for the development of aircraft and of systems. Modern aircraft typically
comprise a large integrated environment consisting of multiple systems with significant dependencies and interactions.
Frequently portions of these systems are developed by separate individuals, groups, or organizations. These systems
require design discipline and systematic development to ensure that safety and operational requirements can be fully
realized and substantiated. Adherence to these guidelines is recommended for development of all aircraft systems,
especially those that may contribute to failure conditions with the potential to affect safety.

The contents are recommended practices and should not be construed to be regulatory requirements. For this reason, the
use of words such as “shall” and “must” is avoided except if used in the context of an example. It is recognized that alternative
methods to the processes described or referenced in this document may be available to an organization desiring to obtain
certification.

This document provides neither guidelines concerning the structure of an individual organization nor how the responsibilities
for certification activities are divided. No such guidance should be inferred from the descriptions provided.
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1.2 Development Assurance

A process is needed which establishes levels of confidence that development errors that can cause or contribute to identified
failure conditions have been minimized with an appropriate level of rigor. This henceforth is referred to as the development
assurance process. To establish levels of confidence for the aircraft systems as a whole, the process outlined herein
presents guidelines for developing aircraft- and system-level requirements, including requirements allocated to items. The
process includes validating requirements, and verifying that requirements are met, together with the necessary configuration
management and process assurance activities. As development assurance level assignments are dependent on
classification of failure conditions, the safety analysis process is used in conjunction with the development assurance
process defined herein to identify failure conditions and severity classifications which are used to establish the level of rigor
required for development.

Development assurance is a process-based approach which establishes confidence that system development has been
accomplished in a sufficiently disciplined manner to limit the likelihood of development errors that could impact aircraft
safety.

1.3 Document Background

During development of Revision B to RTCA/EUROCAE document DO-178/ED-12, it became apparent that system-level
information would be required as input to the software development process. Since many system-level decisions are
fundamental to the safety and functional aspects of aircraft systems, regulatory involvement in the processes and results
relating to such decisions is both necessary and appropriate.

This document was originally developed in response to a request from the Federal Aviation Administration (FAA) to SAE.
The FAA requested that SAE define the appropriate nature and scope of system-level information for demonstrating
regulatory compliance for highly integrated or complex avionic systems. The Systems Integration Requirements Taskgroup
(SIRT) was formed to develop an ARP that would address this need.

The initial members of SIRT recognized that harmonization of international understanding in this undertaking was highly
desirable and encouraged participation by both FAA and Joint Aviation Authorities (JAA) representatives. A companion
working group was formed under EUROCAE, WG-42, to coordinate European input to the SIRT group. The task group
included people with direct experience in development and support of large commercial aircraft, commuter aircraft,
commercial and general aviation avionics, jet engines, and engine controls. Certification Authority personnel with a variety
of backgrounds and interests participated in the work of the task group. Both formal and informal links with RTCA special
committees (SC-167 and SC-180) and SAE committee (S-18) were established and maintained. Communication with the
harmonization working group addressing 14 CFR/CS 25.1309 was maintained throughout development of this document.

Throughout development of this document, discussion returned repeatedly to the issue of guideline specificity. Strong
arguments were presented in favor of providing a list of very specific certification steps, i.e., a checklist. Equally strong
arguments were made that the guidelines should focus on fundamental issues, allowing the applicant and the Certification
Authority to tailor details to the specific system. It was recognized that in either case certification of all but the most idealized
systems would require significant engineering judgment by both parties. The quality of those judgments is served best by a
common understanding of, and attention to, fundamental principles. The decision to follow this course was supported by
several other factors; the variety of potential systems applications, the rapid development of systems engineering, and
industry experience with the evolving guidance contained in DO-178/ED-12 and their revisions being particularly significant.

The current trend in system development is an increasing level of integration between aircraft functions and the systems
that implement them. While there can be considerable value gained when integrating systems with other systems, the
increased complexity yields increased possibilities for errors, particularly with functions that are performed jointly across
multiple systems. Following the Aviation Rulemaking Advisory Committee (ARAC) recommendations to respond to this
increased integration which referenced ARP4754/ED-79 in advisory materials for compliance to 14 CFR/CS 23.1309 (refer
to AC23.1309-1D, issued in 2009) and 25.1309 (refer to AMC 25.1309, published in 2003 and AC 25.1309 Draft ARSENAL
revised) the use of the ARP4754/ED-79 in aircraft certification has become increasingly widespread. Along with the
increasing use, in particular 5.4 of the original document, assignment of development assurance levels in the original
ARP4754/ED-79, come insights on the strengths and weaknesses of its guidelines. The underlying philosophy is succinctly
represented in the original 5.4 of ARP4754/ED-79 as follows:

Documents

Document Sharing Hub

Full document details: SAE ARP4754B


http://www.avadocuments.com/doc/sae-arp4754b
http://www.avadocuments.com/doc/sae-arp4754b

SAE INTERNATIONAL ARP4754™B Page 7 of 172

“If the PSSA shows that the system architecture provides containment for the effects of design errors, so
that the aircraft-level effects of such errors are sufficiently benign, the development assurance activities
can be conducted at a reduced level of process rigor for the system items wholly within the architectural
containment boundary.”

Experience has shown that the processes and definitions used to determine containment have vyielded different
interpretation and application of the philosophy. Revision A improved the development assurance level assignment process
by providing a methodology to assign the correct development assurance levels (see 5.2).

Revision A contained updates to the document that took into account the evolution of the industry over the intervening years.
EUROCAE WG-42 had been closed on completion of their task, the initial publication of ARP4754/ED-79. In order to support
S-18 activities in maintaining the document, a new companion working group was formed under EUROCAE, WG-63, to
coordinate European input. The relationship between ARP4754/ED-79 and ARP4761, and their relationship with
DO-178B/ED-12B and DO-254/ED-80 were strengthened and discrepancies between the documents were identified and
addressed. Revision A also explained the top-down development assurance concept for application at the aircraft and
system level and standardized the use of the term development assurance. As a consequence, for aircraft and systems,
Function Development Assurance Level (FDAL) was introduced and the term ltem Development Assurance Level (IDAL) is
used to describe that the level of rigor of development assurance tasks performed on item(s), e.g., IDAL is the appropriate
“Software Level” in DO-178B/ED-12B and “Design Assurance Level” in DO-254/ED-80 objectives that need to be satisfied
for an item. It also included enhancements created by feedback from the industry since the first publication. In addition,
S-18/WG-63 coordinated the Revision A effort with RTCA Special Committee 205 (SC-205)/EUROCAE WG-71 to
ensure that the terminology and approach being used were consistent with those being developed for the update to
DO-178C/ED-12C.

Subsequent to the publication of Revision A, the FAA recognized ARP4754A as an acceptable method for establishing a
development assurance process in AC 20-174.

1.4 Revision B Overview

Revision B is primarily focused on the necessary updates to align its contents with ARP4761A/ED-135. There were
extensive discussions within S-18/WG-63 on the need to limit scope of this revision versus expanding its contents to include
emerging system development techniques in use by the industry. Given the timeframe of ARP4761A/ED-135 publication,
and the necessity to maintain consistency between both ARP4754B/ED-79B and ARP4761A/ED-135, the first option,
limiting the scope, was chosen and suggested changes that would further expand ARP4754/ED-79 contents were deferred
for a new Revision C. As a result, while the general principles of FDAL/IDAL assignment were retained in ARP4754B/ED-
79B, the details of FDAL/IDAL assignment activities were transferred to ARP4761A/ED-135. The same approach was
adopted for all safety assessment process contents in ARP4754B/ED-79B. Validation and verification sections have been
changed to allow for a less prescriptive use of the many validation and verification methods, and concepts such as
“unintended behavior® and “derived requirements“ have been further clarified based on experience in applying
ARP4754A/ED-79A in recent developments. The section addressing modifications has been completely changed to better
account for different change categories used by the industry, including reuse. The definitions section, the objectives
appendix, and certification coordination contents have been revisited and updated accordingly. A detailed example of an
aircraft system development process has been added in Appendix E. Keeping to the Memorandum of Understanding for
this document, WG-63 worked alongside S-18 to ensure that ED-79B is word-for-word equivalent to ARP4754B.

2. REFERENCES
2.1 Applicable Documents
The following publications are referenced in this guideline document. The applicable issue of referenced publications is the

revision noted in this section. Where later versions of these documents are available, applicants should check their
applicability. Note that the revision level of references may not be noted elsewhere in the document unless pertinent.
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2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

ARP4761A Guidelines for Conducting the Safety Assessment Process on Civil Aircraft, Systems, and
Equipment

ARP5150A Safety Assessment of Transport Airplanes in Commercial Service

ARP5151A Safety Assessment of General Aviation Airplanes and Rotorcraft In Commercial Service

2.1.2 EASA Publications

Available from European Union Aviation Safety Agency, Konrad-Adenauer-Ufer 3, D-50668 Cologne, Germany,
Tel: +49 221 8999 000, www.easa.europa.eu.

Part 21 Certification Procedures for Aircraft and Related Products and Parts

CS-23 Certification Specifications for Normal-Category Aeroplanes

CS-25 Certification Specifications for Large Aeroplanes

CS-27 Certification Specifications for Small Rotorcraft

CS-29 Certification Specifications for Large Rotorcraft

CS-E Certification Specifications for Engines

CS-P Certification Specifications for Propellers

AMC 20-189 The Management of Open Problem Reports

AMC 25-19 Certification Maintenance Requirements

AMC 25.1309 Equipment, Systems and Installations EASA Acceptable Means of Compliance

2.1.3 EUROCAE Publications

Available from EUROCAE Secretariat, 9-23 Rue Paul Lafargue, 93200 Saint-Denis, France, Tel: +33 1 40 92 79 30,
https://www.eurocae.net/.

ED-12B Software Considerations in Airborne Systems and Equipment Certification

ED-12C Software Considerations in Airborne Systems and Equipment Certification

ED-80 Design Assurance Guidance for Airborne Electronic Hardware.

ED-124 Integrated Modular Avionics (IMA) Development Guidance and Certification Considerations

ED-135 Guidelines for Conducting the Safety Assessment Process on Civil Aircraft, Systems, and
Equipment

ED-202A Airworthiness Security Process Specification

ED-218 Model-Based Development and Verification Supplement to ED-12C and ED-109A
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2.1.4 FAA Publications

Available from Federal Aviation Administration, 800 Independence Avenue, SW, Washington, DC 20591,
Tel: 866-835-5322, www.faa.gov.

14 CFR Part 21 Certification Procedures for Products and Parts

14 CFR Part 23 Airworthiness Standards: Normal Category Airplanes

14 CFR Part 25 Airworthiness Standards: Transport Category Airplanes

14 CFR Part 27 Airworthiness Standards: Normal Category Rotorcraft

14 CFR Part 29 Airworthiness Standards: Transport Category Rotorcraft

14 CFR Part 33 Airworthiness Standards: Aircraft Engines

14 CFR Part 35 Airworthiness Standards: Propellers

AC 20-174 Development of Civil Aircraft and Systems

AC 20-189 Best Practices for Management of Open Problem Reports (OPRs)
AC 25.1309-1A System Design and Analysis, Advisory Circular

AC 25-19A Certification Maintenance Requirements

FAA CPG FAA and Industry Guide to Product Certification, Third Edition

TAEsdaT2-5241996 Transport Airplane and Engine Issue Area - Systems Design and Analysis Harmonization Working
Group (includes AC/AMJ 25.1309 Draft ARSENAL revised System Design and Analysis)

2.1.5 RTCA Publications

Available from RTCA Inc., 1150 18th Street, NW, Suite 910, Washington, DC 20036, Tel: 202-833-9339, www.rtca.org.

DO-178B Software Considerations in Airborne Systems and Equipment Certification

DO-178C Software Considerations in Airborne Systems and Equipment Certification

DO-254 Design Assurance Guidance for Airborne Electronic Hardware

DO-297 Integrated Modular Avionics (IMA) Development Guidance and Certification Considerations
DO-326A Airworthiness Security Process Specification

DO-331 Model-Based Development and Verification Supplement to DO-178C and DO-278A

2.2 Definitions

This section provides definitions for terms used in this document. Citations are provided to other industry sources when
usage in this document is consistent with the definition in the referenced source material. The shared definitions in
ARP4761A/ED-135 and ARP5150A and those in this document have been coordinated to be identical.

ASSESSMENT: An evaluation process which may include one or more types of analysis and experience.

ASSUMPTIONS: Statements, principles, and/or premises offered without proof. Documents
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ASSURANCE: The planned and systematic actions necessary to provide adequate confidence and evidence that a product
or process satisfies given requirements (RTCA DO-178C/ED-12C).

AVAILABILITY: Qualitative or quantitative attribute that a system or equipment is in a functioning state at a given point in
time. It is sometimes expressed in terms of the probability of the system (equipment) not providing its output(s), i.e.,
unavailability.

CERTIFICATION: The legal recognition that a product complies with the applicable regulations.

CERTIFICATION AUTHORITY: Organization or person responsible for granting approval in accordance with applicable
regulations.

COMMON CAUSE: A single failure, error, or event that can produce undesirable effects on two or more systems, equipment,
items, or functions.

COMPLIANCE: Successful adherence to applicable regulations.

CONFIGURATION BASELINE: A known aircraft/system/item configuration against which a change process can be
undertaken.

CONFIGURATION ITEM: Aircraft, system, item and related data that is under configuration control.
DEMONSTRATION: A method of proof of performance by observation.

DERIVED REQUIREMENTS: Requirements that introduce behaviors or characteristics beyond those specified in
higher-level requirements.

DEVELOPMENT ASSURANCE: All planned and systematic actions used to substantiate, at an adequate level of
confidence, that development errors have been identified and corrected such that the system satisfies the applicable safety
objectives (derived from AC 25.1309 Draft ARSENAL revised and AMC 25.1309).

DEVELOPMENT ERROR: A mistake in requirements, design, or implementation.

EQUIPMENT: A physical object that can be installed and removed from the aircraft and performs one or more specific
functions. Equipment contains one or more items.

ERROR: An omitted or incorrect action by a manufacturer, crew member, or maintenance person, or a mistake in
requirements, design, or implementation (derived from AMC 25.1309).

EXTERNAL EVENT: An occurrence which has its origin distinct from the aircraft or the system being examined, such as
atmospheric conditions (e.g., wind gusts/shear, temperature variations, icing, lightning strikes), operating environment
(e.g., runway conditions, conditions of communication, navigation, and surveillance services), cabin and baggage fires, and
bird-strike. The term is not intended to cover sabotage.

FAILURE: An occurrence which affects the operation of an aircraft, system, equipment, item, or piece-part such that it can
no longer function as intended (this includes both loss of function and malfunction). Note: Errors may cause Failures, but
are not considered to be Failures.

FAILURE CONDITION (FC): A condition having an effect on the aircraft and/or its occupants, either direct or consequential,
which is caused or contributed to by one or more failures or errors, considering flight phase and relevant adverse operational
or environmental conditions, or external events (AMC 25.1309).

FAILURE CONDITION CLASSIFICATION (FCC): A discrete scale allowing categorization of the severity of the effects of a
failure condition. Classification levels are defined in the applicable regulation and advisory material. For example,
AC 25.1309 Draft ARSENAL revised and AMC 25.1309 define the following classifications: Catastrophic, Hazardous, Major,
Minor, and No Safety Effect.
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FAILURE EFFECT: A description of the operation of an aircraft, system, equipment, or item as the result of a failure; i.e., the
consequence(s) a failure mode has on the operation, function or status of an aircraft, system, equipment, item, or aircraft
occupants.

FAILURE MODE: A specific way in which a system, equipment, hardware item, or piece-part may fail.

FAILURE RATE: The expected frequency of occurrence of a specific failure mode over a period of time. The failure rate at
time t may be calculated by dividing the failure density function f(t) by the reliability distribution function R(t), where:

R(t) =1-failure distribution function F(t)
A(t) = f(t)/(1-F(t)).
FAULT: A manifestation of an error in an item or system that may lead to a failure.
FUNCTION: Intended behavior of an aircraft, system, equipment, or item regardless of implementation.
FUNCTION DEVELOPMENT ASSURANCE LEVEL (FDAL): The level of rigor of development assurance tasks performed
to Functions. Note: The FDAL is used to identify the ARP4754B/ED-79B objectives that need to be satisfied for the

aircraft/system functions.

FUNCTIONAL FAILURE SET (FFS): A set of one or more members that are considered to be independent from one another
(not necessarily limited to one system), whose development error(s) leads to a top-level failure condition.

FUNCTIONAL INDEPENDENCE: See INDEPENDENCE.

GUIDANCE: Recommended procedures for showing compliance with regulations.

GUIDELINE: Supporting information that can be helpful but is not considered to be guidance.

HARDWARE: The physical realization of systems, equipment, or items. May refer to these objects individually or collectively.

HAZARD: A condition resulting from failures, external events, errors, or a combination thereof where safety is potentially
affected.

INDEPENDENCE: Specific types of independence include:

e FUNCTIONAL INDEPENDENCE: A characteristic that minimizes the likelihood of common development errors by using
different functions.

e |ITEM DEVELOPMENT INDEPENDENCE: A characteristic that minimizes the likelihood of common development errors
by using different item designs.

e PHYSICAL INDEPENDENCE: A characteristic that minimizes the likelihood of common failures caused by physical
failure, damage, or environmental effects by using physical separation or segregation between two or more things,
e.g., hardware items, equipment, wiring, tubing.

e PROCESS INDEPENDENCE: A practice that minimizes the likelihood of development errors by using separation of
responsibilities that assures the accomplishment of objective evaluation by someone other than the performer of the
activity, e.g., validation activities are not performed solely by the developer of the requirement(s) of a system or item.

INDEPENDENCE PRINCIPLE: Features of an intended implementation where independence has been determined to be
necessary.

INSPECTION: An examination of a system or item against a specific standard.
INTEGRATION: (1) The act of causing elements of a system/item to function together. (2) The act of gﬁgrgﬂﬁﬂugigﬁgf

separate functions within a single implementation.
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INTEGRITY: Qualitative or quantitative attribute of a system, equipment, or an item indicating that it can be relied upon to
work as intended.

ITEM: A defined and bounded set of either (one or more) hardware elements or (one or more) software elements which are
treated as a single entity for analytical purposes.

ITEM DEVELOPMENT ASSURANCE LEVEL (IDAL): The level of rigor of development assurance tasks performed on
Item(s); e.g., IDAL is the appropriate software level in DO-178C/ED-12C, and design assurance level in DO-254/ED-80
objectives that need to be satisfied for an item.

ITEM DEVELOPMENT INDEPENDENCE: See INDEPENDENCE.

MALFUNCTION: A condition where the operation of a function is different than intended, excluding the loss of function.

MEMBER: An aircraft or system function or item that may contain a development error causing its loss of function or
malfunction. (Used only with regard to a Functional Failure Set.)

MODEL: An abstract representation of a given set of aspects of a system/function/item that is used for its analysis,
implementation, simulation, or code generation and that has unambiguous, well-defined syntax and semantics.

PARTITIONING: The use of physical or logical boundaries to separate portions of a system or an item such that the portions
may be considered independent.

PROCESS: A set of interrelated activities performed to produce a prescribed output or product.

RELIABILITY: The probability that a system, equipment, or hardware item will perform a required function under specified
conditions, without failure, for a specified period of time.

REQUIREMENT: An identifiable element of a function specification that can be validated and against which an
implementation can be verified.

RISK: The potential of an occurrence to cause harm defined by its probability and the severity of its consequence(s).
SAFETY: The state in which risk is acceptable.

SAFETY OBJECTIVE: A qualitative and/or quantitative attribute necessary to achieve the required level of safety for the
identified failure condition, depending on its classification.

SAFETY REQUIREMENT: A requirement that is necessary to achieve either a safety objective or satisfy a constraint
established by the safety process.

SEGREGATION: The use of a barrier to provide physical independence between hardware elements.
SEPARATION: The use of distance to provide physical independence between hardware elements.
SOFTWARE: Executable algorithm that runs on a computer. May refer to such elements individually or collectively.

SPECIFICATION: A collection of requirements which, when taken together, constitute the criteria that define the functions
and attributes of an aircraft, system, equipment, or item.

SUBSYSTEM: A defined portion of a system that performs one or more specific functions.
SYSTEM: A defined combination of subsystems, equipment, or items that perform one or more specific functions.

TRACEABILITY: The recorded relationship established between two or more elements of the development process. For
example, between a requirement and its source or between a verification method and its requirement.
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UNINTENDED BEHAVIOR: Unexpected operation of integrated aircraft systems in ways contrary to intended functionality.

VALIDATION: The determination that the requirements for a product are correct and complete.

VERIFICATION: The evaluation of an implementation of requirements to determine that they have been met.

2.3 Abbreviations and Acronyms

AC

AFHA

AMC

ARAC

ARP

ASA

ATC

CCMR

CDL

CEA

CFR

CM

CMA

CMCC

CMR

CS

EASA

ETSO

EUROCAE

FAA

FC

FDAL

FFS

FHA

FMEA

Advisory Circular (FAA)

Aircraft Functional Hazard Assessment
Acceptable Means of Compliance (EASA)
Aviation Rulemaking Advisory Committee (FAA)
Aerospace Recommended Practice (SAE)
Aircraft Safety Assessment

Amended Type Certificate

Candidate Certification Maintenance Requirement
Configuration Deviation List

Cascading Effects Analysis

Code of Federal Regulations

Configuration Management

Common Mode Analysis

Certification Maintenance Coordination Committee
Certification Maintenance Requirement
Certification Specifications

European Union Aviation Safety Agency
European Technical Standard Order

European Organisation for Civil Aviation Equipment
Federal Aviation Administration

Failure Condition

Function Development Assurance Level
Functional Failure Set

Functional Hazard Assessment

Failure Mode and Effect Analysis
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FMES Failure Mode and Effect Summary

FTA Fault Tree Analysis

HW Hardware

ICA Instructions for Continued Airworthiness
IDAL Item Development Assurance Level
IMA Integrated Modular Avionics

MA Markov Analysis

MBSA Model-Based Safety Analysis

MMEL Master Minimum Equipment List
MSG-3 Maintenance Steering Group 3

OPR Open Problem Report

PASA Preliminary Aircraft Safety Assessment
PRA Particular Risk Analysis

PRRT Particular Risk Review Team

PSSA Preliminary System Safety Assessment
RTCA RTCA, Inc.

SC1 System Control Category 1

SC2 System Control Category 2

SFHA System Functional Hazard Assessment
SIRT Systems Integration Requirements Taskgroup
SSA System Safety Assessment

STC Supplemental Type Certificate

SW Software

TC Type Certificate

TSO Technical Standard Order

USA United States of America

WG EUROCAE Working Group

ZSA Zonal Safety Analysis
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3. DEVELOPMENT ASSURANCE PLANNING

The purpose of the development assurance planning process is to define the means of developing an aircraft or system
that will satisfy the aircraft/system requirements and provide the level of confidence which is consistent with the applicable
certification basis. Modifications to existing aircraft and/or systems are considered during the development assurance
planning process as described in Section 6. The objectives of the development assurance planning process are:

o To define the activities of the development assurance processes of the development life cycle that will address the
aircraft/system requirements, Function Development Assurance Level(s) (FDALs), and ltem Development Assurance
Level(s) (IDALs)

e To define the development life cycle(s), including the inter-relationships between the processes, their sequencing,
feedback mechanisms, and transition criteria

e To select the development environment for the development life cycle, including the methods and tools to be used for
the activities of each development life cycle process

e To define the development standards consistent with the aircraft/system safety objectives for the aircraft/system to be
produced

e To develop plans that satisfy the objectives of each integral process

The outputs of the development assurance planning process are documented in one or more planning documents, which
can exist in various formats. The iterative nature of the design process should be considered during the development
assurance planning process. Interrelationships between the planning elements and feedback loops should also be identified
and managed, as appropriate.

3.1 Development Assurance Planning Process

Figure 2 is an example of the overall development assurance planning process and includes some generic objectives
applicable to all planning elements. The development of these planning elements may not happen at the same time.
Therefore, it is important to make sure the planning elements are consistent with each other and collectively make up a
complete plan for the entire development life cycle. The reviewers should keep this in mind when reviewing individual
planning elements.
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Figure 2 - Development Assurance planning process
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Table 1 summarizes the planning elements that should be included in the planning phase.

The development assurance planning process can be re-entered for aircraft or system changes, such as a new aircraft
derivative or modifications to an in-service aircraft.

Table 1 - Planning elements

Process

Planning Elements Planning Element Description Section
Establish the process and methods to be used to provide the framework for the .

Development Section 4

aircraft/system development, integration, and implementation.
Establish scope and content of the safety activities related to the development of the 5.1

Safety Program )
aircraft or system.
Identify and describe how the requirements are captured and managed. Sometimes the
Requirements Capture requirements capture planning elements are included in conjunction with the 53
requirements validation planning elements.
. N Describe how the requirements will be shown to be complete and correct, and how the
Requirements Validation 54

assumptions will be managed.

Define the processes and criteria to be applied when showing how the implementation

Implementation Verification P . 5.5
satisfies its requirements.

Configuration Management Describe the key development-related configuration items and how they will be 56
managed.

Process Assurance Describe the means to assure the practices and procedures to be applied during system 57

development are followed. =

3.2 Development Assurance Plan

The results of the development assurance planning process should be documented in a development assurance plan or
collection of plans. Each of the planning elements described in Table 1 should be addressed within the development
assurance plan(s).

The development assurance plan(s) directly contribute to the Certification Authority coordination activities described in 3.3.
It may be beneficial to structure the development assurance plan or collections of plans such that effective coordination with
the Certification Authorities is facilitated. If a collection of plans is used, it may be beneficial to include a top-level summary
that provides an overview of the plan for each of the development assurance planning elements.

The development assurance plan(s) should identify:

a. The scope of the development activity, including considerations for modification or reuse of previously certificated
systems, equipment, and items (see Section 6)

b. The processes and methods associated with each of the planning elements in Table 1
c. The key events that mark the planned development cycle
d. The organizational structure, roles, and responsibilities supporting the development

e. The means to identify and address unintended behaviors

The processes and events should be described in sufficient detail to establish their relative significance to the aircraft/system
development, their relative timing and interdependencies, and the nature of the results expected at event or process
completion. For complex systems, it is advisable to provide descriptions of the specific development processes that are
planned to manage this complexity at the aircraft/system level.
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3.2.1  Design Description

A design description may be provided to facilitate a common understanding of the applicability of the planning elements
captured in the development assurance plan(s). This description, which may be referenced by the development assurance
plan(s), may include the intended or anticipated:

o Aircraft-level functionality provided or supported by the system(s)

System operating environment(s)

e Capabilities of the system(s) as installed on the aircraft

e Primary fault or failure containment means

o New or novel design features

e Architectural and design features that perform a specific role in establishing or maintaining aircraft system safety

3.2.2 Transition Criteria

A key element of planning is the establishment of life cycle process checkpoints and reviews, which are aligned with program
phases and gates. The plans should clearly define maturity expectations to provide visibility on the progress and integration
state for the major elements of design, implementation, and certification. This can be accomplished by clearly identifying
the technical and process entrance and exit criteria. Issues left open when transitioning from one phase of development to
another should be tracked and managed, as appropriate.

3.2.3 Deviations from Plans

During development there may be times when it is necessary to deviate from the documented plans. Therefore, during the
planning phase it is important to identify a process to address deviations from the plans. Methods for reporting, gaining
approval of, and documenting any deviations should be described in the planning elements.

3.3 Certification Authority Coordination

A significant consideration in development assurance planning is Certification Authority coordination. The goal of this
coordination is to identify how development assurance processes will contribute to a certification effort, and what
development assurance data may be used for that purpose. Planning and coordination are vital to:

o Establish effective communications between the applicant and the Certification Authority

o Reach agreement with the Certification Authorities on the intended means of showing that the aircraft, its systems,
equipment, and items meet specific regulatory requirements and industry standards

This section provides a number of topics that applicants could raise or consider during the interactions between development
assurance and certification. For specific information on product certification and planning, consult appropriate regulatory

guidance.

Early coordination with the Certification Authorities is recommended for development assurance planning. This coordination
is crucial when establishing the detail of the development assurance planning process, which varies depending on the
functions and their associated hazards. Early coordination can reduce uncertainty in the certification process and can
minimize the effects of misinterpretations of company processes, industry standards, regulations, and advisory materials.

Certification Authority coordination begins during the planning phase, but continues through development and product
certification.
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The following list contains development assurance topics for Certification Authority coordination:

a. A description which establishes the functional relationships, physical layout, and data exchange interfaces within the
aircraft and/or system(s) under development

b. Regulatory gaps for new aircraft types (e.g., unmanned aircraft systems), or for applications of new technologies (e.g.,
artificial intelligence)

c. Development assurance planning elements for the specific application, including aircraft-level and/or system-level
planning elements that support the scope of the development:

1. The scope of the development assurance process including rationale for any aspects that are tailored and/or in
some cases eliminated; this may include process substitutions or alternate methods not covered by this document

2. A high-level description of the relevant integral processes (e.g., safety assessment, validation, verification,
configuration management, and process assurance); requirements management processes should include details
specifically related to safety requirements

3. Adescription of the interactions between certification and system requirements, design, and key safety assessment
activities (see 5.1)

4. If applicable, address the plan to re-use processes, methods, or data from a previously approved product
5. A plan to develop a process for detecting errors in the implementation; this can include planning for a practical set

of tests, direct inspection, or other verification methods to fully characterize system behaviors in normal operation
and in failed states

6. Roles and responsibilities of various groups involved in the development from aircraft level to item level; consider
the roles of suppliers relative to aircraft developers in the processes, e.g., aircraft safety group involvement in
derived requirement and safety requirement reviews

d. The Aircraft and/or System Functional Hazard Assessment(s) including failure conditions, effects, classifications, and
substantiation data

e. Asthe project progresses, the Preliminary Aircraft and/or System Safety Assessment(s), including aircraft/system safety
objectives, design decisions affecting compliance, and preliminary development assurance levels

f.  Alist of the data to be submitted to the Certification Authorities, and the data to be retained under configuration control

Certification Authority coordination continues throughout the development life cycle. In order to show that the aircraft, its
systems, equipment, and items meet specific regulatory requirements and industry standards, a summary of the
development assurance process outputs may be provided (see 4.7).

4. AIRCRAFT AND SYSTEM DEVELOPMENT PROCESS

This section provides an overview of a generic approach for developing aircraft and aircraft systems from conceptual
definition to certification. This section establishes common terminology and expectations associated with development
processes and their inter-relationships in order to understand the intent and applicability of the substantiating material.

The development life cycle has a beginning and an end. A new development cycle can be initiated to perform aircraft or
system modifications, or to create a new derivative aircraft. The guidelines contained in this document are primarily geared
toward the “Development” phase as shown in Figure 3.

The concept phase (i.e., research and preliminary development phase) determines the overall aircraft/system performance

and configuration such as payload and range, aircraft size, number and locations of engines, airfoil, and applications of new
technologies in design and manufacturing.
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The development phase follows the concept phase, readying the implementation for production/operation. The development
phase is complete when:

o Build/test information is provided to a production facility or facilities

o All regulatory compliance data is completed, and the Certification Authority concurs with the showing made by the
applicant

e The design has met all applicable internal requirements
¢ Limitations, maintenance, and other operational information are provided to the aircraft operators
4.1  Generic Aircraft/System Development Process

The generic aircraft/system development process outlined in this section establishes a framework for discussing the
process. This section does not imply a preferred method or process; nor does it imply a specific organizational structure.
Figure 3 provides a graphical representation of the aircraft/system development process with the numerical entries in each
activity box representing the section numbers of this document in which the activity is further explained.

A top-down sequence for developing a specific system implementation from knowledge of an intended aircraft function
provides a convenient conceptual representation of the system development process. A typical system development
progresses in an iterative and concurrent fashion using both top-down and bottom-up strategies. In this document, emphasis
is focused on the top-down aspect since it provides the necessary links between aircraft safety and system development. It
is recognized that organizations may structure their functional/product breakdown with additional layers. The processes
described in this document would then be applied, with appropriate adaptations, to these layers from the aircraft to item
levels.
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Figure 3 - Aircraft/system development process
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4.1.1 Development Assurance

Due to the highly complex and integrated nature of modern aircraft systems, the Certification Authorities have highlighted
concerns about the possibility of development errors causing or contributing to aircraft failure conditions. To address these
concerns, a methodology to minimize the likelihood of development errors is required. The following text reflects the
concerns expressed in current certification requirements/regulations:

a. A concern arose regarding the efficiency and coverage of the techniques used for assessing safety aspects of highly
integrated systems that perform complex and interrelated functions, particularly through the use of electronic technology
and software-based techniques. The concern is that design and analysis techniques traditionally applied to deterministic
risks or to conventional, non-complex systems may not provide adequate safety coverage for more complex systems.
Thus, other assurance techniques, such as development assurance utilizing a combination of process assurance,
validation and verification coverage criteria, or structured analysis or assessment techniques applied at the aircraft level,
if necessary, or at least across integrated or interacting systems, have been applied to these more complex systems.
Their systematic use increases confidence that errors in requirements or design and integration or interaction effects
have been adequately identified and corrected.

b. Considering the above developments, as well as revisions made to 14 CFR/CS 25.1309, AMC 25.1309 was revised to
include new approaches, both qualitative and quantitative, which may be used to assist in determining safety
requirements and establishing compliance with these requirements, and to reflect revisions in the rule, considering the
whole aircraft and its systems. It also provides guidance for determining when, or if, particular analyses or development
assurance actions should be conducted in the frame of the development and safety assessment processes. Numerical
values are assigned to the probabilistic terms included in the requirements for use in those cases where the impact of
system failures is examined by quantitative methods of analysis. The analytical tools used in determining numerical
values are intended to be used in addition to (but not replace) qualitative methods based on engineering and operational
judgment.

Therefore, a process is needed which establishes levels of confidence that development errors that can cause or contribute
to identified failure conditions have been minimized with an appropriate level of rigor. This henceforth is referred to as the
development assurance process.

4.1.2 Introduction to Development Assurance Process

The guidance material presented in DO-178C/ED-12C and DO-254/ED-80 has been recognized by industry and the various
Certification Authorities to establish levels of confidence that a specific item of software and electronic hardware respectively
performs to its intended design requirements. To establish levels of confidence for the aircraft systems as a whole, the
process outlined herein presents guidelines for developing aircraft-level, system-level, and item-level requirements. The
process includes validating requirements, and verifying that requirements are met, together with the necessary configuration
management and process assurance activities. As development assurance level assignments are dependent on
classification of failure conditions, the safety analysis process is used in conjunction with the development assurance
process defined herein to identify failure conditions and severity classifications which are used to derive the level of rigor
required for development.

Complex systems and integrated aircraft-level functions present greater risk of development error and undesirable,
unintended behavior. At the same time, it is generally not practical (and may not even be possible) to develop a finite test
suite for highly integrated and complex systems which conclusively confirms that there are no residual development errors.
Since these errors are generally not deterministic and suitable numerical methods for characterizing them are not available,
other qualitative means should be used to establish that the system can satisfy safety objectives. Furthermore, there is no
direct correlation between Functional Development Assurance Level and numerical probabilities. The safety objectives
associated with Failure Condition Classifications can be satisfied by both the designated function development assurance
rigor and by numerical analysis methods (as needed). These two separate methods, in general, are not related and
complement each other.

In this context, this Aerospace Recommended Practice regards the activities of DO-178C/ED-12C and DO-254/ED-80 as
means to implement the development assurance rigor for the software and electronic hardware items. These software- and
electronic hardware-related processes are no longer considered to be adequate to mitigate aircraft/system errors without a
development assurance process from aircraft level down to item level, as shown in Figure 4.
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In summary, development assurance is a process-based approach which establishes confidence that aircraft/system
development has been accomplished in a sufficiently disciplined manner to limit the likelihood of development errors that
could impact aircraft safety.

4.1.3 Introduction to Hierarchical Safety Requirements Generated from Safety Assessment

Safety objectives are the qualitative and/or quantitative attributes necessary to achieve the required level of safety for an
identified failure condition, depending on its classification. Safety requirements are those which are necessary to achieve
either a safety objective or satisfy a constraint established by the safety process. Safety requirements may exist at the
aircraft, system, and item levels. Through the application of the Aircraft Functional Hazard Assessment (AFHA) process,
failure conditions and associated classifications for the aircraft functions are identified. The classification of these failure
conditions establishes the safety objectives for the aircraft functions. Through the application of the Preliminary Aircraft
Safety Assessment (PASA) process, the proposed aircraft architecture is evaluated against its safety objectives. Safety
requirements are generated through the PASA activities. The safety requirements generated through the PASA activities
are passed to the development process to be allocated to systems.

Through the application of the System Functional Hazard Assessment (SFHA) process, failure conditions and associated
classifications for the system functions are identified. The classification of these failure conditions establishes the safety
objectives for the system functions. Through the application of the Preliminary System Safety Assessment (PSSA) process,
proposed system architectures are evaluated against their safety objectives, and allocated requirements from the PASA
process. Safety requirements are generated through the PSSA activities. The safety requirements generated through the
PSSA activities are passed to the development process to be allocated to items.

Figure 4 illustrates the interactions between the safety assessment process and the development process at the various
hierarchical levels of development.
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Figure 4 - Interaction between Safety Assessment and development processes
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4.2  Aircraft Function and Requirement Development

While Figure 3 illustrates the generic aircraft/system development process, Figure 5 shows an aircraft function
implementation process. The aircraft function implementation process includes multiple system development processes.
Each system development process can consist of multiple item development processes. There are certain integral
processes that take place repetitively during each of the development activities.

Most development processes involve many iterative cycles, making the experience appear more cyclic than sequential. The
entry point for aircraft function implementation may occur at any point in the cycle. For a new aircraft-level function, the
process begins with the top-level definition of functions. For adding functions to an aircraft, the entry point may occur in the
context of changes to a particular item. However, regardless of the entry point, an assessment of the impact of the new or
modified function on other aircraft-level functions and their supporting requirements is necessary. In practice many of the
development activities shown in Figure 5 are concurrent and may involve interactive dependencies that lead to alteration of
previously established requirements.

Outputs of this activity are a list of aircraft functions and requirements.
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4.3 Development of Aircraft Architecture and Allocation of Aircraft Functions to Systems

The next level of activity consists of establishing the aircraft architecture, determining the appropriate grouping of aircraft
functions, and the allocation of the functions to systems. During the process of developing the aircraft architecture, candidate
architectures are iteratively evaluated using functional and performance analyses and the PASA process to establish
feasibility in meeting the top-level safety objectives for the aircraft.

The process for selecting the appropriate grouping of aircraft functions out of the range of possible groupings is often
complicated. No specific recommendations for accomplishing the grouping activity are provided in this document. However,
careful attention to the basis for the selection decisions, including related assumptions, is fundamental to the success of
subsequent processes. The functional groupings interact with the aircraft architecture and are the basis for system
architecture development. While it is not necessary to know in detail how a system will be implemented to accomplish the
necessary functional groupings, implementation constraints, failure effects, and life cycle support may all play a significant
role in selecting the most appropriate groupings. The allocation should also define inputs, processes performed, and
outputs, and consider operational and support aspects. Assumptions that are made in the course of this process become a
vital part of the overall system requirements package and should be documented.

The output of this activity is an aircraft architecture with aircraft functions allocated to systems.
4.4 Development of System Functions and Requirements

Once aircraft functions are allocated to systems, system functions are determined relative to their role in the aircraft
architecture. The system functions should be described in terms of what the system is to accomplish, rather than the means
envisioned to implement the system function. System functions may be the intended behaviors of the system, such as
intended actions of the system, the prevention of undesirable system function actions, and the provision of outputs that are
in turn used by other systems. For instance, the supply of electrical power by the aircraft is a system-level function. The
power supply within equipment is not a system-level function.

From the function allocations and the associated Failure Condition Classifications, further specific system requirements
necessary to achieve the safety objectives are determined. Derived requirements and additional assumptions will emerge
during this phase as the consequences of the various combinations of functions and allocations to systems are considered.
These, in turn, may alter the aircraft-level function requirements.

The output of this activity is a set of requirements for each aircraft system together with associated interfaces, including
safety requirements and development assurance levels from the PASA process. The interfaces are defined with each input
having a source and each output having a destination.

4.5 Development of System Architecture and Allocation of System Requirements to ltems

In practice, system architecture development and the allocation of system requirements to items are tightly coupled and
iterative processes. Requirements arising from allocation may be system-related or item-related. With each cycle, the
identification and understanding of derived requirements increases and the rationale for the allocation of system-level
requirements to items becomes clearer. The process is complete when all requirements can be accommodated within the
final architecture. The development of the system architecture and the allocation of requirements to items ensures that the
items perform all intended system functions.

The system architecture establishes the structure and boundaries within which specific item designs are implemented to
meet the established requirements. More than one candidate system architecture may be considered for implementation.
These candidate system architectures may be evaluated using such factors as technology readiness, implementation
schedules, producibility, contractual obligations, economics, prior experience, and industry precedence. The candidate
architectures are then iteratively evaluated using functional and performance analyses. In particular, the PASA and PSSA
processes establish feasibility with respect to top-level safety objectives assigned to each system. PASA/PSSA activities
are summarized in 5.1.2 and 5.1.4, respectively.

Requirements stemming from technology, architecture, system, equipment, and item interfaces, system constraints
(physical, environmental, etc.), integration, and implementation choices become more clearly visible as work on the system
architecture progresses.
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The output of this allocation effort is a system architecture with requirements allocated to items, including safety
requirements and development assurance levels from the PASA/PSSA processes.

4.6 Implementation
Implementation has four primary points:

a. Information flow between the system process, which includes development assurance and safety assessment
processes, to and from the item-level processes

b. Item design/build

c. Item integration and verification

d. Aircraft/system integration and verification

These are further discussed in the next sub-sections.

4.6.1 Information Flow—System Process to and from Item Processes

4.6.1.1 Information Flow from System Process to Item Processes

System requirements are decomposed and allocated to items as determined by the system architecture. The decomposition
and allocation of requirements to items follows the system process. The interface between the system process and the item
processes is dealt with in the following sections.

The point where requirements are allocated to items is also the point where the guidelines of this document transition to the
guidance of DO-178C/ED-12C (for software), DO-254/ED-80 (for electronic hardware), and other existing industry
guidelines. This document provides guidelines for architecture, development assurance level, and functional decomposition
including redundancy management. This means that the requirement allocation to items has been reached at the point
when architecture, redundancy management, and requirement decomposition are complete.

The following data is passed to the item processes as part of the requirements allocation:

a. Requirements allocated to hardware item(s)

b. Requirements allocated to software item(s)

c. Development assurance level(s) for item(s) and a description of associated failure condition(s), if applicable

d. Allocated failure rates and exposure interval(s) for hardware failures

e. System description

f. Design constraints, including function isolation, separation, data/models of other external interfacing elements,
partitioning requirements, and any item development independence requirements

g. System verification activities to be performed at the item development level, as applicable

h. Evidence of the acceptability by the system process of any data provided by the item processes to the system process
on which any activity or assessment has been conducted by the system process; an example of such an activity is the
system process evaluation of derived requirements provided by the item processes to determine if there is any
higher-level functional or safety impact (see 5.3.3)
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4.6.1.2 Information Flow from Item Processes to System Process

The information listed below should be included in the data passed to the system process in support of system-level
development activities and integral processes:

a. Derived item requirements which may have a higher-level functional or safety impact (see 5.3.3)

b. Description of the implemented item architecture sufficient to show the achieved independence and failure containment
capabilities (e.g., hardware segregation, software partitioning)

c. Evidence of system/item verification activities performed at the item development level, if any

d. Hardware failure rates, failure detection coverage, common cause considerations, and latency intervals, for
incorporation in the System Safety Assessment (SSA)

e. Problem or change documentation that may impact system or item requirements, to be evaluated against the system
or item requirements or the safety assessments

f.  Any limitations of use, configuration identification/status constraints, or performance/timing/accuracy characteristic
g. Data to facilitate integration of the items into the system (e.g., installation drawings, schematics, parts lists)
h. Details of proposed item verification activities to be performed during system-level verification

Additionally, evidence should be made available that the process activities consistent with the assigned ltem Development
Assurance Level(s) have been performed, including any assurance achieved through tools.

4.6.1.3 Information Flow Between Hardware Design Life Cycle and Software Life Cycle Processes

The information below should be passed between the hardware and software life cycle processes. This information should
flow via the systems process. This data includes:

a. Requirements needed for hardware/software integration, such as definition of protocols, timing constraints, and
addressing schemes for the interface between hardware and software

b. Instances where hardware and software verification activities require coordination

c. ldentified incompatibilities between the hardware and the software, which may be part of a reporting and corrective
action process

4.6.2 ltem Design/Build

The item (e.g., electronic hardware or software) design/build processes should provide traceability to the requirements
allocated to items. If item implementation proceeds in parallel with the requirements allocation and architecture definition
phases, then sufficient discipline is needed to ensure that derived requirements are captured and that all function
requirements are achieved in the implementation.

The outputs of this phase include item (e.g., electronic hardware or software) integration procedures, released hardware
drawings, software source code together with related life cycle data, applicable development assurance data, breadboard
or prototype hardware, if applicable, and lab/flight test articles. The RTCA/EUROCAE documents referenced in 2.1 provide
guidance for the development of electronic hardware and software.

4.6.3 Item Integration and Verification

Depending on the nature of the system and the development process used, initial item integration may occur on
breadboards, prototypes, computer emulation, or lab/flight test articles. The output is items under configuration control
together with development assurance data and item life cycle data. Detailed procedures should be used to verify that item
integration is complete and all item requirements are met. ocuments
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It may be beneficial to enhance the item integration process through development of interface documents. This would ensure
that the integrated items provide compatible functionality (e.g., correctly initialized electronic hardware, memory maps).

4.6.4 Aircraft/System Integration and Verification

Aircraft/system integration and verification are the tasks of ensuring all the aircraft systems operate correctly, both
individually and together, as installed on the aircraft.

Normally, systems integration begins with item-by-item integration and progresses to complete system integration. The
difficulty of fully anticipating or modeling the aircraft environment at any particular stage in development dictates that
integration activities may need to be performed at various phases of implementation (i.e., intra-system, inter-system,
aircraft-level). While the confidence of on-the-aircraft integration can be high, more meaningful or cost-effective results often
can be achieved in laboratory or simulation environments. Specific procedures for systems integration will vary depending
on the capabilities of test facilities, the functional interactions being represented, and the interdependencies between
functions/systems being assessed.

In addition to verifying intended functionality, this activity provides an opportunity to identify and address “unintended
behaviors.” Previous versions of this document referred to "unintended functions.” By its definition, a function is an intended
behavior, meaning that it was defined to operate in a specific manner. Therefore, “unintended behavior” is used throughout
this document.

A strategy/method should be developed to investigate for unintended behaviors, citing the level of testing to be performed
(i.e., intra-system, inter-system, aircraft-level) and the types of testing to be performed (e.g., scenario-based testing,
targeted testing, opportunistic testing by suitably qualified and experienced personnel, etc.).

Integration affords the opportunity to identify and address unintended behaviors. Such behaviors can arise from issues such
as requirements gaps or unanticipated interaction between functional elements. Particular attention during integration
should be directed at dedicated testing of features implemented in the design which addresses potential unsafe operating
conditions. Examples of mitigating features are monitors, fault isolation means, partitioning and their related or relevant
system interfaces. Such tests may be developed from consideration of the following elements (examples only—not a
checklist of cases):

a. Testing and/or simulation of failed states developed to challenge architectural protective features (including outside of
the operational envelope, as necessary)

b. Operation of individual pilot inputs/combinations of pilot inputs over a wide range of input values and rates

c. Signals out of range, invalid inputs, etc.

d. Normal and abnormal power up sequences

e. Power transients, failures, and abnormal levels

f.  Failure conditions including sequential failures

g. External signal abnormal ranges and/or failure conditions

h. Databus disturbances, internal and external

i. Monitor-focused specific tests to expose nuisance susceptibility

During the integration and verification processes, identified deficiencies will be referred back to the appropriate development
or integral activity (requirements capture, allocation or validation; implementation; verification, etc.) for resolution, and the
process iterated. When all iterations are concluded, the output of this activity is an integrated and verified system, along

with the data confirming that the system satisfies all requirements. A summary of verification results obtained will be
documented accordingly, including the results of the activities performed to investigate for unintended behaviors.
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Although the complete absence of unintended behaviors can never be established, the monitoring for unintended behaviors
during requirements-based testing, in conjunction with the guidelines outlined in this section, provides the means to show
that a set of system requirements, taken as a group, have been satisfied.

4.7 Summary of Development Assurance Process Outputs

The activities established in the development assurance plan(s) and the results should be summarized. Any deviation from

the agreed development assurance plan(s) should be described together with rationale to substantiate the deviation. The

summary should include:

a. An outline of the results of the development assurance activities.

b. Confirmation that the activities defined in the development assurance plan(s) have been completed, including details of
the configuration for each activity performed, and a description and rationale for any deviations from the development
assurance plan(s).

c. Reference to supporting development assurance data as identified in Appendix A, including, but not limited to:

1. Safety assessment data; see 5.1 and refer to ARP4761A/ED-135
2. Validation data; see 5.4.7

3. Verification data; see 5.5.6 which includes the data from activities performed to investigate for unintended behaviors
described in 4.6.4

4. Configuration management data; see 5.6.3
5. Process assurance data; see 5.7.4
d. Open Problem Reports (OPRs), including:
1. ldentification of each OPR (configuration management number)

2. Short description of each OPR, including system/safety effect and the mitigation for each OPR that impacts
functionality or safety

3. Classification of each OPR

4. Mitigation for certification acceptability (justification, why closure of the OPR can be deferred)
5. Functional limitations and operational restrictions, if any

6. OPR interrelationships (if needed)

NOTE: Regulatory guidance on OPRs may be applicable (e.g., AMC 20-189/AC 20-189 for the management of OPRs).
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5. INTEGRAL PROCESSES

The process elements described in this section are fundamental elements of the overall development process. They have
multiple interactions to the process activities in Section 4.

5.1 Safety Assessment

The safety assessment process is used to show compliance with certification requirements and internal safety standards.
The process includes specific assessments that are conducted and updated during aircraft/system development. These
assessments interact with development processes throughout the development life cycle. The safety assessment process
consists of the six principal assessment processes summarized in 5.1.1 through 5.1.6. These principal assessment
processes consist of the Aircraft Functional Hazard Assessment (AFHA), Preliminary Aircraft Safety Assessment (PASA),
System Functional Hazard Assessment (SFHA), Preliminary System Safety Assessment (PSSA), System Safety
Assessment (SSA), and Aircraft Safety Assessment (ASA) processes.

The safety assessment process includes safety analysis methods which may be applied throughout the typical development
cycle to provide the analyst a means of qualitatively and/or quantitatively assessing the safety of a design. The principal
methods are Particular Risk Analysis (PRA), Zonal Safety Analysis (ZSA), and Common Mode Analysis (CMA); other
methods may include Fault Tree Analysis (FTA), Dependency Diagram (DD), Markov Analysis (MA), Model-Based Safety
Analysis (MBSA), Failure Mode and Effects Analysis/Summary (FMEA/FMES), and Cascading Effects Analysis (CEA) as
required. The method(s) selected will vary based on system characteristics and organizational practices. The results of
these methods may stand alone or be incorporated into any of the higher-level assessments.

Independence between functions, systems, equipment, or items may be required to satisfy the safety requirements.
Therefore, it is necessary to ensure that such independence exists, or that the lack of independence is acceptable. The
PRA, ZSA, and CMA provide the methods for evaluation of independence or the identification of specific dependencies due
to common cause. These methods may also aid the PASA and PSSA in generation of independence requirements (e.g.,
physical, installation requirements).

The safety assessment process is detailed in ARP4761A/ED-135.

Figure 6 shows the fundamental relationships between the safety assessment processes and the system development
processes. In reality, there are many feedback loops within and among these relationships, though they have been omitted
from the figure for clarity. Note: Only those aspects of the methods associated with Common Cause Considerations are
shown in the figure; for example, the PRA also covers aspects outside common cause considerations.

The level of detail needed for the various safety assessment activities is dependent on the aircraft-level Failure Condition
Classification, the degree of integration, and the complexity of the system implementation. The safety assessment process
should be planned and managed so as to provide the necessary assurance that all relevant failure conditions have been
identified, and that all significant combinations of failures that could cause those failure conditions have been considered.
The safety assessment process is of fundamental importance in establishing appropriate safety objectives for the aircraft
and systems and determining that the implementation satisfies these objectives.
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5.1.1 Aircraft Functional Hazard Assessment

The AFHA is a process that allows the identification and evaluation of potential hazards related to an aircraft’'s functions
regardless of the details of its design. The objectives of the AFHA process are to identify the failure conditions associated
with the aircraft functions.

The objectives of the AFHA process are accomplished by systematically analyzing the aircraft-level functions to identify the
failure conditions, determine their effects on the aircraft, crew, and occupants, and then to establish the associated severity
classification. The classification of these Failure Conditions establishes the safety objectives for the aircraft. Assumptions
made during the AFHA process should be captured and confirmed to be correct.

Failure conditions and associated safety objectives may be monitored through the development process to track that the
design implementation is satisfying the safety objectives.

Appendix A of ARP4761A/ED-135 provides guidelines on how to perform an AFHA.
5.1.2  Preliminary Aircraft Safety Assessment

The PASA is a systematic, comprehensive evaluation of a proposed aircraft architecture to determine how failures, errors,
or external events can lead to aircraft-level failure conditions identified by the AFHA and how the aircraft-level safety
objectives can be met. The objectives of the PASA process are to evaluate the proposed architecture against the safety
objectives, and to propose aircraft-level safety requirements and assumptions.

The PASA identifies the interactions and dependencies between the aircraft systems, assesses how their failures can lead
to the aircraft-level failure conditions identified by the AFHA, and determines whether the aircraft-level safety objectives can
be met. The PASA process interacts with the development process by evaluating the aircraft architecture against
aircraft-level safety objectives and identifies the need for specific aircraft-level and system-level safety requirements. Just
as the development process is iterative, the PASA process is iterative throughout the development cycle. The PASA process
may use various qualitative and/or quantitative safety analysis methods. Common cause considerations are taken into
account in the PASA process. The PASA evaluates combined functional failure effects of the related systems and potential
common cause failures between them, including consideration of their shared resources. The PASA also identifies the
independence requirements and Function Development Assurance Level (FDAL) assignments for the associated aircraft
functions. Once the aircraft-level safety requirements have been identified through the PASA process and the implementing
systems’ designs mature, the ASA process may be initiated.

Appendix B of ARP4761A/ED-135 provides guidelines on how to perform a PASA.
5.1.3 System Functional Hazard Assessment

The SFHA is a systematic process that allows the identification and evaluation of potential hazards related to a system’s
functions regardless of the details of its implementation. It is performed at the beginning of the system development process
and re-evaluated any time changes are made to the system functions. The objectives of the SFHA process are to identify
and classify the failure conditions associated with the system functions.

The objectives of the SFHA process are accomplished by systematically analyzing the system-level functions to identify the
failure conditions, determine their effects on the aircraft, crew, and occupants, and then to establish the associated severity
classification. Crew awareness, flight phase, and environmental and operational conditions are also considered in the
assessment. The classification of these failure conditions establishes the safety objectives for the system. Assumptions
made during the SFHA process should be captured and confirmed to be correct.

Failure conditions and associated safety objectives may be monitored through the development process to track that the
design implementation is satisfying the safety objectives.

Appendix C of ARP4761A/ED-135 provides guidelines on how to perform an SFHA.
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5.1.4 Preliminary System Safety Assessment

The PSSA process is a systematic evaluation of a proposed system architecture to determine how failures, errors, or
external events can lead to system-level failure conditions identified by the SFHA and how the system-level safety objectives
can be met. The objectives of the PSSA process are to evaluate the proposed system architecture against the safety
objectives and allocated requirements from PASA, and to propose system-level safety requirements and assumptions.

Through the PSSA process, safety requirements for system, subsystem, and items are identified to guide the architecture
development as necessary to meet the safety objectives and requirements. The PSSA process may use various safety
analysis methods to determine these requirements. The PSSA also identifies the necessary FDAL and Item Development
Assurance Level (IDAL) assignments for the system functions and items.

The PSSA process identifies where protective strategies may be needed to meet the safety objectives. Such protective
strategies may include redundancy, monitoring, partitioning, development assurance rigor, built-in-test, and safety-related
maintenance tasks/intervals.

The PSSA process is interactive and associated with the design definition. Just as the development process is iterative, the
PSSA process is iterative. The PSSA process starts in the early phases of design with the evaluation of the system
architecture to identify and propose system-level safety requirements. System-level safety requirements are then allocated
to subsystems and finally subsystem requirements are allocated to equipment/items. The PSSA assignment of IDALs to
items determines the appropriate hardware and software development assurance rigor. The PSSA also generates item
requirements including but not limited to safety, reliability, independence, and separation. Common cause considerations
are taken into account in the PSSA process. Care should be taken to account for potential latent failures and their associated
exposure times. Once the system-level safety requirements have been identified through the PSSA process and the
implementing subsystems/equipment/items’ designs mature, the SSA process may be initiated.

Appendix D of ARP4761A/ED-135 provides guidelines on how to perform a PSSA.
5.1.5 System Safety Assessment

The SSA is a systematic, comprehensive evaluation of the implemented system. The objective of the SSA process is to
confirm that the safety objectives and relevant safety requirements are satisfied. The difference between the PSSA and the
SSA is that the PSSA is a process to evaluate proposed architectures and identify safety requirements, whereas the SSA
is a process to verify that the implemented design meets both the qualitative and quantitative safety objectives and
requirements as defined in the SFHA and PSSA, and safety requirements passed from the PASA.

The SSA integrates the results of the various analyses to verify the safety of the overall system and to cover all relevant
safety requirements identified in the PSSA. The SSA process documentation includes results of the related analyses and
their substantiations as needed. The SSA also includes applicable common cause consideration results.

The SSA process is generally represented through succeeding levels of verification through different levels of systems,
subsystems, and items. Through these upward hierarchical verification levels, hardware reliability requirements and
architectural requirements are verified against the safety requirements identified in the PSSA process.

The SSA establishes maximum exposure times for latent failures to be considered for aspects of the aircraft operation and
maintenance.

Appendix E of ARP4761A/ED-135 provides guidelines on how to perform an SSA.
5.1.6  Aircraft Safety Assessment

The ASA is a systematic, comprehensive evaluation of the complete aircraft. The objective of the ASA process is to confirm
that the safety objectives and relevant safety requirements are satisfied. The difference between a PASA and an ASA is
that a PASA is a process to evaluate proposed architectures and identify safety requirements, whereas the ASA is
verification that the implemented design meets both the qualitative and quantitative safety objectives and requirements as
defined in the AFHA and PASA.

The ASA integrates the results of the various analyses to verify the safety of the overall aircraft and %wmtg
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The ASA uses the results obtained from the PASA and SSAs and includes assessment of interdependencies between the
aircraft functions and systems. The ASA ensures that system failure modes are considered for inclusion. The ASA also
includes applicable common cause consideration results and checks for consistency of those results with PASA and SSA
results.

Appendix F of ARP4761A/ED-135 provides guidelines on how to perform an ASA.
5.1.7 Safety Program Plan

For appropriate management of the safety assessment process, a safety program plan should be created. The safety
program plan(s) should define the scope and the content of the safety activities that are applicable at the aircraft and system
levels. The following provides an overview of topics that should be covered, unless otherwise justified, through the safety
program plan to support development assurance:

a. ldentify the input data for the safety assessment process
b. Identify applicable safety standards

c. ldentify the project safety organization and define responsibilities within this organization and its relationship with
partners and/or suppliers with respect to the safety process

d. Describe the applicable safety assessment activities and their outputs, including the associated deliverables
e. Define the key project milestones for which safety process outputs are required

f. Include the principles of the management and validation of the safety objectives, assumptions, and safety requirements,
and the verification that the design meets those requirements

g. ldentify the links with the other appropriate plans (e.g., validation plan, verification plan, process assurance plan)

The safety program plan may address additional safety topics beyond those that support development assurance, including
company policies, company procedures, and specific safety details necessary to support certification. Appendix B provides
an example for organizing the contents of an aircraft-level safety program plan.

5.1.8 Safety-Related Flight Operations or Maintenance Tasks

The safety assessment may rely on or take into consideration flight crew, aircraft operations, or maintenance personnel
actions. The tasks and procedures assumed to be performed may be necessary to ensure safety requirements are met.
Where human performed tasks or limitations are relied on to ensure safety or to form part of the certification substantiation,
they should be identified and recorded in the certification data. Regulatory guidance on specific types of tasks and limitations
may be applicable (e.g., AC 25-19A/AMC 25-19 for Certification Maintenance Requirements on transport category
airplanes).

5.1.9 Relationship with In-Service Safety

A process for accomplishing in-service safety assessment is described in ARP5150A and ARP5151A or in other documents,
such as the guidance material of EASA Part 21 (GM21) when required by applicable regulation. These documents contain
an in-depth study of the processes used to establish and maintain surveillance of safety concerns on in-service aircraft
(i.e., continued airworthiness) and to resolve those issues and document the resolutions.

Taken as a whole, ARP4761A/ED-135 and ARP5150A (or ARP5151A or other applicable guidance material) encompass
the safety assessment process for the entire life cycle of the civil aircraft and its systems and items from conceptual design
to obsolescence.

Safety is not self-sustaining. When an aircraft is delivered it has an initial level of safety as identified by the SSA(s) and
ASA. As aircraft are operated, the level of safety is maintained through a continuing process of monitoring service
experience, identifying safety-related issues and opportunities, and then addressing these issues through appropriate

product or procedure changes. Documents
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The in-service safety assessment process includes the following:
a. Maintain the airworthiness (certification) of the aircraft

b. Maintain the safety of the aircraft

c. Improve the safety of the aircraft

The in-service safety assessment process is expected to be continuous, iterative, and closed-loop. When an event is
identified, assessed, and action implemented, the monitoring continues to validate the effectiveness of the action.

5.2 Development Assurance Level Assignment

The prerequisites needed for a good understanding of this section are the definitions of function, failure condition, failure,
error, and independence.

Development errors are addressed by instituting a development assurance process. The development assurance process
establishes confidence that aircraft and system development has been accomplished in a sufficiently disciplined manner to
limit the likelihood of development errors that could impact aircraft safety. The development assurance level expresses the
rigor applied to the development process to limit, to a level acceptable for safety, the likelihood of errors occurring during
the development process of aircraft/system functions and items that have an adverse safety effect if they are exposed in
service.

The development assurance level of an aircraft/system function or item applies not only to the development process of this
aircraft/system function or item, but also to the development of the interfaces with all the other aircraft/system functions or
items interrelated to the extent that they may affect the function or item being examined.

The development assurance level is assigned depending on the severity classification of failure conditions considering the
possible independence between development processes that can limit the consequences of development errors. The more
severe the Failure Condition Classification, the greater the development assurance level necessary to limit the likelihood of
development errors to an acceptable level of confidence.

Specific considerations for how to conduct development assurance level assignment are described in ARP4761A/ED-135.
5.2.1  General Principles—Introduction to Development Assurance Level Assignment

The general principles for development assurance level assignment taking into account top-level failure conditions severity
classification are described in the following paragraphs:

When a Catastrophic Failure Condition (FC) is involved, the assignment principles are:

e If a Catastrophic FC could result from a possible development error in an aircraft/system function or item, then the
associated development assurance process is assigned level A.

e |f a Catastrophic FC could result from a combination of possible development errors between two or more independent
aircraft/system functions or items, then either one development assurance process is assigned level A, or two
development assurance processes are assigned at least level B. The other independent aircraft/system functions or
items are assigned no lower than development assurance level C. The development assurance process establishing
that the two or more independent aircraft/system functions or items are in fact independent should remain level A.
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When a Hazardous FC is involved, the assignment principles are:

o |If a Hazardous FC could result from a possible development error in an aircraft/system function or item, then the
associated development assurance process is assigned at least level B.

e If a Hazardous FC could result from a combination of possible development errors between two or more independent
aircraft/system functions or items, then either one development assurance process is assigned at least level B, or two
development assurance processes are assigned at least level C. The other independent aircraft/system functions or
items are assigned no lower than development assurance level D. The development assurance process establishing
that the two or more independent aircraft/system functions or items are in fact independent should remain level B.

When a Maijor FC is involved, the assignment principles are:

e If a Major FC could result from a possible development error in an aircraft/system function or item, then the associated
development assurance process is assigned at least level C.

e If a Major FC could result from a combination of possible development errors between two or more independent
aircraft/system functions or items, then one development assurance process is assigned at least level C, or two
development assurance processes are assigned at least level D. The development assurance process establishing that
the two or more independent aircraft/system functions or items are in fact independent should remain level C.

When a Minor FC is involved, the assignment principles are:

e If a Minor FC could result from a possible development error in an aircraft/system function or item, then the associated
development assurance process is assigned at least level D.

e |If a Minor FC could result from a combination of possible development errors between two or more independent
aircraft/system functions or items, then one development assurance process is assigned at least level D.

When a No Safety Effect FC is involved, the assignment principle is:

e If a No Safety Effect FC could result from one or a combination of possible development error(s) in an aircraft/system
function or item, then the associated development assurance process(es) may be assigned level E.

5.2.2 FDAL and IDAL

To address the general principles during the development phase, two phases can be identified with two different types of
development processes: function development phase and item development phase.

Function development phase: During this phase, requirements for functions are developed and allocated to items. The
requirement development process includes validation (assurance of completeness and correctness) of the set of
requirements. The level of rigor of the development process for function requirement development is given by the
development assurance level of the function hereafter called FDAL. The objectives to be met for functions and requirements
are provided within this document; Appendix A gives the applicability of these objectives for each FDAL.

Item development phase: During this phase items are developed. The level of rigor of the development process for items is
given by the electronic hardware or software assurance level called hereafter IDAL. In the context of IDAL assignment, an
item does not contain architectural features to be used for credit in mitigating potential development errors within itself.
Architectural features to be used for credit in mitigating potential development errors should include design independence
between two or more items when assigning their IDAL. The objectives to be met, dependent on the IDAL, are given in
DO-254/ED-80 for electronic hardware and DO-178C/ED-12C for software. The objectives to be met for the integration of
electronic hardware and software are provided by this document. Note that the boundaries between systems and items
might not coincide with the boundaries between aircraft manufacturers and suppliers, or between suppliers and sub-tier
suppliers or with physical packaging.
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The design of simpler hardware items (e.g., mechanical hardware, electro-mechanical devices, electro valves, or servo
valves), including the identification of all their failure modes, can be fully assured by a combination of testing and analysis.
Such simpler hardware items do not have an IDAL, although the system function using them will have an FDAL. Validation
and verification activities for these items should be consistent with established and accepted development processes and
techniques for these types of hardware items.

5.2.3 Detailed FDAL and IDAL Assignment Guidelines

The AFHA and SFHA processes are used to identify failure conditions in a systematic manner early in system development.
The functions, their failure conditions and classifications, and the proposed architectures to implement those functions are
assessed to assign development assurance levels in the PASA and PSSA processes, as shown in Figure 7. Development
assurance levels are assigned to aircraft/system functions and items so that the appropriate validation and verification
processes are invoked to minimize the potential for errors in their development processes. The assigned development
assurance level does not imply particular random hardware failure probabilities, i.e., the probability analysis of the failure
condition is also required when necessary to confirm that the safety requirements are satisfied. The level of rigor in the
development assurance of an aircraft/system function or item is established by assignment of a development assurance
level, be it a FDAL to a function or IDAL to an item.

FHA (A/C, Sys) | paca /poean 1
( Y )>| PASA /PSSA Architecture affirmation /
Functions > I changes
_ I | Proposed
Operational | Safety
Requirements | Requirements
| FDAL & IDAL '
Proposed
Aobtecture | Assignment —L—»FDAL, IDAL
— | .
A | Process e Functions
| | e Electronic Hardware
| | e Software

Figure 7 - FDAL/IDAL assignment process

Interactions of system functions making up an aircraft function need to be assessed at the FDAL of the aircraft function.
Interactions of items making up a system function need to be assessed at the higher of the FDALs of the aircraft and system
functions.

The development assurance level assignment process begins with FDAL assignment to the functions involved in the
aircraft's and/or systems’ FHA failure conditions (called herein top-level failure conditions).

An FDAL is assigned to the top-level function, based on its most severe top-level Failure Condition Classification. This is
performed for each function in the aircraft and system FHAs in accordance with Table 2. This assignment establishes the
rigor for the applicable development assurance processes described in this document.

Table 2 - Top-level function FDAL assignment

Top-Level Failure Condition Associated Top-Level Function
Severity Classification FDAL Assignment

Catastrophic
Hazardous
Major
Minor
No Safety Effect

m|olo|o| >
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For detailed FDAL and IDAL assignment considerations, such as the role of simple hardware items or external events, refer
to ARP4761A/ED-135.

5.2.3.1 FDAL Assignment without System Architecture Consideration

Table 2 can be used to directly assign the development assurance levels for everything under that function (i.e., FDAL for
all the functions supporting the top-level Function, and IDAL for all items in the architecture at the same level as the top-level
function FDAL). When the mitigation strategy for systematic errors is a single FDAL A development process for a
Catastrophic failure condition, then the applicant may be required to substantiate that the development process for that
member has sufficient independent validation/verification activities, techniques, and completion criteria to provide
confidence that potential development error(s) having a Catastrophic effect have been removed or mitigated. In this case,
the development assurance process needs to provide confidence that development error(s) will be detected and resolved
within the process rather than relying on independence within the architecture.

5.2.3.2 FDAL Assignment with System Architecture Consideration

Once an FDAL is assigned to a top-level function based on the top-level failure conditions’ severity classification, the
architecture of the system functions involved in that top-level function is examined to determine the development assurance
levels of those system functions. This section describes a process for determining the FDALs for the supporting system
functions.

During allocation of a top-level function into two or more independent sub-functions (i.e., one sub-function by itself cannot
cause the top-level hazard), it is possible to assign an FDAL of at least one of the sub-functions lower than the top-level
function’s FDAL. However, there may also be functional allocations where the FDAL assignment of at least one of the
sub-functions may be as high as the level of the top hazard. Several different FDAL assignment cases are discussed in
ARP4761A/ED-135.

The prerequisites of FDAL (and IDAL) assignment are the details of the Functional Failure Set (FFS), its members, and
their independence.

A systematic approach to assigning development assurance levels, when considering system architectures, is to use the
concept of FFSs. System Safety Assessment processes are used to identify all the FFSs that lead to each top-level failure
condition and the members of each FFS. The FFSs for a given failure condition may be identified by using qualitative safety
analyses, such as FTA (refer to ARP4761A/ED-135, Appendix G) or DD (refer to ARP4761A/ED-135, Appendix H).

Conceptually, for FDAL (and subsequently IDAL) assignment purposes, an FFS is analogous to a fault tree minimal cut set
(as defined in ARP4761A/ED-135). More specifically, an FFS is a set of one or more members whose potential development
errors combine to result in a top-level failure condition; in contrast, a fault tree minimal cut set is a set of one or more failures
that combine to result in a top-level failure condition. The FFS is used to assign the appropriate rigor to mitigate the potential
development errors. A failure condition may have a single FFS or multiple FFSs, and each FFS may contain either a single
or multiple members.

5.2.3.2.1 Independence Attributes

Independence between aircraft/system functions or items can protect against potential common development errors and is
a fundamental attribute to consider when assigning development assurance levels.

The intent of independence attributes is to have sufficient confidence that the likelihood of a common development error is
minimized between two or more members commensurate with the severity of the Failure Condition Classification.

Four types of independence attributes are defined: functional independence, item development independence, physical
independence, and process independence. For the purposes of assigning FDAL and IDAL, functional independence and
item development independence are considered.

Physical independence and process independence are not used in FDAL and IDAL assignment. Physical independence
provides mitigation against undesirable effects caused by failures and events but is not intended to mitigate development
errors. After the development assurance level is assigned, process independence may be used to minimize the likelihood

of development errors. Documents
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5.2.3.2.1.1 Functional Independence

Functional independence is an attribute where the functions are different in order to minimize the likelihood of a common
development error. For example, allocation of two different sets of functional requirements could minimize the likelihood of
the same error being present in both. Analysis should show that the requirements have been subjected to a sufficiently
thorough examination, at a level commensurate with the severity of the failure condition being examined, and no adverse
commonality was identified.

Functional independence minimizes the likelihood of common sources of error associated with:

e Common requirements errors

e Common requirement interpretation errors

Examples of functional independence where different requirements are employed to implement/achieve an aircraft or
system-level function and may minimize the likelihood of errors leading to the relevant top-level failure conditions include:

e Decelerate on the ground (wheel brakes, engine thrust reversers and ground spoilers)

e Control direction on ground (nose wheel steering, differential braking, and the rudder at high speed)

e Control aircraft in the air (flight control surfaces and vectored thrust)

e Provide relative aircraft position (communication and navigation)

¢ Navigate (Global Positioning System and Inertial Reference System)

e Provide Angle of Attack (vane and synthetic Angle of Attack computed from airspeed and inertial data)
e Provide fuel quantity (engine fuel flow rate and tank fuel probes)

The requirements necessary to enforce/maintain functional independence should be managed throughout the development
cycle and may lead to constraints on item development and system architecture.

Functional independence is substantiated when the common sources of error between multiple sets of requirements have
been minimized at a level of rigor commensurate with the top-level failure condition severity classification. This should be
substantiated at all levels of abstraction or requirement decomposition.

5.2.3.2.1.2 Item Development Independence

Item development independence is an attribute where the items are different in order to minimize the likelihood of a common
development error between the individually developed items.

Examples of errors that may be mitigated by item development independence:

e Software design error (including software requirements, software architecture, etc.)

e Software development error (including software development process, software configuration control, etc.)

e Hardware design error (including hardware requirements, hardware architecture, etc.)

e Hardware development error (including hardware development process, hardware configuration control, etc.)
e Electronic hardware tool errors (Hardware Description Language coders, layout tools, etc.)

e Software development tool errors (compiler, linker, etc.)
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Examples of means to achieve item development independence:
o Different operating systems

o Different computer/software languages

e Different microprocessors

e Different teams and processes to drive different designs

Item development independence is substantiated when the common sources of error between multiple items have been
minimized. Substantiation is accomplished by applying a level of rigor commensurate with the severity of the top-level
Failure Condition Classification with considerations such as the state-of-the-art and in-service experience. Requirements
for independence between items should be allocated to those items from the system as needed. If the presence of common
error sources between the items cannot be minimized, then item development independence cannot be claimed.

5.2.3.2.1.3  Physical Independence

Physical Independence is used to minimize the likelihood of common failures caused by physical failure, damage, or
environmental effects by using physical separation or segregation between two or more things, e.g., hardware items,
equipment, wiring, tubing. Variations in material properties and manufacturing tolerances can prevent two like items from
failing at the exact same time. Physical separation can protect against some, but not all event-driven threats. For example,
it may protect against ballistic FOD, but not a common mode icing condition.

5.2.3.2.1.4 Process Independence

Process Independence minimizes the likelihood of development errors by using separation of responsibilities that assures
the accomplishment of objective evaluation by someone other than the performer of the activity, e.g., validation activities
are not performed solely by the developer of the requirement(s) of a system or item. After the development assurance level
is assigned, process independence may be used to minimize the likelihood of development errors.

5.2.3.2.1.5 Summary of Functional and Item Development Independence

Functional independence ensures that the function requirements should not suffer from a common error, whereas item
development independence ensures that item designs on which the function(s) is/are implemented should not suffer from
a common development error.

5.2.3.2.2 FDAL and IDAL Assignment Process Overview

FDAL and IDAL assignment is a top-down process starting with the failure condition severity classification from the FHA
and assigning the top-level FDAL in the PASA/PSSA. After decomposing the top-level function into sub-functions, the
sub-functions’ FDALs are assigned. Each sub-function is then decomposed and/or allocated further into items and then
items’ IDALs are assigned. The FDAL and IDAL assignment process should be applied when developing new functions and
new items. Nevertheless, experience identifies that development often makes use of aircraft/system functions and items
that have been developed and certificated for previous applications (see 5.3.1.11). When considering re-use of previously
developed aircraft/system functions and items, their FDAL and IDAL should be shown to address the general principles
defined in 5.2.1. Specific considerations are described in the FDAL and IDAL assignment process found in
ARP4761A/ED-135.

Once an FDAL is assigned to the top-level aircraft function based on the top-level failure condition severity classification,
the architecture implementing the system functions involved in the top-level failure condition is examined to delineate the
development assurance levels of those system functions.

If it can be shown that the aircraft or system architecture provides containment for the effects of development errors by two
or more independent members, development assurance levels may be assigned with consideration of the containment
provided by the architecture. Safety assessment processes are used to identify the members within the FFSs that lead to
the top-level failure conditions. The identification of the FFS is the subject of PASA/PSSA and the indgpendence attributes
of the FFS are considered in CMA. A top-level failure condition may have more than one FFS ocuments
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The level of rigor for substantiating the independence among the members of the FFS is the same FDAL assigned to the
top-level failure condition per Table 2. The members within a given FFS may be assigned their own FDALs which may be
lower than the top-level failure condition severity classification, provided the functional independence attribute is satisfied.
Interactions of systems making up an aircraft function need to be assessed at the FDAL of the aircraft function, including
substantiation of the asserted functional independence.

The general principles (see 5.2.1) provide the guideline for assigning FDAL to member(s) within an FFS relative to the
severity classification of a given top-level failure condition. An example process of entering and navigating through the
General Principles is presented in ARP4761A/ED-135. The process is repeated for all top-level failure conditions for each
function, and then the most stringent FDAL is assigned to that function in consideration of its role in all its failure conditions.
The choice of assignment per these general principles is at the discretion of the certification applicant based on what option
is considered most appropriate to address the identified failure conditions.

The IDAL assignment always follows the FDAL process. When the system architectures are refined down to the item level,
the FDAL is assigned to an FFS member using the general principles. Care should be made to enter into the IDAL
assignment process consistent with the FDAL assignment approach relative to the top-level failure condition.
ARP4761A/ED-135 provides process description to maintain this consistency. The assignment becomes the IDAL of the
related item. This IDAL will be used as an input for the application of DO-178C/ED-12C (software development assurance)
or DO-254/ED-80 (electronic hardware design assurance).

For IDAL assignment, the options available in the general principles related to the top-level Failure Condition Classification
may be used, provided the FFS has item development independence. However, whichever option is chosen, the final FDAL
and IDAL combination should be in accordance with the general principles of 5.2.1 and the general cases presented in
ARP4761A/ED-135.

5.3 Requirements Capture

The aircraft development process includes the identification of aircraft/system functions and establishing the requirements
associated with these functions. These functions, including functional interfaces and corresponding requirements to meet
safety objectives, form the basis for establishing the architecture. Choices made and problems encountered during
implementation are a primary source for derived requirements and may lead to identification of new system requirements
to meet safety objectives.

Plans and standards addressing requirement capture should be developed to establish consistency across the set of
requirements, particularly when using model requirement capture formats, and ensure communication across the
development team of requirement capture expectations.

When a modeling approach is planned to be used to represent requirements, the planning activity should:
o |dentify the use of models/modeling.
¢ |dentify the intended tools and their usage during the development.

o Define modeling standards and libraries in order to establish a common understanding of the use of the models based
on the modeling language to be used. Model contents should be in a readable form. Means should be provided to
unambiguously identify symbols or names relative to the actual signals and interfaces represented. The model should
be developed in a layered manner. For example, subsets of model elements which may be used more than once may
be handled and represented either as a unit or as the full contents.

System models may or may not support the software/hardware development processes. If these models are further
developed such that they can be used to capture item requirements and then directly used to produce embedded code
(software/Hardware Description Language), this process should also apply DO-178C/ED-12C and DO-254/ED-80 from
when the system requirements are allocated to items until the software or hardware is returned to the system processes for
system verification. Refer to DO-331/ED-218 for more software model-based development guidelines.
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5.3.1 Classes of Requirements

Different classes of requirements should be considered at various phases of the development activities (i.e., aircraft, system
and item). Requirement classes may not be mutually exclusive (i.e., a requirement may be associated with multiple
requirement classes). The sub-sections that follow outline common classes of requirements; additional classes may exist.

5.3.1.1 Safety Requirements
Safety requirements are those which are necessary to achieve either a safety objective or satisfy a constraint established

by the safety process. Safety requirements may exist at the aircraft, system, and item levels. Types of safety requirements
may include independence, probability, availability, integrity, monitoring, operational, and maintenance requirements.

Safety requirements are identified by the safety assessment processes as described in 5.1.
Safety requirements should be uniquely identified to ensure visibility through the levels of development.
5.3.1.2 Functional Requirements

Functional requirements are those necessary to obtain the intended behavior of the system under the conditions specified.
They are a combination of customer desires, operational constraints, regulatory restrictions, and implementation realities.
These requirements define all significant aspects of the system under consideration. Regardless of the original source, all
functions should be evaluated for their safety-related attributes.

5.3.1.3  Customer Requirements

Customer requirements will vary with the type of aircraft, the specific function, or the type of system under consideration.
Requirements may include those associated with the operator’s intended payload, route system, Air Traffic Management,
operating practices, maintenance concepts, and desired features.

5.3.1.4  Operational Requirements

Operational requirements define the interfaces between the flight crew and each functional system, the maintenance crew
and each aircraft system, and various other aircraft support people and related functions or equipment. Actions, decisions,
information requirements, and timing constitute the bulk of the operational requirements. Both normal and non-normal
circumstances need to be considered when defining operational requirements.

5.3.1.5 Performance Requirements

Performance requirements define those attributes of the function or system that make it useful to the aircraft and its
operation. In addition to defining the type of performance expected, performance requirements include function specifics
such as: accuracy, fidelity, range, resolution, speed, and response times.

5.3.1.6  Physical and Installation Requirements

Physical and installation requirements relate the physical attributes of the system to the aircraft environment. They may
include size, mounting provisions, power, cooling, environmental restrictions, visibility, access, adjustment, handling, and
storage. Production constraints may also play a role in establishing these requirements.

5.3.1.7 Maintainability Requirements

Maintainability requirements include scheduled and unscheduled maintenance requirements and any links to specific safety-
related functions. Factors such as the percentage of failures that are detectable and the percentage of failures that can be

isolated may also be important. Provisions for external test equipment signals and connections should be defined in these
requirements.
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5.3.1.8 Interface Requirements

Interface requirements include the physical system, equipment, and item interconnections along with the relevant
characteristics of the specific information communicated. The interfaces should be defined with all inputs having a source
and all output destinations defined. The interface descriptions should fully describe the behavior of the signals.

5.3.1.9 Certification Requirements

Additional functions, functional attributes, or implementations may be required by certification regulations or may be
necessary to show compliance with certification regulations. Requirements of this class should be defined and agreed upon
with the appropriate Certification Authorities.

5.3.1.10 Derived Requirements

At each phase of the development activity, design decisions are made as to how particular requirements or groups of
requirements are to be met. The consequences of these design decisions become requirements for the next phase of the
development. Since these requirements result from the design process itself, they may introduce behaviors or
characteristics beyond those specified in higher-level requirements and are referred to as derived requirements.

Derived requirements should be examined to determine which functions they support so that the appropriate Failure
Condition Classification can be assigned, and the requirement validated. See 5.3.3 for the evaluation of derived
requirements.

For example, derived requirements may result from the decision to select a separate power supply for equipment performing
a specific function. The requirements for the power supply, including the safety requirements, are derived requirements.
The Failure Condition Classification(s) associated with the function supported by the power supply determines the
necessary development assurance level.

Derived requirements may also result from architecture choices. For example, selecting a triplex architecture for achieving
a high integrity functional objective would have different consequences and different derived requirements from selection of
a dual monitored architecture for achievement of the same objective.

Derived requirements may result from a design decision to isolate function implementations having more severe Failure
Condition Classifications from the failure effects of systems having less severe Failure Condition Classifications.

Derived requirements also include those defining the electronic hardware-software interface. Some of these requirements
may be significant at the system level. The remainder, dealing with detailed aspects of the electronic hardware-software
interface, may be handled under the guidelines of DO-178C/ED-12C and DO-254/ED-80.

Derived requirements should be captured and treated in a manner consistent with other requirements applicable at that
development phase. Derived requirements should include rationale and/or references to applicable design standards.

5.3.1.11 Re-Use of Systems, Equipment, or ltems from Previously Certificated Products

Systems, equipment, and items that have been used on other aircraft are often reused in new or derivative aircraft. The
maturity of these systems, equipment, and items has benefit, but it should not be assumed that they meet the requirements
of the new installation. Even if no design changes are to be made to the system, equipment, or item, the requirements to
which the system, equipment, or item was certificated should be validated according to the new application and modified
as necessary. Assumptions from the previously certificated aircraft should be managed for the new or derivative aircraft
(see 5.4.2.4). Derived requirements, compatibility of the interfaces, and the operational environment should be validated as
well. Care should be taken in interface definitions that may be broad and may have been met in an earlier application but
may not be met in the re-use instance due to considerations such as cable loading or bus termination conventions.

Verification activities should then be carried out against these requirements, including integration with the aircraft as
required.

See Section 6 for more information.
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5.3.2 Capturing Safety Requirements from the Safety Analyses

The types of safety requirements for each function, whether at the aircraft, system, equipment, or item levels, are typically
the independence requirements, probabilistic availability and integrity requirements, no single failure criteria, monitor
performance requirements, safety or protective features, development assurance levels, and operational and maintenance
limitations. The probabilistic requirements are typically handled through a budgeting process.

For a given function, safety requirements are established using the results of the PASA and PSSA. These safety
requirements include a straightforward assignment from failure categories based on the consequences of that function’s
failure. There are circumstances when some combinations need to be considered. These need to be selected in a manner
that covers needed combinations without having to consider an exponentially increasing number of irrelevant combinations.

The safety analysis process may also identify assumptions that need to be managed to closure. These assumptions may
be about a capability within a system, features in another system, or a future activity (e.g., flight crew or maintenance
procedures) that have not yet been defined. Assumptions relating to capabilities within a system can be managed at system
level; all other assumptions are managed at aircraft level. Confirmation as to whether the assumption is correct or not should
be fed back to the originating safety process. The management of assumptions typically results in, or points to existing,
requirements that when successfully verified, provide the evidence that the assumption was confirmed.

5.3.3 Identifying and Evaluating Derived Requirements

Derived requirements should be identified and their functional and safety impact should be evaluated for acceptability at
progressively higher levels until it is determined that no further impact is propagated. The methods for identifying and
evaluating derived requirements should be documented as part of the development assurance planning process. These
methods should align with the objectives of the safety assessment process.

5.3.4 Capturing Maintenance Requirements for In-Service Use

While the requirements used for developing the aircraft and/or systems are being captured, maintenance requirements are
also captured to ensure the continued airworthiness of the aircraft throughout its life. These activities, which support the
requirements, can then be included in the Instructions for Continued Airworthiness (ICA). The periodic maintenance,
inspection, or overhaul that are required to maintain the integrity of the system or structure or to maintain the safety
protection features should be captured as maintenance requirements in the ICA. Depending on their criticality, some ICAs
may need a higher level of visibility and protection against inadvertent deletion or modification; in such cases, they should
be included in the Airworthiness limitations section of the maintenance manual, as appropriate.

5.4 Requirements Validation

Validation of requirements is the process of ensuring that the specified requirements are sufficiently correct and complete
so that the product will meet the needs of customers, users, suppliers, maintainers and Certification Authorities, as well as
aircraft, system and item developers (e.g., flight crews, as users, may have a need for a certain system behavior for thrust
control and a level of performance for that behavior). While the format of the validation effort is left to the developer, a
structured process should be defined in the validation plan (see 5.4.7).

Given the importance of effectively capturing requirements that will satisfy these needs, the following guidelines may be
helpful:

o |dentify the interfaces (i.e., with the aircraft, with other systems, with other equipment, with items, with people, with
processes, across organizational or corporate boundaries).

o Identify the individuals that have a primary interest in an interface or a need for an interface.

e Interfaces should be formalized through agreements (e.g., statement of work, plan, manual, requirements document,
interface document, legal contract).

e The agreement should define the ground-rules so an interface can be realized. (Who owns which side of the interface;
what is the means of identifying problems and correcting them; what is the format or constraints_associated with the
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e The agreement should define the interface behaviors that are to be provided when an input is received.

e The agreement should define the background and context of interfaces, to the extent necessary to assess if it is
appropriate.

e The provider of data should have visibility to how the interface is going to be used to help ensure, along with the user
of the data, that it is fit for purpose.

¢ An independent reviewer (see 5.4.5) should challenge the assumptions and interpretations of captured requirements
with the requirement owner, ideally as they are being captured, in order to ensure that these requirements have the
same meaning for the requirement owners and recipients.

Ideally, requirements should be validated before the design implementation commences. However, in practice, particularly
for complex and integrated systems, the validation of requirements may not be possible to complete until the system
implementation is available and can be tested in its operational context. In consequence, validation is normally a staged
process continuing through the development cycle. At each stage, the validation activity provides increasing confidence in
the correctness and completeness of the requirements.

The validation process at each level of the requirements hierarchy should involve all relevant technical disciplines, including
System Safety. Experience indicates that careful attention to requirements development and validation can identify subtle
errors or omissions early in the development cycle and reduce exposure to subsequent redesign or inadequate system
performance.

Testing may simultaneously serve the purposes of verification as well as validation when the system implementation is used
as part of the requirements validation process. One purpose of this activity is to check that the requirements are met by the
implemented system, while a separate purpose is checking that the requirements are appropriate to the context in which
the system is operating. Such dual purposes should be reflected by coordination of the verification and validation plans.

5.4.1 Validation Process Objectives

Ensuring correctness and completeness of requirements are the objectives of the requirements validation process (i.e., are
we building the right aircraft?).

Examination of requirements to ensure they are both necessary and sufficient is a key aspect of validation. A further
objective of the validation process is to limit the potential for unintended behavior in the system or for unintended behavior
to be induced in interfacing systems.

5.4.2 Validation Process

Requirements should be validated at each hierarchical level of requirements definition. This includes validation of
requirements allocated to aircraft, system, and item levels, and the management of assumptions.

The relationship of validation to system development is shown in Figure 4. An expanded validation process diagram is

shown in Figure 8. Inputs to the validation process may include a description of the system (including the operating
environment), the system requirements, a definition of system architecture, and the development assurance level.
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Figure 8 - Validation process

An overview of the requirements validation process is outlined below. These processes may be used for validation at the
various hierarchical levels. These processes may be used to support certification.

5.4.2.1 Validation Plan

The validation plan should define the specific methods to be used for validation of requirements, data that will be collected,
data storage requirements, and validation schedule. Additional information on validation planning is provided in 5.4.5, 5.4.6,
and 54.7.

5.4.2.2 Determination of Validation Approach

Once the development assurance levels of the functions have been assigned by the safety assessment processes, the
necessary approach to validation is then applied to the set of requirements for the specific function (see 5.4.5).

5.4.2.3 Correctness and Completeness

Correctness is the degree to which an individual requirement is unambiguous, verifiable, unique, consistent with other
requirements, and necessary for the set of requirements.

Completeness is the degree to which a set of correct requirements satisfies the interests of customers,_users, maintainers,
and Certification Authorities, as well as aircraft, system, and item developers under all modas of op dinie
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Additional information on correctness and completeness checks is provided in 5.4.3 and 5.4 .4.
5.4.2.4 Management of Assumptions

In the majority of system development programs, a number of assumptions (or judgments) are made that are not directly
provable at the time the information is needed. The existence of such assumptions is not, by itself, a certification concern,
provided that the consequences of an incorrect assumption are assessed and documented. However, the possibilities for
miscommunication about the basis and scope of such assumptions are numerous and the related consequences can
jeopardize satisfactory implementation of safety requirements. Thus, assumptions (either explicit or implicit) should be
identified, and their reasonableness and rationale established based on the specific system and its development assurance
level.

Assumptions may be used early in the development process as a substitute for more explicit knowledge that will be available
later. Aircraft and system development is iterative and concurrent and is not only top-down but may have bottom-up
influences. Also, all interfacing systems and items within the system may not be at the same development phase to support
the system design process. Requirements may have to be based on assumptions rather than on traceable requirements for
work to progress on a particular system. In these cases, requirements validation consists of showing that the explicit
knowledge or acceptable rationale was indeed obtained and that any inconsistencies between the explicit knowledge and
the related assumption were resolved.

Any requirements based on assumed parent requirements should be identified and should be traced back. Requirements
based on assumed higher-level requirements should be resolved by the time of certification.

The process of managing assumptions includes ensuring that assumptions are:
o Explicitly stated

o Appropriately disseminated

e Confirmed by supporting data

Where the consequences of an erroneous assumption appear to have significant potential to reduce safety, one possible
requirements validation strategy consists of showing how the system design limits or bounds the achievable consequences
of an assumption error.

The remainder of this section provides guidelines for identifying and judging the reasonableness of assumptions. To facilitate
this purpose, assumptions are categorized below.

e Operational/environmental assumptions associated with air traffic, maintenance, cargo, personnel, flight dynamics, ATC
systems, performance, operational procedures, and passengers (e.g., exposure times, traffic densities, maintenance
intervals, performance limitations) should be considered. Frequently it is difficult or not possible to agree on the
requirements with the primary owners of these systems. This may require the aircraft designer to make assumptions
about the operational context. Other individuals, or documents and/or standards, may act on behalf of these system
owners when agreeing on the operational context. For example, the Certification Authorities may represent the interests
of the air traffic control system not only in regulation but also confirming an assumption about the level of traffic density.

e Design assumptions associated with crew interface, system interface, and reliability should be considered. Confirming
assumptions in this area may be accomplished by review against existing industry experience and practice.

o The crew interface assumptions may include the interaction of the crew with the equipment and the operational
environment under normal and emergency conditions, crew performance characteristics (e.g., response times,
display interpretation, physical limitations), and crew interaction. Some examples of assumptions about the crew
interface are crew response times to various types of messages, event recognition times (e.g., recognition of
hardovers), decision making strategies, and the discrimination accuracy on the basis of physical shape, visual form,
color, or dynamic performance.
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System interface assumptions may address issues associated with the meaning or logical interpretation of the data
exchanged (e.g., format, integrity, latency, resolution) or they may focus on the physical characteristics of the data
signal (e.g., voltage levels, impedance, signal to noise ratio). Some examples of assumptions about the system
interface include the probability of misreads of data bus information, correct processing of failure data by all related

interfacing systems, failure containment, and characteristics of incorrect inputs.

Reliability topics for which assumptions are often made may include: the adequacy of failure rate modeling over the
life cycle, dispatch inoperative considerations, the adequacy of scheduled maintenance tasks and their frequency,
the adequacy of piece-part derating, consideration of potential failure latency and exposure periods, the
completeness of the failure modes analysis, the adequacy of test data to establish or support reliability predictions,

and the applicability of in-service reliability data.

e Serviceability assumptions usually assume that provisions for service and repair do not degrade safety. This assumption

may be confirmed by review of service and maintenance procedures and associated equipment.

¢ Installation assumptions (e.g., separation, isolation, cable binding, wire sizing, environment, power hook-up, circuit
breaker sizing, ventilation, drainage, sources of contamination, mounting characteristics, grounding, and shielding)
should be considered. Confirming assumptions in this area may be accomplished by review against industry standards
and practice, selective testing, and/or inspections of mockup, prototype, or production drawings/hardware.

The means of managing assumptions during the development process should be defined in the validation plan.

54.25

Validation Matrix

The validation process includes preparation of a validation matrix (see 5.4.7) that references requirements and validation
results, including, as appropriate, those for hardware/software performance, derived requirements, environmental and
operational considerations, requirements based on assumptions, and supporting data. The source of each requirement
should be identifiable. This matrix should be updated regularly during the development and included in the validation
summary.

54.2.6

The validation summary includes data describing the process, as well as the results (see 5.4.7).

543

Validation Summary

Correctness Checks

During the validation process the correctness of the stated requirements content should be reviewed and justified.
Correctness checks should be carried out at each level of the requirements hierarchy. The following questions may help
assess correctness of requirements. The answers to these questions may be determined through application of the
validation methods described in 5.4.6. This list should be tailored and expanded for the specific application.

a. Is the requirement correctly stated? For example:

1.

2.

Does the requirement have a unique interpretation (unambiguous)?
Is it identifiable as a requirement?

Is the requirement redundant?

Does the requirement conflict with others?

Does the requirement contain errors of fact?

Is it physically possible to meet the requirement?

Is the statement of the requirement expressed, where possible, in terms of what, when, and “how well,” rather than

“how to”?
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8. Is there enough information available to allow a future change to be made completely and consistently with visibility
to the impact on those with an interest in or interface with the system?

9. Does the requirement include specific tolerances?

10. Is the requirement verifiable as described in 5.5?

11. If it is a derived requirement, is it supported by a rationale?

12. Is the source(s) of the requirement identified and correct?

13. Does the requirement contain multiple characteristics that may be better listed as separate requirements?
b. Is the requirement necessary for the set of requirements to be complete?
c. Is the set of requirements better suited to be combined into a single requirement?
d. Does the set of requirements correctly reflect the safety analyses? For example:

1. Are all requirements from safety assessments included?

2. Are all system failure conditions identified and classified correctly?

3. Is the impact of unsafe design or design errors considered?

4. Are integrity, reliability, availability, and failure tolerance requirements included?
e. Are the selected validation method(s) sufficient to assure requirement correctness (see 5.4.6)7?
f.  Are all assumptions against the requirement captured?
5.4.4 Completeness Checks
The completeness of a set of requirements by its nature may be difficult to prove. As a basis for performing a completeness
check of requirements, it is possible to use the list of possible classes of requirements (see 5.3.1). Individuals with a
generally stated need for the system may have unstated or unanticipated specific needs and expectations. Completeness
is viewed as a probable outcome of following a validation process that may include a combination of templates and
checklists, as well as the involvement of actual customers, users, maintainers, Certification Authorities, and developers.
The specific validation process for assessing completeness should be defined in the validation plan (see 5.4.7).

5.4.4.1 Templates and Checklists

A template in the form of a standard specification format, based on lessons learned, may reveal omissions and help prevent
incomplete requirements.

Checklists may be used by authors and reviewers for completeness checks. The checklist should cover all areas that have
a primary interest in the system and their applicable interfaces to ensure that their needs and expectations will be satisfied.

The following material provides assistance in developing checklist questions for assessing the completeness at each
hierarchical level of requirements. This list should be tailored for the specific application.

a. lIs it apparent from the traceability and supporting rationale that the requirement(s) will satisfy the parent requirement?
b. Does the requirements set fully cover the following?
1. All higher-level functions allocated to this system
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