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INTRODUCTION

Background:

A fault and failure analysis (F/FA) is an evaluation procedure that analyzes and assesses the effects of
and documents potential failures in a system or equipment item design.  It determines by analysis the
effect of failures on system operation, identifies failures critical to operational success for personnel
safety, and ranks each potential failure according to the combined influence of its effect and its
probability of occurring.

The use of F/FA in design has grown with the expansion of technology.  In the past, failure mode and
effect analysis (FMEA) has been considered and used in a possibly restricted way.  Now, however,
other analytical procedures should be described and their application explained.

This revision of Aerospace Recommended Practice (ARP) 926 takes into account current technology
and explains various methods of F/FA and their application.  It presents fault and failure analysis
procedures in their broad scope as design analysis tools.  From this perspective, specialized analyses
such as the FMEA and fault-tree analysis are considered as individual types of analyses within the
broad scope of F/FA methodology.

The basic concept of the F/FA is one of determining the failure sources within a design, the modes of
failure for each of the sources, and the effect of each mode on the complete design or any portion of it.
F/FA is a design analysis tool; thus, it relates to several technical disciplines.  The emphasis in this
document is on what the tool is and how it can be applied to accomplish various objectives.  The user
determines how and for what purpose he/she uses it within his/her own technical discipline, such as
reliability, safety, maintainability, or other associated specialty.

The end objective of the F/FA will determine what type of specialized analysis must be performed and
how comprehensive the analysis must be.  Considerations which will establish the specific form of the
analysis are (a) whether qualitative or quantitative results are required, (b) the extent of the failure
effects assessment required, and (c) the amount of the design to be included.  As illustrated in
Figure 1, a minimum F/FA would consist only of an assessment of qualitative effects of failure modes
of one portion of a design.
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FIGURE 1 - Fault and Failure Analysis Complexity Factors
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- 3 -

INTRODUCTION (Continued)

This minimum type F/FA can be expanded to provide a more comprehensive assessment of failure
effects in terms of severity, or further, in terms of criticality.  Severity pertains to the effect of the failure
mode on equipment operation or mission function, whereas criticality is a combination of its severity
level and the rate or probability of it occurring.  For example, a nuisance effect of a low-severity level,
frequently-occurring failure mode might be highly critical as far as equipment availability is concerned. 
On the other hand, a high-severity failure mode that occurs rarely, if ever, might be classified
noncritical under some circumstances.

Failure mode probabilities, effect severities, and criticalities may be assessed qualitatively (e.g., low,
medium, or high) and thus minimize the extent and cost of the analysis.  If the needs of a program
require more definitive results, the F/FA can be conducted to provide quantitative assessments for the
failure mode probabilities and the severity levels and criticality rankings.  Other considerations can also
be included such as the effects on personnel and equipment safety; mission completion success; or
maintenance, logistic, and supply support.  Once the specialized form of the F/FA to be conducted is
established, it can be applied to any or all levels of a design.

Approaches:

There are two primary approaches for accomplishing the analysis, identified by their orientation in
starting the analysis.  One is the function-oriented approach.  “Functional F/FA” is sometimes referred
to as the “top-down” or “system” approach, since this type of analysis is frequently initiated at the top,
or system level, and then proceeds downward through the design.  The Functional F/FA uses the
design functional requirements for evaluating design performance.  It proceeds from a starting point of
functional failure mode identification at a level of design where the analysis is being performed.  The
other is the hardware-oriented approach, “Hardware F/FA,” and is sometimes referred to as the
“bottom-up” or “parts” approach, since this type of analysis is frequently initiated at the parts level and
then proceeds upward through the design.  The Hardware F/FA starting point is the identification of the
hardware failure modes at the design level where the analysis is being performed.

The “top-down” and “bottom-up” terminologies, however, are not completely descriptive since both the
functional and hardware analysis approaches can be initiated at any design level and then be extended
through the design in either direction.  The “Functional F/FA” and “Hardware F/FA” terminologies have
been used in the revised ARP as these are considered more accurate descriptions for the two
approaches.  Both approaches, when properly extended, have the capability of identifying functional
and hardware causes and effects of failures.  Thus, a complete analysis by either approach may cover
all aspects of the design.
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1. SCOPE:

This document provides guidance in performing Failure/Fault Analyses in relatively low complexity
systems.  Methodologies and processes are presented and described for accomplishing
Failure/Fault Analyses.

ARP4761 provides updated methods and processes for use on civil aircraft safety assessment. 
When analyzing these types of systems, ARP4761 should be used in lieu of this ARP.

2. REFERENCES:

See Appendix A.

2.1 Glossary:

For use with text only; readers are requested to suggest addition or deletion.

CRITICALITY:  A measure of the impact of a failure mode on the mission objective.  Criticality
combines the frequency of the occurrence and the level of severity of a failure mode.

DEDUCTIVE:  The term used to describe those analytical approaches involving the reasoning
from a defined unwanted event or premise to the causative factors of that event or premise by
means of a logical methodology (the “top-down” or “how could it happen” approach).

END EFFECT:  The impact of the failure mode on the operation, function, or status of the next
higher indenture level.

EXPOSURE TIME:  The period (in clock time or cycles) during which an item is exposed to failure
measured from when it was last verified functioning to when it is verified again.

EVENT:  An occurrence which causes a change of state.

EXTERNAL EVENT:  Those events over which the item designer has no authority.

FAILURE:  The inability of an item to perform within previously specified limits.

FAILURE ANALYSIS:  The logical, systematic examination of an item or its diagrams to identify
and analyze the probability, causes, and consequences of potential and real failures.

FAILURE CAUSE:  The causative agent(s) of a failure mode.  Answers question “Why does part
fail?”1

__________________________

1 Examples: Valve failed open (mode) because spring fractured (cause) resulting from stress corrosion (mechanism).  Web
stiffener buckled (mode) because rivets failed (cause) from corrosion (mechanism).
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2.1 (Continued):

FAILURE EFFECT:  The consequences of a failure mode on the item operation, function, or
status.  Failure effects are classified as “local” effect and “end” effect.

FAILURE MECHANISM:  The process involved in the cause of failure.  Answers question “What
is failure process?”2

FAILURE MODE:  The manner in which an item or function can fail.  Answers question “How
does part fail?”2

FAULT:  An undesired anomaly in the functional operation of an equipment or system.

FAULT TREE:  A fault tree is a graphic representation of the various parallel and series
combinations of subsystem and component failures which can result in a specified system fault. 
The fault tree, when fully developed, may be mathematically evaluated to establish the probability
of the ultimate undesired event occurring as a function of the estimated probabilities of
identifiable contributory events.

FIRMWARE:  A computer program that is stored in a fixed or “firm” way, usually in a read-only
memory.  Changes can often be made only be exchanging the memory for an alternative unit.

FUNCTION:  The special purpose performed by an item.

HARDWARE SYSTEM:  A composite, at any level of complexity, of equipment which is
designated to perform a specific function or mission.

INDENTURE LEVELS:  The item levels which identify or describe relative complexity of assembly
or function.  The levels progress from the more complex to the simpler divisions.

INDUCTIVE:  The term used to describe those analytical approaches involving the systematic
evaluation of the defined parts or elements of a given system or subsystem to determine specific
characteristics of interest (the “bottom-up” or “what happens if” approach).

INITIAL INDENTURE LEVEL:  The level of the total, overall item which is the subject of the
FMEA.

ITEM:  The term “item” is used in this standard to denote any level of hardware assembly; i.e.,
system, subsystem, unit or part.

LATENT FAILURE:  A failure that is not inherently revealed at the time it occurs.

LOCAL EFFECT:  The impact of the failure mode on the item that is being analyzed.

__________________________

2 Examples: Valve failed open (mode) because spring fractured (cause) resulting from stress corrosion (mechanism).  Web
stiffener buckled (mode) because rivets failed (cause) from corrosion (mechanism).
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2.1 (Continued):

LOSS FREQUENCY:  The expected failure rate of a particular item or function in its operational
mode and environment.

MINIMAL-CUT-SETS:  A smallest set of primary events, inhibit conditions, or undeveloped fault
events all of which must occur for the top event of a fault tree to occur.

MISSION:  The objective or task, together with the purpose, which clearly indicates the action to
be taken.

MISSION TIME:  The time interval during which the item is performing its designated mission.

PRIMARY EVENTS:  The normal terminus of a path of fault events within a fault tree.

QUALITATIVE:  The term used to describe those inductive analytical approaches which are
oriented toward relative, nonmeasurable, and subjective values.

QUANTITATIVE:  The term used to describe those inductive or deductive analytical approaches
which are oriented toward the use of numbers or symbols used to express a measurable quantity.

REDUNDANCY:  The existence of more than one means of accomplishing a given function
where all means must fail before there is an overall failure of the function.  Active redundancy
applies to systems where both means are working at the same time to accomplish the task and
when either of the systems is capable of handling the job itself in case of failure of the other
system.  Standby redundancy applies to a system where there is an alternative means of
accomplishing the task that is switched in by a fault sensing device or other means when the
primary system fails.

RELIABILITY:  The probability that an item will perform its intended function for a specified
interval under stated operational and environmental conditions.

SINGLE-POINT FAILURE:  Failure of a single part or element that would result in a hazardous
condition and cannot be compensated for by redundancy or alternative operational procedures; a
single failure with a catastrophic or critical failure effect on the system.

USE FACTOR:  A factor for adjusting base failure rate, as determined from MIL-HDBK-217, to
specific use environments and packaging configurations other than those applicable to ground
based systems.
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3. GENERAL CONSIDERATIONS:

3.1 Basic Purposes:

The basic purpose of the F/FA is threefold:  (1) to avoid costly modifications by ferreting out latent
design deficiencies in early design and testing phases of equipment item development, (2) to
determine the critical failure modes that have a serious effect on the successful completion of a
mission (or flight) and/or personnel safety, and (3) to consider the operational, maintenance, and
logistic requirements.

In general, these objectives are accomplished by itemizing and evaluating the equipment item in
terms of potential failures, based on knowledge of equipment function and statistical data.  By
sequence, it is determined how these failures might affect the subsystem, the vehicle, and the
intended mission (or flight regimes).  Specific failure detection methods and compensating
provisions may be included in the F/FA for subsequent evaluation.  By this approach, the
weakness or limitations of the design can be highlighted and appropriate engineering attention
directed toward improving the critical area.  Reviews of failures that may occur during subsequent
tests can also be conducted and the failure effects compared with those previously postulated in
the F/FA.

However, an F/FA has its limitations.  The F/FA cannot predict when an individual equipment item
will fail or what its useful life will be.  It can only predict that a certain percentage of items will fail
in a given interval or that only a certain percentage will survive until a specified time.  It cannot be
used as a substitute for sound engineering judgment, but properly conducted, it can be used as a
tool for assessing the likelihood of a failure occurring and the effect of that failure on the
objectives of the design.  The likelihood of a failure occurrence may need to be verified and
possibly adjusted in the light of subsequent experience.

A thorough F/FA provides valuable assistance for the design team.  The results can identify
potential problems, further testing requirements, and required design modification.  The F/FA
evaluates a system, or portion thereof, and the interrelationships of its elements to determine the
effects of potential failures on the system performance.

3.2 F/FA Application:

In deciding on the extent that and the way in which F/FA should be applied to a project, the
contractor should consider the specific purposes for which F/FA results are needed, the time
phasing with other activities, and the importance of establishing a predetermined degree of
probabilistic control over unwanted failure modes and effects.  This leads into planning F/FA at
specified indenture levels (system, subsystem, component) in qualitative and quantitative terms
to relate to the iterative design and development process.  Some of the possible applications for
F/FA in formulating the F/FA plan are as follows:

a. Determining need for redundancy, fail-safe design features, further derating, and/or design
simplification

b. Determining need to select more reliable materials, parts, devices, and/or components
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3.2 (Continued):

c. Identifying single failure points

d. Identifying critical items for design review, configuration control, and traceability

e. Providing the logic model required to quantitatively estimate the probability of anomalous
conditions of the system

f. Disclosing safety hazard and liability problem areas

g. Ensuring that the test program is responsive to identified potential failure modes and safety
hazards

h. Establishing allowable use time or cycles

i. Pinpointing key areas for concentrating quality, inspection, and manufacturing process
controls

j. Establishing data recording requirements and needed frequency of monitoring in testing,
checkout, and mission use

k. Supporting logistics planning and maintainability analysis.  Providing information for selection
of preventive maintenance schedules and development of trouble-shooting guide, built-in test
equipment, and suitable test periods.

l. Identifying circuits for worst-case analysis.  (Failure modes involving parameter drifts
frequently require worst-case analysis.)

m. Supporting operation activities such as designing fault isolation sequences and alternate-
mode-of-operations planning.

4. APPROACH SELECTION:

4.1 General Criteria:

Normal criteria for the selection of the F/FA approach are to accomplish the objectives of the
analysis in the most cost effective manner within applicable constraints.  The principal constraints
are the budget and time span available for performing the analysis and the design status of the
equipment item to be analyzed.  The design status establishes the type of source data which is
available to conduct the analysis.  This section explains the level of detail to be considered and
the two basic approaches for starting the analysis, that is, by hardware item or by function.  The
section then defines the application of the Criticality Analysis and the Fault-Tree Analysis.  Finally,
it explains the use of a variation of approaches that involves combining the hardware items and
functions as analytic starting points.
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4.1 (Continued):

Whether the approach selection is for a self-imposed work statement or will become a contractual
requirement for a supplier, it must be specific.  To minimize the cost of the analysis, the required
detail and documentation should be no more than required to achieve the objectives.  The
principal guidelines are the following:

a. Specify quantitative results only to the extent essential

b. Restrict the equipment item indenture levels to be included in the analysis to the minimum
number needed

c. Limit the failure effects to those necessary to satisfy the purpose of the analysis

d. Do not call for an analysis of all probable failure modes if an analysis of the principal failure
modes will satisfy the purpose of the analysis

e. Restrict the use of the Fault-Tree Analysis to very severe failure effects and to hazard
analyses

f. Limit documentation of the analysis to that essential to utilize the analysis to accomplish the
intended purpose

g. Do not impose a specific analytic format unless it is essential to combine independently
developed lower-level analyses into a higher-level analysis.  If, however, a format is
established, keep it consistent throughout the analysis.

4.2 Level of Detail:

Before describing the details of the actual procedures for conducting a F/FA, a discussion of the
levels of detail to be considered in the analysis will be helpful.  Level of detail, as used here,
applies to the level of hardware at which failures are postulated.  Failures can be considered at
any level down to individual parts and up to inputs and outputs of the items being analyzed.

The questions that arise, therefore, are:  How does one decide at what level the analysis should
be performed?  What criteria are to be considered in choosing this level?  How can the optimum
benefits be realized within overall program constraints?

The greater the number of failure possibilities considered (the higher the level of detail), the
greater will be the cost and the time required for the analysis.

During the conceptual phase of system development, the less detailed functional approach is
particularly appropriate for eliminating design conceptual inadequacies.  In later system
development phases, the more detailed hardware approach may be more appropriate for helping
implement the selected concept with superior hardware.  Thus, the level of detail is affected by
the phase of system development which prevails.
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4.2 (Continued):

A less detailed analysis, completed at a time when it can contribute measurably to the system
adequacy, may be much more valuable than a more detailed analysis delivered at such a late
date that implementation costs make changes unfeasible.  Thus, the level of detail is affected by
cost and schedule constraints.

The importance of a subsystem to mission success may also help to determine the level of detail
at which the analysis on the particular subsystem will be performed.  Consider a system
composed of many redundant subsystems and a single important subsystem which necessarily
cannot be redundant because of space or weight limitations.  A high level of detail is justified for
the single important subsystem, whereas a lower level of detail may be indicated for the
redundant subsystems.

4.3 Hardware Approach:

In applying this approach, the effects of each failure mode are evaluated with respect to the
function of the related individual hardware item.  These individual hardware failure effects are
then related in sequence to the subsystem function and ultimately to the system function.  For
example, consider the shutoff valve in the Engine Driven Pump (EDP) supply line in Figure 2 as
the hardware item, and the EDP, Case Drain Module, and System Pressure Module as
subsystems of the overall system.  The valve failure mode “fails closed” will have the hardware
effect of stopping the supply flow to the EDP.  In sequence the effects on the above subsystem
items would be:  (1) loss of pump output flow and pressure, pump cavitation, pump damage;
(2) loss of pump output would signal turning on the Air Driven Pump (ADP) to take over the pump
output function, debris from pump damage could clog the case drain EDP filter, causing the
clogged filter indicator to become visible and signal the need for maintenance; (3) effect on the
system function would be “none,” since the ADP output replaces the EDP output as the system
output.

The hardware approach is not necessarily performed using the parts-level-up technique just
described.  The hardware approach can also be initiated by listing components at a higher
system level.  Failure modes at higher level are listed as well as corresponding failure effects on
the equipment item itself and on the next higher level.  The cause of the failure is then identified
and the items contributing to the failure modes are listed.  The analysis is then repeated at
progressively lower levels.  This type of analysis could be used for equipment modifications when
a full analysis is not practical.
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FIGURE 2 - Schematic Diagram of Hydraulic Power Generation System
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4.4 Functional Approach:

Detailed analysis using a functional approach is initiated by analyzing a system diagram of
equipment functions rather than hardware equipment items.  This method of analysis is more
adaptable to considering multiple failures and external influences such as human error.

The functional approach is generally preferred when system definition has not reached the point
of identifying specific hardware items that will perform the functions.  This situation often occurs
in the early phases of development when individual item designs may not be completed and
detailed item listings, system schematics, or assembly diagrams may not be available.  At a later
stage of system development, when system definition permits, equipment functions may be
replaced by the hardware items selected to implement them.  The functional approach is also
used when system complexity is such that a system-level-down analysis is the more practical
procedure to follow.  This method of analysis is not as cumbersome and difficult to perform as the
hardware approach.  However, since it is function-oriented and not normally as detailed as the
hardware approach, there is a possibility of overlooking a hardware failure mode.

The analysis starts with a functional block diagram (see Figure 3) and may be accomplished by
looking at the highest level and determining the potentially critical failures of each functional
block.  Each of these function blocks can then be broken down into lower level functional blocks
with each of the lower level blocks examined to determine which, if any, of the potentially critical
failures associated with the next higher functions could possibly occur in each of the lower levels.
This process can be repeated at progressively lower functional levels until the piece part level is
reached.  The function identified with possible system critical failures can then be examined on a
piece part level.  The hardware associated with a function in which a critical failure may occur can
then be examined to determine possible design improvement.

A hydraulic power generation system, illustrated by its schematic diagram (Figure 2), was chosen
as the basis of an example to illustrate this process of progressively moving to the next lower
level as the analysis proceeds.  Figures 3 through 7, and the discussion accompanying each,
illustrate this downward analysis process at various chronological stages of the system
development.

4.4.1 System Output Level:  Figure 3, “System Functional Block Diagram,” represents the system at
its earliest conceptual stage as a single block.  Its primary functions are to convert input energy
(mechanical, pneumatic, or electrical) to hydraulic energy, applying it to a flow of hydraulic fluid
by raising the fluid pressure.  The remaining input/output functions are anticipated incidental
functions, not needed for their own sake, but supportive of the primary function.  At this stage of
development, the chief concern of the analyst is to determine the effects of system failure on
the utilizing system (perhaps a control system) and the need for system redundancy.  The
analyst would be attempting to help answer such questions as, “How many hydraulic systems
are needed?  What would give optimum distribution?”  The analysis would normally ignore the
incidental inputs and outputs and internal functions such as fluid filtration during this phase of
development.  Treatment of the system as a single functional block is well suited to this early,
preliminary design phase.
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FIGURE 3 - System Functional Block Diagram
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FIGURE 4 - Subsystem Functional Block Diagram
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FIGURE 5 - Subsystem Hardware Functional Block Design
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FIGURE 6 - Component Functional Block Diagram

FIGURE 7 - Component Piece-Part Functional Block Diagram
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4.4.2 Subsystem Output Level:  Figure 4, “Subsystem Functional Block Diagram,” represents the
same system at a time when emphasis has shifted to the system itself, rather than its utilization.
Figure 4 remains function-oriented rather than hardware-oriented, attempting to synthesize the
system in terms of the anticipated functions needed to produce the primary functional capability.
At this stage of development, although the needed functions can be identified, the hardware
may not have been selected to implement the functions.  It may not have been determined
whether to combine functions in a given hardware item or use separate hardware for each
function.  Analysis of the functions can determine, nevertheless, which are critical to system
performance and which are merely convenience functions.

Figure 5, “Subsystem Hardware Functional Block Diagram,” represents the system at a later
stage of development when many of the functions have been replaced by the hardware items
which implement them.  Analysis at this stage can be carried further and numerical failure
probabilities identified where off-the-shelf hardware items of known reliability have been
selected.  Some hardware items are still sufficiently complex as to be classed as subsystems,
wherein the piece-part level has not been reached.  Analysis at this level may influence
component selection and piece-part redundancy.

4.4.3 Component Output Level:  Figure 6, “Component Functional Block Diagram,” focuses on one
hardware item from Figure 5, the System Pressure Module, and represents it as a single
functional block, in the manner used in Figure 3.  The primary function of this item is to
condition the input hydraulic flow from any of three pumps to produce flow at a definite upper
pressure limit.  Secondary functions are fluid filtration and production of system diagnostic
signals.  Figure 6 reflects a lack of definition at the piece-part level, or uncertainty regarding
final hardware selection.  Analysis using Figure 6 could influence this selection or help define
the necessary piece parts of this item.

Figure 7, “Component Piece-Part Functional Block Diagram,” represents this same System
Pressure Module at a stage of development when the hardware selection has been made and
piece-part information is complete.  System analysis at this most detailed level is ordinarily
directed to confirming design adequacy or identifying candidates for redesign or reliability
growth programs.

4.5 Criticality Analysis (CA) Approach:

Upon completion of a fault tree analysis, failure mode and effects analysis, or other F/FA
procedure, the expected frequency of the critical failure modes occurring should be considered
where appropriate.  The CA is a procedure which extends the results of other F/FA procedures by
categorizing the criticality of failure modes previously identified according to their expected
frequency of occurrence and their effect on system performance.  The true impact of a failure
mode on the operational effectiveness of an equipment item is best described by the combination
of these two characteristics.  The CA is a procedure which relates the probability of a system
component failure to a defined effect such as loss of life or inability to perform a required
function.  The CA combines the severity level and frequency of the occurrence of a given failure
effect.  The seriousness of the failure mode effects are described by undesirable event
statements such as loss of life or inability to perform a required function.  These severity level
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4.5 (Continued):

values and corresponding rate or probability values are used to insert failure mode reference
numbers in a matrix indicating the distribution of failure mode criticality.  The relationship permits
a predetermined criticality threshold to be established in order to identify “critical” situations. 
Priority for corrective action can then be established from the list of critical items obtained from
the matrix.

A criticality analysis can be performed using either a qualitative approach or a quantitative
approach.  The approach depends upon the availability of data from operational experience and
tests that have been performed on equipment similar to those in the system under similar use
conditions.  If realistic data cannot be located, a qualitative CA should be considered.

4.5.1 Qualitative Approach:  The qualitative approach assigns relative probability levels (such as
probable, improbable, and extremely improbable) and severity levels.  The combination of
relative probability and relative severity establishes the relative criticality of the event being
considered.

4.5.2 Quantitative or Criticality Number Approach:  This approach computes criticality numbers for
each mode in relation to the failure effect.  The computation of the failure rate or the probability
of the failure mode is established to indicate the criticality of the effects of the failure mode.

4.6 Fault Tree Analysis Approach:

Fault Tree Analysis, often equated to the “top-down” analytical approach, is commonly utilized in
aeronautical, nuclear, and other safety programs, but is also adaptable to non-safety applications.
The logic of the fault tree approach makes it a visibility tool for both engineering and
management.  As one of a family of F/FA techniques for assuring that the equipment item will
accomplish its assigned functions, the fault tree method is concerned with assuring that all critical
aspects of the design are identified and controlled.  The fault tree itself is a graphical
representation of the logical relationships of a particular, undesired event (consequence) called
the “top event,” to basic failures (causes) called “primary events.”  The pictorial fault tree has a
somewhat triangular shape and takes its name from the branching that it displays.

For any given system, the Fault Tree Analysis procedure is basically the construction of one or
more fault trees, each dedicated to a top fault event.  For each such tree the analyst utilizes
system data (schematics, functional flow diagrams, etc.) to determine each of the possible faults
or failures that could be a cause of the top event.  Next he/she determines the causes of those
causes, and so on downward to the basic causes of the primary events.  Using special symbols,
the fault tree shows precisely how the various faults and failures could logically combine to cause
the top event.  The completed fault tree, because it includes only those fault and failure events
that could individually or collectively cause the top event, forms a concise statement of all events
critical to the system insofar as the top event is concerned.
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