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FOREWORD

This document, in conjunction with EIA-709.1-A Control Network Protocol Specification [1], defines a
complete 7-layer protocol stack for communications on a single-fiber (half-duplex) fiber-optic channel.
This channel supports communication rates of 1250 kbps, 2500 kbps, or 5000 kbps between multiple
nodes, each of which consists of a fiber-optic transceiver, a protocol processor, an application
processor, a power supply, and application electronics.

The EIA-709.1-A Control Network Protocol was developed as a communications protocol for networked
control systems. EIA-709.1-A provides many degrees of flexibility. It supports both peer-to-peer and
master-slave control strategies. It provides a variety of message delivery service options and multiple
addressing options. In addition, it is capable of supporting a variety of communications media, e.g.,
twisted-pair, radio, AC power lines, and fiber. Hence, the protocol is suitable for a broad scope of
applications, e.g., from small home automation applications to large building automation systems or
distributed industrial control systems.

EIA-709 provides a rich repertoire of communications services and capabilities using a variety of media.
The protocol provides three basic logical addressing modes (broadcast, group addressing, and subnet-
node addressing) and a physical addressing mode (using node-unique Ids) that is normally only used
for downloading code and performing other network maintenance functions. The communications
packet layout illustrated below shows how message data is encapsulated as a serial bit stream on the
bus. The packet header is depicted by the format, src_addr, dest_addr, and domain fields. The format
field is defined to handle variable lengths of address fields (src_addr, dest_addr, and domain).
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Bit synch & Byte sync pattern

Format of address Domain name (0 or 1 byte} always
& message sent (domain = src & dest) 16-bit CCITT
sync | format | src addr | dest addr | domain message CRC

Function of addressing mode:
Broadcast = destination subnet 1D
Group addressing = destination group [D
Subnct-Node addressing = dest Subnet & Node

Source subnet & f

node 1D (always sent})

FIGURE 1 - Message Packet Fields

EIA-709 uses a modified carrier-sense-multiple-access technique (predictive CSMA) to gain access to
the medium for transmission of messages. Hence the time it takes to send a message from one node to
another varies substantially based on network loading. Message latency is not predictable and not
bounded.

When an EIA-709 transceiver wants to transmit a message the following steps are taken:

a. Check to see if the communications channel is idle.

b. If the channel is idle, wait for a random time interval in the range of 1 channel propagation delay time
to 32 channel propagation delay times x estimated message backlog of 1 to 255 messages.

c. Ifthe channel is still active, the message is sent. If not idle, go back to step a.

AS5370 defines a modification of the lower levels of EIA-709 that permits bounded message latency
times for those applications that require more timing predictability than provided by EIA-709.

Message delivery with bounded latency is made possible by the creation of fixed repetitive beacon
periods as shown below for a typical application where each of the time slots (TO to T7) must be wide
enough to accommodate the maximum length message transmission. One (and only one) EIA-709
priority message packet can be transmitted in one of the time slots TO through T7 -- provided that a node
‘owns” that specific timeslot. Any number of EIA-709 non-priority message packets may be initiated in
the time interval labeled Topen. No messages will be initiated in the interval Tguard band. There will be
no collisions (lost messages) for priority messages on an AS5370 network provided that:

a. All nodes on the network use the same timeline (definition of intervals T0..T7, Topen, and beacon
period),

b. No more than one node has “ownership” of a priority time slot, and

c. One node (beacon master) has been commanded to generate the beacon.
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NOTE: Theoretically nodes can have their time slots assigned in a different way as long as the time
periods each node has access to the media are mutually exclusive. This is much easier to check if all
nodes use the same common time slot values.

Tguard band

|‘TOIT]|T2|T3‘T4|T5|T6|T?‘Topen ||T0‘Tl

beacon period

FIGURE 2 - Beacon Timing Elements
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1. SCOPE:

This specification applies to a communication protocol for networked control systems. The protocol
provides peer-to-peer communication for networked control and is suitable for implementing both peer-
to-peer and master-slave control strategies. This specification describes services for all seven
protocol layers. In the layer 7 specification, it includes a description of the types of messages used by
applications to exchange application and network management data.

2. REFERENCES:
2.1 Applicable Documents:

Control Network Protocol Specification EIA-709.1-A — available from Global Engineering Documents,
16 Inverness Way East, Englewood, CO 80112-5704 (or call 1-800-854-7179).

2.2 Related Documents:
2.3 Definitions, Symbols, and Terminology:
Use of Terms, Definitions, Symbols and Graphical Representations Abbreviations.

The following section introduces the basic terminology used in this document and/or EIA-709.1-A.
Terminology that differs from what is commonly used will be defined. For example, in general,
bridges do selective forwarding based on the layer 2 destination address. There are no layer 2
addresses in this protocol, so bridges forward all packets, as long as the Domain address in a packet
matches a domain of which the bridge is a member. Routers, for many other protocols, perform
network address modification so that two protocols with the same transport layer but different
network layers can be connected to form a single logical network. AS5370/EIA 709 routers may
perform network address modification, but typically they only examine the network address fields
and selectively forward packets based on the network layer address fields.

Channel: A physical unit of bandwidth linking one or more communication nodes. Refer to Annex E
of EIA-709.1-A for further explanation of the relationship between a channel and a subnet.

Bridge: Device that connects two channels (x and y) that forwards all packets from x to y and vice
versa, as long as the packets originate on one of the domain(s) to which the bridge belongs.

Domain: A virtual network that is the network unit of management and administration. Group and
subnet (see below) addresses are assigned by the administrator responsible for the domain, and
they have meaning only in the context of that domain.

Subnet: A set of nodes accessible through the same link layer protocol; a routing abstraction for a
channel; EIA-709.1-A subnets are limited to a maximum of 127 nodes.
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2.3 (Continued):

Node: An abstraction for a physical node that represents the highest degree of address resolvability
on a network. A node is identified (addressed) within a subnet by its (logical) node identifier. A
physical node may belong to more than one subnet; when it does, it is assigned one (logical) node
number for each subnet to which it belongs. A physical node may belong to at most two subnets;
these subnets must be in different domains. A node may also be identified (absolutely) within a
network by its Unique_Node_|ID.

Group: A uniquely identifiable set of nodes within a domain. Within this set, individual members are
identified by their member number. Groups facilitate one-to-many communication and are intended
to support functional addressing.

Router: Device that routes data packets to their respective destinations by selectively forwarding
from subnet to subnet; a router always connects two (sets of) subnets; routers may modify network
layer address fields.

Network Variable: A variable in an application program whose value is automatically propagated over
the network whenever a new value is assigned to it.

Service Pin Message: A network management message containing a node’s Unique_Node_ID.
Used by a network management device that receives this message to install and configure the node.
May be generated by application or system code. May be triggered by external hardware event, e.g.,
driving a “service pin” input low.

Beta1: Period immediately following the end of a packet cycle. A node attempting to transmit
monitors the state of the channel, and if it detects no transmission during the Beta1 period, it
determines the channel to be idle.

Beta2: Randomizing slot. A node wishing to transmit generates a random delay T. This delay is an
integer number of randomizing slots of duration Beta2.

Figure 3 shows the basic topology of networks based on this protocol and the symbolic
representations used in this document. Fiber-optic connections are achieved with single fiber point-
to-point links as shown in Figure 3a. Multiple nodes may be interconnected in a string provided that
the transceiver in each node supports two links. Connecting the last node on the string to the first
node results in a ring topology. Note that this is an active ring in that the transceivers at each node in
the ring must be powered in order to maintain data propagation from one link to the next link. With an
active ring topology each node in the ring receives and regenerates all incoming message packets.
Regeneration reshapes the received signal and restores the power level of outgoing signal.
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2.4 Abbreviations:

The EIA-709.1-A standard defines data elements flowing between protocol layers as Protocol Data

¢. Ring Topology

FIGURE 3 - Network Topologies & Symbols

Units. The abbreviations used for these PDUs are:

PPDU
MPDU
LPDU
NPDU
TPDU
SPDU
NMPDU
DPDU
APDU

3. OVERVIEW OF PROTOCOL LAYERS:
The protocol specified by AS5370 consists of the layers shown in Table 1 with the governing standard
defined for each layer or sublayer. This section provides a summary description of each layer starting
with layer1 and working up to layer 7.

Whereas EIA-709.1-A supports multiple Physical Layer protocols and data encoding methods,

Physical Protocol Data Unit, or frame

MAC Protocol Data Unit, or frame

Link Protocol Data Unit, or frame

Network Protocol Data Unit, or packet

Transport Protocol Data Unit, or a message/ack
Session Protocol Data Unit, or request/response
Network Management Protocol Data Unit
Diagnostic Protocol Data Unit
Application Protocol Data Unit

AS5370 addresses the fiber-optic physical media.
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LAYERs

6,7

TABLE 1 - Protocol Layerings

Application & Presentation Layers

Application: Network Management:
network variable Network management RPC*,
exchange, ) )
application-specific RPC*, diagnostics

etc.

Session Layer

Request-response

Transport Layer
Acknowledged and unacknowledged unicast and multicast
Authentication
Server
Transaction Control Sublayer
Common ordering and duplicate detection

Network Layer

Connection-less, domain-wide broadcast, no segmentation,
loop-free topology, learning routers

Link Layer
framing, data encoding, CRC error checking
MAC Sublayer

Optional predictive p-persistent CSMA: collision
avoidance; optional priority and collision detection;
Optional latency-bound media access: no collisions with
priority, predictive p-persistent CSMA with no priority

Physical Layer

Fiber-optic media

* RPC means remote procedure call
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