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FOREWORD 
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1. SCOPE 

This SAE Aerospace Standard (AS) specifies a data communications layer for the transport of messages defined by the 
Joint Architecture for Unmanned Systems (JAUS) or other Software Defined Protocols (SDP). This Transport 
Specification defines the formats and protocols used for communication between compliant entities for all supported link-
layer protocols and media. Although JAUS is the SDP used as the example implemented throughout this document, 
AS5669 can be used for any SDP that meets the required capabilities. 

A Software Defined Protocol is defined as an application data interface for communicating between software elements.  
The SDP is agnostic of the underlying communications protocol and in fact communicates in much the same manner 
regardless if the communicating entities are collocated in the same memory space or separated by a satellite link. 

1.1 Purpose 

The purpose of this document is to facilitate interoperation of systems by standardization of the Transport Layer for JAUS 
messages or other SDP. 

1.2 Compliance 

The JAUS / SDP Transport Specification must support compliance assessment.  To do so, this specification must be 
sufficiently precise to enable the “compliant”/”not compliant” distinction to be made at the Transport Layer; it should also 
enable the determination of this same distinction at the Application Layer. 

The JAUS Transport Considerations report [AIR5645] outlines compliance considerations in more detail – we only 
summarize the resultant Transport Rules here for usage with JAUS and other SDP payloads: 

1. Transport shall not modify the content or format of any transported payload. 

2. All Transport packets shall explicitly state the version of Transport. 

These considerations are supported by the standards defined in this document. 

1.3 Document Organization 

The Transport Specification defines a family of transports for the conveyance of SDP messaging among entities 
compliant with the specific SDP such as JAUS.  It details message formats, protocols, typical operating environments, 
and best practices. 

The Transport Considerations Report [AIR5645] provides background information and delineates criteria for the design of 
transports for JAUS messaging across various media and environments.  In this respect, the Transport Considerations 
Report serves as a meta-specification. The Transport Considerations Report explores the impact on JAUS messaging of 
each of the following: 

• Characteristics of communications media. 

• Characteristics of JAUS messaging. 

• Requirements/constraints of unmanned systems operations. 

1.4 Field of Application 

The Field of Application for the Transport Specification is data communications between nodes on a computer network.  
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2.3 Acronyms 

ACK Acknowledgment (positive) 
Generally, a byte or message sent to acknowledge successful receipt of a packet or message. 
Specifically, the ASCII control character octet of value 0x06. 

ARQ Automatic Repeat reQuest 
A transport protocol is said to be an ARQ protocol if it uses positive and negative 
acknowledgments and sender timeouts, and further employs packet replacement on request to 
overcome packet loss or corruption over noisy or unreliable channels. 

CRC Cyclic Redundancy Check 
An error check algorithm based on polynomial division over a binary field. 

CRC-CCITT A specific CRC, defined by its polynomial, initial conditions for accumulation, and terminal 
conditions, as defined by ITU Recommendation X.25 (which was once CCITT recommendation 
X.25). 
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DLE Data Link Escape 

An ASCII control character, an octet of value 0x10, this character is used in the implementation of 
data transparent protocols such as those consistent with [X3.28]. 

EMI Electromagnetic Interference 
Interference by electromagnetic signals that can cause reduced data integrity and increased error 
rates on communication channels. 

HMI Human-Machine Interface 
See “OCU – Operator Control Unit” 

IANA Internet Assigned Numbers Authority 
The IANA is responsible for assignment of IP addresses, top level domains and Internet protocol 
code point allocations (such as port assignments). The IANA assignment data is maintained on 
the IANA website, http://www.iana.org.  

IETF Internet Engineering Task Force 
The engineering body responsible for technical specifications, definitions and direction for the 
continued development of internet technologies. 

IGMP Internet Group Management Protocol 
A communications protocol used to manage the membership of multicast groups in IP networks. 

IP Internet Protocol 
The internet layer of the TCP/IP protocol suite stack defines the packet format for message 
packets to be sent across an internet, and the protocol delivering those packets to their intended 
destination. The protocol is Internet Protocol (IP); the packet defined is the IP datagram. 

IPS Internet Protocol Suite 
The protocol suite defining network communications using the TCP/IP family of protocols. 

ISO International Organization for Standardization 
A non-governmental organization that leverages the activities of the national standards 
organizations of 146 countries, ISO is the largest developer of technical standards in the world. 

JAUS Joint Architecture for Unmanned Systems 
An architecture for use in the research, development, design, acquisition and deployment of 
Unmanned Systems 

JTCP JAUS over TCP 
The standard for the transmission of JAUS messages over TCP communications links, as 
defined in Section 6.2 of this document. 

JUDP JAUS over UDP 
The standard for the transmission of JAUS messages over UDP communications links, as 
defined in 6.1 of this document. 

JSerial JAUS over Serial 
The standard for the transmission of JAUS messages over serial communications links, as 
defined in Section 7 of this document. 

MSN Message Sequence Number 
A unique identifying “serial number” assigned to packets as transmitted; the MSN is typically 
used in the detection of missed messages, in providing assurance of correct sequence of 
delivery, and in the requesting of retries when multiple outstanding messages are supported.  
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MTU Maximum Transfer Unit 

The Maximum Transfer Unit (MTU) is a term for the size of the largest datagram that can be 
passed by a layer of a communications protocol. 

NAK Acknowledgment (negative) 
Generally, a byte or message sent to indicate unsuccessful receipt or non-receipt or a packet or 
message. Specifically, the ASCII control character octet of value 0x15. 

OCU Operator Control Unit 
A device by means of which a human operator may control an Unmanned System. 

OSI Open Systems Interconnect 
A data communications model developed by ISO to assure communications interoperability 
across disparate systems. 

PDU Protocol Data Unit 
An application message (for the purposes of this specification, this will be assumed to be a JAUS 
message) being propagated down the protocol stack on the sender side, or up the protocol stack 
on the receiver side. 

PPP Point-to-Point Protocol 
An encapsulation protocol for sending IP datagrams across serial communications links, PPP 
also incorporates strong blockchecks, control protocols and a high degree of configurability. 
[RFC1661] 

RA Reference Architecture (JAUS) 
The Reference Architecture is the technical specification used to implement unmanned systems 
in compliance with the Joint Architecture for Unmanned Systems (JAUS). 

RF Radio Frequency 
Electromagnetic energy or signaling based thereon whose frequency is normally associated with 
radio wave propagation. 

SLIP Serial Line Internet Protocol 
An encapsulation protocol for sending IP datagrams across serial communications links. 
[RFC1055] 

SDP Software Defined Protocol 
A communications protocol that is defined by implementation of it’s lexicons in software. It is 
assumed to be an addressed entity, message based protocol 

TCP Transmission Control Protocol 
A reliable, connection-oriented message delivery protocol defined by [RFC793] and related IETF 
documents. 

UMS Unmanned Systems. 

UAV An unmanned aerial vehicle; may be teleoperated or autonomous. 

UGV An unmanned ground vehicle; may be teleoperated or autonomous. 

USV An unmanned surface-of-water vehicle; may be teleoperated or autonomous. 

UUV An unmanned undersea vehicle; may be teleoperated or autonomous. 

UDP User Datagram Protocol 
An unreliable best-effort connectionless message delivery protocol defined by [RFC768] and 
related IETF documents. 
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3. CONTEXT 

The context for the JAUS / SDP Transport Specification is network data communications.  The JAUS / SDP Transport 
Layer provides the interface between the SDP Application Layer and the underlying communications media. 

            

FIGURE 1 – JAUS / SDP TRANSPORT CONTEXT 

 

3.1 Required Capabilities  

In order to fulfill its role, the SDP Transport Specification must support the following capabilities: 

• Packet transmission, packet reception and received packet handling by message priority. 

• Corruptions checks on packet data, with transport-specific NAK and retry mechanisms where required. 

• Broadcast semantics for communicating with all entities on the wire conform to the particular SDP. Broadcast 
semantics need only be supported in transport implementations that contain no retry semantics. 

• Data-reduction and data-compression for reducing required bandwidth in reduced bandwidth environments.1 

• A process to discover the addresses of other AS5669 compliant entities on the wire using the same SDP. 

 

                                            
1 Please refer to 5.1 of this document, as well as the Data Compression section of AIR5645. Data reduction and 
compression necessary for operation within severe transport bandwidth constraints may be performed on a message-by-
message basis by the specific transport implementation (i.e., basic generic compression techniques); compression 
specific to the nature of the application data stream is best performed at the application level (i.e., JPEG compression of 
image data, etc.). 

Transport 

 
 Application 

Application Messages

Communications Medium (IP, Serial, etc.) 

Transport Messages

 Application 

Transport 
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4. GENERAL TRANSPORT HEADER PAYLOAD WRAPPER 

The specification of the General Transport Header is detailed below. This header serves as a wrapper around every 
application-layer payload that assists in the routing, verification and delivery of the message to the desired entity. This 
header and related field descriptions are derived from the JAUS Reference Architecture, Version 3.3, Part 2, Section 3 
and the previous revision of this document. The basic format of the message header is shown in Figure 2. Details for 
formats and semantics of the various fields that comprise this header follow. 

 

FIGURE 2 - GENERAL TRANSPORT HEADER FORMAT 

The contents of the fields required for proper transport in this common transport header follow certain guidelines. Valid 
ranges, proper combinations for bit mapped fields and other field details are supplied below. 

Message Type 

 The type of message that is sent through the transport layer. The message type refers to the tranport type of 
message NOT the message content of the payload. The message type allows for multiple Software Defined Protocols to 
use a common transport mechanism.  This is currently set to zero but will be enumerated in future revisions of AS5669 

• Initial value = 0 

• Values 1 through 32 are reserved for future use. 

Header Compression (HC) Flags 

The Header Compression Flags field (“HC Flags”) indicates the type of message for the header compression protocol.  
While Header Compression is discussed in detail in Section 5, the meaning of the Flags value is summarized here:  

0. Zero: No header compression is used in this message. 

1. One: The sender of this message is requesting that the receiver engage in header compression. 

2. Two: The meaning of a message with the “HC Flags” field set to 2 depends upon the contents of the “HC Length” 
field. 

3. Three:  The sender is sending a message containing compressed data.  The “HC Header Number” and “HC Length” 
fields are present in this message. 

If the HC Flags field is zero, the ‘HC Number’ and ‘HC Length’ fields shall be removed from the General Transport 
Header. 
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Data Size  

This is the size of the entire message including the General Transport Header. It has a minimum value of 14 decimal and 
a maximum value of 65535. Note, however, that each supported medium may further restrict this maximum value as 
described in the Maximum Packet Size sections.  When Header Compression is used, the Data Size is the size of the 
compressed message.  The packet length shall be presented formatted in Little-Endian format. 

Header Compression Header Number Field 

The Header Compression Header Number Field (“HC Header Num”) is used to enumerate the headers under 
compression – see Section 5.  This field supports the full range of unsigned values (0…255). 

Header Compression Length Field 

The Header Compression Length Field (“HC Length”) has semantics defined by the value of the Header Compression 
Flags – see Section 5.  This field supports the full range of unsigned values (0…255). 

Priority  

Although the handling of Priority is implementation dependent, multiple priority levels are assigned. 

•  The  Priority field shown in Figure 2 is used to set the message priority. A two bit field supports the following four 
values:  

o   Low  Priority Message (Decimal value 0)  

o Standard Priority Message (Decimal value 1) 

o High Priority Message (Decimal value 2) 

o Safety Critical Priority Message (Decimal value 3) 

•   Safety critical messages shall have priority over all other messages. 

Broadcast Flags 

The Broadcast Flags are used to mark messages that are intended for multiple destinations.  At present, three values are 
supported. 

• No Broadcast (Decimal value 0): The message is intended for a single destination. 

• Local Broadcast (Decimal value 1): The message is intended for the local destinations only. 

• Global Broadcast (Decimal value 2): The message is intended for all available destinations. 

Note that the concept of a local destination is domain-dependent, and therefore user-definable and beyond the scope of 
this Specification.  For example, locally scoped broadcasts may be limited to the sender’s subnet for IP-based networks, 
or all computing nodes sharing the same backplane.   

Additional information on broadcast symantics is available in 5.5, 6.1.5, 6.2.5, and 7.5 

SAE INTERNATIONAL AS5669™A 11 OF 55

Full document details: SAE AS5669A

http://avadocuments2026.com/doc/sae-as5669a
http://avadocuments2026.com/doc/sae-as5669a


 

ACK/NAK Flags 

Ack/Nak bits shown in Figure 2 are used to set the message Acknowledge/Negative Acknowledge (ACK/NAK) behavior. 
ACK/NAK bit usage is defined as follows: 

o Message Originator (0 or 1)  

 ACK/NAK = 0 No response required  

 ACK/NAK = 1 Response required  

o Message Responder (2 or 3)  

 ACK/NAK = 2 Message negative acknowledge  

 ACK/NAK = 3 Message acknowledged OK 

• The response message shall consist of the original message header, with destination and source IDs swapped. The 
message data shall not be returned and the data size shall be reset to the size of the header only. The returned 
sequence number shall match that of the original message. 

• If a message is received with an ACK bit set, and if the receiver of that message does not know where to find that 
message's destination address, then Transport at the receiver will reply with a NAK message using the destination 
address. 

• If the original sender receives a NAK message, or fails to receive an ACK in a timely fashion, the sender shall 
retransmit the original message.  The number of transmission attempts and the time interval between attempts shall 
be set to a value representative of the priority, authority, urgency and expected latency within the system performance 
requirements. 

Note that acknowledgement represents only successful delivery of a message to the destination.  The receiver may still 
choose to ignore or reject the message, depending on the specific application. 

Data Flags 

Messages larger than Maximum Packet Size defined for each medium are considered large data sets. The data flag bit 
field is used to parse large data sets into smaller messages while enabling re-assembly by the receiver. 

 

Bit Value Description 

00 Only data packet in single-packet stream 

01 First data packet in multi-packet stream 

10 Normal (middle) data packet 

11 Last data packet in stream 
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The sender of a multi-packet data stream may require acknowledgement or not as best suits the implementation. 
ACK/NAK rules will be applied in either case. The following rules shall be enforced when sending multi-packet messages: 

o The first message in the stream shall set the Data Flag Bit field = 1 decimal. 

o The last message in the stream shall set the Data Flag Bit field = 3 decimal. 

o The Sequence Number field shall identify each message.  Each successive message of a multi-packet data stream 
shall increment the Sequence Number by 1. 

o Each message between the first and last message shall set the Data Flag Bit field = 2 decimal. The packet shall be 
retransmitted when ACK was required, but NAK was returned. Retransmission will contain the same sequence 
number and payload. 

Destination ID 

This 32 bit value represents the globally unique identifier of the target or destination of the payload. Its value is undefined 
by this standard.  The Destination ID shall be presented formatted in Little-Endian format. 

Source ID 

This 32 bit value represents the globally unique identifier of the owner or source of the payload. Its value is undefined by 
this standard.  The Source ID shall be presented formatted in Little-Endian format. 

N-Byte Payload 

The payload is the content of the message. It may or may not contain an application header as defined by the SDP.  

Sequence Number 

This 16 bit value increments for every message from a given source id. It starts at 0 with the first message and 
increments to 65535 and then wraps back to zero. Retransmitted packets because of a perceived Nak are transmitted 
with the same sequence number as the original transmission. The Sequence Number shall be presented in Little-Endian 
format. 

5. TRANSPORT STANDARDS: COMMON CHARACTERISTICS 

The Transport standards defined in this document share some characteristics.  A single discussion of those 
characteristics is called out in this section, rather than duplicating this work for each existing standard.  The following 
sections are: 

• Section 5.1, Header Compression Techniques. 

• Section 5.2, Packing Multiple Application Messages Per Transport Packet. 

• Section 5.3, Multi-Part Messaging:  Multiple Transport Packets Per Application Message. 

• Section 5.4, Maximum Packet Sizes. 

• Section 5.5, Broadcast Semantics. 

• Section 5.6, Discovery. 
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5.1 Header Compression Techniques 

The desire to minimize bandwidth utilization (particularly in wireless communications) is a strong factor in the design of 
SDP Transport.  The JAUS Transport Considerations document [AIR5645] discusses bandwidth considerations in detail 
with respect to unmanned systems.  Here, it is sufficient to note that bandwidth-reduction techniques are highly desirable 
– to put it succinctly, “You can never have too much bandwidth.” 

This realization leads directly to the introduction of data compression techniques in the JAUS / SDP Transport Standards.  

Since these compression techniques are being deployed on the individual transport headers and their encapsulated 
payloads, the compression techniques and formats will be very similar from one transport to the next.  The general format 
for header compression is discussed in 5.1.1.  This is followed by a detailed example in 5.1.2.  The combination of header 
compression with broadcast semantics is examined in 5.1.3.  Additional techniques for improving the performance of the 
header compression algorithm are discussed in 5.1.4. Lastly, a brief summary wraps up the topic in 5.1.5. 

5.1.1 Header Compression 

[RFC3095] discusses a number of generic techniques available to implement header compression.  Considering the 
format of the transport header, the technique that will provide the best and the easiest compression is LSB (Least 
Significant Bit/Byte) encoding. 

Briefly, this technique is opportunistic and works as follows: 

• A message sender indicates a readiness to engage in header compression on a particular message header, giving 
the following information: a number by which this header should be referenced, and a number of bytes at the 
beginning of this header over which compression will occur. 

• A message receiver responds to this indication with a message agreeing to do header compression on that particular 
message header. 

• All subsequent messages flowing from sender to receiver using that particular header are header-compressed by 
employing the LSB technique: Instead of sending the complete header, simply send: 

• The header number. 

• The number of bytes at the beginning of the header of the current message that are the same as those in the 
agreed-to compressed header. 

• The rest of the bytes in the header of the current message. 

There are two aspects of this technique that must be understood.  First, no entity may engage in header compression 
over a communications link without the express permission of both ends of that communication.  Second, within an active 
system, this technique is deployed for a particular ordered tuple of {sender, receiver, message header}.  Each such 
unique, ordered tuple requires independent negotiation of header compression. 

This last point demonstrates that there will be some initial overhead involved in setting up header-compressed 
communications, as each ordered tuple of {sender, receiver, message header} is negotiated. 

This desire to deploy a uniform header compression technique over the Application Layer data leads to Transport Layer 
message formats that are common across communications media, although the particulars of field sizes, etc. will vary 
depending on the characteristics of each.  In general, a transport message will follow this format: 
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FIGURE 3 – TRANSPORT HEADER COMPRESSION - USUAL FIELDS 

A JAUS / SDP Transport Standard will typically include the types of header fields found in Figure 3.  In discussing a few 
details of the characteristics of these fields below, the value “AAAA” will be used for the entity that initiates the header 
compression, and the value “BBBB” will be used for the  entity that agrees (or not) to the compression; this will help keep 
the roles straight in the discussion.  Now, a few details: 

• 5669 Transports will always include a version number for the transport itself, to provide a means for backward 
compatibility/determinability within the standard. 

• The Header Compression Fields will typically be comprised of the following sub-fields: 

• Header Compression Flags: These flags must be sufficient to distinguish the following cases: 

• Sender (AAAA) does not support header compression (“0” value in the flags). 

• Sender (AAAA) is requesting that the Receiver (BBBB) engage in header compression on this message (“1” 
value in the flags, with a non-zero length value). 

• Sender (BBBB) is accepting header compression on this message (“2” value in the flags, with a non-zero 
length value). 

• Note that this is a response message in the header compression protocol initiated by AAAA, and so 
therefore the “Sender” here is BBBB, responding to AAAA’s request. 

• Note also that if BBBB does not wish to engage in header compression, it has merely to not respond to 
AAAA’s request – that is, there is no explicit message for the rejection of a header-compression-request 
message. 

• Sender (AAAA) is sending a header-compressed message (“3” value in the flags). 

• There are two additional cases, provided in order to accommodate recovery mechanisms: 

• Sender (AAAA) is requesting that the Receiver (BBBB) forget a particular header compression (“1” value 
in the flags, with a zero length value).  [Note: This scenario is not often encountered, but is presented 
here in order to demonstrate that either side of an established header compression may terminate the 
compression.] 
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• Sender (BBBB) has no record of this header compression, and is requesting the header compression 

protocol restart from the beginning (sender supplies the “2” value in the flags, with a zero length value).  
[Note: This situation may occur if a asset has agreed to header compression with some remote entity, 
and then reboots, losing its previous header compression table – that is, this message provides a 
recovery mechanism for the header compression protocol.] 

• Header Compression Number:  The number that the Sender and Receiver are agreeing to use to refer to this 
message header. 

• If the Sender does not support header compression, the value of this field is always zero. 

• Header Compression Length: Depending upon the value in the Header Compression Flags, this value is one of 
the following: 

• Header Compression Flags = 0: If the Sender (AAAA) does not support header compression, the value of the 
Header Compression Length field is always zero. 

• Header Compression Flags = 1: If the Sender (AAAA) is requesting that the Receiver (BBBB) engage in 
header compression on this message, the value of the Header Compression Length field is the number of 
bytes that the Sender is requesting the Receiver remember – that is, the maximum number of bytes of the 
header that the Sender will compress. 

• Note that while this technique is termed “header compression”, there is no reason why this compression 
cannot extend deeper into the message body – as long as the byte values are the same from one 
message to the next, “header compression” will yield benefits.  For JAUS messaging, particularly with 
messages that include presence vectors, this is somewhat likely. 

• Header Compression Flags = 2: If the Sender (BBBB) is accepting header compression on this message (a 
header compression initiated by the Receiver (AAAA) of this message – this is a response message in the 
header compression protocol), the value of the field is the number of bytes of the Receiver’s header that the 
Sender is promising to remember. 

• Again, note that while the initiator of a header compression may have requested that the other party 
remember any number of bytes, the other party is under no obligation to accept that value.  Header 
compression may be rejected altogether (by never agreeing to do it in the first place), or may be modified 
by agreeing to remember a smaller number of bytes than the original request. 

• Header Compression Flags = 2: If the Sender (BBBB) has no record of this header compression, this 
message is sent with the value of the Header Compression Length field set to zero, indicating a request to 
the Receiver (AAAA) to restart the compression protocol. 

• Header Compression Flags = 3: If the Sender (AAAA) is sending a header-compressed message, the value 
of the field is the number of bytes from the original header that should be placed at the start of the current 
message in order to form the uncompressed message. 

The example given in 5.1.2 should clarify these details.  

5.1.2 Header Compression: An Example 

The header compression technique to be employed over the 5669 Transport is best understood by means of an example. 
 This document will examine the case of an operator control unit (OCU) and a robot agreeing to a header compression, 
both from OCU to robot, and from robot to OCU.  The robot will then experience a fault, reboot, and re-establish header 
compression. 

In each of the sections below, the figures show not only the message formats, but also the tables that are built up internal 
to the OCU and the robot that maintain the header compression data. 
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5.1.2.1 Initial State: No Compression 

The initial state of the system is to start with uncompressed headers, as shown in Figure 4.   

 

FIGURE 4 - INITIAL ENVIRONMENT AND HEADER COMPRESSION TABLES 

Note that in the initial state there are no entries in any of the header compression tables.  Note also that there are different 
tables for Inbound and Outbound header compressions. 

5.1.2.2 Send of Initial Message Requesting Header Compression: OCU to Robot 

In order to establish header compression for a particular message that is sent by the OCU to the robot, the message must 
first be sent once in its uncompressed form, along with the information required to know how to refer to that message 
when it is in its compressed form in later transmissions.  This initial transmission is shown in Figure 5. 

 

FIGURE 5 - INITIAL (UNCOMPRESSED) MESSAGE SENT FROM OCU TO ROBOT 

Notice that the sender creates an entry in the “Outbound” table with a value of 1 for the status field, indicating that this 
message has been sent out, but the OCU has not got a response agreeing to header compression. 
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