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RATIONALE

This document was created to provide guidance for those unfamiliar with Fourier Transform Infrared (FTIR) spectroscopy
towards its application of counterfeit detection of electronic components. Additionally, this document is intended to provide
guidelines for the application of FTIR spectroscopy and to define the compliance requirements for laboratories using this
technique.

AS6171/9 has been reaffirmed to comply with the SAE Five-Year Review policy.

INTRODUCTION

Fourier transform infrared spectroscopy is used to obtain infrared spectra of materials which are akin to “fingerprints”
allowing for materials identification and verification. In the context of counterfeit detection this method could allow for the
determination that the proper class of encapsulation, polymer, lettering, coating, etc., is applied to components under
investigation. This will be particularly useful when known authentic parts are available for comparison purposes. This
method could also be applied to detect foreign materials such as blasting beads used to alter parts. Solvent extractions of
Device Under Test (DUT) could also indicate if parts had been exposed to cleaners or other materials used during part
alteration.

FTIR spectroscopy is more universal than many analytical techniques and allows for the analysis of a variety of
compounds including both organic and inorganic materials. Single-bounce Attenuated Total Reflectance (ATR) crystals
allow for analysis of samples of about 200 microns diameter and larger, while the use of FTIR microscopy extends this
down to the diffraction limit of about 10 microns diameter. Thin films can also be analyzed using techniques such as
grazing angle reflectance; however, this approach would be limited to samples that are amenable to such investigations.

In theory all infrared active materials produce unique spectra leading to the fingerprint analogy. In this regard databases of
a wide variety of materials are available for matching purposes. Also, reference spectra of known authentic parts can be
compared to DUT spectra. Pass/Fail criteria can be established using a variety of techniques.

Although FTIR microscopy can extend to a diffraction limit of about 10 microns, in most cases, as will be outlined herein,
FTIR spectroscopy is a bulk analysis technique. That is, the spectrum that is created is a weighted average of all
materials present. As a result, analysis of mixtures can be complicated and detection of trace components difficult to
impossible. Also, in many cases, for example with regards to polymer characterization, identification of chemical class is
generally straight forward while identification of slight variants within a class is much more tedious, if possible at all.

While most materials are accessible using FTIR spectroscopy, some are not. An example is carbon black which is a
common additive that is essentially IR opaque. This can hinder the analysis of carbon filled materials. Other materials
including many inorganic salts and metals are not detectable by infrared spectroscopy.
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1. SCOPE

This document defines capabilities and limitations of FTIR spectroscopy as it pertains to counterfeit electronic component
detection and suggests possible applications to these ends. Additionally, this document outlines requirements associated
with the application of FTIR spectroscopy including: operator training, sample preparation, various sampling techniques,
data interpretation, computerized spectral matching including pass/fail criteria, equipment maintenance, and reporting of
data. The discussion is primarily aimed at analyses performed in the mid-infrared (IR) from 400 to 4000 wavenumbers;
however, many of the concepts are applicable to the near and far IR.

If AS6171/9 is invoked in the contract, the base document, AS6171 General Requirements shall also apply.

2. REFERENCES

2.1 Applicable Documents

The following publications form a part of this document to the extent specified herein. The latest issue of SAE publications
shall apply. The applicable issue of other publications shall be the issue in effect on the date of the purchase order. In the
event of conflict between the text of this document and references cited herein, the text of this document takes
precedence. Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption
has been obtained.

2.1.1 SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

AS6171 Test Methods Standard: General Requirements, Suspect/Counterfeit Electrical, Electronic, and
Electromechanical Parts

2.1.2 ASTM Publications

Available from ASTM International, 100 Barr Harbor Drive, P.O. Box C700, West Conshohocken, PA 19428-2959, Tel:
610-832-9585, www.astm.org.

ASTM E334 Standard Practice for General Techniques of Infrared Microanalysis

ASTM E573 Standard Practices for Internal Reflection Spectroscopy

ASTM E1252 Standard Practice for General Techniques for Obtaining Infrared Spectra for Qualitative Analysis
ASTM E1421 Standard Practice for Describing and Measuring Performance of Fourier Transform Mid-Infrared

(FT-MIR) Spectrometers: Level Zero and Level One Tests
2.1.3 Other Publications
IPC-TM-650 2.3.39  Surface Organic Contamination Identification Test (Infrared Analytical Method)
JESD-625 Requirements for Handling Electrostatic Discharge Sensitive (ESD) Devices
ANSI/ESD S20.20 Protection of Electrical and Electronic Parts, Assemblies and Equipment

IDEA-STD-1010 Acceptability of Electronic Components Distributed in the Open Market
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2.2 Terms and Definitions

All terms that require definition are defined in the paragraph in which they are first used.
2.3 Acronyms

See 2.3 of AS6171 General Requirements.

3. EQUIPMENT AND OTHER SUPPLIES

This method shall require an infrared spectrometer. There is a wide variety of instruments available ranging from simple
bench top designs to high resolution systems. For the purposes of counterfeit detection the analyses will be mostly
gualitative in nature and will not require advanced experimental techniques. At a minimum the system shall be able to
record spectra at 4 cm! resolution and have data handling software including database building and database matching
capabilities. The system should have multiple analyses options including bench top and microscope transmission,
reflectance, and ATR methods.

Standard supplies that may be necessary include ATR crystals for ATR equipped systems, salt windows, purge gasses
when necessary, sample holders, knives and probes, and sampling discs (transmission cards, silicon carbide discs, etc.).

4. TEST SAMPLE

This method can be used for a wide variety of sample types and, as such, the best practices for the analysis method
chosen (i.e., destructive versus nondestructive, surface ATR versus compression transmission cell, etc.) shall be followed.
The previous test history of the individual part shall be provided prior to testing. To prevent interference from alterations
that may have occurred during prior handling, if a previously untested part is available, it shall be used for testing. A Level
2 or 3 Person required by the method shall determine if this history can adversely impact the test results. If it is deemed
that the test history will adversely impact the test results, the test shall not be performed on this part and a previously
untested part or a part with a different test history shall be obtained.

4.1 Sample Limitations

Not all materials are accessible using FTIR spectroscopy. If materials have no dipole moment at any of their chemical
bonds they are generally poor candidates. Examples include pure elements such as nitrogen, silicon, or graphite. Another
example of this is unoxidized metals and alloys. Carbon containing materials (graphite or carbon black) such as filled
rubbers are particularly problematic as the carbon filler tends to make the sample infrared opaque; this can possibly be
overcome with use of ATR.

The wavelengths of infrared energy force a lower limit of about a 10 micron sample size. As sample sizes approach this
limit spectral quality generally suffers. The lab shall determine the sample size limitations and shall determine the
minimum sample size below which a microscope is required. For such applications a microscope accessory shall be used.

5. MATERIALS HANDLING, STORAGE, AND SAMPLE PREPARATION.

ESD sensitive items shall be handled from receipt to delivery in accordance with ANSI/ESD S20.20 or J-STD-625.
Moisture sensitive items shall be handled from receipt through delivery in accordance with the requirements of
IPC/JEDEC J-STD-20 and J-STD-033. Refer to the requirements in 3.9.5 of AS6171 - General Requirements Document.
NOTE: IDEA-STD-1010 Sections 7.1 and 7.3 provide workstation guidelines.

All materials, including samples and sample preparation and analysis devices, shall be handled according to best lab
practices, as applicable (i.e., care taken not to contaminate samples, clean work areas and equipment, etc.). Samples

shall be prepared according to analysis techniques chosen as most appropriate, for example non-destructive versus
destructive, ATR versus compression transmission cell, solvent extraction versus direct reflectance.
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6. DESCRIPTION OF METHODOLOGY

When most materials are exposed to infrared radiation, they absorb specific wavelengths of the incident energy to varying
degrees. This induces vibrations between the atoms or molecules which occur at discrete energies as a function of the
chemical bonding present in the sample. The result, the infrared spectrum, is a plot of the relative amounts of energy
absorbed at various wavelengths by a sample. This is usually plotted, by convention, as wavenumber (which is the
number of waves per unit distance and has the units of reciprocal centimeters, 1/1), versus either the percentage of the
incident beam transmitted through the sample (transmittance, %T), or absorbed by the sample (absorbance,
log10 (100/%T)). Because the absorptions are characteristic of chemical bonding, an experienced operator can deduce
the types of bonds present in the sample. As such, the interpretation of the spectrum is often referred to as functional
group analysis.

6.1 The Infrared Spectrometer

As opposed to traditional scanning instruments, FTIR spectrometers analyze all wavelengths of incident energy
simultaneously. As illustrated in Figures 1 and 2, half the infrared beam is passed to a fixed mirror while the other half is
sent to a moving mirror. These are then recombined and passed through the sample and onto the detector. Because the
two beams travel different distances as a function of time related to the rate of the moving mirror, the recombined beams
are the sum of all the destructive and constructive interferences of the individual waves incident on the sample. In Figure
2, the moving mirror and fixed mirror are positioned to give an equal path length, and all the interference is constructive.
The product of the interference between the two beams is called an “interferogram,” which is the signal that is recorded
and processed using a Fourier transform to produce the infrared spectrum. A reference laser signal is also simultaneously
analyzed as an internal standard for wavelength calibration.

Mirror
Source ‘I, Laser

]
a
b
a
o

Figure 1 - Typical FTIR spectrometer layout

(Figure courtesy of Thermo Fisher Scientific)
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