AEROSPACE AS9115™ REV. A
INTERNATIONAL. STANDARD <cued >010.00

Revised 2017-02

Superseding AS9115

Technically equivalent writings
published in all IAQG sectors.

(R) Quality Management Systems - Requirements for Aviation, Space, and
Defense Organizations - Deliverable Software (Supplement to 9100:2016)

RATIONALE

This standard supersedes the initial release of 9115 published in April 2010. This standard has been revised to incorporate
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9100 requirements, as necessary, for deliverable software. In some cases, where clarification is needed, it was necessary
due to the complexity of software to decompose “shall” statements in 9100 into more granular requirements. Where no
software clarification is required of the 9100 requirements, the following phrase is presented: “The requirements of 9100
apply. No clarification required for software.”

NOTE: This document must be used in conjunction with 9100:2016; references throughout the text to 9100 are understood
to mean 9100:2016.

FOREWORD

This document standardizes, to the greatest extent possible, the software quality management system requirements for the
aviation, space, and defense industry. This was accomplished through the harmonization of quality management system
requirements from international aviation, space, and defense software standards and other applicable documents and good
practice. The establishment of common requirements for use at all levels of the supply-chain by organizations around the
world should result in improved quality, schedule, and cost performance by the reduction or elimination of organization
unique requirements and wider application of good practice.

SAE Technical Standards Board Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is entirely
voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”

SAE reviews each technical report at least every five years at which time it may be revised, reaffirmed, stabilized, or cancelled. SAE invites your written comments and
suggestions.

Copyright © 2017 SAE International

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording, or otherwise, without the prior written permission of SAE. ™

TO PLACE A DOCUMENT ORDER: ~ Tel:  877-606-7323 (inside USA and Canada) SAE values your input. 70 iovidg f&e
Tel: +1 724-776-4970 (outside USA) Technical Report, p|e;ﬂse JISIL Document Sharing ub
Fax: = 724-776-0790 http://standards.sae.org/AS9115A
Email: CustomerService@sae.org

SAE WEB ADDRESS: http://lwww.sae.org

Full document details: SAE AS9115A


http://standards.sae.org/AS9115A
http://www.avadocuments.com/doc/sae-as9115a
http://www.avadocuments.com/doc/sae-as9115a

SAE INTERNATIONAL AS9115™A Page 2 of 25

TABLE OF CONTENTS

AN I8 1 TN I PSPPSR 1
FOREWORD .....oiiittiie ettt ettt e e sttt e e e et e e e ssta e e e e ssta e e e e aste e e e e ssteeaeeasbaeee e s beeee e s be e e e ek be e e e et beeeeantaeeeeantaeeeeantaeeeesntaeaeesnnannennnes 1
INTENDED APPLICATION .oiiiiiittiie ettt e ettt e sttt e e st e e e sataee e e sstaee e e st taeeeasstaeaeaasbaee e et beeeeasbeeeeansbeeeaansaeeeeanteeeesantaeaeaansaeaeennsnes 4
INTRODUGCTION . ...ce it itteie ettt ettt ettt et e e e st e e e sa bt e e e e aabete e e asbeee e e s beee e et beeaeaasbeeeeaa b b e e e e aabbeeeeanbbeeeeanbeeeeeanbeeeeeanbaeeeeanbeeeeenreas 4
0.1 LTS 0= - | RPN 4
0.2 Quality Management PrINCIPIES .......ooo ittt et e et e e e e e annee s 4
0.3 [ o To TR AN o] o] o =T o H O PP O PP PP OUPPPPUPPPTN 4
0.3.1 LCT=T 0= = | PP O PP PP PP PPPPPPPPPN 4
0.3.2 Plan-D0-ChECK-ACE CYCIE ......uueuieiiiiiiieiieeeeeeteeeeaeeeaeeeeeeeeeae e —e—eeetesetereteteteserenesssererssssnnnsernsssnrnrnsnnes 4
0.3.3 ] G = 7= T To I I 11 0] 4 o TS PPPPPPNY 4
0.4 Relationship with Other Management System Standards ................eueeueriiiriiiimimii e ———————. 4

QUALITY MANAGEMENT SYSTEMS — REQUIREMENTS

1 ] @10 o PSS PPTPP 5
2 NORMATIVE REFERENGCES. ........ooii ittt sttt ettt e e s sa bt e e e sabe e e e s sabe e e e s anbeeeesnnbeeeennes 5
3. TERMS AND DEFINITIONS ... .ttt ittt sttt e e s anb bt e e s sttt e e s nb bt e e s nbbe e e s nbeeeeennbbeeeennneas 5
4, CONTEXT OF THE ORGANIZATION .. ..etii ittt ittt ettt e sttte e sttt e e st e e e sstaeaesssaesesssaeeesnsseeessnssneeesnsneeens 9
4.1 Understanding the Organization and ItS CONEXE..........oiicuiiiiiiee e e e e e s snnnrrereeee e 9
4.2 Understanding the Needs and Expectations of Interested PartieS ........cccccovvcvvvveeieeeii i 10
4.3 Determining the Scope of the Quality Management SYStEM .........cc.uvivivieei i 10
4.4 Quality Management System and ItS PrOCESSES ......uuuiiiiiiiiiiiiiiiie e s eeieie e e e e e s s er e e e e s s e e e e e e s s nnreneees 10
5. [ By ] 1 PP 10
5.1 Leadership and COMMITMIENT ..ottt et e e e e e s s bbb e e e e e e e e e sanbbeeeeaaeeesannbbeaeaaaeeas 10
5.1.1 LCT=T a1 - | TP PRPTR OO 10
5.1.2 CUSTOIMIEBE FOCUS ...tttk 5 55555555 55555555 555555555555 s s s e s s s nsmnnnnn 10
5.2 o] 1o YT R TP TPTPTPPPTT 10
5.2.1 Establishing the QUAIILY POIICY ...........uiiiiiiie e e s a e e e e s e e e e e e e s nnaaeeeeaeeeas 10
5.2.2 Communicating the QUAlItY POICY ........c..uuiiiiieoiiiiiie e e e e e e e e s s e e e e e e e e annreaeees 10
5.3 Organizational Roles, Responsibilities, and AULNOTITIES ...........uiiviiiiiiiireee e 10
6. PLANNING ..ottt ettt et e sttt e e st e e e ettt e e e s te e e e e aate e e e e aats e e e e antaeeeeansseeeeansaeeeeansaaeeeanssaaesnnnneeean 10
6.1 Actions to Address RiSKS and OPPOrtUNILIES......c.ui ittt e e e e e ebere e e e e e e e nanes 10
6.2 Quality Objectives and Planning to AChIeVe TREM ........coo i 11
6.3 e oY a T o (o T ol @1 g F= T To =2 TR POPTPPPRT 11
7. 10 ] = ] = L PP 11
7.1 RESOUICES ...ttt ettt sttt 5555555555555 555555555555 555555555555 555555555555 55555555 £k £ s b e nnennnrnnnnnnns 11
7.11 L= o1 | PSPPI 11
7.1.2 S0 o] PR 11
7.1.3 = TS (U Tt 0= PRSPPI 11
7.1.4 Environment for the OpPeration Of PrOCESSES ......uuuiiiiiiiiiiiieii e s s e e e e e er e e e e e s s s neeeaees 11
7.1.5 Monitoring and MeaSUING RESOUICES ........c.iiiuuiiiieieeeiiiiiieer e e e e e sssetee e e e e e s s anstaaereaeeesesnanrraeeeeeessnssnnneneeeaees 12
7.1.6 (@0 =T a 2= 4 [0 ] 4 F= U Qa1 1T/ [T o = 2 SRS 12
7.2 L070] 0T o<1 =T o (o =SSP TSP PPPPPTPPPPPPPPPPPPIOS 12
7.3 AWAIEINESS ...ttt e e e e e e e e e e e e e e e e e e e e e e e aaaaeas 12
7.4 1070] 1011418 0 TToF= Vi o] o HU TP PPPTT OO 12
7.5 Documented INFOMEALION .........oi ettt e e e e e ettt e e e e e e ea s B e e e e e e e e nnnnbeeeaaaeans 12
75.1 [CT=T0T=1- | RO Documents

Document Sharing Hub

Full document details: SAE AS9115A


http://www.avadocuments.com/doc/sae-as9115a
http://www.avadocuments.com/doc/sae-as9115a

SAE INTERNATIONAL AS9115™A Page 3 of 25

7.5.2 LO1g= Y=\ o = Ta o B0 oo F= 11 o To [P S 12
7.5.3 Control of Documented INFOIMIELION ..........iiiiiiiie e s st e e snb e e e enees 12
8. L@ =y N (] PSP RS 13
8.1 Operational Planning @and CONLIOl...........uuuiiiieeiiiiiiiee s e e e e s s s e e e e e s s st e e e e e e s snnrraeeeeeeeessnnreneees 13
8.1.1 Operational RiSK MANAQEMENL .........ciiiiiiiiiieee s ittt e e e e e s s st e e e e e e s s s bee e e e aeeesaanasraeeeeaeessnsssreeeeeesssannnrennnes 14
8.1.2 Configuration MaNAGEMENT . ........ciii ittt e ettt e e e e e e s e bbb et e e e e e e e s e abebeeeaaaeesaannbbbeeeaaeesaannsrsneeas 14
8.1.3 L 0o [N ol Y= 1= T RPN 15
8.14 Prevention Of COUNTEITEIT PartS...........ueiiiiie ittt e e e et e e e e e e e s nabaeeeaaaeeas 15
8.2 Requirements for ProdUCES @nd SEIVICES ..........uuiiiiiiiiiiiiiiiie ettt e e et e e e e e e e s e naabeeeeaaeeas 15
8.2.1 G101 (o] g =T g o] 10T 410 g Tor= V{0 o FO TP 15
8.2.2 Determining the Requirements for ProductS and SErVICES.........ouiuuiiiiiiiaei et 15
8.2.3 Review of the Requirements for Products and SEIVICES .......cceiiiiiiiiiiiiiie e ciiiiiees e e e s e e e e e snnrneee e e 15
8.2.4 Changes to Requirements for Products and SEIrVICES.........ccuuuiiiieeiiiiiiiiiieee e e e 15
8.3 Design and Development of Products and SEIVICES ..........uuuiiiiiiiiiiiiiiiiee st s e e e s e e e e e e s snnreeeeeae s 16
8.3.1 LCT= o1 | PP 16
8.3.2 Design and DevelopmeENt PIaNNING..... ..o i e e s e e e sseeee e e e s s snsteaeeeseeesssssteeeeeeeessnsssnnnneeeeees 16
8.3.3 Design and DevelopPmMENT INPULS .........ueiiiiieeiitie ettt e e e e e e s et e e e et e e e e e sanbbeeeeaaeeeaasnnneaeaaaeass 16
8.3.4 Design and DevelopmENt CONLIOIS ........ciiii ittt e e e et e e e e e e e e sabbe e e e e ae e e s e nnabeeeaaaeeas 16
8.3.5 Design and DevelopmMENT OULPULS ........uiiiie ittt e ettt er e e e e e e e e e e s sabeeeeeaaaeaaaasbeeeaaaeesaaannnbeeeeaaeans 17
8.3.6 Design and Development CRANGES .......coi ettt e e e e e e e s sabb e e e e e e e e e s e annbbeeeaaaeaas 17
8.4 Control of Externally Provided Processes, Products, and SErVICES ..........ccueiiiiiiiiiieiieniiiiiieee e e 17
8.4.1 LCT=T a1 - | TP PRP TR POP 17
8.4.2 Type and EXIENT OF CONIOL ........uuiieiiii e s e e e e s s s e e e e e e s e snn b aereaeessensssannneeeeesaannne 18
8.4.3 Information for EXIErNal PrOVIAEIS ........ooiiiiiiiiiiiiiie ittt ettt e e st e e e st e e e s sebeeeeees 18
8.5 Production @and SEIrVICE PrOVISION ..........uiiiiiiiiie ittt ettt e sttt et e e s bt e e sbee e e e snbbe e e e snbeeeessnneeeeas 18
8.5.1 Control of Production and SErviCe PrOVISION .........c.euiiiiiiiiiiiiiie ittt sebee e ennees 18
8.5.2 Identification and TracEability ...........ooeiii i e s e e e e s e e e e e e e e e e e e e e annne 20
8.5.3 Property Belonging to Customers or EXternal ProVIAEI'S .........ccooiicuiiiiiiie et e e e e s serneee e e 20
8.5.4 e (ST AV = LA o T PR OPTPPPRT 20
8.5.5 POSE-DEIIVEIY ACHVILIES. ... eeeeeiei ettt e e oo ettt e e e e e e s bt et e et e e e e e e aanbbeeeeaaeeeaansnaaeeeaaaaans 21
8.5.6 (07] a1 7o) o) 01 gT- T To =S RO PPPPTTT PR 21
8.6 Release Of ProdUCES N0 SEIVICES .......uuiiiiiiiiiie ettt e ettt e e e e e e e et e e e e e e e e e s snaaeeeaaaeaas 21
8.7 Control of NoNCONfOrMING OULPULS ........ueiiiiiieaiiitete ettt ettt e e e e e e e e e e e e e s s abb e e e e e e e e e annreeeeas 21
9. PERFORMANCE EVALUATION ..ottt ettt sttt e sttt e e sttt e e s steaeaesttaeaesstaeeessaaeaesssaeeesnssaeeesnssneessnssneens 22
9.1 Monitoring, Measurement, Analysis, and EValuation............ccccoooviiiiiiiiie e 22
9.11 L= o1 | PSPPI 22
9.1.2 CUSIOMET SAISTACLION .....eiie ittt st e s n bt e e s a bt e e e e nb e e e s anbaeeeennbeeeeenneeas 22
9.1.3 P Tz 1)V = g o 7= 11U = L4 SO 22
9.2 T 1E=Tq g b= T AN Lo L1 TP P TP PPRPRT 22
9.3 MANAGEMENT REVIEW ...ttt et oottt e e e e e o e bbbt e e e e e e e e e ab bt ee e e e e e e e e aanbbeeeeaaeesaannnbbnaaaaaeaas 22
9.3.1 LCT=T 1= - | TP PPP TR TOP 22
9.3.2 Management REVIEW INULS ......ooiiiiiiiiiei ettt e e e e e s s bbb e e e e e e e e e aanbbe e e e e e e e e sannbaeeeaaaeeas 22
9.3.3 Management REVIEW OULPULS ..ottt e e e e ettt e e e e e s s b bt e e e e e e e s e e sanbbeeeeaaeeesannbbeeeaaaeaas 23
10. Y o 2 L@ AV Y\ PR OPRRR 23
10.1 L= o1 | PSPPI 23
10.2 Nonconformity and COrrECHVE ACHION ....eeiiee it e e er e e e s r e e e s s s e e e e e e s e sanbeeeeeeeeeanannnrnneeeaees 23
10.3 (%o o111 o T8 F= 1IN [y o] o Yo Y7=] /0= | SRR 23
11. N[O I T PSPPSR 23
111 RV ] (o] g T o [T (o] T PR OPTPPPTT 23
ANNEX A 1211 S I (@ TR YN = | PP 24
ANNEX B AVIATION, SPACE, AND DEFENSE BIBLIOGRAPHY .....ooiiiiiiii ettt 25

FIGURE 1 RELATIONSHIP OF INFORMATION ASSURANCE, INFORMATION SECURITY, AND
CYBERSECURITY oot seeeseeseeee e s s eseeeseseseeese s eseeeseeeseeeseeeses e erne e Documents

Document Sharing Hub

Full document details: SAE AS9115A


http://www.avadocuments.com/doc/sae-as9115a
http://www.avadocuments.com/doc/sae-as9115a

SAE INTERNATIONAL AS9115™A Page 4 of 25

INTENDED APPLICATION

The requirements of 9100 apply with the following clarification for software.

Organizations whose products are deliverable software or contain deliverable software should use the supplemental 9115
standard when planning and evaluating the software design, development, release, procurement, and management
activities of the organization. The 9115 standard provides guidance to the requirements of 9100 when it is desired to add
“deliverable software” to the organization’s 9100-registration certificate, and a greater depth of specificity and granularity to
the requirements for assuring that the objectives of 9100 will be met for deliverable software.

NOTE: This document is independent of the life cycle models (e.g., waterfall, spiral, agile, evolutionary, incremental) or
methodology (e.g., objected oriented design, unified modeling language).

INTRODUCTION

0.1 General

The requirements of 9100 apply. No clarification required for software.
0.2 Quality Management Principles

The requirements of 9100 apply. No clarification required for software.
0.3 Process Approach

The requirements of 9100 apply. No clarification required for software.
0.3.1 General

The requirements of 9100 apply. No clarification required for software.
0.3.2 Plan-Do-Check-Act Cycle

The requirements of 9100 apply. No clarification required for software.
0.3.3 Risk-Based Thinking

The requirements of 9100 apply. No clarification required for software.
0.4 Relationship with Other Management System Standards

The requirements of 9100 apply. No clarification required for software.
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QUALITY MANAGEMENT SYSTEMS — REQUIREMENTS

1. SCOPE

The requirements of 9100 apply with the following clarification for software.

This standard supplements the 9100 standard requirements for deliverable software and contains quality management
system requirements for organizations that design, develop, and/or produce deliverable software and services for the
aviation, space, and defense industry. This includes, as required, support software that is used in the development and
maintenance of deliverable software and services. The deliverable software may be stand-alone, embedded, mobile
application, or loadable into a target computer.

This deliverable software may also be part of services (e.g., cloud environment, web hosted solutions or platforms).
Where the use of Hardware Description Language (HDL) or high order language is utilized as the design source of electronic
hardware [e.g., Application Specific Integrated Circuit (ASIC), Programmable Logic Device (PLD)]; the organization and
customer, and/or supplier shall agree on the extent of applicability of this supplement.

NOTE: For airborne electronic hardware guidance, see RTCA/DO-254 or EUROCAE ED-80. For operations requirements,
see 9100 Section 8.

Where Commercial-off-the-Shelf (COTS) or non-developmental software is integrated into a deliverable product, the
organization and customer shall agree on the extent of applicability of this supplement.

For the purposes of this document, the terms “product” and “software product” are considered synonymous.

For the purposes of this document, the term “services” may be considered a product.

2. NORMATIVE REFERENCES

The requirements of 9100 apply with the following clarification for software.

9100:2016 Quality Management Systems — Requirements for Aviation, Space, and Defense Organizations

NOTE: Documents referenced in this standard, other than the normative references (i.e., ISO 9000, ISO 9001, 9100), are
listed in the supporting bibliographies (see Annexes A and B). For undated references, the latest edition of the
referenced document (including any amendments) applies. The referenced documents are “informative” references;
the requirements of these referenced documents do not add any additional requirements to this standard.

3. TERMS AND DEFINITIONS

For the purposes of this document, the terms and definitions given in 9100 and 1SO 9000 apply. The following terms and
definitions are included to support the understanding of this document.

3.1 Baseline

The approved, recorded configuration of one or more configuration items that thereafter serves as the basis for further
development, and is changed only through change control documented information [see RTCA/DO-178 or
EUROCAE ED-12].

3.2 Commercial-off-the-Shelf (COTS) Software

Commercially available applications sold by vendors through public catalog listings. COTS software is not intended to be
customized or enhanced. Contract-negotiated software developed for a specific application is nhot COTS software [see

RTCA/DO-178 or EUROCAE ED-12].

NOTE: COTS software is a type of non-developmental software.
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3.3 Configuration Item

One or more hardware/software entities treated as a unit for configuration management purposes or software life cycle data
treated as a unit for configuration management purposes [based on RTCA/DO-178 or EUROCAE ED-12].

3.4 Critical ltems

The definition in 9100, clause 3.2, applies with the following clarification for software.

Critical items in software are those characteristics, requirements, or attributes that have been determined to be most
important to achieve product realization (e.g., safety, maintainability, testability, usability, performance). For example, in the
case of an aircraft’s flight control system software, the response time could be elevated to a critical item to ensure overall
performance characteristics are met; or if a project has customer specific testability requirements, cyclomatic complexity
may become a critical item.

3.5 Cyclic Redundancy Check (CRC)

A type of function that takes a data stream of any length as an input and produces a value of a certain space (commonly a
32-bit integer) as an output. A CRC can be used to detect alteration of data during transmission or storage.

3.6 Digital Signature (also referred to as a Digital Signature Scheme)

A type of asymmetric cryptography used to express compliance with the security properties of a handwritten signature on
paper.

3.7 Information Assurance (lA)

The set of activities needed to protect information and information systems by ensuring availability, integrity, authentication,
confidentiality, and non-repudiation including protection, detection, and reaction capabilities.

This includes activities conducted to reduce vulnerability of operational networks, Information Technology (IT), and
computing equipment. Activities may include development of innovative and cost-effective ways to mitigate those
vulnerabilities. IA may include actions to provide assured access, and transparent identification and authentication across
the network or within systems of systems.

See Figure 1 for added clarity of related terms.
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INFORMATION ASSURANCE
— QMS / Policy / Infrastructure Level —

“Protecting information and information systems by ensuring availability,
integrity, authentication, confidentiality, and non-repudiation. Includes
protection, detection, and reaction capabilities.”

INFORMATION SECURITY
— Security of all Media —

“Protecting information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction in order

to provide confidentiality, integrity, and availability.”

CYBERSECURITY
— Security in the Cyber Realm —

“Protecting cyberspace [networks, computers, processors, and
communication systems] from cyber-attacks.”

Figure 1 — Relationship of information assurance, information security, and cybersecurity
References:

e Committee on National Security Systems National Information Assurance Glossary, CNSSI Instruction No. 4009 (26
April 2010)

e |SO 27001:2013 - Information technology — Security techniques — Information security management systems —
Requirements

e |SO 27002:2013 - Information technology — Security techniques — Code of practice for information security controls

e |ISO 27034-1:2011 - Information technology — Security techniques — Application security — Part 1. Overview and
concepts

3.8 Interested Parties

A party having a right, share, or claim in a system or in its possession of characteristics that meet that party’s needs and
expectations [see ISO/IEC 12207].

NOTE: Interested parties include, but are not limited to customers, suppliers, regulatory bodies, and functional
organizations or groups needed to achieve product quality.
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3.9 Key Characteristic

The definition in 9100 (see clause 3.3) applies with the following clarification for software.

Key characteristics in software are those measurable attributes where variability can be measured by the project and can,
if left unchecked, adversely impact the project or product in areas (e.g., memory utilization, response time, functionality,
reliability, usability, efficiency, maintainability, portability).

3.10 Monitoring

The act of witnessing or inspecting selected instances of test, inspections, or other activities, or documented information of
those activities, to assure that the activity is under control and that the reported results are representative of the expected
results. Such activities could be performed and used as evidence for formal test verification to support conformity,
certification, and customer acceptance.

Monitoring is usually associated with activities done over an extended period of time where 100% witnessing is considered
impractical or unnecessary. Monitoring permits authentication that the claimed activity was performed as planned [see
RTCA/DO-178 or EUROCAE ED-12].

3.11 Non-Developmental Software

Deliverable software that is not developed under the contract, but is provided by the organization, customer, or a third party
[e.g., reused software, customer furnished software, COTS software, Government off-the Shelf (GOTS) software, open
source software].

3.12 Phase

A collection of processes, activities, tasks, and outcomes within the software life cycle [see IEEE 24765].

3.13 Release

A particular version of a configuration item that is made available for a specific purpose (e.g., test release) [see
ISO/IEC 12207].

3.14 Reliability

The probability of failure-free operation of a computer program in a specified environment for a specified time [based on
IEEE 982.1].

NOTE: Software reliability requirements should consider the level and manner of fault and failure detection, isolation, fault
tolerance, and recovery expected to be fulfilled by the software.

3.15 Robustness

The extent to which software can continue to operate correctly despite invalid inputs [see RTCA/DO-178 or
EUROCAE ED-12].

NOTE: Robustness, in the software context, means that the organization has utilized techniques (e.g., exception handling,
redundancy, related verification techniques).

3.16 Secure Hash Algorithm

Cryptographic functions that compute a fixed-length digital representation, known as a message digest, of an input data
sequence of any length.
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