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F O R E W O R D  

EIA Bulletin No. 4-4 i s  presented by the Electronic Industries Association G-33 
Computer Resources, Data and Configuration Management commit tee to explain 
the role of  Computer Software Control in a configuration management system. 
The document content was derived from both Government and Industry sources and 
compiled, coordinated and edited by the Computer Resources Task Group (CRTG) 
of the G-33 Committee. 

Comments or suggestions may be forwarded to: 

G-33 Staff Engineer 
EIA Headquarters 

2001 Eye Street, N.W. 
Washington, D.C. 20006 

We extend our thanks and appreciation to  the members of the Computer Resources 
Task Group and the fu l l  G-33 Committee who have cooperated by providing their 
t ime and talent t o  review the information we have assembled for this Bulletin. 

The G-33 Committee and i t s  Subcommittees w i l l  continue to  devote their efforts 
to the advancement o í  knowledge and understanding of the subject o f  configuration 
management, Therefore, we invite your comments on this Bulletin and 'welcome 
your suggestions concerning publication of additional information t o  aid contract 
management in the effective conduct of configuration management. 

a -  
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1. INTRODUCTION 

The very nature of configuration management is the control of the 

configuration. This was the initial premise under which the control 
discipline was established and, later, formalized in DoD-D-5010.19 
(1969) into a statement which defined contro1 as: 

"The systematic evaluation, coordination, approval or 
disapproval, and implementation of all approved changes in the 
configuration of a configuration item after formal establishment 

. of its configuration identification". 

What this definition does not impart is the scope and magnitude of 
the configuration change control task, or the rationale for 
configuration changes. The purpose of this bulletin is to describe 
the software change control process in the context of a structured 
programming environment. The bulletin provides a description of: 

o Problems inherent in or to the control process, 
o The control process, 
o .  The control environment as defined by the software life cycle, 
o The tools, forms, and procedures associated with each life 

cycle phase and the methodology instituted to attain a free 
flow of communication, 

o 

o Finally, the transition process from completion of the 
The role of the Configuration Control Board, and 

development phases to the Operational and Maintenance phase. 
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2. FUNDAMJ3NTAL PROBLEMS IN CONTROL 

Configuration Change Control is the most apparent and formal aspect 
of Configuration Management, Change Control is all too often thought 
to be, by those unfamiliar with the intent of the process, of a 

restrictive or policing-type nature. It should be the process 
required to communicate an orderly documentation of the changes 
necessary to maintain the currently approved configuration of the 
software systems' configuration items.' 

Problems resulting from lack of control may often be related to one 
of the following reasons: 

A. Authority for making changes is not established, resulting in 

changes being made which have an adverse effect on the software 
products and supporting documentation. 

IS. Failure t o  properly document and promulgate written change 
control procedures or provisions for their implementation. This 
results in everyone implementing differing change methodologies 
and, thus, creating general confusion and added costs. 

C. Formal control is applied too  early or too late in the 
development process, such as being applied before the design has 
been well-defined or being applied well into the test process, 
respectively. The result is either placing unnecessary 

restrictions on the design and coding process (too early) or a 
failure to provide traceability back to customer/user performance 
or design requirements (too late). 

D. Failure to document and record changes t o  the configuration 
identification, resulting in confuslon and added costs. 
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E. Formal controls are applied with too much formality, 
restrictiveness, or  the process itself is too complex or 
cumbersome. Configuration Control thus becomes a cost 
driver, dampening overall project progress and resulting in 
the ineffective use of manpower and project funding. 

F. Failure to provide for the transition to, and application of, 
effective Configuration Change Control during the Operational 
and Maintenance phase, resulting in software degradation and 
inhibition of successful software modifieation or enhancement. 

G. Failure to tie the Change Control process into other software 

management techniques, such as unit development folders. The 

Design Review process, Acceptance and Delivery. 

- 3 -  - 
Full document details: SAE CMB4_4

http://www.avadocuments.com/doc/sae-cmb4-4
http://www.avadocuments.com/doc/sae-cmb4-4


I E I A  CMB4-4 82 W 3234b00 O000483 2 W ' 

EIA Bulletin No. 4-4 
May 1982 

3. DEFINING THE CONTROL PROCESS 
3 e 1  DEFINITION OF CONFIGURATION CONTROL 

Configuration control is the orderly communication of changes to an 
item at an established or agreed upon base line. This base line 
identifies a group of documents at a design milestone, a specified 
test or procedural event. The purpose of these documents is to 
define the characteristics needed to specify, build, test, and 
logistically support an item. Failure to control changes to these 
characteristics could seriously impact use of the item in its 
operational environment and escalate costs for both the contractor 
and user. 

As previously stated in Section 1, Introduction, the Department of 
Defense (DoD) presented the first formal definition of configuration 
control in 'DoD Directive 5010.19 in 1969. That definition (repeated 
below) provided the focal point for any subsequent definitions of the 
control process. 

Configuration Control - The systematic evaluation, coordination, 
approval or disapproval, and implementation of all approved changes 

in the configuration of a configuration item after formal 
establishment of its configuration identification. 

This definition states the necessary activities employed to 
communicate a change. If anything is required to be added to it, 
then the incorporation of the term "communication" could be 

considered to enhance the description of the methodology used to 
document a change to a configuration item, thereby changing 

established base line points. 

3*2 DEFINITION OF CONFIGURATION MANAGEMENT 
(1) The accepted general definition of Configuration Management 

emphasizes the three basic elements of Identification, Control, and 

(1) See EIA CM Bulletin 4-1 - DEFINITIONS for further amplification. 
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Accounting. Control is the focal point of this hierarchy -- we must 
have a viable identity to control to, and we must have control 
activity to initiate accountability. 

The Federal Information Processing Standards' (FIPS) definition of 
Configuration Management closely follows the DoD definition stated in 
Paragraph 3.1, and a survey of industry procedures further 

demonstrates very little deviation from the DoD's definition. One 
should refer to EIA CM Bulletin 4-1 for additional software/CM 
definitions. 

3.3 THE ROLE OF CONFIGURATION MANAGEMENT 
Configuration Management is the focal point for communication and is 
responsible for establishing a well-conceived control process that 

embodies all of the elements of good communication in a well-phased 
software development cycle and the subsequent operational phase. O 
A Software Configuration Management Plan (SCMP), as developed by 
Software Configuration Management (SCM), spells out the control 
process to be implemented by S a  during each phase of the software 
development cycle. (NOTE 1) 

The SCMP's Change Control Chapter describes the base lines to be 
established by SCM, what will comprise each of the base lines, and 
the milestone points at which they will become firm. In a 
structured, top-down, programming environment, a series of design 
reviews will be held, resulting in the final build base line. 
Structured, top-down programming precludes the establishment of 
traditional single-event design reviews, normally conducted in the 
classical development environment. 

NOTE 1: This does not preclude use of standard operating procedures when one 
is involved with an established, continuing and homogenous product 
line . 

Full document details: SAE CMB4_4

http://www.avadocuments.com/doc/sae-cmb4-4
http://www.avadocuments.com/doc/sae-cmb4-4


E I A  CMB4-4  ô 2  3234b00 0000485 b _ . .  

EIA Bulletin No. 4-4 
May 1982 

In addition, the SCMP includes the procedures, forms, and control 
methodology planned for implementation by S a .  Procedures and forms, 
in particular, are best conceived and developed by S a  at the time 

the proposal is first submitted; thus they are ready t o  be 
implemented by SCM at the time of contract go-ahead. 

3.4 THE SOFTWARE CONTROL PROCESS 
The flow illustrated in Figure 1 describes a typical software control 
process. The control process begins with receipt, or establishment 
of, a System Specification (Type A per Air Force MIL-STD-490) or 
equivalent The Navy ' s terminology would be a Sys terns Operational 
Specif ication/Document (SOS/SOD) The process evolves from the 
System Specification through the establishment and initiation of the 
Performance Specification and, finally, the Design Specification. 

As, the specifications are approved, released and base lined, internal 
control is established. If acceptance is made by the customer, 

formal con&ols requiring customer approval of changes are also 
invoked . 
At the point when the coding process is considered complete, ive-, 
end of module test, and the software is under Library control, 
the internal control process becomes more involved. 

4 2 )  

More detailed analysis, and more formal reviews are required prior to 
a change being implemented. 

These internal developmental phase controls then give way, on 

acceptance by the customer of documents such as the Part II 
Specification or Program Description Document, to the 

(2) See E I A  Oí Bulletin 4-3 ,  Computer Software Libraries. 

- 6 -  
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FIGURE 1, SOFTWARE CONTROL PROCESS FLOW 
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Operational/Deployment Phase Controls. These controls require the 
same processing but are now under a field operations and maintenance 
environment. As BUC~, the changes received are oriented to adaptive, 
modification and enhancement-type changes rather than corrective 

The SCMP muet, therefore, provide the guidance establishing and 
implementing the software control procedures in an evolutionary and 
effective manner by describing the formal base line points and the 
internal base lines, such as the requirements, design, release, and 
control points. 
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