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FOREWORD

The scope of data management (DM) has grown significantly in the past decade—and this standard has played a significant
role toward that progress. DM is a valued and critical partner in enterprise architecture design and application and has found
a strong, meaningful, and acknowledged role with digital technology.

The identification, definition, preparation, control, archiving, and disposition of data all require dedicated resources,
supporting systems, and time. High-quality DM makes certain that the enterprise ensures compliance, avoids rework and
reduces cost. A well-designed DM process ensures that the enterprise and customers receive the correct data when
required, in the form required, and of the appropriate quality.

The third release of this standard provides updates to reflect current processes, and scope of DM. The methods of DM have
undergone significant changes as paper documents transitioned to digital data and continue to evolve.

Use this standard when establishing, performing, or evaluating DM processes, applicable to both electronic and
non-electronic data, in both the commercial and government sectors. It introduces the data life cycle and the tasks
associated with the management of data describing DM methods using neutral DM terminology. The associated Handbook
GEIA-HB-859 contains “how-to” information for implementation of this standard in a variety of environments.
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1. INTRODUCTION
1.1 Scope

Data is information that has been recorded in a form or format convenient to move or process. It is important to distinguish
between data and the format. The format is a structured way to record information, such as engineering drawings and other
documents, software, pictures, maps, sound, and animation. Some formats are open source, others proprietary. Regardless
of the format, there are three broad types of data. Table 1 lists these types of data and provides examples.

Table 1 - Types of data

Type Examples

Product Cost, schedule, and performance data. Scientific data such as written notes and observations .
Engineering analysis, studies, tests, drawings, and models, parts catalogs, software application and
their components, manufacturing operations, operational and maintenance instructions, and training
materials. Services such as consulting, verification, auditing.

Business Plans and schedules, financial information, software applications, inventory status, medical, facility,
contracts, service level agreements, program and project information, administrative, and human
resource information.

Transactional Orders, issues, receipts, bills of lading, usage data, and invoices.

DM, from the perspective of this standard, consists of the disciplined processes and systems utilized to plan for, acquire,
and provide management and oversight for product and product-related business data, consistent with requirements,
throughout the product and data life cycles. Thus, this standard primarily addresses product data and the business data
required for stakeholder collaboration extending through the supply chain during product acquisition and sustainment life
cycle. This standard has broader application to business and transactional data recognizing the data addressed by this
standard is subject to data administration, metadata management, records management, and other processes applied at
the enterprise level.

Data has many purposes, including stating requirements, providing proof of achievement, and establishing a basis for
long-term product support. Deliverable data (customer-accessible information) represents only a small fraction of the project
data. In general, the developer/producer continues to own the intellectual property for a vast amount of design, development,
fabrication, manufacturing and administrative data unless ownership has been transferred via contractual or other
agreement. Further, the value of data is not limited to its use in support of a specific product: data may have a life cycle
longer than that of the product it describes. For instance, data from previous projects forms part of the foundation for new
product and process design. Data also supports the enterprise in process redesign and quality. Thus, data is essential to
competitive position. An enterprise’s data, if not properly safeguarded, can also be misused by a competitor to the
competitor's advantage. For these reasons, data is an integral part of an enterprise’s intellectual assets and overall
enterprise knowledge.

1.2 Overview

Two different viewpoints, corresponding to product and data life cycles, are important to DM. The first perspective is the
project level. Product data (and related business data) is normally acquired or created as part of the development of a new
product or similar initiative. The second perspective is that of the enterprise—and the data that is required by enterprise-level
functions.

This standard addresses the functions of DM, but not how to organize for DM. Each enterprise, for valid reasons, locates
the functions of DM within enterprise elements that make sense within its own enterprise environment.

Do not use this standard as a compliance document or an evaluation mechanism for DM projects but as a source and

reference document. Appropriate application of the functions and principles in this standard enables the user to plan and
implement a DM program for a product, project, or enterprise.
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1.3  Principles

This standard has eight fundamental DM principles (Figure 1). Principles are high-level statements describing high-quality
DM and form a part of the DM life cycle. The degree to which the DM principles apply to a product varies over the product’s
life cycle. Similarly, they vary in applicability over the data life cycle. Some principles may not apply during every phase of
either life cycle. The principles described in this standard also have broader application to business data and operational

data generally.

1. The enterprise-relevant scope

of data management is defined. 2. Customer requirements are

addressed in the planning,

—— acquiring, and providing of data.

4. Data products and views
are identified so that their
requirements and attributes
can be controlled.

and maintained.

6. An approved change management
process is utilized to control data,
repositories, data products, data views,
and metadata.

improved.

3. DM processes are developed to fit the
context and business environment in
which they will be performed.

5. An identification and access process
for intellectual property, proprietary, and
competitive-sensitive data is established

7. Data is retained
commensurate with value.

8. The data management
process is continuously

Figure 1 - Data management principles

The DM principles are part of a life cycle for DM (See Figure 2). The DM life cycle gives a structure to the principles to
provide a map for implementation and or assessment of a project’s needs. This Standard will follow the DM life cycle and

incorporate the applicable principle.

(Identiﬁcaiior)
equirement

Archival/ Definiton for
Enterprise/
Program/
Project Leve|

( Continuous
Improvement)

Disposition

ﬂreparatio

)
(mplemenhuny
Figure 2 - DM life cycle

Full document details: SAE GEIA859B

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/sae-geia859b
http://www.avadocuments.com/doc/sae-geia859b

SAE INTERNATIONAL GEIA-859™B Page 6 of 34

1.4 Terminology

During creation of this standard, neutral terms are used wherever possible. Please see the glossary (Appendix A) for the
definition of those terms. When planning and documenting a DM program, substitute other aliases in place of the neutral
terminology. The terms “program” and “project” vary in usage and scope throughout industry. This standard uses the term
“project” for consistency.

Finally, for the purpose of this standard, any “enterprise” or “organization” will be referred to as “enterprise” and is
responsible for performing DM. An enterprise may be a commercial business or a government agency. It may also be an
organization resulting from a select collaboration between companies, a facility within a company, a program, a large project,
or a social group. “The customer” refers to the activity that specifies requirements. A customer may be external to the
developing and producing enterprise; may be an internal customer such as marketing, finance, supply chain, management,
or the using department; or may even be a supplier in a conventional sense.

2. REFERENCES

2.1 Applicable Documents

The following publications form a part of this document to the extent specified herein. The latest issue of SAE publications
shall apply. The applicable issue of other publications shall be the issue in effect on the date of the purchase order. In the
event of conflict between the text of this document and references cited herein, the text of this document takes precedence.
Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption has been
obtained.

2.1.1 SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE EIA-649 Configuration Management Standard

SAE EIA-836 Configuration Management Data Exchange and Interoperability
2.2 Definitions

See Appendix A.

2.3 Abbreviations

CCB Change Control Board

CD Compact Disc

CDM Configuration and Data Manager

CDRL Contact Data Requirements List

CM Configuration Management

COTS Commercial Off-the-Shelf

CUl Controlled Unclassified Information

DM Data Manager/Data Management

DMF Data Management Framework

EAR Export Administration Regulation Documents
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EIDM Enterprise Information and Data Management
GSCP Government Security Classification Policy

IP Intellectual Property

ISO International Organization for Standardization
IT Information Technology

ITAR International Traffic in Arms

NDIA National Defense Industrial Association

UK United Kingdom

XML Extensible Markup Language

3. DATA MANAGEMENT FRAMEWORK

The data management framework (DMF) establishes the foundation for the scope of DM, developing a structure to obtain
and manage data artifacts. Principle 1—Define the enterprise relevant scope of data management—is fulfilled by the DMF.
The DMF sets the policies and subsequent processes and procedures, drives and is constrained by funding decisions, and
identifies oversight responsibilities to ensure compliance issues are satisfied.

A recommended framework is comprised of a five-level hierarchy as shown in Figure 3. At the foundation Level 1, a policy
declares information and data to be valuable assets of the enterprise and managed accordingly. Level 2 of the framework
focuses on strategic planning in order to effectively create the data roadmap and data concept of operations, perform a risk
assessment, and develop the requirements for data (including security and protection). Level 3 defines the tools and
domains needed to ensure data is available to the users based on Level 2 requirements. Level 4 ultimately defines and
implements structure(s) with the tools put in place at Level 3. At Level 5, the framework establishes control and consistency
of the data artifact while maintaining compliance and traceability. As referenced in Figure 3, this framework builds upon the
foundation for control and consistency throughout the entire data life cycle while enforcing the compliance and traceability
of all information products.

Level 5:
Data Artifact

Level 4: Design and
Implement

Level 3: Planning

Level 2: Contract

Level 1: Enterprise Data Management Policies

Documents
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Without an established, effective DMF in place, data may still be acquired, but not efficiently managed. Poorly managed
data can have a significant impact on an enterprises’ ability to sustain growth or minimize risk. The DMF avoids potential
organizational conflict by providing a focus for consensus and agreement at the beginning of the project. For maximum
organizational efficiency, establish the DMF early and at the highest practical level (e.g., enterprise level) in order to align
strategy and to prevent information silos.

An organization’s projects are dynamic in response to external events and changing conditions. Therefore, an effective
DMF provides the structure to identify, assess, and respond to internal and external events and changes. The organization
may modify the framework as necessary to accommodate these changing business environments and compliance
regulations.
3.1 Level 1: Enterprise Data Management Policies
Policies, set by the enterprise-level authorities, establish primary decisions, guidance, rules, and actions within applicable
restrictions. The policies relate to the foundational goals of the enterprise. The policies should be written at a high enough
level to enforce, yet allow for flexibility according to project-level requirements. The policies provides management and
regulation.
The enterprise data management policies or policies that address DM functionality throughout the life cycle of a project and
facilitate the meeting of contractual, legal, and company requirements. The policies also support process verification and
audit activities and provide overarching guidance to the organization.
e Determine what enterprise policies apply:

o Does the enterprise have in place policies that define the authoritative source of truth for management of data?

o Does the enterprise have in place policies related to retention and disposal of data?

o Is there policy related to disaster planning and recovery, such as maintaining data backups in more than one
physical location?

o Identify what external forces apply:

o Has the customer requested compliance with national or international standards? If so, develop an understanding
of the extent to which changes in the standards, some unforeseeable, create new requirements.

o Similarly, has the enterprise adopted national or international standards that apply?

o Are there either national or international legal requirements (e.g., with respect to intellectual property such as
patents or copyrights) that have to be considered?

3.2 Level 2: Contract

Level 2 is the project contracts or authorizations which produce data artifact.

The term “contract’ is intended to include formal contracts or agreements between two parties (with customer or supplier),
internal work authorizations within a company, memoranda of agreement, and any other agreement that describes the
duties to be performed. Data Management may apply to internally funded or contractual applications. A contract may also
be provided through a standalone contractor, and more generally, as part of a larger contract for goods or services. The
data requirements, for example, due dates, methods of delivery and markings, are specified in a contract.

3.3 Level 3: Planning

Level 3 of the framework focuses on planning at the project level to effectively create a concept of operations, perform an
opportunity and risk assessment, and develop the requirements for data (including security and protection).

With a strategic business view of the current project, and in compliance with the enterprise policies, select a standard set
of tools and processes that satisfy data management requirements. Documents
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Benefits of a standard set of tools and processes for use across the enterprise include the focusing of maintenance
expenses on the common suite and/or the ability to move people to emerging work without having to retrain them.

A data strategy creates the potential for data-related decisions to contribute to both short- and long-term goals for the project
and enterprise by aligning DM with the team environment.

In general, the assessment examines the internal strengths and weaknesses of the project and enterprise, as well as
external opportunities, challenges, and risks.

3.3.1  Concept of Operations

Concept of operations describes how data management framework will be employed in daily operations. Determining the
project requirements and ensuring enterprise processes and tools are in place and accessible to facilitate the management
and/or transfer of data is essential. It is also important to understand what the future expectations are to the enterprise for
the data that is developed so that enough assets are provided to meet the needs of both internal and external customers
and the organization.

3.3.2 Opportunities and Risk Assessment

Understanding opportunities and challenges external to the project reveals how the external environment can affect DM.
Opportunities promote the ability of the project to satisfy the project data requirements. Risks limit the ability of the project
to satisfy the project data requirements. The risk management process continues throughout the life of the data
management life cycle.

3.3.3 Develop the Requirements for Data

The requirements for data are specified within a contract or agreement. The outcome of the analysis determines when and
how data requirements will be satisfied. At this time gaps will be identified and resolved, opportunities are recognized, and
potential risks are minimized in order to meet contract/agreement requirements.

3.4 Level 4: Design and Implement

In this level of the framework, the data manager puts into practice the enterprise data management policies, planning
assessment outcome, and contract requirements by defining and implementing structure(s) with the tools put in place at
Level 3. The information products are produced in support of the project in such a way the data is accessible to the projects
consumers as defined by levels 1-3 of the framework.

3.5 Level 5: Data Artifact

The successful execution of the four levels of the framework creates data artifacts throughout the maturation of its life cycle.

Part of the data manager’s role is to identify data artifact such as the data dictionary, metadata (attributes of a data element,
e.g file size, author) model, specifications, plans, technical data packages, project status, and financials.

The data life cycle encompasses all the following elements: identification, requirements, process, preparation,
implementation, control, archival/disposition, and continuous improvement.

4. DATALIFE CYCLE

Starting with Principle 2 the data requirements are capture. The following sections will identify principles in order and
supporting materials defined at the project level.

4.1 Identification and Determination of the Needs for Data

The first step is to identify the data artifact from the contract and business needs that will be required to support the specific
project throughout its entire life cycle. On a new project, the process begins with understanding necessary types of data
artifact supporting the project life cycle. The data management framework enables the identification of the data artifact.
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4.2 Determine the Characteristics of the DM Solution

Consider the broad characteristics of the DM solution and what it must address (but not how to implement the solution). A
complete solution includes an analysis of all factors: internal, project specific, and external. Figure 4 illustrates the essential
steps, which is a matter of applying standard systems engineering principles to the development of a DM solution. Although
the process in Figure 4 is displayed as linear, it generally is iterative, especially requiring some cycling back and forth
between development of alternatives and prioritization.

Prepare Develop Il Perform Il  Sselect Best
Integrated Alternative Prioritization Solution
Requirements Solutions and Tradeoffs

EE T

Synerigies and
Conflicts

Figure 4 - Process for determining the characteristics of the DM solution

The project should develop a set of alternative solutions for the comprehensive set of requirements. Each solution is a
scenario: a particular combination of processes, enterprise, and infrastructure elements. The processes, enterprise, and
infrastructure elements do not need to already exist. In fact, it would be a mistake to consider only existing elements,
because doing so almost certainly constrains improvement. In particular, do not limit the project with preexisting policies
and practices. These policies and practices are essentially the result of previous decisions. Although valuable because they
represent enterprise learning, they can also be counterproductive if that learning is not relevant to the problem being studied.
Consider the costs (monetary, labor, time, and good will) and benefits of changing policy or practice during the alternatives
analysis and evaluation process.

4.3 Determine the Data Management Requirements

Identify the general set of requirements to be addressed. This includes not only the requirements for data, but also the
broader requirements that relate to data capabilities and data processes supporting Principle 3. To identify these broader
requirements, it is important to understand, at a minimum, the intended use of the data, related business objectives,
technology issues, and external constraints. The elements depicted in Figure 5 are a starting point for developing a high
level set of requirements.
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As illustrated in Figure 5, among the essential considerations are the following, although this list is not exhaustive:

o Determine the expected life cycle of the data and expected use of the data. Is data being developed or acquired against
a one-time requirement, or is there likely to be a recurring requirement for the data?

o Determine who will create or acquire the data. Many situations can apply such as: customer developed or acquired,
developed or acquired for the customer, supplier developed or acquired, or collaboratively developed.

o Determine the expected requirements for access, delivery, maintenance, storage, protection, quality, and disposal over
the life cycle. As an example, it is reasonable to expect that data created during the early design phases of a project
will be important during later phases. As another example, it is important to determine if the customer is likely to require
delivery or access.

e Determine who, over the life cycle, will have access to, be responsible for updating, and be responsible for disposal of
data. Assess which of these cases is the most likely, and plan accordingly.

o Determine if there are related business objectives and considerations. The following are examples of questions that
should be addressed for data being generated, delivered, or received:

o  Will the data potentially be reused or repurposed?

o Isthere any provision for ensuring the correctness of the data? If so, take this into account and plan for it from both
a process and financial standpoint.

o Is any of the data important from an intellectual property and/or trade secret standpoint?

o Is there a method and process to ensure accurate data input by users driving consistency/quality?

o Is there a method to assess quality of data interface, continual or one time?

o Ifthere is, or is likely to be, a requirement to provide for continued long-term access, what are the provisions for

ensuring access if the enterprise ceases to exist in its current form (e.g., as a result of reorganization, a buyout, or
a decision to abandon the line of business)?

o Does the enterprise want to be in the business of long-term retention and delivery (for either electronic or
non-electronic data) or will this responsibility be outsourced to a third party?

o Is the data requirement indicative of an emerging market for the enterprise, a market the enterprise is maintaining,
or a market the enterprise intends to withdraw from? The appropriate investments (time, infrastructure, acquisition
of staff, training) are different for each case.

The project should assemble the requirements identified in a useful form for designing the DM solution. One way to do this
is to list the requirements according to their source and relative priority. The following examples show potential requirements
groupings:

e Current external customer contract requirements for specific deliverables or access.
e Current internal customer contract requirements for specific deliverables or access.

e Supplier requirements—i.e., requirements for data to be provided to suppliers rather than external or internal customers.
An example might be a set of envelope drawings that a supplier needs in order to proceed with detailed design. Another
example is sub tier supplier data receivables being provided to the customer via contract deliverables.

o Derived requirements to satisfy external or internal customer requirements. As an example, even though the contract
with an external customer does not require formal logistics support analysis, logistics support analysis could determine
sustainment requirements and support designing a supply chain.
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