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RATIONALE

The primary purpose of this revision of standard GEIA-STD-0010, of the same name, is to provide Task Data Descriptions
(TDDs) for System Safety Tasks detailed in Appendix B of this Standard. TDDs are analogous to Data Item Descriptions
(DIDs) found in military standards. The TDDs now appear in a new appendix (Appendix C). This revision also incorporates
numerous editorial corrections to the previous version of the standard.
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FOREWORD

This standard describes the best practices for applying system safety, the discipline of identifying and mitigating mishap
risk encountered in the development, test, production, use, and disposal of systems, subsystems, equipment, and facilities.
Risks are identified, evaluated, and mitigated to levels as low as reasonably practicable. Levels of risk should also be
compliant with federal laws and regulations, executive orders, treaties, and agreements. Program trade studies associated
with mitigating mishap risks should consider total life cycle cost in any decisions. Mishap risks associated with an individual
system should be reported to and accepted by the Managing Authority. When this standard is required in a solicitation or
contract and no specific references are included, then only those requirements presented in Section 4 are applicable.

Early identification and control of safety critical hardware, software, human systems integration, and operations is the key
to achieving a successful system safety program. Functional hazard analysis and assessment has historically been the
most effective technique to determine hazards and develop safety requirements to mitigate risks. Coupled with use of the
system safety risk mitigation order of precedence, functional hazard analysis lets a program identify early in the life cycle
those risks which can be eliminated by design, and those which should undergo mitigation by other controls in order to
reduce risk to an acceptable level. Finally, verification through documented evidence of compliance with safety requirements
and safety features is necessary.

The concepts, definitions and standards identified herein are not applicable to the development safety process used as
part of the civil aircraft development and certification. The Reader is referred to SAE ARP4754 and ARP4761 for these
commercial aviation safety activities. There are some overlaps between the practices herein and the safety management
process supporting transport airplanes in commercial service described in ARP5150.

The G-48 System Safety Committee of SAE International developed this document.
BACKGROUND

This document outlines standard best practices for the setup, implementation, and management of system safety programs.
System safety is an engineering discipline that can be applied to any activity to reduce or manage the risk of harm to people,
property, or the environment. The formalization of system safety as a distinct discipline can be traced back at least as far
as the 1940s. The 1960s saw the development and publishing of the first widely used standards for the practice of System
Safety, including MIL-STD-882 in 1969, which evolved from some earlier U.S. military and Air Force specifications.

Over the next 30 years, several revisions to MIL-STD-882 were published, the most recent (prior to the original issue of this
standard) being Revision D in 2000. The G-48 System Safety Committee played a key role in the development and
publishing of every revision of MIL-STD-882. In response to Acquisition Reform initiatives of the mid-1990s, many military
standards were cancelled or threatened with cancellation. To spare MIL-STD-882 from cancellation, the G-48 Committee
prepared and submitted Revision D as a less prescriptive version, with the system safety tasks, data item descriptions
(DIDs), and a great deal of other specific guidance and standard practices from Revision C and earlier revisions removed.

By the mid-2000s, the G-48 Committee saw, in general, a need to prepare a major new revision of MIL-STD-882 that would
restore the specificity removed for the D Revision, and that would incorporate several other improvements. These
improvements included:

1. adjusting the organizational arrangement of information to clarify the basic elements of a system safety program and
the process flow among them,

2 modernizing the document and its tools - such as the Risk Assessment Matrix - to bring them abreast of contemporary
best practice, and

3. introducing - though not requiring - the concept of risk summation.

A G-48 working group prepared a draft Revision E of MIL-STD-882 to incorporate these improvements. This Draft MIL-
STD-882E was prepared between August 2004 and February 2006 and regularly reviewed by the full G-48 Committee over
the course of several G-48 Committee meetings. All review comments received during this process were thoroughly
tracked, adjudicated, and incorporated as necessary. The resulting 1 February 2006 version of the G-48 Committee’s Draft
MIL-STD-882E was formally coordinated through and approved by nearly all the designated DoD standardization officials.
A key non-concurrence, from the DoD Acquisition Environment, Safety, and Occupational Health (ESOH) Integrated Product
Team (IPT), resulted in control of the document being transferred to the ESOH IPT for a rewrite. Documents
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Amid concerns that the ESOH IPT’s rewrite would eliminate many of the extensive improvements of its Draft Revision E,
the G-48 Committee embarked on a parallel path to prepare a non-military system safety standard that would be published
independently of MIL-STD-882, and that would include the modernization and improvements of the Draft Revision E. The
approach followed was to start with the 1 February 2006 version of the G-48 Draft MIL-STD-882E, revise the text where
necessary to remove all DoD-specific and military-specific language, and submit for publishing as a GEIA standard. The
document originally published in October 2008 as the initial release was the result of that effort and was designated GEIA-
STD-0010, “Standard Best Practices for System Safety Program Development and Execution.”

Beginning in 2012, the G-48 Committee responded to comments from user and producer organizations represented on the
committee by adding a new Appendix C containing task data descriptions (TDDs), which are analogous to data item
descriptions (DIDs) associated with military standards. This change and various editorial corrections are incorporated in
the first revision of GEIA-STD-0010, submitted for publishing in 2017.

1. SCOPE

This document outlines a standard practice for conducting system safety. In some cases, these principles may be captured
in other standards that apply to specific commodities such as commercial aircraft and automobiles. For example, those
manufacturers that produce commercial aircraft should use SAE ARP4754 or SAE ARP4761 (see Section 2 below) to meet
FAA or other regulatory agency system safety-related requirements.

The system safety practice as defined herein provides a consistent means of evaluating identified risks. Mishap risk should
be identified, evaluated, and mitigated to a level as low as reasonably practicable. The mishap risk should be accepted by
the appropriate authority and comply with federal (and state, where applicable) laws and regulations, executive orders,
treaties, and agreements. Program trade studies associated with mitigating mishap risk should consider total life cycle cost
in any decision.

This document is intended for use as one of the elements of project solicitation for complex systems requiring a systematic
evaluation of hazards and mitigating measures. The Managing Authority may identify, in the solicitation and system
specification, specific system safety requirements to be met by the Developer. These may include risk assessment and
acceptance criteria, unique classifications and certifications, or mishap reduction needs unique to their program. Additional
information in meeting program specific requirements is located in the Appendixes.

2. REFERENCE DOCUMENTS

Information on safety analysis techniques is available from the documents listed below.

Nothing in this section or the documents listed below supersedes applicable laws and regulations unless a specific
exemption has been obtained.

e System Safety Analysis Handbook. System Safety Society, P.O. Box 70, Unionville, VA 22567.
e Air Force System Safety Handbook, Air Force Safety Agency, Kirtland Air Force Base, NM. July 2000.
e Advisory Circular (AC) No. 25.1309-1A - “System Design and Analysis.” Washington D.C., FAA.

e SAE International Aerospace Recommended Practice, ARP 4754A, "Guidelines for Development of Civil Aircraft and
Systems," Issued Dec. 2010.

e SAE International Aerospace Recommended Practice, ARP 4761, "Guidelines and Methods for Conducting the Safety
Assessment Process on Civil Airborne Systems and Equipment,” Issued Dec. 1996.

e SAE International Aerospace Recommended Practice, ARP 5150 “Safety Assessment of Transport Airplanes in
Commercial Service, Issued Nov. 2003.

e |EEE Standard for Software Safety Plans, IEEE Standard 1228.

Documents

Document Sharing Hub

Full document details: SAE GEIASTDOO10A


http://avadocuments2026.com/doc/sae-geiastd0010a
http://avadocuments2026.com/doc/sae-geiastd0010a

SAE INTERNATIONAL GEIA-STD-0010™A

Page 4 of 104

3. TERMS AND DEFINITIONS

For the purposes of this document, the following terms and definitions apply.

3.1 Acronyms Used in this Standard

The acronyms used in this standard are defined as follows:

AC

AE
ALARP
ANSI
ARP

CDRL
COTS
CSClI
Csl

ECP
ENG
EOD
EPA
ESF

FAA
FHA
FMEA
FMECA
FTA

G-48
GEIA
GOTS

HF
HHA
HSI

HTS

IMS
IPT
IRS
ISSPP
ITAA
V&V

MA
MGT
MRAL

N/A
NEPA
NSC

O&SHA

Advisory Circular

Architect and Engineering Firm

As Low as Reasonably Practicable
American National Standards Institute
Aerospace Recommended Practice

Contract Data Requirements List
Commercial Off-The-Shelf

Computer Software Configuration Item
Critical Safety Item

Engineering Change Proposal
Engineering

Explosive Ordnance Disposal
Environmental Protection Agency
Engineered Safety Feature

Federal Aviation Administration

Functional Hazard Assessment

Failure Modes and Effects Analysis

Failure Mode, Effects and Ciriticality Analysis
Fault Tree Analysis

System Safety Committee of SAE International
Government Electronics and Information Technology Association
Government Off-The-Shelf

Human Factors

Health Hazard Assessment
Human Systems Integration
Hazard Tracking System

Integrated Master Schedule

Integrated Product Team

Interface Requirements Specification
Integrated System Safety Program Plan
Information Technology Association of America
Independent Verification and Validation

Managing Authority
Management
Mishap Risk Acceptance Level

Not Applicable
National Environmental Policy Act
Not Safety Critical

Operating and Support Hazard Analysis
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PHA Preliminary Hazard Analysis

PHL Preliminary Hazard List

PM Program Manager

PSSA Preliminary System Safety Assessment
PTR Program Trouble Report

QRA Quantitative Risk Assessment

SAR Safety Assessment Report

SCC Software Control Category

SCCSC Safety Critical Computer Software Component
SCF Safety Critical Function

SClI Software Criticality Index, Safety Critical Item
SCN Specification Change Notice

SDP Software Development Plan

SDR System Design Review

SHA System Hazard Analysis

SIAM Software Integrity Assurance Matrix
SOwW Statement of Work

SPR Software Problem Report

SQA Software Quality Assurance

SRCA Safety Requirements/Criteria Analysis
SRR System Requirements Review

SRS Software Requirements Specification
SSA System Safety Assessment

SSI Safety Significant Item

SSG System Safety Group

SSHA Subsystem Hazard Analysis

SSMP System Safety Management Plan
SSPP System Safety Program Plan

SSR Software Specification Review

SSS System/Segment Specification

SSWG System Safety Working Group

STP Software Test Plan

TDD Task Data Description

WBS Work Breakdown Structure

3.2 Definitions

Definitions used in this standard may differ from those used in other standards. In interpreting and applying this standard,
care should be taken to ensure that use of these terms is consistent with their definitions as found herein. Within this
document, the following definitions apply:

ACQUISITION PROGRAM: A directed, funded effort designed to provide a new, improved, or continuing system in response
to a validated operational need.

AS LOW AS REASONABLY PRACTICABLE (ALARP): That level of risk which can be further lowered only by an increment
in resource expenditure that cannot be justified by the resulting decrement in risk. Often identified or verified by formal or

subjective application of cost-benefit analysis or multi-attribute utility theory.

ACCEPTABLE RISK: That level of residual safety risk that the Managing Authority is willing to assume on behalf of the
agency, users, and public.

ASSET: Something of value. Assets include but are not limited to personnel, facilities, equipment, operations, data, the
public, and the environment, as well as the system itself.

BLACK BOX TESTING: Testing software without the knowledge of the internal structure or coding inswe apeiehts
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CRITICAL CHARACTERISTIC: Any feature throughout the life cycle of a Critical Safety ltem, such as dimension, tolerance,
finish, material or assembly, manufacturing or inspection process, operation, field maintenance, or depot overhaul
requirement that if non-conforming, missing, degraded or absent could result in a mishap with consequences unacceptable
to the Managing Authority.

CRITICAL SAFETY ITEM: A part, subassembly, assembly, subsystem, installation equipment, or support equipment for a
system that contains a characteristic, any failure, malfunction, or absence of which could result in an mishap as defined by
the Managing Authority.

DE MINIMIS THRESHOLD: The level of mishap risk below which a hazard does not warrant any expenditure of resources

to track or mitigate. From the Latin phrase “de minimis non curat lex” which means “the law does not concern itself with
trifles.”

DESIGN CONTROL ACTIVITY: The entity (person, organization, or function) that is specifically responsible for ensuring
that all system requirements, including safety, are designed into a system or equipment.

DEVELOPER: The individual or organization assigned responsibility for a development effort.

DEVELOPMENT AGREEMENT: Formal documentation of the agreed-upon tasks that the Developer should execute for the
program. For a commercial Developer, this agreement usually is in the form of a written contract.

ENGINEERED SAFETY FEATURE (ESF): An actively functioning design feature included in the system to reduce the
mishap risk. ESFs generally involve a system element that is automatically actuated, though provisions for manual actuation
may exist. Examples of ESFs include the emergency core cooling system of a nuclear reactor and loss-of-tension braking
for elevators.

FAIL SAFE: A system attribute involving incorporation of a feature to automatically counteract the effect of an anticipated
possible source of failure, although at the otherwise harmless sacrifice of functions.

FUNCTIONAL HAZARD ASSESSMENT (FHA): A systematic, comprehensive top-down examination of functions to identify
and classify failure conditions of those functions according to their severity and assigning, to each failure condition
probability, requirements and applicable qualitative design requirements.

HAZARD:

1. Potential for harm.

2. A condition prerequisite to a mishap.

HAZARD DESCRIPTION: A brief narrative of what the hazard is. The description should include Source of the threat of
harm, the Mechanism through which it can do harm, and the Outcome if that occurs.

HAZARD SOURCE: A condition or activity that creates the potential for harm.

HAZARD MECHANISM: The means by which a condition or activity can become a mishap.
HAZARD OUTCOME: The harm that might be suffered from a mishap.

HAZARDOUS: Containing some element of safety risk and capable of inflicting harm.

HAZARDOUS FUNCTION: A function that, if performed inadvertently, performed incorrectly, performed out-of-sequence,
or not performed, could result in a mishap unacceptable to the Managing Authority.

HAZARDOUS MATERIAL: Any substance that, due to its chemical, physical, or biological nature, causes safety concerns
that would require an elevated level of effort to manage.

HEALTH HAZARD ASSESSMENT (HHA): The application of biomedical knowledge and principles to identify and eliminate
or mitigate health hazards associated with systems in direct support of the life cycle management of materiel items.
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HUMAN FACTORS: A disciplined, unified, and interactive approach used to integrate human considerations into system
design, improve total system performance, and reduce costs of ownership. The major considerations of Human Factors
include: human factors ergonomics, manpower and personnel, training, and occupational safety and health.

LIFE CYCLE: All phases of the system’s life including concept refinement, technical development, system development and
demonstration, production and deployment, operations and support, and disposal.

MANAGING AUTHORITY: The entity that has management responsibility for the system, or Developer who imposes system
safety tasks on their suppliers.

MISHAP (ACCIDENT): An unplanned event or series of events resulting in death, injury, system damage, or loss of or
damage to equipment or property.

MISHAP FREQUENCY: Rate of mishap occurrence. Frequency is sometimes substituted for probability as a component of
risk (example: loss events per 10° operating hours).

MISHAP LIKELIHOOD: Likelihood of mishap occurrence over a specified exposure interval. Probability is expressed as a
value between zero and one. Probability is a component of risk and has no dimension but should be attached to an interval
of exposure (example: one operating year, a million vehicle miles).

MISHAP PROBABILITY CATEGORY: A component of the mishap risk assessment matrix. A categorization that provides
a range of probabilities (or likelihoods) for the occurrence of a mishap.

MISHAP RISK ASSESSMENT: The process of characterizing hazards within risk areas and critical technical processes,
analyzing them for their potential mishap severity and probability (or likelihood) of occurrence, and prioritizing them for risk
mitigation actions.

MISHAP RISK CATEGORY: A specified range of risk associated with a given level (high, serious, medium, low) used to
prompt specific action such as reporting hazards to appropriate management levels for risk acceptance.

MISHAP SEVERITY: An assessment of the potential degree of harm from a mishap. Severity is one component of risk.

MISHAP SEVERITY CATEGORY: A component of the mishap risk assessment matrix. A categorization that delineates a
range of mishap outcomes in terms of fatalities, injuries, property damage, or other loss.

MITIGATOR: A feature of a system that reduces risk for one or more hazards by lowering either the probability of a harmful
outcome or the severity of such an outcome, should it occur. Also referred to as a control, a hazard control, a control
measure, a countermeasure, a mitigating measure or a mitigation.

PROGRAM MANAGER: An official who is responsible for managing a development program. Also, a general term of
reference to those organizations directed by individual managers, exercising authority over the planning, direction, and
control of tasks and associated functions essential for support of designated systems. This term is normally used in lieu of
any other titles, e.g.; system support manager, system manager, and project manager.

RISK (also referred to as mishap risk): A measure of the expected loss from a given hazard or group of hazards. Risk is a
combined expression of loss severity and probability (or likelihood). When expressed quantitatively, risk is the simple
numerical product of severity of loss and the probability that loss will occur at that severity level. This term has the following
applications:

SINGLE HAZARD RISK (r): Risk associated with a single hazard of the system. A single hazard risk is typically characterized
by a severity-probability pair, assessed using a mishap risk assessment matrix.

TOTAL MISHAP RISK (R): An expression of overall system risk, comprising the combined separate properties of all partial
risks.

RESIDUAL MISHAP RISK: The mishap risk that remains after all approved mitigators have been implemented and verified.
(Interim risk is the risk that is present until final mitigation actions have been completed.)

RISK DRIVER: A characteristic that meaningfully contributes to the severity and/or the probability of i3 @& bHSEN S

I mor: tem hazards. .
or more system hazards Document Sharing Hub
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SAFETY: Freedom from those conditions that can cause death, injury, occupational illness, damage to or loss of equipment
or property, or damage to the environment.

SAFETY CRITICAL: A term applying to those items, units, components, subsystems, or systems whose failure and/or
hazard may result in major system damage, death, severe injury, or could result in a mishap with consequences
unacceptable to the Managing Authority.

SAFETY CRITICAL FUNCTION: A function that, if not performed, could result in mishap as defined by the applicable
Managing Authority.

SAFETY DEVICE: In general, these are static interveners included in the system to reduce mishap risk. Examples include
physical guards, revetments, guardrails, toeboards, machine guards, safety eyewear, hearing protection, and barricades.
Safety devices installed onto or as part of the system, such as physical guards or barricades, should be distinguished from
those requiring personal use, such as safety eyewear, hearing protection, or other items of personal protective equipment
because they are less dependent on user intervention.

SAFETY SIGNIFICANT ITEM (SSI): A function, subsystem, or component, the failure of which (including degraded
functioning or functioning out of time or out of sequence) could result in a significant mishap as defined by the Managing
Authority.

SOFTWARE CONTROL CATEGORY (SCC): The level of control a particular software function has over the identified
hazard.

SOFTWARE CRITICALITY INDEX (SCI): A measure of the degree of importance that the software will perform a specific
function correctly to achieve mishap risk as low as reasonably practicable in the operation of the system.

SUBSYSTEM: A grouping of items satisfying a logical group of functions within a particular system.
SYSTEM:

1. An integrated composite of people, products, and processes that provide a capability to satisfy a stated need or
objective. A composite, at any level of complexity, of personnel, procedures, materials, tools, equipment, and software.

2. The elements of this composite entity are used together in the intended operational or support environment to perform
a given task or achieve a specific purpose, support, or mission requirement.

SYSTEM ENGINEERING: A comprehensive, iterative technical management process that includes translating operational
requirements into configured systems, integrating the technical inputs of the entire design team, managing interfaces,
characterizing and managing technical risk, transitioning technology from the technology base into program specific efforts,
and verifying that designs meet operational needs. It is a life cycle activity that demands a concurrent approach to both
product and process development.

SYSTEM SAFETY: The application of engineering and management principles, criteria, and techniques to achieve mishap
risk as low as reasonably practicable (to an acceptable level), within the constraints of operational effectiveness and
suitability, time, and cost, throughout all phases of the system life cycle.

SYSTEM SAFETY ENGINEERING: An engineering discipline that employs specialized professional knowledge and skills
in applying scientific and engineering principles, criteria, and techniques to identify and mitigate hazards, in order to reduce
the associated mishap risk.

SYSTEM SAFETY MANAGEMENT: All plans and actions taken to identify, assess, mitigate, and continuously track, control,
and document mishap risks encountered in the concept, development, test, acquisition, use, and disposal of systems,
subsystems, equipment, and facilities.

SYSTEM SAFETY MANAGEMENT PLAN (SSMP): A management plan that defines the system safety program

requirements. The SSMP ensures the planning, implementation, and accomplishment of system safety tasks and activities
consistent with the overall program requirements.

Documents

Document Sharing Hub

Full document details: SAE GEIASTDOO10A


http://avadocuments2026.com/doc/sae-geiastd0010a
http://avadocuments2026.com/doc/sae-geiastd0010a

SAE INTERNATIONAL GEIA-STD-0010™A Page 9 of 104

SYSTEM SAFETY PROGRAM PLAN (SSPP): A formal document that fully describes the planned safety tasks required to
meet the contractual systems safety requirements including organizational responsibilities, methods of accomplishment,
milestones, depth of effort, and integration with other program engineering and management activities and related systems.
It may also define the minimum level of safety required by the program and the approaches for addressing the safety of
complex integrated systems.

TECHNICAL DATA PACKAGE: A technical description of an item that is adequate to support an acquisition strategy,
production, engineering, and logistics. The description defines the required design configuration and procedures required
to ensure adequacy of item performance. It consists of all applicable technical data such as drawings or automated models
and associated lists, specifications, standards, performance standards, quality assurance requirements, software and
packaging details.

WHITE BOX TESTING: Testing software with the knowledge of the internal structure and coding inside the program.

4. GENERAL REQUIREMENTS

This section delineates the minimum mandatory requirements for an acceptable system safety program for any system. The
PM should establish and maintain a system safety program to achieve the overall system safety objectives for the program.
This section prescribes the system safety program elements to be performed throughout the life cycle for any system. These
guidelines are to ensure the identification and understanding of mishap hazards and their associated risks. The objective of
system safety is to reduce mishap risk to an acceptable level (or alternatively as low as reasonably practical) through a
systematic approach of hazard analysis, risk assessment, and risk management.

4.1  System Safety Program Elements

The Managing Authority should establish and execute system safety programs that manage the risk of each single hazard
(r) as well as the total system (R). The following five elements are necessary to conduct a complete system safety program.
Within each of the elements, the Managing Authority and developer should tailor the system safety program to fit the system
context, unique hazards, and fiscal limitations. The Managing Authority should allocate sufficient resources to accomplish
each safety element. Additional guidance on system safety program tailoring can be found in A.3.1.2.1.

4.1.1 Element 1 - Program Initiation

The Managing Authority should document the approved system safety engineering approach and other actions needed to
establish a fully functional system safety program. Guidance can be found in A.3.1.

4.1.2 Element 2 - Hazard Identification and Tracking

System safety includes a complete identification of the hazards associated with a system. In general this is accomplished
by identifying the source-mechanism-outcome of each hazard. This element also includes use of a hazard tracking system
(HTS) and continuous tracking of the hazards throughout the life cycle. Guidance can be found in A.3.2.

4.1.3 Element 3 - Risk Assessment

For each identified hazard, the mishap severity and probability or frequency are established. A mishap risk assessment
matrix (Section A.5) is used to assess and display the risks. The assessment methods may include models, numerical
analyses, and subjective judgments based on history and system knowledge. Guidance can be found in A.3.3.

4.1.4 Element 4 - Risk Reduction

Risk reduction is achieved by accomplishing the following steps.

a. Understand the risk drivers.

b. Develop and document candidate mitigators.
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c. Select and implement mitigators in accordance with the system safety mitigation order of precedence.
d. Verify that the risk has been reduced.

Implementation details are described in A.3.4.

4141 System Safety Mitigation Order of Precedence

In reducing risk, the cost, feasibility, and effectiveness of candidate mitigation methods should be considered. In evaluating
mitigation effectiveness, an order of precedence generally applies as follows.

4.1.4.1.1  Eliminate Hazard Through Design Selection

Ideally, the risk of a hazard should be eliminated. This is often done by selecting a design alternative that removes the
hazard altogether. Examples include: choosing pneumatic controls rather than electrical controls for application in an
explosive atmosphere; preventing entrapment by equipping refrigerator doors with magnetic strip gaskets rather than using
positive latching hardware door closures; selecting a non-flammable hydraulic fluid rather than a flammable one;
replacement of toxic materials with benign materials.

4.1.4.1.2 Reduce Mishap Risk Through Design Alteration

If the risk of a hazard cannot be eliminated by adopting an alternative design, design changes should be considered that
reduce the severity and/or the probability of a harmful outcome. Examples include: minimizing the quantity of a hazardous
intermediate agent in a chemical process; placing a current-limiting resistor in the discharge circuit of a high energy electrical
circuit; providing flow-tripping flutes on discharge stacks to prevent resonant vortex shedding. Examples of safety design
requirements used to reduce risk appear in Section A.6.

4.1.4.1.3 Incorporate Engineered Safety Features (ESF)

If unable to eliminate or adequately mitigate the risk of a hazard through a design alteration, reduce the risk using an ESF
that actively interrupts the mishap sequence. Examples include: the emergency core cooling system of a nuclear reactor;
loss-of-tension braking for elevators; full-time, on-line redundant paths; interlocks; ground-fault circuit interrupters;
uninterruptible power supplies.

41414 Incorporate Safety Devices

If unable to eliminate or adequately mitigate the hazard through design or ESFs, reduce mishap risk by using protective
safety features or devices. In general, safety devices are static interveners. Examples include: physical barriers; machine
guards; barricades; safety eyewear; hearing protectors. Safety devices installed onto or as part of the system, such as
physical guards or barricades, should be distinguished from those requiring personal use, such as safety eyewear, hearing
protection, or other items of personal protective equipment. Use of installed controls is generally preferable and more
consistent with the system safety order of precedence. Additionally, the training component of protective equipment use
needs to be considered as a procedure and training element that requires more ongoing resource commitment and is
subject to more variables than safety devices intrinsic to the system.

41415 Provide Warning Devices

If design selection, ESFs, or safety devices do not adequately mitigate the risk of a hazard, include a detection and warning
system to alert personnel to the presence of a hazardous condition or occurrence of a hazardous event.

41416 Develop Procedures and Training
Where other risk reduction methods cannot adequately mitigate the risk from a hazard, incorporate special procedures and
training. Procedures may prescribe the use of personal protective equipment. For hazards that could result in mishaps as

defined by the Managing Authority, avoid using warning, caution, or written advisories or signage as the only risk reduction
method.
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4.1.5 Element 5 - Risk Acceptance

The Developer PM should provide the Managing Authority with sufficient information to make informed decisions regarding
the acceptability of residual mishap risk and the costs of risk mitigating measures. Risk communication should consider the
risk of the individual hazard in context of the total system risk.

4.2 Normative Information

This section contains information of a general or explanatory nature that may be helpful, but is not mandatory.

421 Intended Use

This standard establishes a common basis for expectations of a properly executed system safety effort.

4.2.2 Data Requirements

Hazard analysis data may be obtained from various sources. The Managing Authority is encouraged to request any type of
safety plan required to be provided by the Developer in the proposal.

4.2.3 Subject Term (Key Word) Listing

As low as reasonably practicable (ALARP)
e Environmental

e Hazard

e Mishap

e Mishap probability category

e Mishap risk category

e Mishap severity category

o Mitigator

e Risk

o System safety engineering

e System safety management

o Total system risk

4.2.4 Use of System Safety Data in Certification and Other Specialized Safety Approvals

Hazard analyses are often required for many related certifications and specialized reviews. Examples of activities requiring
data generated during a system safety effort include:

e Federal Aviation Administration (FAA) airworthiness certification of designs and modifications.
e Airworthiness determination.
e Munitions certification.

e Flight readiness reviews.

Documents

Document Sharing Hub

Full document details: SAE GEIASTDOO10A


http://avadocuments2026.com/doc/sae-geiastd0010a
http://avadocuments2026.com/doc/sae-geiastd0010a

SAE INTERNATIONAL GEIA-STD-0010™A Page 12 of 104

o Flight test safety review board reviews.

e Test readiness reviews.

o Safety review boards for research, development, test, and evaluation.
e Nuclear Regulatory Commission licensing.

e Department of Energy certification.

e Third party (e.g., factory mutual, underwriters laboratories) subcomponent certification for specific items for support
equipment type risk.

5. DETAILED REQUIREMENTS

The Managing Authority should identify, in the solicitation and system specification, any specific system safety engineering
requirements including risk assessment and acceptance, unique classifications and certifications, or any mishap reduction
needs unique to their program. Additional information for use in developing program-specific requirements appears in
Appendices A and B, with task data descriptions (TDDs) appearing in Appendix C.

6. NOTES

6.1 Revision Indicator

A change bar (1) located in the left margin is for the convenience of the user in locating areas where technical revisions, not
editorial changes, have been made to the previous issue of this document. An (R) symbol to the left of the document title

indicates a complete revision of the document, including technical revisions. Change bars and (R) are not used in original
publications, nor in documents that contain editorial changes only.

PREPARED BY SAE COMMITTEE G-48, SYSTEM SAFETY
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APPENDIX A - GUIDANCE FOR IMPLEMENTATION OF A SYSTEM SAFETY EFFORT
A.1 SCOPE
This appendix provides rationale and guidance to fit the needs of most system safety efforts. It includes further explanation
of the effort and activities available to meet the general requirements described in Section 4 of this Standard. With the
exception of the paragraphs listed in Section A.4, this appendix is not a mandatory part of this guide and is not to be included
in solicitations by reference. However, portions of this appendix may be extracted for inclusion in requirement documents
and solicitations.
A2 TERMS AND DEFINITIONS
A.2.1 Acronyms used in this appendix
No additional acronyms are used in this appendix (see 3.1).
A.2.2 Definitions
No additional definitions are used in this appendix (see 3.2).
A3 GENERAL REQUIREMENTS
System safety applies engineering and management principles, criteria, and techniques to achieve ALARP (acceptable risk)
within the constraints of operational effectiveness, time, and cost, throughout all phases of the system life cycle. It draws
upon professional knowledge and specialized skills in the mathematical, physical, and scientific disciplines, together with
the principles and methods of engineering design and analysis, to specify and evaluate the mishap risk to people, systems,
and the environment associated with a system. Experience indicates that the degree of safety achieved in a system is
directly dependent upon the emphasis given and the proper allocation of specific planning, requirements, analysis, testing,
and verification tasks.
System safety program requirements can be grouped into the five major elements (Figure A1):
Element 1 - Program Initiation,
Element 2 - Hazard |dentification,
Element 3 - Risk Assessment,
Element 4 - Risk Reduction, and

Element 5 - Risk Acceptance

Elements 1 and 5 are primarily system safety management-related functions and Elements 2, 3, and 4 are considered
system safety engineering functions.
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Program Initiation
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System Safety Approach
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P + Verify Risk Reduction

T-05-00512
Figure A1 - System safety program elements

A.3.1 Element 1 - Program Initiation

Program initiation is the foundation of the safety program. As shown in Figure A2, it is important to establish the key elements
and actions of the safety program in this element. Products of Element 1 may include an SSMP, if required, an SSPP, and

a charter for the System Safety Working Group (SSWG).
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Element 1 — Program Initiation
Getting the Right Start
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SSPP  System Safety « Evaluation Criteria « Risk Assessment Methods
Program Plan * SSPP - » Subcontractor Integration
« Milest
SSWG  System Safety >
Working Group 4[ Specifications ]
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Figure A2 - Program element 1 - Program initiation
A.3.1.1 Define Program Authorizations and Charters

The Managing Authority(ies) should establish and execute system safety programs that manage the risk of each single
hazard (r) as well as the total system risk (R). Provisions for system safety requirements and effort as defined by this
standard should be included in all applicable contracts. Properly initiated programs should be formalized in documentation
approved by the Managing Authority indicating the actions to be taken by the safety organization.

A.3.1.2 Plan a System Safety Program

Before formally documenting the system safety approach in the SSMP and contract statement of work (SOW), the
Developer, in concert with system safety professionals, should determine what system safety effort and specific tasks and
activities are necessary to meet program and regulatory requirements. This requires the system boundaries and usage
context to be clearly defined within the plan, including assumptions that establish the depth and breadth of the analyses.
This effort includes developing a planned approach for safety task accomplishment, providing qualified people to accomplish
the tasks, establishing the authority for implementing the safety tasks through all levels of management, and allocating
appropriate resources to ensure that the safety tasks are completed. This is an on-going process to include additional
analysis based on findings from previous efforts. System safety planning includes the following.

A.3.1.21 Tailor the Program
Selective tailoring of a system safety program is necessary to effectively achieve all of the safety objectives within the
constraints of performance, cost, schedule, and potential mishap loss. As such, tailoring becomes an important aspect of

establishing an effective and successful program. Some of the important aspects to consider include tﬁ&’&oﬂ?ﬁents
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A3.1.2.11 Tasks

Individual tasks from Appendix B should be applied as needed for a particular program. A large and/or complex safety
critical system would likely require more tasks than a smaller system. The detailed task data descriptions (TDDs) are located
in Appendix C.

A3.1.21.2 Analyses

Specify only those safety analyses necessary for the particular program. For example, a safety critical system (aircraft,
missile, air traffic control, ships, mass transit, etc.) may need a preliminary hazard list (PHL), preliminary hazard analysis
(PHA), functional hazard assessment (FHA), preliminary system safety assessment (PSSA), system safety assessment
(SSA), subsystem hazard analyses (SSHA), system hazard analysis (SHA), operating and support hazard analysis
(O&SHA), safety assessment report (SAR), health hazard assessment (HHA), safety requirements/criteria analysis (SRCA),
and Critical Safety Item (CSI) List. A less-safety-critical system may only need a PHL and PHA for an effective system
safety program.

A3.1.2.1.3 Mishap Risk Assessment Matrix and Scaling

The method of risk assessment and representation used by the program should be selected and tailored to fit practical
program needs. For some programs, a quantitative risk assessment matrix may be appropriate, while others may require a
qualitative (subjective) matrix. Matrix axis scaling should also be tailored to match practical program needs. For example,
systems for which loss events carry very small penalties would require correspondingly lower matrix severity scale values
than those capable of producing very costly losses. Similarly, matrices for systems capable of high cost losses would
customarily require probability scaling at lower values than those for systems having only low cost loss expectancy.

A3.1.21.4 Acceptance Levels

The risk acceptance levels that are appropriate to the particular product or system. Different size and complexity programs
may utilize different levels.

A.3.1.2.1.5 Preferred Formats

Determine the preferred format of the safety and hazard analyses. For example, the SSPP for a system of systems type
program may desire to standardize the analyses formats for all of the lower tier systems and elements involved.

A.3.1.2.1.6 Verification Methods

Determine the safety verification methods to be utilized. Depending upon the program size and level of risk, some programs
may require more testing while others may need less testing and more analysis.

A3.1.21.7 System Safety Program Plan (SSPP)

The SSPP should describe and document the tailored system safety program. The SSPP should contain a description of
the planned methods to be used to implement the tailored requirements of this standard, including organizational
responsibilities, resources, methods of accomplishment, milestones, analyses, depth of effort, risk characterization and
integration with other program engineering and management activities and related systems.

A3.1.22 Establish Safety Performance Requirements

Establish specific safety performance requirements based on overall program requirements and system user inputs. These
are the general safety requirements needed to meet the core program objectives. The more closely these requirements
relate to a given program, the more easily the designers can incorporate them into the system. It may be helpful to start with
requirements from a similar system. In the appropriate system specifications, incorporate the safety performance
requirements that are applicable, and the specific risk levels considered acceptable for the system. Acceptable risk levels
can be defined in terms of a mishap risk category developed through a mishap risk assessment matrix; an overall system
mishap rate; demonstration of controls required to preclude unacceptable conditions; satisfaction of specified standards
and regulatory requirements; or other suitable mishap risk assessment procedures. Examples of safety performance
statements are in the following subparagraphs.

Documents

Document Sharing Hub

Full document details: SAE GEIASTDOO10A


http://avadocuments2026.com/doc/sae-geiastd0010a
http://avadocuments2026.com/doc/sae-geiastd0010a

SAE INTERNATIONAL GEIA-STD-0010™A Page 17 of 104

A.3.1.2.21 Quantitative Requirements

Quantitative requirements may be expressed in terms of either risk, or the probability or frequency of a given mishap severity
category. Risk measures are typically expressed as a loss rate, such as: “The expected dollar loss per flight hour must not
exceed $XXXX” or “The expected fatalities per year must not exceed 0.00X.”

A.3.1.2.2.2 Mishap Risk Requirements

Mishap risk requirements could be expressed as “no hazards assigned a catastrophic mishap severity as defined by the
System Safety Management Plan are acceptable.” Mishap risk requirements could also be expressed as a level defined by
a mishap risk assessment, such as “no serious mishap risks or higher are acceptable.”

A3.1.2.23 Standardization Requirements

Standardization requirements are expressed relative to a known standard that is relevant to the system being developed.
Examples include: “The system must comply with the laws of the State of Xxxxxxxx and be operable on the highways of the
State of Xxxxxxxx” or “The system must be designed to meet American National Standards Institute (ANSI) STD XXXX.XX-
XXXX as a minimum.”

A.3.1.2.3 Establish a System Safety Organization

Establish a system safety organization or function and the required lines of communication with associated organizations.
Establish interfaces between system safety and other functional elements of the program, as well as with other safety related
disciplines (such as nuclear, range, occupational health, explosive, chemical, and biological). Designate the organizational
unit responsible for executing each safety task. Establish the authority for resolution of identified hazards. Define resources
needed, to include the SSWG and if necessary integrated product teams (IPTs). Organizational interface and an integrated
master schedule (IMS) should be included.

A3.1.2.4 Establish System Safety Milestones

Establish system safety milestones and relate these to major program milestones, program element responsibility, and
required inputs and outputs.

A.3.1.25 Establish an Incident Alerting/Notification, Investigation, and Reporting Process

Establish an incident alerting/notification, investigation, and reporting process, to include notification of the Managing
Authority and Developer.

A.3.1.2.6 Establish Acceptable Levels

Establish an acceptable level of mishap risk, mishap probability or frequency, and mishap severity thresholds, and
documentation requirements (including but not limited to hazards and mishap risk).

A.3.1.2.7 Establish a Reporting Approach and Methodology

Establish an approach and methodology for reporting to the Managing Authority the following minimum information:
e Safety critical characteristics and features.

e Critical Safety Items.

e Operating, maintenance, and overhaul safety requirements.

e Measures used to eliminate or mitigate hazards.

e Selection, acquisition, and process management for hazardous materials.
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A.3.1.2.8 Establish the Method for Formal Acceptance and Documentation

Establish the method for the formal acceptance and documentation of mishap risks and the associated hazards.
A.3.1.2.9 Establish the Communication Method

Establish the method for hazards, the associated risks, and mishap risk to the system user.

A.3.1.2.10  Specify Requirements for Other Specialized Safety Approvals

Specify requirements for other specialized safety approvals (e.g., nuclear, explosive, chemical, biological, electromagnetic
radiation, and lasers) as necessary (reference 4.2.4).

A.3.1.2.11 Specify the Typical Boundaries and Assumptions

Specify the typical boundaries and assumptions for the system safety analyses and the typical limits of the analyses. These
may include whether or not the following are examined and/or analyzed:

o Hostile intentions or sabotage upon the system.

e Basic structural integrity.

e Hazards unique to factory support.

e The assumption that only trained, healthy, working-age adults will operate and support the system.

e Appropriate quality control and configuration standards are used in production, assembly and support.
A.3.1.212 Establish the Plan for Updating the Hazard analyses

Hazard analyses have limited resolution depending on the system and details of the hazards. Analyses should be updated
as more information is acquired.

A.3.1.3 Develop a System Safety Management Plan

This plan documents the Developer’'s approved system safety engineering and management approach. It should include
the information called out in the following subparagraphs.

A.3.1.3.1 Overall System Safety Integration
Information on system safety integration into the overall program structure.
A.3.1.3.2 Software System Safety Integration

Where software controls or mitigates system hazards, include specific details on integration of system safety processes and
products into the software development life cycle. As a minimum address the following topics:

a. ldentification and description of software contributors to hazards;
b. Definition of safety critical;

c. ldentification of safety critical software functions and safety critical software requirements;
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d. Identification of the software hazard criticality assessment process to include establishment of the software criticality
index matrix (see Section A.6) for each safety critical software function and safety critical requirement and how it would
be used to assign software integrity assurance tasks necessary to verify and validate the safety critical functions and
requirements;

e. Performing a final risk assessment for hazards which have software contributors.
A.3.1.3.3 Hazard Closure and Risk Acceptance Process

Define how hazards and mishap risks are communicated to and accepted by the appropriate risk acceptance authority and
how hazards and mishap risk will be tracked.

A.3.1.34 The Mishap Risk Assessment Tool

Define the mishap risk assessment tool used for risk assessment and acceptance. A key part of the approach for system
risk management is the adoption of an appropriate mishap risk assessment matrix. Mishap risk assessment matrices provide
a means to assess and communicate risks and establish authority for acceptance of those risks. Programs may use one
matrix to assess risks from individual hazards, and another matrix to accept total system risk. These tools should be defined
during the planning phase; however, they may need tailoring or refinement during Element 2 as the full set of hazards
becomes more apparent. A software hazard criticality assessment and software safety integrity assessment should be
performed for each safety critical software function and associated safety critical requirement (see Section A.6). Upon
completion of all the software safety engineering analyses tasks and the software integrity assurance tasks a final risk
assessment can be performed based on the confidence gained in the software (see A.6.3).

A.3.1.3.41 Use of the Mishap Risk Assessment Matrix

The mishap risk assessment matrix is normally a two-dimensional graphic device. One axis is scaled to represent mishap
severity, and the other is scaled to represent mishap probability or frequency. The four principal uses of the matrix are:

a. Communicates the range of potential risks of the system in terms of mishap severity and mishap probability or
frequency;

b. Guides assessment of risk for single hazards;

c. Displays the results of risk assessments, risk mitigation and reduction; and

d. Delineates risk acceptance decision authority.

A.3.1.3.4.2 Guidance in Developing Mishap Risk Assessment Matrices

All systems have unique risks. A mishap risk assessment matrix should be used to characterize these risks. A pre-existing
matrix may be used or a uniquely tailored matrix may be developed. In developing and tailoring the risk matrix, these

elements should be considered:

a. Tailor mishap risk assessment matrices to each system or class of systems based on the expected range of severity of
potential mishaps and the range of probability or frequency of these mishaps.

b. Orient the severity and probability (or frequency) axes so that one axis increases upward and the other increases to the
right in accordance with the Cartesian coordinate system.

c. Use logarithmic scales on each axis with logical and proportional ranges for mishap severity categories and mishap
probability categories.

d. Assign the four levels of risk acceptance authority (high, serious, medium, low) to each cell of the matrix.
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A.3.1.3.4.3 Mishap Risk Assessment Matrix Tailoring

New or tailored matrices should be developed by defining and scaling the severity and probability or frequency scales that
bound the risk of the system. Examples of a tailoring approach and tailored matrices are provided in Section A.5.

A3.1.344 De Minimis Threshold

In defining the mishap risk assessment matrix, programs may also wish to define a de minimis threshold. The term de
minimis is short for the Latin de minimis non curat lex which means “the law does not concern itself with trifles.” This concept,
adapted from the legal profession, helps define the action thresholds. Hazards below this threshold have risk so low that
they do not warrant any additional expenditure of resources. Below this threshold, there is no requirement to actively track
the hazard, though it may be mitigated if minimal resources are required. Hazards above the de minimis line are the focus
of the system safety program. Generally, for hazards with greater risk, greater risk reduction resources are warranted. See
Figures A10, A11, and A12 for examples of a de minimis threshold.

A.3.1.345 Additional Safety Plan Requirements
e Describe how changes to design, training, and technical manuals for the purpose of risk mitigation will be accomplished.

o Describe the verification (e.g., test, analysis, demonstration, or inspection) requirements for ensuring that safety is
adequately attained. Identify any certification requirements for software, safety devices, or other special safety features
(e.g., render safe and emergency disposal procedures).

e Describe the mishap or incident notification, investigation, and reporting process for the program, including notification
of the Managing Authority.

e Describe the approach for collecting and processing pertinent historical hazard, mishap, and safety lessons learned
data. Include a description on how a system hazard log is developed and maintained.

o Describe how the user is kept informed of mishap risk and the associated hazards.
e Describe the approach to the identification, management, and control of Critical Safety Items.
A3.14 Define a Strategy to Ensure Appropriate Safety Support

Elements of safety need to be embedded in the prime contractor's SOW and, if necessary, supporting contracts. Contractors
should be required to submit with their proposal a preliminary plan (e.g., SSPP) that describes the system safety effort
required for the requested program. When directed by the PM, attach this preliminary plan to the contract or reference it
within the SOW; so it becomes the basis for a contractual system safety program.

A.3.1.4.1 Individual Safety Support Tasks

Include selected tasks from Appendix B. Individual tasks should be applied as needed for the particular program. Some
programs may require only one or two tasks (e.g., a single PHA or a safety assessment report (SAR)), while other more
complex programs may require application of most or all of the tasks. The documentation of the system safety approach
should describe the planned tasks and activities of system safety management and systems engineering required to identify,
evaluate, and eliminate or mitigate hazards. The goal of this effort is to reduce the mishap risk to a level ALARP throughout
the system life cycle. The documentation should describe, as a minimum: a planned approach for task accomplishment,
qualified people to accomplish tasks, the authority to implement tasks through all levels of management, and the appropriate
commitment of resources (both manning and funding) to ensure that safety tasks are completed. Specifically, the
documentation must:

A3.14.11 Scope

Describe the scope of the overall system program and the related system safety effort.
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A.3.1.4.1.2 Milestones

Define system safety program milestones. Relate these to major program milestones, program element responsibility, and
required inputs and outputs.

A.3.14.1.3 Safety Tasks and Activities

Describe the safety tasks and activities of system safety management and engineering. Describe the interrelationships
between system safety and other functional elements of the program. List the other program requirements and tasks
applicable to system safety and reference where they are specified or described. Include the organizational relationships
between other functional elements having responsibility for tasks with system safety impacts and the system safety
management and engineering organization including the review and approval authority of those tasks.

A3.1.4.14 Program-Specific Safety Tasks

Select tasks to fit the program. In most cases, the need for the tasks is self-evident. While experience plays a key role in
task selection, it must be supplemented by a more detailed study of the program. Consideration must be given to the size
and dollar value of the program and the expected level of risk involved. The selection of tasks must be applicable not only
to the program phase, but also to the perceived risks involved in the design and the funds available to perform the system
safety effort. Table A1 provides examples of typically tailored system safety programs based on size or project risk. Once
recommendations for task applications have been determined and more detailed requirements identified, tasks and
requirements can be prioritized and a “rough order of magnitude” estimate must be made of the time and effort required to
complete each task. This information would be of considerable value in selecting the tasks which can be accomplished
within schedule and funding constraints.

A3.1415 Task Data Descriptions

For safety tasks that require a report or other formal data submittal, specific task data descriptions (TDDs) provide details
expected in the data delivery product. TDDs for applicable safety tasks are provided in Appendix C.
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Table A1 - Application matrix for system program development

Task Program Phase
Task Title Type 0 | Il 1] v
101 | System Safety Program MGT G G G G G
102 | System Safety Program Plan (SSPP) MGT G G G G G
Integration/Management of Associate Contractors, Subcontractors,
103 and Architect and Engineering (AE) Firms MGT S S S S S
104 | System Safety Program Review /Audits MGT S S S S S
System Safety Group (SSG)/System Safety Working Group
105 (SSWG) Support MGT G G G G G
106 | Hazard Tracking and Risk Resolution MGT S G G G G
107 | System Safety Progress Summary MGT S G G G G
108 | Launch Safety Program Requirements MGT S S S S S
109 | Test Hazard Analysis Safety (Ground or Airborne Systems) MGT S S S S S
201 | Preliminary Hazard List (PHL) ENG G S S S N/A
202 | Preliminary Hazard Analysis (PHA) ENG G G G GC | GC
203 | Safety Requirements/Criteria Analysis (SRCA) ENG G S S S GC
204 | Subsystem Hazard Analysis (SSHA) ENG | N/A G G GC | GC
205 | System Hazard Analysis (SHA) ENG | N/A G G GC | GC
206 | Operating and Support Hazard Analysis (O&SHA) ENG S G G GC | GC
207 | Health Hazard Assessment (HHA) ENG G G G GC | GC
208 | Functional Hazard Analysis (FHA) ENG G G G GC | GC
209 | Critical Safety Items (CSI) List ENG S G G G G
301 | Safety Assessment Report (SAR) ENG S S S S S
302 | Test and Evaluation Safety ENG G G G G G
Safety Review of ECPs, Specification Change Notices (SCN),
303 | Software Problem Reports (SPR), Program Trouble Reports (PTR), | ENG | N/A G G G GC
and Requests for Deviations and Waivers
401 | Safety Verification ENG S G G S S
402 | Safety Compliance Assessment ENG S G G S S
NOTES: TASKTYPE PROGRAM PHASE APPLICABILITY CODES
ENG - System Safety Engineering O Concept refinement S Selectively Applicable
MGT - System Safety Management | Technology development G Generally Applicable
Il System development and demonstration GC  Generally Applicable to Design Change

1} Demonstration, production, and deployment N/A  Not Applicable
[\ Operations and support

A.3.1.4.1.6 Analysis Techniques and Formats

Describe specific analysis techniques and formats to be used in quantitative or qualitative assessments of hazards.
A3.1.41.7 Management Decision Process

Describe the process through which management decisions will be made (for example, timely notification of unacceptable
risks, necessary action, incidents or malfunctions, waivers to safety requirements, and program deviations). Include a
description of how mishap risk is formally accepted and this acceptance is documented.

A3.14.1.8 Developer Support to Certification Boards

Identify special support from the Developer to support certification boards.

A3.1.4.2 Mishap Risk Assessment Procedures

Describe the mishap risk assessment procedures, including the mishap severity categories, mishap probability categories,
and the system safety mitigation order of precedence that should be followed to satisfy the safety requirements of the
program. State any subjective or quantitative measures of safety to be used for the mishap risk assessment process
including any associated criteria. Include system safety definitions that modify, deviate from, or are in addition to those in
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A.3.1.5 Preliminary Understanding of Hazards

Develop a preliminary understanding of hazards and a related description or identification. Each type of system has generic
hazards that can be recognized before the design details are developed. This understanding will lead to the generation of
a PHL.

A.3.1.6 Attributes of an Effective System Safety Program
Attributes of an effective system safety program include the following:

e Management is always aware of the mishap risks associated with the system, and formally documents this awareness.
Hazards associated with the system are identified, assessed, tracked, monitored, and the associated risks are either
eliminated or mitigated to an acceptable level throughout the life cycle. Identify and archive those actions taken to
eliminate or reduce mishap risk for tracking and lessons learned purposes.

e Historical hazard and mishap data, including lessons learned from other systems, are considered and used.

e Mishap risk resulting from harmful conditions (e.g., temperature, pressure, noise, toxicity, acceleration, and vibration)
and human error in system operation and support is minimized. Design factors likely to contribute to human error are
identified and mitigated.

e System users are kept abreast of the safety of the system and included in the safety decision process.
A.3.2 Element 2 - Hazard Identification

Identify and track hazards through a systematic hazard analysis process encompassing detailed analysis of system
hardware and software, the environment (in which the system will exist), and the intended usage or application. Historical
hazard and mishap data, including lessons learned from other systems, should be considered and used. Identification of
hazards is a responsibility of all program members. During hazard identification and tracking; consider hazards that could
occur over the system life cycle. Products of this element may include a PHL and/or a functional hazard assessment and a
hazard tracking system (HTS). Figure A3 describes the process, methods, and products of this element.

Element 2 - Hazard Identification and Tracking

1) Process: Recognize and document hazards. This can be
achieved by a variety of methods. Key elements of
the risk assessment matrix are also defined. ]

[Three parts of a hazard description

Identify Hazard Source — Mechanism — Outcome

Hazards Tracking

2) Identification and Tracking Methods:

+ Checklists Includes:
» System energy source inventory * Description
* Prior work with similar systems * Assessed risk
* Operating scenario walkthroughs » Potential and selected countermeasures
 Operational phase review » Accident experience
» Codes/standards/regulations * Lessons learned
3) Products: PHL HTS
T-05-00502

Figure A3 - Program element 2 - Hazard identification

Documents

Document Sharing Hub

Full document details: SAE GEIASTDOO10A


http://avadocuments2026.com/doc/sae-geiastd0010a
http://avadocuments2026.com/doc/sae-geiastd0010a

SAE INTERNATIONAL GEIA-STD-0010™A Page 24 of 104

A.3.2.1 Identify Hazards

Hazard identification can be achieved by a variety of mutually complementary methods including the use of checklists, prior
work with similar systems, and operating scenario walkthroughs. Approaches have been developed and used to identify
system hazards. Commonly used approaches for identifying hazards can be found in the reference material listed in
Section 2 of this standard. A key aspect of many of these approaches is empowering the design engineer with the authority
to design systems whose mishap risk is ALARP and the responsibility to identify to program management the hazards
associated with the design. Hazard identification approaches often include using system users in the effort.

A.3.2.2 Describe Hazards

Hazards should be described in terms that identify: a potential source of harm, the mechanism whereby the harm may be
caused, and the outcome of the harm itself. Keep in mind that one combination of source and mechanism may have the
potential to cause harm to more than one asset, an asset being something of value. Assets include but are not limited to
personnel, facilities, equipment, operations, data, the public, and the environment, as well as the system itself. An effective
way to deal with these multiple outcomes from one source and mechanism is to treat each outcome, each harmful impact
on an asset, as a separate hazard. The importance of this becomes obvious during the risk reduction element (A.3.4) when
each potential mitigator is identified and its effectiveness in reducing the risk to each asset is weighed against the cost and
feasibility of the mitigator. In some cases outcomes may be tightly linked, for instance, “death or serious injury to personnel”
is linked to “serious damage to or loss of aircraft” when a hazard mechanism includes aircraft impact with the ground. In
this case, these two outcomes might best be treated as components of a single hazard.

A3.2.3 Track Hazards, Hazard Closure, and Mishap Risk

Maintain a HTS that includes hazard descriptions, mishap severity and probability, hazard causes (which may relate to
hardware, software, or human-systems interface), mitigators for each cause, and verification for each mitigator, their closure
actions, and mishap risk throughout the system life cycle. The HTS should be maintained throughout the system life cycle.

A.3.2.3.1 Process for Tracking of Hazards and Mishap Risk

Each system should have a current log of identified hazards including an assessment of the mishap risk. As changes are
integrated into the system, this log is updated to incorporate added or changed hazards and the associated mishap risk.
The Managing Authority should formally accept residual mishap risk of system hazards. Users should be kept informed of
hazards and mishap risk associated with their systems.

A.3.2.3.2 Program Manager Responsibilities for Communications, Acceptance, and Tracking of Hazards and Mishap
Risk

The Developer PM is responsible for maintaining a log of all identified hazards of the system. The Developer PM should
communicate known system hazards and associated risk to all system developers and users. As changes are integrated
into the system, the Developer PM should update this log to incorporate added or changed hazards and the mishap risk
identified by the Developer. The Developer PM is also responsible for informing his team about his expectations for handling
of newly discovered hazards. The Developer PM should evaluate new hazards and the resulting mishap risk, and either
recommend further action to mitigate the hazards, or formally document the acceptance of these hazards and mishap risk.
The Developer PM should evaluate the hazards and associated mishap risk in close consultation and coordination with the
Managing Authority, to assure that the context of the user requirements, potential mission capability, and the operational
environment are adequately addressed. Copies of the documentation of the hazard and risk acceptance are provided to
both the Developer and the system user. Hazards for which the Managing Authority accepts responsibility for mitigation
should also be included in the formal documentation. For example, if the Developer decides to execute a special training
program to mitigate a potentially hazardous situation, this approach should be documented in the formal response to the
Managing Authority. Mishap risk and hazards should be communicated to system test efforts for verification of the
effectiveness of risk mitigation.

A.3.3 Element 3 - Risk Assessment

After hazards are identified in Element 2, the identified hazards are reviewed and mishap severities, and probabilities or
frequencies are assessed and documented. Figure A4 shows a simplified version of the risk assessment process. The
products of this element may include a PHA, O&SHA, SSHA, SCF list, CSl list, and an SHA.
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Element 3 - RISk Assessment The matrix defines the “risk space” for a Reduction
single-system and a declared exposure
1) Process: duration (e.g., 1 year, 1 lifecycle). not needed
Assess the mishap risk. Risk Assessment Matrix-Individual Hazards
H7 H2
e " Assess
> Hoo | risks of
B[ " hazards
2) Assessment Methods: 3
. H8
- Expert judgment @
* Historical risk experience Probability —»
» System knowledge
* Engineering judgment Assessment Approaches Reduction
. Wha}t is known/n?t known Event needed
« Numerical ana|ys|s FMEA FTA Trees | """ Others,
* Computer models
3) Products:
PHA 0&SHA SSHA SHA ann Others
T-05-00503

Figure A4 - Program element 3 - Risk assessment
A.3.3.1 Risk Assessment Methods

Several methods are available to assess the mishap risk including expert judgment, numerical analysis, computer models,
failure modes and effects analysis (FMEA), and fault tree analysis (FTA). Mishap risk assessment matrices described in
Section A.5 may be used to assess mishap risk of a hazard in terms of severity, and probability or frequency. For each
identified hazard, consider the postulated outcomes to determine the range of severity of the hazard. For each mishap
severity category associated with the range of severity, consider the postulated sources, which may relate to hardware,
software, or human-systems interface, as well as the likelihood that given sources may lead to applicable outcomes, to
assess the mishap probability category. Determine which severity-probability pair has the greatest risk. This pair is the
assessed mishap risk of the hazard. If two or more severity-probability pairs are of equal risk then the one with the greatest
severity is the assessed mishap risk. Assessing a hazard in terms of one cell of a mishap risk assessment matrix associates
the risk with a cell of the matrix but stops short of actually determining the specific loss of assets over the life of the system.
If possible, estimate these losses to aid in the analysis of the effectiveness of risk reduction mitigators (A.3.4) and to better
inform the designated risk acceptance authority who decides whether to accept residual mishap risk or continue risk
reduction efforts. To ensure effectiveness of risk mitigation, the risk assessment process should clearly link each mitigator
with the hazard sources and mechanisms to which it applies.

A.3.3.1.1 Mishap Risk Impact

The mishap risk impact is assessed, as necessary, using other factors to discriminate between hazards having the same
mishap risk index. One might discriminate between hazards with the same mishap risk index in terms of mission capabilities,
or social, economic, and political factors. Program management should closely consult with the using organization on the
decisions used to prioritize resulting actions.

A.3.3.1.2 Mishap Risk Assessment Approaches

References for commonly used approaches for assessing mishap risk can be found in Section 3.

A.3.3.2 Assess Software Criticality

For systems with safety critical software (i.e., software controls safety critical functions), each safety critical software function

and requirement should be assigned a software criticality index (SCI). Guidance on software safety criticality assessment
is provided in Section A.6.
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A.3.3.3 Identify Critical Safety ltems

A critical safety item (CSI, Task 209)) is defined as a part, subassembly, assembly, subsystem, installation equipment, or
support equipment for a system that contains a characteristic, any failure, malfunction, or absence of which could result in
mishaps with either catastrophic or critical outcomes. For systems required to have a CSI list, mishap risk assessment
should be used to develop that list.

A.3.3.3.1 Functional Hazard Analysis

To identify CSls, the contractor performs a functional hazard analysis (FHA, Task 208) to identify the safety critical functions
(SCF) of the system, then maps the list of SCFs to the design to identify safety critical systems and sub-systems (hardware
and software). Hardware items that have critical characteristics that are essential to the SCF are CSls. A critical
characteristic is defined as any feature such as dimension, tolerance, finish, material or assembly, manufacturing or
inspection process, operation, field maintenance, or depot overhaul requirement that if non-conforming, missing, or
degraded during the life cycle of a CSI, may cause the failure or malfunction of the item. In lieu of an FHA, a failure mode,
effects and criticality analysis (FMECA) may also serve to provide the list of CSls.

A.3.3.3.2 Design Control Activity

The appropriate design control activity approves contractor-developed CSI lists. The design control activity is the systems
command of a military department that is specifically responsible for ensuring the military worthiness of a system or
equipment. Generating the CSI list is an iterative process that begins when SCFs are identified. The CSI List may be
finalized at critical design review but should be provided as timely inputs to supportability and maintenance planning
processes. Clear, consistent identification of CSls is fundamental to ensuring proper priorities, treatment, and controls are
implemented throughout the product’s life cycle.

A3.3.4 Total System Risk Consideration

Most hazard analysis techniques are designed to identify and assess the risk of individual hazards, considered one at a
time. Risk acceptance authorities, however, should also consider the overall, or total system, risk presented by the system
in its entirety. Consideration of total system risk is useful because the aggregation of a number of otherwise acceptable
individual risks may present an unacceptable risk when considered in total. Furthermore, the most cost effective approach
to lowering a system’s total system risk may be to further mitigate an otherwise acceptable individual risk. The program’s
treatment of total system risk should be identified in the SSMP and/or SSPP.

A.3.4 Element 4 - Risk Reduction

Risk reductions are achieved by understanding the risk drivers, reducing risk according to the system safety mitigation order
of precedence, and then reassessing the risks. Mitigators for reducing risk include design changes, engineered safety
features, safety devices, warning devices; and procedures or training. Mitigators may serve to eliminate the hazard or reduce
severity or probability of potential mishaps. The mitigators for each hazard should be selected based on effectiveness, cost,
and feasibility. Feasibility includes consideration of both means and schedule for accomplishment. After mitigators have
been selected, the residual mishap risks should be reassessed to ensure that risks are ALARP. Identify potential mishap
risk mitigation alternatives and the expected effectiveness of each alternative or method. Be aware that though the risk from
a hazard may have been reduced significantly, its assessment may remain in the same cell of the mishap risk assessment
matrix. This does not mean a mitigator will not be selected. Hazards should be prioritized so that corrective action efforts
can be focused on the most serious hazards first. A categorization of hazards may be conducted according to the mishap
risk potential they present. Mishap risk mitigation is an iterative process that culminates when the mishap risk has been
reduced to a level as low as reasonably practicable as determined by the appropriate authority. Typical products of this
element may include a SAR and hazard reports. The risk reduction element is shown in Figure A5 and discussed below.
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1) Process:

2) Reduction
Methods:

Element 4 - Risk Reduction

Identify mitigation measures; reduce risk to an acceptable level; verify risk reduction.

Understand Risk Develop Candidate N Select | Verify Risk
Drivers Mitigators Mitigators i’ Reductions
Understanding Mitigators Mitigators + Confirm
risk causation can  Order of precedence: Selection Criteria: effectiveness
lead to prioritizing 1) Design selection « Cost * Ensure

hazard reductions
and/or direct
countermeasure
selection.

2) Design changes

3) Engineered safety features
4) Safety devices

5) Warning devices

6) Procedures/training

(vs. accepting risk) implementation

« Effectiveness
(In reducing risk)
« Feasibility
* Means
* Schedule

-

— ~"

Mitigators should not:

1) Introduce new hazards

2) Unacceptably impair system performance

SAR

eports others

3) Products Hazard
(typical):

T-05-00504

Figure A5 - Program element 4 - Risk reduction
A.3.4.1 Understand the Risk Drivers
For the system, determine which hazards are the drivers of the total system risk (R). For each hazard, determine which
sources and mechanisms are the drivers of the single hazard risk (r). A good understanding of these risk drivers facilitates
effective development, selection and prioritization of risk mitigators.
A.3.4.2 Develop and Document Candidate Mitigators
Identify potential mishap risk mitigators and the expected effectiveness of each. Mishap risk mitigation is an iterative process
that culminates when the mishap risk has been reduced to a level ALARP as determined by the appropriate authority. As
hazard analyses are performed, hazards should be identified that would require mitigation. The system safety mitigation
order of precedence defines the order to be followed for satisfying system safety requirements and reducing risks. Evaluate
the alternatives for eliminating the specific hazard or mitigating its risk so that the most practicable mitigators can be
implemented. While the relative effectiveness, cost, and feasibility of specific mitigators may vary depending on the hazard,
the system safety mitigation order of precedence generally is as follows:
o Eliminate hazard through design selection.
¢ Reduce mishap risk through design alteration.
e Incorporate engineered safety features (ESF).
e Incorporate safety devices.
e Provide warning devices.

e Develop procedures and training.

Describe any potential risks introduced by mitigation approaches. For instance, pnuematic tools may be used in place of
electric tools, in wet environments, to eliminate risks of electrical shocks. A new risk introduced by this mitigation is that of

slightly higher noise levels.
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A.3.4.21 Software Safety Hazard Mitigation

The most effective approach to minimizing safety risk associated with software is to conduct the safety critical requirements
analysis (SCRA). The SCRA should be formally communicated with the software development team. An FHA should be
conducted to determine the effects on safety critical functions of the system to be commanded, controlled, and monitored
by software and to provide the software developer with clear concise derived safety requirements. The software safety
analyses (top-level, detail- level, code-level if required) are conducted as an integral part of the hazard analysis processes.
Only then can the software contributors to the hazards be understood. The software safety engineer should develop specific
safety requirements as part of software requirements to mitigate risk for these software contributors.

A.3.4.22 Specific Software Requirements

After the software contributors to hazards are understood, the software safety engineer should develop specific software
requirements to mitigate risk for these software contributors. The safety critical requirements should be communicated with
the software development team and tracked through the software development lifecycle down to the code and test
procedures. The software safety integrity assurance process (see Section A.6) should be used to provide assurance and
confidence that the specified safety critical software functionality and requirements have been implemented and verified.
Based on completion of all the software integrity assurance activities the software safety engineer can determine a level of
confidence that the software will perform as specified and that the associated hazards have been mitigated. The confidence
level can be used to perform a final risk assessment, as described in A.6.3. IEEE STD 1228 is an existing commercial
standard that can be used as a guideline for Software System Safety.

A343 Select Mitigators

Reduce the system mishap risk through mitigators mutually agreed to by the Managing Authority and the Developer.
Mitigators should be selected based on cost, effectiveness, and feasibility.

A3.44 Verify Risk Reductions

Verify mishap risk mitigation through appropriate analysis, testing, and inspection. Mitigators should be evaluated to ensure
implementation and confirm effectiveness. Document the assessed residual mishap risk. The Developer PM should ensure
through the system test effort that the selected mitigators will produce the expected reduction in mishap risk. New hazards
identified during testing should be reported to the Managing Authority for further risk reduction efforts.

A.3.4.5 Testing

Mishap risk and associated hazards should be communicated to the system tester to verify mishap risk reduction of the
system undergoing testing and ensure that the mishap risk of the testing itself is ALARP.

A.3.4.51 Testing to Verify Risk Reduction

Tests and demonstrations should be defined and conducted to verify the effectiveness of selected mitigators. Test or
demonstrate safety critical equipment and procedures to determine the mishap severity or to establish the margin of safety
of the design. Consider induced or simulated failures to demonstrate the failure mode and acceptability of safety critical
equipment. When it cannot be analytically determined whether the corrective action taken will adequately mitigate a hazard,
conduct safety tests to evaluate the effectiveness of the mitigators. Where costs for safety testing would be prohibitive,
safety characteristics or procedures may be verified by engineering analyses, analogy, laboratory test, functional mockups,
or subscale and model simulation. Integrate testing of safety systems into appropriate system test and demonstration plans
to the maximum extent possible.

A.3.452 Conducting Testing
The Developer PM should ensure that test teams are familiar with unique mishap risks of the system. Review test plans,
procedures, and previous test results for all tests including design verification, operational evaluation, production

acceptance, and shelf-life validation to ensure that testing will be conducted with mishap risk ALARP. Mitigate all known
system hazards plus any additional hazards introduced by test procedures, instrumentation, hardware, and environments.
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A.3.4.5.3 Communication of New Hazards Identified During Testing

Testing organizations should ensure that hazards and safety discrepancies discovered during testing are documented and
communicated to the Managing Authority.

A.3.5 Element 5 - Risk Acceptance

The designated risk acceptance authority determines whether or not the mishap risks have been reduced to ALARP within
the constraints of operational effectiveness and suitability, time, and cost (or that the risk is acceptable). Figure A6 depicts
the risk acceptance element. Review and acceptance of each interim and residual single hazard risk (r) by the appropriate
authority is a necessary action in the risk management process. Consideration should also be given to requiring the review
and acceptance of total system risk (R) by the appropriate authority. The designated risk acceptance authority should be
kept informed regarding identified hazards and mishap risks.

Element 5 - Risk Acceptance

Residual

Risk

1) Process: Acceptance Other Action(s)

T-05-00505

- ) ) Risk Desisior
Residual risk review ecisio
and acceptance. + Further reduce
How Safgs SaAf\e/E”nough? « Deny approval
» Forward to higher authority
2) Acceptance Methods:
1) Compare to consensus standards for Risk N
a) Protection of personnel
b) Societal risk
2) Balance risk with needs Example
Consensus
Standard |
3) Product: Decision forRisk | £
. . Acceptance | §
Documented Risk-Based Decision |Document Authority | £
7

Figure A6 - Program element 5 - Risk acceptance
A.3.5.1 Review of Hazards and Acceptance of Mishap Risk by the Designated Authority

The Developer PM should know what interim and residual mishap risks exist in the system being delivered. The Managing
Authority provides resources to the Developer to mitigate hazards with significant mishap risk. The Developer PM is
obligated to report serious risk hazards to the Managing Authority who should then either accept the risk or take action and
allocate additional resources to reduce the risk.

A.3.5.2 Verify Review and Acceptance

The Managing Authority is responsible for formally documenting the acceptance of interim and residual mishap risks of the
system by the appropriate authority. The developer should reassess the risk of hazards whenever there are any changes
or modifications to the system or its use. The developer and Managing Authority organization should agree on the assessed
level of mishap risk prior to acceptance of the risk by the risk acceptance authority.

A.3.53 Accept Interim and Residual Mishap Risk
Residual risk is the mishap risk that remains after all planned mitigators have been implemented. Interim risk is that risk that

is present until planned mitigating actions have taken place. There should be documentation of the mishap risk acceptance
along with substantiation that mishap risk has been reduced as low as is reasonably practicable.
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A4 SPECIFIC REQUIREMENTS

The Developer should ensure that all types of hazards are identified, evaluated, and mitigated to a level compliant with
acquisition management policy (federal, international, and state) laws and regulations, executive orders, treaties, and
agreements. The Developer is responsible for ensuring accomplishment of the following:

e Establishing, planning, organizing, implementing, and maintaining an effective system safety effort that is integrated
into all life cycle phases.

e Documentation of system safety planning to provide all program participants with visibility into how the system safety
effort is to be conducted.

e Establishing definitive safety requirements for the development, procurement, and sustainment of the system. The
requirements should be set forth clearly in the appropriate system specifications and contractual documents.

¢ Providing historical safety data.

e Monitoring the system safety activities, and reviewing and approving delivered data in a timely manner, if applicable, to
ensure adequate performance and compliance with safety requirements.

e Updating system specifications to reflect results of safety analyses, tests, and evaluations.

o Evaluating new lessons learned for inclusion into appropriate databases and submitting recommendations to the
responsible organization.

e Establishing system safety teams to assist in developing and implementing a system safety effort.

e Providing technical data to enable completion of the defined tasks.

e Documenting acceptance of hazard risk assessments.

e Providing appropriate notification or warning to users of identified system hazards and mishap risk.

e Meeting the intent of this Standard Practice.

¢ Making adequate resources available to support the program system safety effort.

o Verifying that the system safety technical and managerial personnel are qualified for the job.

A5 EXAMPLE MISHAP RISK ASSESSMENT MATRICES

This section contains seven examples to show a spectrum of potential uses for the mishap risk assessment matrix. Mishap
risk assessment matrices are used to assess risks and also to determine who will accept risks. They may also serve as a
useful tool to combine the individual risks into a total system risk for the system. With this in mind, a well-designed mishap

risk assessment matrix should have the following features:

a. Mishap risk assessment matrices should be tailored to each system or class of systems based on the expected range
of severity of potential mishaps and the range of probability or frequency of these mishaps.

b. Orient the severity and probability (or frequency) axes so that one axis increases upward and the other increases to the
right in accordance with the Cartesian coordinate system. Since René Descartes first developed this system in 1637,
mathematicians, scientists and engineers have been trained to use this graphical orientation of data. It greatly reduces
confusion to orient the axes in this way.
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c. Use logarithmic scales on each axis with logical and proportional ranges for mishap severity categories and mishap
probability categories. This assures that the risk, which is a product of probability and severity, will also be proportional.

d. Assign the four levels of decision authority for risk acceptance (high, serious, medium, low) to each cell of the matrix.
Bear in mind that if the first three features described above are in place, a cell will have the same level of risk as the
cell diagonally up and to the left, and the cell diagonally down and to the right.

The following sections fully implement these features.

A.51 Example 1: Mishap Risk Assessment Matrices

Programs using mishap risk assessment matrices from other standards may not contain all desirable features. Tables A2
through A5 describe typical risk matrices.

A5.1.1 Mishap Severity

Mishap severity categories are defined to delineate ranges of mishap outcomes in terms of fatalities, injuries, property
damage, or other loss. Example mishap severity categories are shown in Table A2. The dollar values shown in this table
should be established on a system-by-system basis based on the highest severity mishap of the system and the lowest
severity mishap that could be of concern.

Table A2 - Example - Mishap severity categories

Description | Category | Environmental, Safety, or Health Result Criteria

Catastrophic I Could result in death, permanent loss of system function,
permanent total disability, or loss exceeding $1M.
Critical Il Could result in major system damage, permanent partial

disability, injuries or occupational illness that may result in
hospitalization of at least three personnel, or loss
exceeding $200K but less than $1M.

Marginal I Could result in minor system damage, injury or
occupational illness resulting in one or more lost work
days, or loss exceeding $20K but less than $200K.
Negligible v Could result in injury or illness not resulting in a lost work
day, or loss exceeding $2K but less than $20K,

NOTE: These mishap severity categories provide guidance to a wide variety of programs. Other severity definitions may
be used.

A.5.1.2 Mishap Probability or Frequency

Mishap probability is the likelihood of mishap occurrence over a standard or customer-defined exposure interval. Probability
is mathematically between zero and one. Mishap frequency is the rate of mishap occurrence. Frequency is sometimes
substituted for probability as a component of risk. Mishap probability categories delineate ranges of mishap probabilities
described in terms probability of one or more mishaps in a specified exposure interval or they delineate ranges of mishap
frequency described in terms of occurrences per unit of time, events, population, items, or activity. If unable to quantify
probability or frequency, mishap probability categories are defined in terms of subjective descriptors (see Table A3 and
Table A6). Assigning a quantitative mishap probability or frequency to a potential design or procedural hazard is sometimes
difficult due to lack of data. In this situation, a mishap probability or frequency may be derived from research, analysis, and
evaluation of historical safety data from similar systems. Supporting rationale for assigning a mishap probability or frequency
is documented in hazard analysis reports. Example quantitative and subjective mishap probability categories are shown in
Table A3, Table A6, and Figures A7 through A11.
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Table A3 - Example - Mishap probability categories

Description* Level Specific Individual Iltem Fleet or Inventory**
Very Likely A Likely to occur often in the life of an item, with a Continuously experienced.
probability of occurrence greater than 10-" in that life.
Likely B Will occur several times in the life of an item, with a Will occur frequently.
probability of occurrence less than 10-' and greater
than 102 in that life.
Probable C Likely to occur sometime in the life of an item, with a | Will occur several times.
probability of occurrence less than 102 and greater
than 10-3in that life.
Unlikely D Unlikely but possible to occur in the life of an item, Unlikely, but can reasonably be
with a probability of occurrence less than 102 and expected to occur.
greater than 106 in that life.
Improbable E So unlikely, it can be assumed occurrence may not Unlikely to occur, but possible.
be experienced, with a probability of occurrence less
than 106 in that life.
Impossible F Incapable of occurrence. This category is used when potential hazards are identified and
later eliminated.

* Definitions of descriptive words may have to be modified based on quantity of items involved.
** The expected size of the fleet or inventory should be defined prior to accomplishing an assessment of the system.

A.5.1.3 Mishap Risk Assessment

Mishap risk classification in terms of mishap severity and mishap probability (or frequency) can be performed by using a
mishap risk assessment matrix. An example of a mishap risk assessment matrix is shown at Table A4. Using the matrix to
assess the risk for a hazard, the analyst selects the matrix cell representing the levels of combined severity and probability
of outcome for which risk is greatest. This is repeated for each individual asset threatened by the hazard (personnel,
equipment, etc.). For a hazard having a range of outcome severity covering more than one mishap severity category, the
severity-probability pair representing the greatest risk is selected as the assessed mishap risk of the hazard for that asset.
If two or more severity-probability pairs are equal as representing the greatest risk for a given asset, the declared mishap
risk is given by the pair having the greatest severity. In this example matrix, the assessed severity-probability pair is
designated by the Roman numeral and letter corresponding to the mishap severity category (from Table A2) and the mishap
probability category (from Table A3), e.g., I/D, IV/B, etc. Some matrices (Examples 3 and 5) use Arabic instead of Roman
numbers (e.g., 1/D, 4/B, etc.). Also in this example, each cell of the matrix is assigned a number called a mishap risk index
(Table A4). Mishap risk indices can be used to rank order hazards according to their mishap risks.

Table A4 - Example - Mishap risk index values

Very Likely Probable Unlikely | Improbabl | Impossibl
PROBABILITY Likely B Cc D e e
SEVERITY A E F
|  Catastrophic 1 2 4 8 12
Il Critical 3 5 6 10 15 NA
[l Marginal 7 9 11 14 17
IV Negligible 13 16 18 19 20

Ab5.14 Mishap Risk Categories

In this example, mishap risk indices are used to group individual hazards into mishap risk categories. Table A5 includes a
listing of mishap risk index, mishap risk category and mishap risk acceptance level as system management might assign
them. Mishap risk acceptance is discussed in A.3.5. The using organization should be consulted by the corresponding levels

of program management prior to mishap risk acceptance.
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